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Rwanda,s Capacity for Rule 11bis Transfers 

4.(SBU) Prosecutor Jallow wants to transfer approximately 
20 cases to domestic jurisdictions in 2007 and plans to file 

a Rule 11bis transfer &test case8 to Rwanda in April. 
Rwanda is the USG,s preferred jurisdiction for all transfers 

in principle, but first must meet international fair trial 
standards. Jallow noted, and Williamson agreed, that the GOR 
needs a plan for building judicial capacity and recommended a 
staged approach, focusing first on Rule 11bis capacity and 
second on judicial capacity more broadly. Jallow also 

floated the possibility of indicting additional suspects for 

the purpose of transfer but this would require UNSC approval, 
a very difficult sell. Senior Trial Attorney Barbara 

Mulvaney suggested that if the Prosecutor withdrew 
indictments, files could be transferred without judicial 

review, but this would risk the credibility of the ICTR. 
Mulvaney also noted that keeping the cases in the Tribunal\'s 
system is one method of prolonging the ICTR\'s existence, 
concurrently benefiting the judges who are themselves 
deciding whether to transfer cases. 


Dialogue on Residual Capacity Issues 

5. (SBU) As the ICTR closes, some issues such as witness 
protection, handling of archives, and special hearings (e.g. 
contempt or sentence reviews) will require an ICTR residual 
capacity. Williamson commented that any residual capacity 
should be lean, handle only essential functions, and likely 


evolve over time and by need. He asked the Tribunal 
principals for preliminary recommendations on addressing 
these residual issues. Mose suggested a mixed 
judicial/administrative residual body based in Kigali or 
Arusha which drew on a small judicial roster. Mose stressed 
the desirability of using previous ICTR judges for 

institutional memory and judicial efficiency. 


RPF Cases 

6. (SBU) Regarding Rwandan Patriotic Front (RPF) cases, 
Jallow said he is focusing on two or three individuals, has 
asked his team to decide in April or May \"whether we have 
cases or we don\'t,\" and expects to make an announcement by 
June 2007. Acting Assistant Registrar Everard O,Donnell 
suggested that the immediate transfer to Rwanda of any RPF 
indictments would help mitigate criticism from the GOR. Any 
RPF indictments would require UNSC approval, however, and 
likely rupture ICTR relations with the GOR, but would also 
garner the ICTR important legitimacy by refuting the 
allegation of it being a victor,s justice tribunal. 
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GOR and ICTR Relations 

7.(SBU) Mose, Jallow, Dieng, and the GOR Representative to 
the ICTR, Alloys Mutabingwa, agreed that relations between 
the GOR and the ICTR were good. However, the ICTR officials 
noted one specific area for improvement, namely, the need for 
a prompt response from the GOR to ICTR requests for security 
clearances of potential ICTR employees. The ICTR officials 
claimed that up to 20 such requests had yet to be answered; 
Mutabingwa, on the other hand, told the Ambassador that the 
GOR had answered all outstanding requests. 


Comment 

8. (SBU) Ambassador Williamson\'s visit to Arusha emphasized 
the USG,s full engagement on the complex legacy and residual 
issues facing the Tribunal and reaffirmed the USG,s 
commitment to see the ICTR complete its work successfully. 
President Mose and other officials clearly appreciated the 

open and frank dialogue and wished to work together on these 
issues going forward. 


9. (U) This cable has been cleared by Ambassador 
Williamson. 
RETZER 
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Classified By: CDA Steven C. Koutsis. Reasons: 1.4 (b) and (d) 
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1. (U) President-elect Sidi Mohamed Cheikh Ould Abdallahi, in 
an interview with the Algerian newspaper \"Al-Khabar 
Al-Jazaaaeri published April 8, is quoted as saying \"the last 
word on (Mauritanian-lsraeli) relations belongs to the 
Mauritanian people.\" He added, \"the reality is that there is 
an Israeli embassy in Mauritania, and | will take a position 
after consulting with the Mauritanian people.\" He noted that 
Israeli relations with Arab countries appear to be evolving, 
which may have an impact on the decision. He said he would 
organize a public debate on the issue, to include Parliament, 
political parties and civil society. Some commentators took 
that to mean he would organize a referendum on the question, 
but Abdallahi did not use that word in the interview. 


2. (C) Abdallahi\'s comments track closely with the position 

he took with Emboffs during a post-election meeting (reftel). 
However, Israeli Ambassador Boaz Bismuth told Charge April 9 
that he and Jerusalem were concerned about these public 
remarks, wondering if Abdallahi were signaling a change in 
policy. Campaign rhetoric is one thing, Bismuth said, but 
coming from a president-elect so soon after the election is 
worrisome, and he called Abdallahi for clarification. The 
President-elect assured him that it was all \"politics.\" 

Bismuth noted that presidential candidate Boukheir Ould 
Messaoud, who had broken with the CFCD coalition ranks to 
support Abdallahi in the second round (thus, many believe, 
securing Abdallahi\'s victory), was an early proponent of 
breaking relations, and Bismuth postulated that Abdallahi may 
have entered into a deal with Messaoud. 


3. (C) Comment: Abdallahi knows that the present policy on 
relations with Israel is unpopular here. By pushing the 
question off to the Parliament and into a vague consultative 
process, he will likely delay a decision indefinitely, while 
taking the onus off himself. While these public comments are 
significant, Abdallahi\'s private comments to the Israeli 
Ambassador and to us should be signal enough that he will not 
take precipitous action. Regardless, his statements have 
allowed some to infer that he will hold a referendum, which 
would certainly force the issue. End Comment. 

Koutsis 
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TAGS: MARR, MOPS, NATO, PINS, PREL, AF, NL 

SUBJECT: NETHERLANDS/AFGHANISTAN/JSF: NEW DEFENSE MINISTER 
SETTLES IN 


Classified By: Ambassador Roland Arnall, reasons 1.4 (b,d) 


1. (C) Summary: In his introductory meeting with Ambassador 
Arnall, new Dutch Defense Minister Eimert van Middelkoop 
stressed the importance of success in Afghanistan. He 
repeated official policy regarding the Dutch two-year 
commitment in Uruzgan province, and anticipated a fierce 
debate this summer within the coalition and with parliament 
regarding a possible extension in some capacity past August 
2008. However, he suggested that completely leaving Uruzgan 
\"made little sense\" after investing two years worth of time 
and resources, and that the Dutch could possibly team with 
another NATO ally in Uruzgan or continue its partnership with 
Australia under different terms. Van Middelkoop added that 
any perceived U.S. pressure could backfire in both parliament 
and the Dutch public. He also expressed views on a possible 
Dutch deployment to Africa, and continued Dutch participation 
in the Joint Strike Fighter (JSF) program. Van Middelkoop 
discussed these issues with Ambassador Arnall on April 10. 
End summary. 


Afghanistan: Extension Debate Looming 


2, (C) Van Middelkoop stressed that NATO \"must succeed\" in 
Afghanistan. He described his recent visit to Uruzgan with 

new Foreign and Development Ministers Maxime Verhagen and 
Bert Koenders as \"an investment in ourselves,\" allowing the 
Dutch to emphasize the comprehensive, \"3D\" approach balancing 
defense, development and diplomacy efforts. He was quick to 
add, however, that the comprehensive approach was \"not 
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uniquely a Dutch one,\" especially as the United States does 
some aspects far better than the Netherlands -- the USG 
deserves compliments as well, he said. Van Middelkoop said 
cooperation in southern Afghanistan was going \"very well,\" 

but added that the Dutch need more strategic airlift. He 

said he raised the possibility of helicopter support with 

NATO SYG Jaap de Hoop Scheffer, and questioned whether the 
United States might be able to help in that capacity. 


3. (C) Van Middelkoop turned discussion to the possibility of 
extending the Dutch deployment in some role beyond its 
two-year commitment to August 2008. He acknowledged the GONL 
will make an extension decision by the end of the summer, and 
anticipated a fierce debate with parliament. Complicating 

the issue, he said, were differing points of view within the 
coalition government. He said \"officially,\" the Dutch are 
committed until 2008, and that NATO is responsible for 
replacing the Dutch should they decide to leave. Personally, 
he argued that the Netherlands is a NATO member and is 
therefore also responsible for finding an ally to replace it 
should the GONL decide to leave. Moreover, it did not make 
sense in his view to invest \"so much time, energy and 
resources\" in Uruzgan for two years, and then opt to 
completely leave Uruzgan. 


4. (C) If the Dutch did choose to extend, van Middelkoop 
acknowledged they would not be able to continue their 
deployment at its current capacity. \"We are at our limits,\" 
van Middelkoop said, \"if we extend, it will be in a smaller 
role.\" He acknowledged the possibility of teaming with 
another ally past 2008, and said the Dutch were actively 
pursuing this possibility. Another option might be for 
Australia to take the lead in Uruzgan, he added. That said, 
he stressed the importance of avoiding the perception 
publicly that the United States and others were pressuring 
the Dutch to extend -- this had the potential of backfiring 
should parliament and the Dutch public believe the United 
States was pushing the Dutch. Amb. Arnall concurred, and 
added that the Dutch press is keen to create the perception 
of USG pressure. He noted that in a recent interview with 
visiting Assistant Secretary of State Dan Fried, a Dutch 
reporter asked 22 different ways how the United States was 
pressuring the Netherlands to extend despite Fried\'s best 
attempts to assure him otherwise. 


Africa: Next Stop After Afghanistan? 


5. (C) Amb. Arnall noted the strong interest by coalition 
government partner Labor Party (PvdA) to become more involved 
in Africa, and asked whether this might deter the Dutch from 
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extending in Afghanistan. Van Middelkoop acknowledged 
Labor\'s desires to \"go to Africa,\" highlighted by Development 
Minister Koenders\' strong interest in the continent. 

However, he stressed that such interest has \"not yet become a 
real issue.\" \"We are currently committed to Afghanistan -- 
that is our concrete responsibility,\" he said. He noted that 

the Dutch Ministry of Defense was in the very formative 

stages of reviewing options in Africa -- none of which should 
distract from the Dutch involvement in Afghanistan. 


JSF: The Reason He is Defense Minister 


6. (C) On the Joint Strike Fighter (JSF), van Middelkoop 
repeated the government coalition accord language honoring 
all previous commitments to JSF contingent upon a 

third-party, independent review of the business case early 

next year, while making a procurement decision by 2010. 
Regarding procurement, he said the Dutch will look at JSF and 
alternatives, i.e., the EuroFighter, but added that none of 

them posed \"any serious threat\" to JSF. He acknowledged that 
there is some cause for caution, given the fact that the 

Labor Party opposed participating in the production, 
sustainment and follow-on phase of the program. However, he 
pointed to Labor\'s acceptance of the coalition accord as a 
positive sign. \"Quite frankly,\" he said, \"the reason | am 
Defense Minister today is that the Labor Party did not want 

to be in charge of the Ministry of Defense when the Dutch 
government finally agreed to buy JSF.\" 


Comment 


7. (C) Van Middelkoop, from the government coalition minority 
member Christian Union party, appeared relaxed and in good 
spirits regarding his new position -- \"who ever thought that 
my small Christian party would ever be in the government -- 
let alone that | would be Defense Minister,\" he laughed. Yet 
van Middelkoop clearly knew his portfolio and spoke 
confidently on Afghanistan. Speaking frankly on the 
transatlantic relationship, he said \"perhaps we have missed 
some chances on bridging the gap, but look how well we are 
working together in Afghanistan.\" To date, he has been 
publicly reticent, preferring to reiterate official policy. 
However, if his private comments on Afghanistan are any 
indication, he will play a key role in determining whether 

the Dutch will continue their deployment in some capacity 
past August 2008. 


ARNALL 
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E.O. 12958: DECL: 04/09/2022 

TAGS: PREL, PTER, MOPS, TU, IZ 

SUBJECT: ANKARA PUK REP OUTLINES TALABANI\'S EFFORTS TO 
DEFUSE TURKEY-BARZANI CONFLICT 


REF: A. ANKARA 822 
B. ANKARA 812 
Classified By: PolCouns Janice G. Weiner for reasons 1.4 (b) and (d). 


1. (S/NF) Summary: Iraqi President Talabani will work to 
defuse Turkey-KRG tensions, according to the PUK 
representative in Ankara. Talabani will seek to create 
breathing room for PM Erdogan and his ruling AKP party to 
weather the political storm of presidential and parliamentary 
elections, as he has apparently calculated that an AKP 
government is in both Iraqi and KRG interests. Pro-Kurdish 
DTP party leader Turk will reportedly visit Talabani in late 
April; they will work together to persuade the PKK to 
maintain its unilateral ceasefire. End summary. 


2. (C) The PUK\'s representative to Turkey, Bahros Galali, 
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reviewed for us April 10 his interventions with Iraqi 

President Talabani to seek to defuse fresh tensions between 
Turkey and KRG President Barzani following Barzani\'s 
Al-Arabiyah interview, which was broadcast April 6 (but, we 
have learned from Embassy Baghdad, actually recorded on Feb. 
27). Galali told us he noted Turkish anger at Barzani\'s 
comments -- in which he warned Turkey to stay out of Kirkuk 
or he will meddle in Turkey\'s affairs -- and called Talabani 
April 9 to urge him to calm to situation. According to 

Galali, Talabani had already planned to call PM Erdogan, 
apologize for Barzani\'s remarks, and reaffirm lraq\'s 
friendship with Turkey. 


3. (C) Galali told us that Talabani called him later April 9 

and gave him a readout of his conversation with Erdogan. 
Erdogan reportedly expressed appreciation for Talabani taking 
the initiative in calling him, and asked that Talabani do all 

he can to get Barzani to calm down the rhetoric. Erdogan 
also expressed annoyance that the GOI had shifted the venue 
for the \"neighbors-plus\" ministerial to Egypt. Talabani 
apparently assured Erdogan that Turkey should not interpret 
this decision as a slap in the face. However, Galali told us 
that the lraqi cabinet was more or less united in not wanting 
the meeting in Istanbul, for fear that Turkey would attempt 

to dictate an outcome on the Kirkuk issue. 


4. (C) Galali said he explained to Talabani that Erdogan is 

in a delicate political situation, and persuaded Talabani 

that it is in both Iraqi and KRG interests that Erdogan (or 
another ruling Justice and Development Party (AKP) 

politician) become president, and that the AKP remain in 
power following parliamentary elections later this year. 

Galali believes that only Erdogan\'s party can maintain a good 
relationship with the KRG and take genuine steps to solve the 
PKK situation through other than solely military means. 

Galali added that Talabani will seek to dispatch FonMin 

Zebari to persuade Barzani to make some sort of positive 
gesture to Turkey. We suggested that a positive statement -- 
as well as even a symbolic move on the PKK issue -- would do 
much to calm the waters here. Galali also expressed 
appreciation for the Department Spokesman\'s April 9 remarks 
characterizing Barzani\s comments as unhelpful. 


5. (S/NF) Galali reported that pro-Kurdish Democratic Society 
Party (DTP) leader Ahmet Turk will visit Talabani in 
Suleimaniyah at the end of April, and that Turk and Talabani 
will work to persuade the PKK leadership there to maintain 

its unilateral ceasefire. Galali said that Talabani believes 

it is crucial that the ceasefire remain in place, especially 
during this delicate political season in Turkey. Significant 
PKK violence would only ratchet up tensions further. 
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Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: MOROCCO IMPLEMENTS AGADIR AGREEMENT-- WITH A CATCH 


REF: A. RABAT 528 
B. RABAT 362 


1. (SBU) Summary: Three years after its signature and nearly 
a year after it technically entered into force, Morocco on 
March 27 finally published the customs circular necessary to 
implement the Agadir Agreement. That accord, signed by 
Morocco, Tunisia, Jordan, and Egypt in 2004, established a 
free trade area among the four countries as a step towards 
fulfillment of the 1995 Barcelona Declaration\'s vision of a 
Euro-Mediterranean free trade area by 2010. The circular was 
long delayed, however, by Morocco\'s fear that it would be 
forced to extend duty free entry to a range of sensitive 
agricultural imports from the United States under our own 
bilateral FTA, if such products were admitted duty free from 
the Agadir signatories. To resolve the impasse, Morocco 
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ultimately decided to exclude these 128 sensitive 
agricultural products from the Agadir agreement, 
notwithstanding the fact the agreement itself calls for 
complete elimination of duties on all industrial, 

agricultural, and agro-industrial products. Moroccan 
officials indicate that they formally notified counterpart 
governments of this decision in advance, and have not 
received any objections. The decision brings closure to an 
issue that has been the poster child of critics of Morocco\'s 
regional trade policy, at a time when there is increasing 
discussion here of the importance (and promise) of regional 
economic integration. End Summary. 


2. (SBU) The Agadir agreement, a flagship project for 

regional free trade initiated by Morocco in 2001 and signed 

in February 2004, has languished since it formally entered 
into force in July 2006. While technically in effect, the 

failure of Moroccan customs to issue implementing customs 
circulars meant that practically it had no effect on the 

ground. In private conversations, government contacts 
concede that unlike Morocco\'s trade agreements with Turkey, 
the United States, and the European Union, which were 
negotiated in great detail and saw regular and intensive 
consultation with concerned Moroccan industries, the Agadir 
agreement and other similar regional or pan-Arab agreements 
were \"political statements,\" which were entered into with 
much less preparation. 


3. (SBU) As a result, as officials at the National Export 
Council have explained to us, as it moved to implement the 
Agadir agreement Morocco quickly perceived an embarassing 
complication: any decision to grant preferential access to a 
list of sensitive agricultural products including beef, 

chicken, wheat, and other goods from Jordan, Tunisia or Egypt 
would require Morocco to grant an equivalent preference to 
the United States. Morocco had negotiated an exception to 
this requirement in an exchange of letters dated June 15, 
2004 between USTR Robert Zoellick and Minister-Delegate 
Fassi-Fihri, but the letters indicated that \"Morocco does not 
anticipate importing any agricultural good from an Arab 
League country if that country is not a net exporter of that 
good." None of the other Agadir signatories, however, are 
net exporters of the goods in questions. 


4. (SBU) After a delay of nearly a year as various 

authorities considered how to resolve the problem, Morocco 
ultimately decided to formally exclude these goods from 
application of the Agadir Agreement. The preambule to the 
March 27 circular implementing the Agadir Accord (5047/223) 
thus makes its application subject to relevant provisions in 
the circular that implemented the U.S.-Morocco FTA (No. 
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4977/222). Those latter provisions provide that the 128 
products listed in annex 10 of the Moroccan Customs 
implementing regulations \"cannot be imported in a 
preferential category derived from bilateral, regional, or 
multilateral free trade agreements\" with certain countries, 
unless those countries are net exporters of the products 
concerned. The circular further specified in a separate list 
in the same annex the list of countries that are not net 
exporters; all three other Agadir signatories figure on this 
list. 


5. (SBU) While some in the Moroccan press who have been 
critical of the Agadir Agreement have had a field day with 
the decision, Morococan officials defend it, emphasizing that 
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there have been no objections from the other parties to the 
agreement. In comments to a leading economic weekly, 
Minister of External Commerce Mechahouri stressed that all 
three countries were \"consulted and made aware\" of the issue. 
He argued that Morocco was the only country to find itself 

in such a situation as only it has a free trade agreement 

with the United States (NB obviously overlooking the 
U.S.-Jordanian FTA), and in a play on words concluded that 
\"to open (\"s\'ouvrir\") does not mean to suffer (\"suffrir\") or 
to surrender (\"s\offrir\"). Questioned about the Agadir 
decision, officials at the Foreign Ministry have been quick 

to stress that the Customs decision puts Morocco in full 
compliance with its obligations toward the United States, and 
that this was the primary consideration guiding the Agadir 
circular. 


6. (SBU) The Customs decision comes at a time when regional 
economic integration is very much the topic of conversation 

in Moroccan government circles. In addition to the newfound 
activism of the Arab Maghreb Union (UMA) on the topic 

(reftel) and the creation in Marrakech in February of a 

regional business confederation uniting business associations 
across the Maghreb, recent months have also seen conferences 
hosted by the UN Economic Council for Africa (UNECA) and the 
Moroccan High Planning Commission (HCP), all positing that 
increased intra-regional trade could unlock a virtuous cycle 

of exports leading to faster economic growth and reduced 
unemployment. Experts note that with intra-regional trade in 
the Maghreb only constituting 3 percent of total trade flows, 

the region lags far behind its peers in Latin America and 

Asia. They note too the potential advantages that could 

accrue from greater cooperation as the region moves towards 
free trade with Europe under the Euro-Mediterranean dialogue 
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launched at Barcelona in 1995. Maghreb countries, they 
argue, would do better to negotiate as a block with the EU, 
instead of dealing individually with it. The theme of 
regional integration has also been pushed by the IMF, most 
recently in the Deputy Managing Director\'s visit to Morocco 
on April 4. 


7. (SBU) Comment: In the context of these long-range visions, 
issuance of regulations allowing effective implementation of 
the Agadir Agreement is a modest step. It nonetheless 
removes an embarassing cloud that has hung over the agreement 
since its signature. Though some predict complaints from 
other signatories about Moroccan back-tracking, others point 
to similar failures in other countries (Tunisia\'s failure to 

allow importation of the \"Logan\"-- an inexpensive 
Moroccan-produced vehicle-- is a particularly sore subject) 
and predict that they will let the issue slide, particularly 

given the fact that historically there has been almost no 

trade in the goods in question. End Comment. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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1. (U) SUMMARY 


---- PADEPA Activists Acquitted 
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---- FNLA Founder Retires 

---- UNITA Loses Five Deputies, Commemorates Savimbi\'s Death 

---- MPLA Parliamentarian Denounces Lack of Freedom of Expression 
----MPLA President Accuses Party Dissidents of Spreading Lies 


PADEPA Activists Acquitted 

2. (U) Eight PADEPA opposition party members were acquitted on March 
2, 2007 by the provincial Court of Luanda after having been arrested 

and charged by the police with inciting the public by distributing 
inflammatory pamphlets on February 19, 2007. The activists were 
granted bail by the court on February 23, 2007 after the public 
prosecutor told the judge that the police had erred, citing that 

pamphlet distribution is not a crime in Angola. 


3. (SBU) Comment: PADEPA members have been arrested and charged in 
court five times in the last three years for holding anti-government 

public protests or distributing pamphlets. Their score card is 

currently three acquittals and two sentences. The sentences were 

against the party Secretary General for contempt of court in 

November 2006, which was commuted into a three thousand dollar fine 
(see reftels) and the Party Political Secretary, who spent 

forty-five days in jail for disrupting a parliamentary session in 

2005. PADEPA currently holds no seats in Parliament but 

consistently has been exceptionally outspoken. 


FNLA Founder Retires 

4. (SBU) On March 17, FNLA founder and President Holden Roberto 
formally retired from active politics at age 84. The combination of 
Mr. Roberto\'s poor health, internal dissidence, and financial 
constraints has crippled the FNLA, once the third most powerful 
player on the Angolan political scene, in recent years. The main 
candidates to succeed Mr. Roberto as party president are 1st Party 
Secretary Lucas Ngonda, Roberto favorite and 2nd Party Secretary 
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Ngola Kabango, and long-time senior party members Carlinho Zassala 
and Pinto Joao. 


UNITA Loses Five Deputies in Parliament 

5. (U) Parliament, by administrative order, has ruled on the 
longstanding struggle between renegade UNITA deputies and UNITA 
leadership. The Parliament accepted and upheld the request 
presented by the five UNITA Deputies to become Windependent, thus 
reducing UNITA\'s representation in Parliament from seventy to 
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sixty-five deputies. The five were expelled from UNITA in July 2006 
after they publicly denounced the party leadership and refused to 
resign their seats to make way for new deputies of UNITA\'s choosing. 
The expelled Deputies have promised to continue defending the 
interests of UNITA in Parliament, but said they will not defend the 
interests of the party\'s current leadership, whom they claim is 
misguiding the party. Nonetheless, they insist that they still 

belong to the greater UNITA family. However, most Parliamentary 
observers see this pledge as pure rhetoric and believe the Deputies 
will vote with the MPLA bench. 


Five Years without Jonas Savimbi 


6. (U) On February 22, UNITA commemorated the fifth anniversary of 
the death of its founder, Jonas Savimbi. While speaking to the 

press after a memorial service in honor of Savimbi, UNITA Secretary 
General Mario Vatuva promised that UNITA will do everything possible 
to have the late Savimbi\'s body exhumed from his current grave in 
Luena, Moxico and reburied in his hometown of Andulo, Bie. Since 
2003, UNITA has repeatedly expressed the wish to honor its founder 
with a formal burial ceremony and memorial, but Angolan law forbids 
exhumations prior to five years after the initial interment. Vatuva 
affirmed that UNITA has completed the legal paperwork to exhume 
Savimbi\'s remains. 


7. (SBU) UNITA President Isaias Samakuva used the occasion to 
declare that democracy was being smothered by the MPLA and attitudes 
reminiscent of the Party-State days were becoming frequent again. 
Further attempting to position itself as the defender of democracy, 
UNITA\'s Permanent Committee strongly objected to the detention of 
Global Witness activist Dr. Sarah Wykes, considering it 

anti-democratic and condemned the police agents who on February 22 
destroyed posters announcing memorial activities for Savimbi. 


MPLA Parliamentarian Denounces Lack of Freedom of Expression 
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8. (U) MPLA Parliamentarian and journalist Joco Melo acknowledged 
the lack of freedom of expression in Angola during a lecture 

organized by the Namibe provincial government and the provincial 
journalist union in February. Melo made this statement in his 

keynote address on the role of journalists during the upcoming 
election campaign. Melo pointed out that although the 

Constitutional law upheld freedom of the press, self-censored 
communication smothered freedom of expression as people find 
themselves unable to express opinions or communicate their views for 
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fear of being labeled sympathetic to a group and suffering the 
repercussions that follow. 


9. Comment: The government-owned Jornal de Angola took strong 
exception to the 2006 U.S. Human Right Report\'s criticism of 
journalist self-censorship in Angola in an editorial by the Jornal\'s 
Director, Jose Ribeiro. Melo\'s lecture is therefore an interesting 
glimpse into an apparent internal MPLA debate on media roles. End 
Comment 


MPLA President Accuses Party Dissidents of Spreading Lies 


10. (SBU) February 9, MPLA President Jose Eduardo dos Santos 
addressed the MPLA Central Committee during the party\'s annual 
meeting. Dos Santos presented the 2006 balance sheets, which he 
called positive, praising the executive commission for its guidance. 
However, he then criticized and warned the \"dissident voices\" in 
the party to stop spreading false propaganda about the party. He 
accused the dissidents of trying to revive the old leftist MPLA with 
its socialist-dictatorial rule. Dos Santos called on all party 

militants to expose those dissident voices, who are diverging from 
the official party line. Dos Santos accused them of being 
Vinfiltrators intent on destabilizing and weakening the party,\" just 
as elections approach. 


11. (SBU) Dos Santos said that the party leadership was united and 
strong in its vision of \"a government, by the people for the 
people.\" Dos Santos also strongly advised that the decision on the 
MPLA\'s presidential candidate only be discussed after the 
legislative elections. 
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Classified By: Consul General Brian L. Browne for reasons 1.4 (B and D) 


1. (C) Summary: A March 29 visit by Poloff to Imo State 
showed the feuding People\'s Democratic Party (PDP) still 
trying to determine its candidate for Governor. The April 5 
Supreme Court ruling in favor of Senator Ifeanyi Araraume 
makes him the favorite to make the ballot. Whoever takes the 
PDP nomination will be favored, but the All Progressives 
Grand Alliance (APGA) candidate will be competitive. End 
summary. 


2. (C) Poloff visited Imo State on March 29. Ben Duru, 
Correspondent for the Daily Independent, told Poloff the 
problems in the People\'s Democratic Party (PDP) go back to at 
least 2003. That year, Senator Ifeanyi Araraume supported 
Governor Achike Udenwa for a second term, and this move 
helped ensure the Governor\'s victory, Duru said. However, 

the friendship soon was tested. 


3. (C) The PDP divided into two blocs, Abuja and Owerri. In 
2005 the bitter infighting escalated and the national PDP 
dissolved the Imo State PDP. Udenwa partisans identified 
Araraume as a leading member of the rival Abuja bloc. Udenwa 
and Araraume had a falling out after 2003, and Udenwa not 
only failed to support Araraume, the Governor became 
diametrically opposed to his candidacy, Duru said. 
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4. (C) The Owerri/Udenwa bloc had five candidates for 
Governor and the Governor\'s partisans split their vote, Duru 
observed. Ike Ibe, the Governor\'s favorite, lost the primary 

to Araraume. In four days, tne PDP ran the primary vote 

twice and Araraume won the most votes both times. 
Subsequently, Araraume was declared the victor and his name 
was sent to the National PDP. 


Ugwuh Emerges as the National PDP\'s Choice, 
as Araraume Looks to the Courts for Redress 


5. (C) Charles Ugwuh, former President of the Manufacturers 
Association of Nigeria, was Obasanjo\'s choice for Governor 
because of his ardent support for a third term. In the 

December primary, Ugwuh won only 36 votes to Araruame\'s total 

of over 2,000. With such a paltry total, Ugwuh was not even 

among the frontrunners. Yet because of the mutual affinity 

shared with the President, Ugwuh was not finished. In late 
December, the PDP replaced Araraume with Ugwuh. Udenwa threw 
his support to Ugwuh because he was willing to back anyone 
against Araraume at this point, Duru said. 


6. (C) Araraume did not give up his fight for the 

nomination. Senator Araraume was familiar with the language 
of the Electoral Act of 2006, Duru said, and used this 
knowledge in his favor. In March the Abuja Court of Appeals 
ruled in Araraume\'s favor, judging the PDP did not give 
sufficient justification for the replacement of Araraume. 

The Supreme Court backed the Appeal Court by ruling in 
Araraume\'s favor on April 5. Duru did not know whether the 
PDP would follow the dictates of the court. 


7. (C) Araraume has gained public sympathy for his long 

battle to gain the nomination. When Araraume returned to 
Owerri on March 27, huge crowds came out to support him. In 
contrast, Duru told Poloff while Udenwa was popular before 

the PDP primaries, his maneuverings since have cost him much 
of his popularity. 


APGA Looks to Seize the Opportunity 
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8. (C) Among the opposition parties, only the All 
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Progressives Grand Alliance (APGA) has a strong following in 
Imo. Both the All Nigerian People\'s Party (ANPP) and the 
Action Congress (AC) have problems, Duru said. People 
suspect Udenwa sympathizes with the AC. With the Governor\'s 
fallen popularity this is a negative for the AC, Duru 

explained. APGA\'s strength comes from the support of the 
Catholic Church, which has significant influence on the Imo 
electorate. The Imo Archbishop is insisting on a free and 

fair election, Duru said. 


9. (C) Poloff visited the headquarters of Martin Agbaso, 

APGA candidate for Governor. Cletus Nwaka, Imo State APGA 
Chairman, confidently predicted victory. On APGA\'s 

popularity in Imo State, Nwaka joked he always tells his PDP 
friends \"While they may vote for the PDP, their driver, cook, 
and housekeeper will vote for APGA\". Nwaka said the 
popularity of APGA\'s presidential candidate Dim Chukwuemeka 
Ojukwu, helped APGA in the State. Agbaso, former Advisor on 
Ecology to Obasanjo, is also a former Senator who ran 
unsuccessfully for Governor in 2003. 


10. (C) Duru predicted if Araraume is the candidate, the PDP 
will win. However, if Ugwuh ran APGA could win. Duru also 
considered vote manipulation likely. There was massive 
manipulation in 1999, less so in 2003, so hopefully there 
would be less in 2007, Duru said. Although violence could 
occur, Duru did not believe Imo State was prone to violence, 
though he said there were 4 or 5 vulnerable Local Government 
Areas. 


11. (C) Like other states in Southern Nigeria, the most 
intense activity centers around the state and local 

elections, not the presidential election. The Imo State 
PDP\'s internecine party conflict has seemingly climaxed in a 
bitter nomination fight. Nevertheless, whoever emerges from 
this fog to represent the PDP will be favored. Vote 
manipulation, a characteristic of Imo elections, will likely 
happen. While the State has seen less violence than other 
Southeastern states, some violence is likely to occur. End 
comment. 


BROWNE 


103830 

PP RUEHWEB 

DE RUEHSP #0336 1001538 
ZNR UUUUU ZZH 


Column 3 

P 101538Z APR 07 

FM AMEMBASSY PORT OF SPAIN 

TO SECSTATE WASHDC PRIORITY 8068 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, KNNP, PARM, KNEP, IR, TD 

SUBJECT: DEMARCHE SENT REGARDING DESIGNATION OF IRAN\'S DEFENSE 
INDUSTRIES ORGANIZATION UNDER E.O. 13382 


REF: SECTSTATE 40909 


(SBU) On April 2, Poloff delivered demarche to Laura Marie West, the 
Director of Bilateral Relations at the Ministry of Foreign Affairs. 
Post will report any substantive response septel. 
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E.O. 12958: DECL: 01/01/2016 

TAGS: PREL, FR, PTER, PHUM, PINR, KAWC, XG, EUN 

SUBJECT: FRANCE NOT INITIALLY ENCOURAGING ON RECEIVING GTMO 
DETAINEES 


REF: A. STATE 36991 
B. STATE 37005 


Classified By: A/DCM Thomas J. White for reasons 1.4 (B & D). 


1. (C) POL Deputy delivered reftel demarches March 22 to MFA 
DAS-equivalent for Security Pierre Thenard and, following the 
meeting, provided ref B points March 23 as an aide memoire. 
Recalling the MFA\'s reaction to a U.S. approach several 
months ago to accept Uighers as \"completely negative,\" 
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Thenard offered no encouragement that the GOF position would 
produce a different outcome the second time round, although 
he agreed to discuss the U.S. request with his superiors. 
Thenard surmised correctly that the detainees were probably 
of low value, and wondered why they could not be settled in 
the United States. POL Deputy drew on reftel points to note 
ongoing court litigation. Thenard was non-committal on 
whether the GOF might agree to encourage other countries to 
accept refugees, although he pointed out that Burkino Fasa 
had once accepted individuals expelled by France. 


2. (C) Post will seeking additional opportunities to discuss 
resettlement, including with FM Douste-Blazy\'s cabinet 
director, and will report further as soon as additional 
information becomes available. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: N/A 

TAGS: AORC, KNNP, PREL, UNGA/C-5 

SUBJECT: GUIDANCE REQUEST: UN REQUEST FOR U.S. PAYMENT FOR 
THE NPT CONFERENCE 


REF: USUN 00176 


1. GUIDANCE REQUEST: Per reftel, USUN is transmitting below 
a March 30 letter from UN Controller Warren Sach to 
Ambassador Mark Wallace requesting the Mission\'s assistance 
in obtaining a payment from the United States for the 2005 
NPT Review Conference and the first session on the 
Preparatory Committee for the 2010 NPT Review Conference. 
Department of Disarmament Affairs (DDA) officials have 
stressed to USUN that they do not have the funds to undertake 
the prepcom absent the U.S. contributions. USUN seeks 
Department guidance as soon as possible on an appropriate 
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response. END GUIDANCE REQUEST. 


2. Text of March 30 letter from UN Controller Warren Sach to 
Ambassador Mark Wallace regarding NPT funding payment: 


Begin text: 
Excellency, 


| am writing to request your assistance with respect to 
payment by the Government of the United States for the 2005 
NPT Review Conference and the first session of the 
Preparatory Committee for the 2010 NPT Review Conference. 


By note verbale dated 6 February 2007, copy attached, the 
Secretary-General advised that the total cost of the 2005 


SIPDIS 

Review Conference and its Preparatory Committee was 
$1,418,829. After deduction of the advance payment of 
$749,717, an amount of $669,112 remained outstanding from the 
United States. 


By the same note, the Secretary-General advised that your 
Government\'s share of the projected cost of $889,149 for the 
first session of the Preparatory Committee for the 2010 NPT 
Review Conference would be $291,819. 


By its resolution 61/70, the General Assembly endorsed the 
decision of the States Parties to hold the firs session in 
Vienna, Austria, from 30 April to 11 May 2007. As costs 
related to the meeting should not have financial implications 
for the regular budget of the United Nations, sufficient 
funding must be received in advance from States Parties. 


In order to proceed with the arrangements for the first 

session of the Preparatory Committee, it is essential that 

the contribution and advance payment by the United States, as 
per the note verbale dated 6 February 2007, be received by 
the Secretariat by 5 April 2007. 


Please accept, Excellency, the assurances of my highest 
consideration. 


Singed, 
Warren Sach 
Assistant-Secretary General 


Controller 


End text. 
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E.O. 12958: DECL: 04/10/2017 

TAGS: PGOV, PREL, UP 

SUBJECT: UKRAINE: YANUKOVYCH, YUSHCHENKO SEEKING 
COMPROMISE, BUT NO ROLE FOR OUTSIDE ASSISTANCE 


Classified By: Ambassador for reasons 1.4(a,b,d). 


1. (C) Summary. Ambassador\'s separate conversations with 
Prime Minister Yanukovych and President Yushchenko on April 9 
and 10, respectively, indicated both sides expressed 

preference for resolving the current crisis via a political 
compromise instead of a Constitutional Court (CC) ruling or 
going straight to the polls, but neither side was fully ready 

to yield on key points. Yanukovych requested international 
mediators, including Ambassador, become involved while 
Yushchenko rejected the idea. Both were concerned about how 
to handle any possible Russian role, with 20 Russian Duma MPs 
reportedly heading for Kyiv April 11. Both underscored that 

they believed there was a legislative/legal solution to this 
crisis--new and better laws that had wide backing could pull 
Ukraine out of this mess. 


2. (C) Yanukovych said that if Yushchenko suspended the 
decree disbanding the Rada, they could agree on what the 
coalition should look like, limit the flow of MPs between 
factions, and work on constitutional and legislative fixes 

for the current political imbalances. He added, however, 

that if Yushchenko pushed forward with demands for elections 
now, he would insist on waiting for a CC ruling, which he was 
confident would be in his favor, and/or concurrent early 
parliamentary and presidential elections. In turn, 
Yushchenko said he would be willing to suspend his decree if 
they could agree on early elections, restore the coalition to 

its former size, declare illegal all Rada and CabMin 
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decisions made after the latest wave of opposition MPs 
started to join the majority in late March, and put an end to 
street protests. Both PM and President agreed the window for 
compromise was closing. 


3. (C) Comment. Time appears to be on Yanukovych\'s side. The 
Constitutional Court is poised to open hearings on an appeal 
of Yushchenko\'s decree. Initially announced for April 11, 
the hearing was pushed back until April 17, perhaps to give 
more time for negotiation, or to delay the inevitable; one 
judge told us April 9 that 12 of 18 judges are prepared to 
rule against Yushchenko. It is a positive sign that both 
Yushchenko and Yanukovych are looking for political 
compromise and that both think legislation is the best way to 
resolve the lack of clarity in the 2004 political reforms 

that have led to this fight for power. The two leaders are 
meeting daily, but there are still large gaps to be bridged, 
starting with Yushchenko\'s insistence on early elections and 
rejection of all offers for mediation and Yanukovych\'s 
refusal to consider early Rada elections absent early 
presidential elections. Finally, the Tymoshenko factor 
remains a wildcard; Yushchenko appears concerned that any 
broader settlement or even coalition, such as Yanukovych\'s 
team has advocated, would not be acceptable to the 
opposition. With Yushchenko refusing outside facilitation, 
we will continue our usual pulsing of all parties to the 
conflict, urging compromise for the sake of Ukraine\'s 
interests. End summary and comment. 


Yanukovych Wants International Mediation 


4. (C) At an April 9 meeting, Prime Minister Yanukovych 
requested Ambassador mediate the political crisis between the 
PM and President. Yanukovych saw two possible resolutions to 
the current situation--either wait for the Constitutional 

Court to rule on Yushchenko\'s dismissal of the Rada or find a 
negotiated political solution. In his view, the first option 

would result in a ruling against Yushchenko, which would 
significantly weaken the President. He had told Yushchenko 
on April 6 that the second option was the far better for both 
sides, but he stressed a number of times that time was 
running out for Yushchenko to agree to a political decision, 
warning the situation would soon reverse itself: Yushchenko 
would be coming to Yanukovych with requests, and it would be 
too late for Yushchenko to get anything. 


5. (C) Yanukovych\'s initial proposal for mediation was for a 
large group of international observers, including Ambassador, 
and Ukrainian political and legal forces that could work out 

all the details of a compromise: the Austrian Chancellor; EU 


Column 3 

and Polish politicians; Yushchenko; himself; Soeaker Moroz; 
the leaders of all Rada factions, and lawyers from the 
Presidential Secretariat, Cabinet, and Rada. In response to 
Ambassador\'s suggestions, Yanukovych agreed that a small, 
Kyiv-based group of negotiators and only a few Ukrainian 
participants from the President\'s and PM\'s teams would make 
the process go faster and more smoothly. He also agreed that 
this process should be low-key and out of the public eye. 
(Note: Yanukovych\'s Chief of Staff Lyovochkin suggested to 
Ambassador April 10 that the group be kept at three: 
Yushchenko, Yanukovych, and Ambassador, perhaps also the 
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German Ambassador to represent the EU Presidency. End note.) 
The PM was less comfortable with the suggestion that the 
Russians be kept in the loop and Ambassador\'s offer to brief 
Ambassador Chernomyrdin. 


Yushchenko: No Outside Help, We Will Find Compromise 


6. (C) At an April 10 meeting, President Yushchenko thanked 
Ambassador for the offer of assistance, but declined it, 
stressing he did not see any format in which international 
participation would help. There was a Russian problem--Putin 
had offered to mediate in an April 9 phone conversation, but 
given the Duma\'s recent resolution supporting the Rada, the 
impending arrival of 20 Duma MPs April 11, and the certainty 
of press attention to the Russian presence, it would be hard 
for the Russians to play a constructive role. This was a 
parliamentary crisis--not one between the PM and 
President--and it should be resolved as such. He had met 
Yanukovych April 9 and 10 and would meet the PM daily if 
necessary, but the Rada was corrupt, and the possibility of 
fixing it lessened every day. Moreover, increasing 

attention, and with it pressure, was shifting to the 
Constitutional Court and Central Election Commission. The 
latter was prevented from working by four commissioners 
calling in sick, denying it a quorum. This was unacceptable. 


What Yanukovych Wants 


7. (C) In terms of demands for a compromise, Yanukovych 
argued that Yushchenko\'s suspension of the decree must happen 
immediately; it was almost a prerequisite for talks, but if 
negotiations progressed quickly enough, there could be an 
agreement by end of the week. After that, the President 

could cancel his decree and Regions MPs would withdraw their 
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CC petition. It was his position that although a 
constitutional commission could work on improving the 
constitution, the bulk of work should be done in the Rada by 
amending legislation and passing new laws. 


8. (C) Yanukovych agreed that the key points for an agreement 
between Yanukovych and Yushchenko were: there should be no 
more MPs going back and forth between factions; a 
constitutional commission should be created to make changes 
in the constitution and other laws; and some of the Universal 
should be made into law. However, if Yushchenko insisted on 
discussion of new elections in 2007 as part of negotiations, 
then Yanukovych would insist on waiting for a Constitutional 
Court ruling or concurrent Rada and presidential elections. 

He also argued that Ukraine could not have early elections 

until a legislative basis was prepared, including a new 

election law and making the CEC conform to the CEC law. He 
also would request that the CC rule on imperative mandate, 
noting that the Venice Commission has already indicated that 
imperative mandate did not comply with European standards. 


What Yushchenko Wants 


9. (C) Yushchenko offered to suspend his decree if the two 
parties came to agreement on other key points. First, the 
issue of the majority coalition\'s format needed to be 

resolved; every decision made by the Rada and CabMin after 
March 22 should be considered illegal and reversed. (Note: 
Kinakh\'s MPs left OU and joined the majority on March 23. 
End note.) Yushchenko also required a return to March 2006 
faction sizes, a mechanism for preventing pressure on the CC 
and CEC, and a moratorium on calling people into the streets. 
Legal decisions, not protests, should decide this conflict. 

If the Rada agreed to conditions, including passing laws on 
imperative mandate and the opposition, as well as fixing the 
Rada rules, if Yushchenko and Yanukovych agreed on a way to 
monitor whether the Rada was meeting those obligations, and 
if all sides agreed on conducting early elections at some 
point, he would leave the decree suspended. If within 2 
weeks, these tasks were not met, he would bring the decree 
back into force. Yushchenko said he had discussed 15 points 
with Yanukovych and the two were in agreement on about half 
of them; his first demand, early elections, remained a 
stumbling block. 


10. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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CLASSIFIED BY: Peter Martin, CDA, Vatican, State. 
REASON: 1.4 (b), (d) 


1. (C) Pope Benedict claimed \"nothing positive\" was coming 
from an Iraq \"torn apart by continual slaughter\" in his 
widely-publicized Easter address April 8. Following intensive 
lobbying by Post, the pontiff broke the Holy See\'s silence on 
Zimbabwe, decrying the \"grievous crisis\" in that country. On 
Lebanon, the pope warned of the dire effects of the \"paralysis 
of the country\'s political institutions.\" See text of the 

speech in para. 6 below. End Summary. 
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2. (SBU) Pope Benedict XVI bemoaned the current situation in 
Iraq in his annual Easter Urbi et Orbi (to the city and to the 
world) speech April 8, using some of his strongest language to 
date. He claimed: \"nothing positive is coming from Iraq, torn 
apart by continual slaughter as the civilian population flees.\" 
The pontiff was speaking before tens of thousands of pilgrims in 
St. Peter\'s Square, and a world-wide television audience (67 
countries) for the traditional speech calling attention to 
challenges facing the international community. 


3. (C) On several subjects, the speech boosted USG priorities. 
Following intensive lobbying by Post, the pontiff broke the 

Holy See\'s silence on Zimbabwe, decrying the \"grievous crisis\" 
in that country, and pointing to the local bishops\' conference 

for leadership. On Lebanon, the pope warned of the dire effects 
of the \"paralysis of the country\'s political institutions\". He 

also noted the \"catastrophic\" humanitarian situation in Darfur 
and \"neighboring countries\". 


4. (U) Other hot spots mentioned by the pontiff: Madagascar, 
Solomon Islands, the Democratic Republic of the Congo, East 
Timor, Sri Lanka, Afghanistan, and Israel and the wider Middle 
East. 


Comment 
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5. (C) Pope Benedict\'s reference to Iraq was unfortunate, as 

we have kept the Holy See up-to-date on the many positive 
developments coming out of various parts of the country. We 

will weigh in on the issue with Secretariat of State officials 

when their Easter break concludes April 11. The reference to 
Zimbabwe, while measured, was a big step for the Holy See, which 
had hesitated to speak out on the issue. When we pressed the 
deputy foreign minister repeatedly on Zimbabwe, he was eager to 
have the pope address it, but did not want to get out in front 

of the local bishops. Now that the Zimbabwe bishops have become 
more vocal, there is an opportunity for us to encourage the Holy 
See to raise its voice further. On Lebanon, we continue to 
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press for a more active stance by the Holy See; Sunday\'s 
comments, coupled with strong recent comments by Patriarch 
Sfeir, are keeping the issue in the spotlight here. 


Text 


6. (U) Begin relevant portions of text (Holy See translation 
from the Italian): 


How many wounds, how much suffering there is in the world! 
Natural calamities and human tragedies that cause innumerable 
victims and enormous material destruction are not lacking. My 
thoughts go to recent events in Madagascar, in the Solomon 
Islands, in Latin America and in other regions of the world. | 
am thinking of the scourge of hunger, of incurable diseases, of 
terrorism and kidnapping of people, of the thousand faces of 
violence which some people attempt to justify in the name of 
religion, of contempt for life, of the violation of human rights 
and the exploitation of persons. | look with apprehension at 
the conditions prevailing in several regions of Africa. In 

Darfur and in the neighboring countries there is a catastrophic, 
and sadly to say underestimated, humanitarian situation. In 
Kinshasa in the Democratic Republic of the Congo the violence 
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and looting of the past weeks raises fears for the future of the 
Congolese democratic process and the reconstruction of the 
country. In Somalia the renewed fighting has driven away the 
prospect of peace and worsened a regional crisis, especially 

with regard to the displacement of populations and the traffic 

of arms. Zimbabwe is in the grip of a grievous crisis and for 

this reason the Bishops of that country in a recent document 
indicated prayer and a shared commitment for the common good as 
the only way forward. 


Likewise the population of East Timor stands in need of 
reconciliation and peace as it prepares to hold important 
elections. Elsewhere too, peace is sorely needed: in Sri Lanka 
only a negotiated solution can put an end to the conflict that 
causes so much bloodshed; Afghanistan is marked by growing 
unrest and instability; In the Middle East, besides some signs 
of hope in the dialogue between Israel and the Palestinian 
authority, nothing positive comes from Iraq, torn apart by 
continual slaughter as the civil population flees. In Lebanon 
the paralysis of the country\'s political institutions threatens 

the role that the country is called to play in the Middle East 

and puts its future seriously in jeopardy. Finally, | cannot 
forget the difficulties faced daily by the Christian communities 
and the exodus of Christians from that blessed Land which is the 
cradle of our faith. | affectionately renew to these 

populations the expression of my spiritual closeness. 


End relevant portions of text. 
MARTIN 
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1. (U) Summary: In addition to this Mission\'s own plans to to 
field over 80 observers for the forthcoming Nigerian 

elections (ref. A), a number of multilateral organizations, 

other embassies and non-governmental organizations (NGOs) are 
planning to have observer teams in the field during the April 

14 polls for State Governors and Assemblies and those on 

April 21 for President and the National Assembly. Among 
multilateral organizations, the EU will likely have the 

largest team here (over 200), though ECOWAS and the 
Commonwealth are also expected to have observer delegations 
in the field. Among Nigeria-based diplomatic missions, only 

the British High Commission will deploy observers on a scale 
approaching ours, with about 50. Most other Missions will 

only have a handful (or less) of their diplomats visiting 

polling stations in the general vicinity of Abuja; some of 

the smaller EU Missions may send one or two of their staff to 
join one of the EU teams. Among international NGOs, NDI and 
IRI will have the largest presence, with about 50 each, with 

the NDI delegation being headed by former Secretary Albright. 
End Summary. 


Multilateral Organizations 

2. (SBU) The European Union plans to send a large delegation 

to cover the Nigerian elections, with over 200 participants, 

about 70 of whom are long-term observers already in-country 
visiting the areas where they will be on election day. 

According to EU Chief Observer (and MEP) Max Van den Berg and 
his deputy, Graham Elson, the rest of the observers will 

arrive the week of April 8, and will join teams in 32 of 

Nigeria\'s 36 states. (Note: Like us, they will not send 

observers to the four Niger Delta states for security 
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reasons. End note.) Both Van den Berg and Elson have 
observed numerous elections in Africa, and were leaders of 
the EU delegation which observed the most recent polls here, 
in 2003. 


3. (SBU) According to press reports, ECOWAS also plans to 

send a large delegation, reportedly in the range of 200, 

which would be its largest ever observer team; former Gambian 
President Jawara is expected to be the head of delegation. 

In a February meeting with the Ambassador, the ECOWAS advance 
team stressed that any report it prepared would be a strictly 

internal document to be shared with member governments, and 

not with other observers or the public. 


4. (SBU) The Commonwealth also plans to send a delegation, 
and, according to both Elson and our British colleagues, 
originally hoped to send a large team of over 100, provided 
funding could be found. When funds did not show up, it 
scaled back the planned delegation dramatically to eleven 
observers and seven support staff, with former Tanzanian 
Foreign Minister Joseph Wairoba acting as Chairman. The full 
team is expected by April 13. 


Other Diplomatic Missions 

5. (SBU) According to contacts at the British High 

Commission, HMG plans to send observer teams out from both 
Abuja and Lagos to about half of Nigeria\'s states (though, 

like us and the EU, not to the Delta for security reasons). 
Labour MP (and former Foreign Office Minister of State) Chris 
Mullin will be coming out to act as chief observer. 

According to the UK PolCouns, they hope to have over 50 
members of their Mission out on the 21st, fewer on the 14th. 


6. (SBU) In a recent meeting with resident Political Officers 
from about 15 Missions, we heard that most only intended to 
have one or two diplomats (which is about as many as the 
smaller of them have) visiting polling stations in the 

vicinity of Abuja. Some of the smaller EU Missions said they 
intend to attach one or two of their staff to the EU teams. 
The somewhat larger Japanese Embassy is planning to have 
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eight to ten staff out observing, though still focused on 
polling stations within daylight driving distance of Abuja. 


Non-Governmental Organizations 


7. (SBU) The most notable NGO observer teams will come from 
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the National Democratic Institute (NDI) and International 
Republican Institute (IRI), both of which plan to send over 

50 observers. NDI plans to include former Secretary Madeline 
Albright, former Canadian Prime Minister Joe Clark, former 
Liberian President Amos Sawyer, former Niger President 
Mahamane Ousmane and NDI President Kenneth Wollack in its 
delegation. IRI\'s delegation includes former US Ambassadors 
Pierre-Richard Prosper, John Price, Lange Schermerhorn, and 
Charles Twining, Kenyan MP Raila Odinga and IRI President 
Lorne Craner. 


8. (SBU) While we expect most of the more prominent observers 
to be based in Abuja, both NDI and IRI have already sent 
advance teams to all six of NigeriaWs geopolitical zones, and 

will have observers there on both the 14th and 21st. 


9. (SBU) Comment: We have continued to play a leading role 
in encouraging coordination and information sharing among the 
various groups of international observers. The Ambassador 
has hosted a series of meetings with resident COMs and the EU 
team, and other Mission officers have reached out to other 
diplomatic colleagues, shared information about our own 
planning and offered to cooperate wherever possible. We have 
also been holding regular joint meetings with NDI, IRI, IFES 
and PACT (who are all recipients of USAID/DG funding). End 
comment. 

CAMPBELL 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES 
FOR REASON 1.4 (D) 


1. (C) A dispute between the National Assembly (NA) and 
Supreme Tribunal of Justice (TSJ) began in late March when 
the NA condemned a controversial TSJ Constitutional Chamber 
decision to modify an article of the Venezuelan tax law and 
opened an investigation that could lead to the justices\' 
impeachment. The conflict is not a separation of powers 

issue, but rather an intra-Chavista scramble for influence, 
revenge, and corruption opportunities within the judiciary, 

as it coincides with changes in the lower court system and a 
rumored effort to reduce the number of TSJ justices. The NA 
appears to have backing from Chavez, who accused the justices 
of \"betraying the Revolution\" by its ruling. 


2. (C) The Constitutional Chamber of the Supreme Tribunal of 
Justice (TSJ) issued a ruling February 27 modifying Article 

31 of the Venezuelan tax law by exempting bonuses and other 
income supplements from taxation. The decision was in 
response to a 2001 petition to nullify parts of the 

Venezuelan tax law as unconstitutional. Article 31 was not 
one of the articles listed in the petition, but the chamber 
invoked its authority to review laws for their compatibility 

with the constitution as the basis for the ruling. 

Venezuelan tax authority (SENIAT) President Jose Vielma Mora 
has said the decision could potentially cost the government 
USD 300 million in revenue. However, Mora said on March 28 
that Seniat would comply with the decision, which will go 

into effect in 2008. 


3. (C) The National Assembly (NA) unanimously passed a 
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resolution March 22, nearly a month after the ruling, that 
\"categorically rejects\" the Constitutional Chamber\'s ruling, 
calling it \"unconstitutional and in violation of social and 
collective rights, and social ethics.\" The accord, 

introduced by Second NA Vice President Roberto Hernandez, 
specifically accuses the Constitutional Chamber of usurping 
the NAVs legislative function, overstepping its 

constitutional authority, and jeopardizing the BRV\'s budget 
and social programs by reducing government revenue. It also 
calls on Venezuelan citizens and Seniat to ignore the ruling, 
and establishes an investigative commission whose report will 
go to the Attorney General for follow-up action. If the 
Commission finds that any of the justices committed an 
inexcusable error, the NA could initiate impeachment 
proceedings. 


4. (U) Legislators railed against the justices and their 

decision during discussion of the resolution. NA Deputies 
Carlos Escarra and Iris Varela denounced various TSJ justices 
by name, alleging they were running \"mafias\" to serve special 
interests. Escarra went so far as to say the justices should 

go to jail for corruption, charging that their decision was 

biased by their desire to lower their own tax bill, as many 

of them benefit from extraordinary perks, such as government 
cars, drivers and other stipends, that would now be excluded 
in tax calculations. Escarra also lamented the potential 

loss in government revenue, which he said would have 
particularly grave repercussions for the government. NA 
Deputy Calixto Ortega warned that the ruling could open a 
loophole legalizing tax evasion as employers would then 
choose to increase employees\' bonuses instead of their 
salaries to reduce the business\' tax burden. 


5. (SBU) The Investigative Commission was installed March 27 
and includes Hernandez, Escarra, Ortega, and Varela. The 
deputies have requested minutes from the TSu\'s February 27 
session during which the decision was made. Hernandez said 
the Commission will also investigate complaints about other 
TSJ rulings, implying that their focus could go beyond the 
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Constitutional Chamber. During a March 24 swearing-in of 
over 2,000 promoters of the United Socialist Party of 
Venezuela (PSUV), Chavez accused the TSJ of \"betraying the 
Revolution,\" which suggests that the deputies have his 
backing. In a preliminary report presented March 29, the 
Commission called on the NA Finance Committee to reform the 
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law, including a reaffirmation of the disputed article 31. 


TSJ Counters, Demanding Respect 


SIPDIS 


6. (U) The justices have held firm to their decision. Chief 
Justice Luisa Estella Morales came out forcefully April 2, 
admonishing the legislators for disrespecting the judiciary 

as an institution, and said that all TSJ sentences should be 
complied with. She noted that even Chavez has criticized the 
Court\'s decisions, such as the August 2002 decision 
acquitting eight generals accused of rebellion for their role 

in the April 2002 coup, but he nevertheless respected its 
rulings. Morales called on the NA to follow his example. In 
addition, an unnamed justice was cited in a local \"EI 
Universal\" newspaper article March 24 warning the legislators 
that encouraging noncompliance with TSJ rulings brings jail 
time and a hefty fine. Another unnamed justice in the same 
article also reminded the NA that the Constitutional Chambers 
has several cases before it that could affect the deputies 

and the government. 


7. (C) The Caracas rumor mill has it that this 

intra-Chavista spat masks a struggle for power and illicit 
enrichment opportunities. Former judge Monica Fernandez and 
lawyers Antonio Rosich and Alfredo Romero told Poloffs that 
they believe the fight is between Chavez-backed justices and 

a group of judges and political prosecutors linked to ex-Vice 
President Jose Vicente Rangel and Foreign Minister Nicolas 
Maduro that are suspected of running an extortion ring (the 
\"Band of Midgets\" denounced in 2006 by deposed TSJ Justice 
Luis Velazquez Alvaray - reftel). They note that the move 
coincides with a number of changes in the lower courts since 
Morales was installed as Chief Justice. Several of the 

judges Alvaray named from this group, for example, have been 
removed and now face corruption or administrative charges. 
They also interpret the recent, arbitrary rotation of Caracas 
Appeals Court judges and changes in the distribution of court 
cases as an attempt to further dilute the group\'s influence. 
Columnist Nelson Bocaranda and others say, however, that it 

is a power play by ex-Chief Justice Omar Mora. 


8. (C) Revenge may also be a factor. Escarra, a former TSJ 
justice, has had a personal feud with TSJ Justice Cabrera, 
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who wrote the decision in the tax case. Varela may also be 
motivated by the chance to get back at her long-time nemesis 
and current NA President Cilia Flores, to whom Chief Justice 
Morales is reportedly linked. The NA may also be using the 
ruling as a pretext to reduce the number of justices on the 
TSJ, a move that has been rumored to be in the works for 
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several months and is expected to be proposed in the ongoing 
revision of the 2003 TSJ Law. Another theory (circulating 
mainly in opposition circles) is that Chavez is trying to 

remove Cabrera and fellow Constitutional Chamber Justice Luis 
Rondon Haaz for fear that they may challenge his attempts to 
eliminate presidential term limits and ram through other 
significant constitutional changes without convoking a 
constituent assembly as many believe is required by law. 
(Comment: This later theory seems pretty far-fetched, 
considering Chavez\' domination of the TSJ.) 


9. (C) The opposition is using this opportunity to try to 
exacerbate the divisions within Chavismo and question the 
BRV\'s socialist credentials. During a March 24 press 
conference, Fernando Barrientos, labor leader for opposition 
party Un Nuevo Tiempo (UNT), said that if the NA were truly 
socialist it would support the ruling, since it would 

actually benefit workers and settle a long-time labor 
grievance. Barrientos also said the decision harmonized 
several decisions previously approved by the TSJ\'s 
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Administrative Chamber. He said that if the NA 

re-establishes the contested provision, UNT would petition 

the TSJ to nullify the provision. Opposition parties Copei 

and Movement Toward Socialism (MAS) have defended the 
justices and encouraged them to stand up to Chavez\' attempts 
to force constitutional changes. Copei leader Roberto 
Enriquez called on Attorney General Rodriguez to investigate 
the deputies for inciting delinquency as he has done with 
opposition leaders who have made similar or even lesser 
criticisms of BRV policies. 
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10. (C) Chavismo consists of many divergent groups that have 
always competed for influence and favor from the mercurial 
Chavez. The current dispute will certainly not weaken 
Chavez\' control of the Court, as he hand-picked the current 
Chief Justice and the twelve justices added in 2004, and 
holds substantial influence over the other justices. 
Allegations of internal jockeying as the root cause of the 
NA-TSJ spat seem as plausible as any explanations we\'ve 
heard. Several legal experts, including former Chavista 
Attorney General Javier Elechiguerra, have pointed out that 
the TSJ has previously overstepped its bounds and modified 
laws without drawing NA criticism. Moreover, NA deputies, 
who also receive substantial, now untaxed, benefits (though 
not as hefty as the TSJ justices), would have benefited from 
the TSJ ruling and would have had little incentive to contest 
it. Itis also curious that Cabrera also wrote the decision 
dismissing two key political judges. The theory that Chavez 
is worried about possible Constitutional Chamber decisions 
has wide currency with the opposition, but it is difficult to 
believe that any of the justices of a court that stood and 
chanted, \"Uh, Ah, Chavez no se va,\" (\"Ooh, Ah, Chavez is not 
going!\") would block one of Chavez! top priorities--staying 
in power forever. 


BROWNFIELD 
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All local papers report Iranian President Mahmoud Ahmadinejad\'s 
announcement that Iran has begun industrial-scale nuclear fuel 
production in defiance of the international community. Also, 
daily-of-record \"La Nacion\" carries an opinion piece regarding the 
planned US immigration reform. 


2. OPINION PIECES AND EDITORIALS 
- \"A decision that will feed the dispute with Tehran\" 


Leading \"Clarin\" carries an opinion piece by international analyst 
Oscar Raul Cardoso, who penned (04/10) \"If one clings to yesterday\'s 
announcement by polemic Mahmoud Ahmadinejad in Natanz, lran has 
taken the most important step in its nuclear program since 1974... 


\"According to Ahmadinejad, Iran has already reached the enriched 
uranium industrial production stage... Uranium enrichment is a 

complex uranium purification process which, to a certain extent, can 
serve to manufacture the basic material required for nuclear bombs. 


\"Ahmadinejad reiterated that Iran only plans to use nuclear energy 
for peaceful purposes. 


\"The new element now is that, according to Ahmadinejad, this process 
has been transferred to at least some of the 54,000 Tehran 

centrifuge plants that Tehran is reported to be installing in 

Natanz. If these figures are true, experts believe that Iran would 

be in a position to manufacture some twenty nuclear weapons per 
year. 


\"... In any event, just the announcement, whether it is strictly 
true or not, will surely increase international tension over the 
Iranian case. There is also the possibility that Iran could restrict 
even further the IAEA inspectors\' action... Additionally, Tehran 
could waive the NPT, withdraw from it and get rid of all 
international surveillance.\" 


- Change of direction" 


Claudio Mario Aliscioni, international columnist of leading 

\"Clarin,\" comments (04/10) \"The latest edition of \'Foreign Affairs\' 
magazine makes a noteworthy remark on Iran \'It is an opportunistic 
power that seeks to ensure its prevalence in the neighborhood 
without resorting to war.\' 


\"As a matter of fact, the US is going through its worst nightmare 
due to the fact Bush misinterpreted the concrete reality contained 
in said definition. 


\"Now, once again, the ball is in Washington\'s field. It could either 
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pressure for the toughest UN sanction, thereby burying the most 
elementary caution or it could change its policy and come to the 
realization that it can do little against a country that already 

sees itself as indispensable. 


\"If it does so, the White House will perhaps notice that this 
natural shift in Persian Gulf power could also suit it well.\" 


- \"Bush\'s strong bet on immigration reform\" 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacion," writes (04/10) Without a positive 
result in sight for Iraq, which is the shadow hanging over the 

entire country, (US) President George W. Bush decided to bet on the 
domestic front in search for a legacy of his term in office. For 

this purpose, his staff has been discreetly negotiating an 

immigration reform with key members of Congress. 


\"For the first time, Bush spoke about those negotiations while in 
Yuma, one of the Arizona towns closest to the (US) border with 
Mexico... 


\"The plan becomes another major challenge for his administration, 
which is weakened by an over five-year-long \'global war on terror.\' 
Bush will have to find a point of agreement between the defenders of 
12 million undocumented immigrants who live in this country and 
those who even propose to criminalize them all. 


\"... AS per an already circulating draft, millions of undocumented 
immigrants should return to their countries of origin and ask for 
3,500-dollar-worth three-year-long, renewable work visas and pay a 
10,000-dollar \'fine\' for having illegally entered the US. 


\"According to the White House, it is only a point of departure, but 
it has already sparked a reaction from the organizations that defend 


immigrants, which consider it \unacceptable.\\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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1. POLOFF delivered Reftels\' talking points to the Ministry 
of Foreign Relations. Ambassador Rhadys Abreu, Acting 
Dominican Chief of United Nations and Organization of 
American States Affairs (Assistant Secretary-equivalent), 
took our views on board but had no immediate reply. We will 
report any subsequent Dominican response. 


2. This report and extensive other material can be consulted 
on our SIPRNET site, 
http://www.state.sgov.gov/p/wha/santodomingo/ 

HERTELL 
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1. (SBU) Summary: Venezuela\'s withdrawal from the Andean 
Community (CAN) in April 2006 has created legal uncertainty 
as to both the present and future legal framework of IPR. 
Venezuela must now deal with an awkward reality of three 
concurrent IPR regimes - vestiges of the CAN, outdated 
domestic legislation, and nascent Mercosur obligations. The 
BRV is expected to introduce controversial legislation under 
the Enabling Law that would further weaken IPR protections in 
Venezuela. The BRV\'s push for \"southern\" regional trade 
integration through Mercosur is incompatible with radical IPR 
\"reform.\" In an example of the contradictions that have come 
to typify BRV politics, Chavez\' legal advisors who are 

drafting radical IPR reform are also arguing for Venezuela to 
harmonize IPR protections with Mercosur members. Septel will 
address the broader political and economic dimensions of 
VenezuelaWs Mercosur integration. End Summary. 


2. (SBU) Prior to Venezuela\'s withdrawal from the CAN, IPR 
protection was governed by CAN Commission Decision 486, 
signed in September 2000 by the Andean Commission. Decision 
486 is one of over 650 Andean Community Decisions 
incorporated into Venezuela\'s domestic law. Decision 486 
implements a common intellectual property regime for patents 
and trademarks in member states, while Decision 351 covers 
copyrights. These decisions obligate member states to 

provide most favored nation status to one another and 

national treatment. 


3. (SBU) Venezuela\'s withdrawal from the CAN has created a 
legal vacuum for the IPR regime. Affected industries, in 
particular the pharmaceutical industry, called on Venezuela\'s 
courts to enunciate the applicable law regarding IPR after 
withdrawal from the CAN, which the judiciary has so far 

failed to do (Reftel). If Decision 486 were not the 

applicable law in Venezuela, the only alternative source of 
patent protection would be the outdated 1955 Law on 

Industrial Property. That said, there is an argument that 

the BRV would still be bound by Decision 486: according to 
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Article 135 of the Cartagena Accord establishing the CAN, 
\"advantages received and granted subsequent to a member 
state\'s renunciation of the treaty remain in effect for a 
period of five years from the denunciation.\" The article 
does not specify whether it applies to goods and services or 
all the preferential provisions accorded under the Accord. 
Since IPR harmonization is referenced in Article 55 of the 
Cartagena Accord, the clear language of the provision would 
imply that Venezuela should continue to apply Decision 486 
for a five year period with respect to other member states. 
Consequently, there appear to be three co-existent IPR 
regimes in Venezuela. Outdated domestic legislation - the 
Industrial Property Law of 1955 and Copyright Law of 1993, 
Decision 486 of the CAN for an additional five years, and 
Mercosur norms (see para 6). 


4. (SBU) Post contacts in the pharmaceutical and recording 
industries told Econoff in February 2007 that radical IPR 
legislation with respect to copyright protection and patents 

is on the BRV\'s agenda this year. They expect that Chavez 
will introduce such legislation in the form of a decree-law 
pursuant to the Enabling Law, which grants him diktat powers 
for the next 16 months. The legislation was first discussed 

in 2005 but never placed on the National Assembly\'s 
legislative agenda. According to industry sources, the bill 
would essentially eviscerate IPR protection. 


5. (SBU) Dr. Hildegard Rondon de Sanso is reportedly 
spearheading the BRV\'s IPR reform. (Note: Rondon, 73, is a 
former Venezuelan Supreme Court justice and Energy Minister 
Ramirez\' mother-in-law. She is also rumored to be the 
primary drafter of constitutional reform, though she is not 

an official member of the President\'s Committee on 
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Constitutional Reform. End Note.) Post has obtained a copy 

of a presentation she gave in late 2006 discussing IPR reform 

in Venezuela and obligations under the CAN and Mercosur. She 
previews what the BRV may contemplate on the horizon with 
respect to IPR reform. Rondon argues that three guiding 

points of IPR reform in Venezuela should be 1) industrial 
property norms have been established by patent producing 
developed countries and unfairly favor such countries; 2) 
Venezuela is a consumer of technology and not a producer; and 
3) WTO IPR norms are being challenged by developing 
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countries. 


6. (SBU) The proposed copyright legislation would severely 
hamper domestic and foreign rights holders\' ability to 
exploit their works in Venezuela. According to our industry 
contacts, the measure would violate 31 of Venezuela\'s 
bilateral and multilateral obligations, including TRIPS, if 
passed in its current form. The bill would reduce the period 
of protection from 60 to 50 years and give the BRV broad 
powers to expropriate artistic works for purposes of the 
\"collective benefit.\" Proposed patent reform would further 
weaken provisions for test data protection and codify 
Venezuela\'s failure to protect second-use patents, such as 
Viagra, originally used to treat hypertension (Reftel). 


7. (SBU) Venezuela acceded to the Treaty of Asuncion and 
Mercosur membership in July 2006, joining Argentina, Brazil, 
Uruguay and Paraguay as the fifth \"full member\" in the 
trading block. Venezuela is to extend full trade benefits to 
other member states by 2012. Mercosur\'s goal is to establish 
a common market and common external tariff. Generally, trade 
blocks strengthen IPR protections. The premise of IPR 
protections in Mercosur stems from the principle of 
territoriality, providing that each member state should 

define the scope of its intellectual property regime using 
multilateral obligations such as TRIPS as a baseline. 
Mercosur envisions several measures to coordinate IPR 
protection because discordant IPR regimes can pose a 
substantial barrier to trade and circulation of goods and 
services. Two Mercosur protocols call for harmonization on 
industrial designs and trademarks. (Note: The protocol on 
industrial designs is not yet in force and Argentina and 

Brazil have yet to deposit the protocol on trademarks. End 
Note.) The Mercosur protocols aim to set minimal standards 
of common protection to ensure that the common market 
functions smoothly. Specific areas of IPR protection that 
Mercosur seeks to harmonize are patentability, licensing 
requirements, duration of patent and trademark rights, and 
parallel imports/exports. 


8. (SBU) According to Article 27 of the 1995 Protocol of 
Harmonization of Norms on Intellectual Property in Mercosur 
for Trademarks, National Origin, and Denomination of Origin, 
countries that accede to the Treaty of Asuncion agree to be 
bound by the provisions of the Protocol. According to 
Rondon, Mercosur also envisions creation of a supranational 
patent office responsible for issuing community-level 
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patents. During a March 28 conference on Mercosur in 
Caracas, Hernando Diaz, a partner in the U.S. law firm Squire 
Sanders, offered IPR protections as an example of an area in 
which the BRV\'s domestic legal reform would have to be more 
restrained out of respect for Mercosur integration. 


9. (SBU) Venezuela\'s IPR regime is currently an awkward mix 
and match from antiquated domestic legislation, CAN decisions 
and fledgling Mercosur obligations. A mitigating factor in 
analyzing potential damage that BRV IPR legislation could 
wreak on Mercosur is that the trade bloc\'s other four members 
historically have shown little interest in stringent IPR 
protections. However, the fact that a key BRV legal advisor 

is drafting radical domestic IPR reform on the one hand, and 
lecturing on Mercosur IPR harmonization on the other, 
underscores the contradictions in BRV policy, which have 
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become more and more typical. 
BROWNFIELD 
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SIPDIS 


SIPDIS 
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E.O. 12958: DECL: 04/09/2017 

TAGS: PREL, PHUM, CU, SP 

SUBJECT: SPAIN/CUBA: ENCOURAGING EU MEMBERS TO HOLD FIRM ON 
CUBA POLICY 


REF: A. MADRID 629 


B. HAVANA 332 
C. HAVANA 322 
D. MADRID 545 
E. MADRID 425 
F. MADRID 338 


Classified By: DCM Hugo Llorens; Reasons 1.4 (B) and (D). 


1. (C) As discussed in reftels, Spanish FM Miguel Angel 
Moratinos and a top-level MFA team visited Havana April 1-3 
and concluded political, economic, and cultural agreements 
with the Cuban Government. In effect, FM Moratinos undertook 
a major reorientation of Spanish policy, inverting Spanish 
priorities dating back to the Felipe Gonzalez presidency by 
shifting the emphasis from democracy and human rights to 
improving relations with the Castro regime. The form and 
substance of the Moratinos visit appeared to violate the 

spirit of existing EU policy towards Cuba. Moratinos 

justified his visit and his policy shift based on the 

assertion that Spain has more at stake in Cuba than any other 
EU member. The Zapatero Government has evidently determined 
that a succession has already taken place in Cuba, and that 

it is in Spain\'s interest to support this succession. This 

is a disappointing, but not surprising development, since the 
Zapatero Government had previously discussed its preference 
for a gradual transition in Cuba and its preoccupation with 
maintaining stability during this period rather than actively 
encouraging reform. 


LITTLE TO SHOW FROM MORATINOS VISIT// 


2. (C) Although Post was aware of a desire by FM Moratinos to 
visit Cuba, the final planning for his April 1-3 trip took 

place with minimal notice to the USG (or, it seems, to 

Spain\'s EU allies). It appears that Moratinos dismissed the 
advice of his key Latin America experts and opted to proceed 
quickly and with an agenda that was advantageous to the Cuban 
Government. As discussed in refs A, B, and C, key outcomes 
of the Moratinos visit included agreements on political, 
economic, and cultural issues: 


-- Political: Spain and Cuba agreed to hold bilateral 
discussions on human rights issues, with the first session to 
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take place in May at the MFA Director General level. 
Parameters for discussion are not clear, but Cuban FM Perez 
Roque said there would be no discussion of \"internal\" Cuban 
issues and denied that there were political prisoners in Cuba. 


-- Economic: Cuba agreed to discuss repayment of official 
Cuban debt to Spain and a possible negotiation of a bilateral 
investment treaty. Cuba also agreed to the resumption of 
Spanish development assistance programs. 


-- Cultural: Cuba agreed to start discussions on reopening 
Spanish Cultural Center in Havana 


As noted in ref B, the results of the visit were obviously 
favorable to the Cuban Government; it is less clear how the 
results advanced Spanish interests in Cuba. The form and the 
substance of the Moratinos visit indicates that the Zapatero 
Government has determined that a succession has effectively 
already taken place in Cuba and that it is in Spain\'s 

interest to promote very positive relations with the existing 
Cuban Government. 


/WHAT WILL SPAIN DO NEXT ?// 


3. (C) Now that the Zapatero Government has embarked on this 
course, we logically expect Spain to actively seek a similar 

level of engagement in Cuba by other EU governments and to 
pursue: 


-- The elimination of the EU\'s 2003 Restrictive Measures on 
Cuba. 


-- Termination of the EUYs nascent \"Strategic Plan" on Cuba. 


-- Areduced emphasis on EU Common Position in favor of 
bilateral efforts by individual EU Members (a \"coalition of 
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the willing\" instead of a united approach). 


The timing of the Moratinos visit is important, as it 

provides Spain time to work these issues before the June 
review of the EU Common Position on Cuba. As Moratinos has 
asserted that Spain has a greater stake in Cuba than any 

other EU country, we also expect Madrid to work to sideline 
countries such as the Czech Republic, Hungary, and Poland, 
that have previously objected to easing EU policy towards 
Cuba. 


Column 3 
//COMMENT - MOVING THE BALL OUT OF SPAIN\'S COURT// 


4. (C) Since there is little likelihood of walking Moratinos 

back on this issue, we believe the USG should move swiftly 
with other EU governments to prevent any erosion of support 
for the EU Common Position on Cuba or for the EU\'s 2003 
Restrictive Measures on Cuba and to discourage EU members 
from accepting continued Spanish leadership within the EU on 
the Cuba issue. While former Communist states agree with 
overall USG views on Cuba, they carry little relative weight 
with Spain and only the engagement of larger EU member states 
is likely to prevent Madrid from dramatically easing EU 

policy towards Cuba. Spain could attempt to use the May/June 
review of the EU Common Position on Cuba as a vehicle to 
obtain explicit EU backing for Spain\'s policy shift. We are 
confident in our analysis of the Moratinos visit as discussed 
below, but leave open the possibility that Moratinos may 

share additional context when he briefs the Ambassador; 
Moratinos is in Central Asia the week of April and we are 
seeking a meeting with him when he returns. 

Aguirre 
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CA/OCS/ACS/WHA SAMUEL COLON-RUIZ 
E.O. 12958: N/A 


TAGS: MX, CASC, (JULIAN RENE KIRCHOFF) 
SUBJECT: W/W: MISSING PERSON CASE OF JULIAN RENE KIRCHOFF 


1. Post requests Mission Mexico Posts check with local 
authorities and medical facilities for any information on the 
whereabouts of Julian Rene Kirchoff and to include him on your 
respective local lookout systems. Please contact Post if any 
information is found. 


2. Name: Julian Rene Kirchoff 
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3. DPOB: August 10, 1984, Bisbee, AZ. Height: 5\' 7\". Weight: 
150 Ibs. Hair: Light brown. Eyes: Brown. Distinguishing marks: 
tattoos on sides of upper arms and neck. \"Naco\" tattoo on lower 
back, \"Guero\" across stomach, \"Baby J\" on chest. Last seen 
wearing jeans and black t-shirt with mustard colored \'Lugz\' work 
boots. Mr. Kirchoff has a small moustache. 


4: Evidence of Citizenship: Arizona birth certificate no. 
G4009585 


5. On April 2, 2007, Ms. Dianela Castelo informed Post that her 
son has been missing since February 8, 2007 and requests 
assistance to locate him. Ms. Castelo said her son and a 
friend, Jeremiah Delk, stole approximately 200 pounds of 
marijuana in January 2007 from drug dealers operating in the 
area of Naco, AZ. Phone threats to the family began soon 
afterward. Ms. Castelo told Conoff that at 11:30 PM on the 
evening of February 8 her son visited a friend in Bisbee, AZ. 
Ms. Castelo also said on February 19 a confrontation involving 
her son took place in her son\'s apartment complex. During this 
incident, though several shots were fired, nobody was killed, 

but her son was possibly kidnapped. She believes her son may 
have been transported to Naco, Sonora, Mexico. 


6. Ms. Castelo informed Mexican authorities in Naco and Agua 
Prieta on February 10 of her son\'s disappearance. She has also 
contacted Bisbee, AZ police and FBI authorities in the U.S. to 
ask for their assistance. Ms. Castelo told Conoff that her son 
has prior arrest records in the U.S. for cocaine smuggling and 
aggravated DUI. Post will continue to monitor the case and 
report any developments. 

SHARPE 
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DEPARTMENT FOR EB, OES, AND WHA 

DOE FOR POLICY AND INTERNATIONAL 

EPA FOR OFFICE OF THE ADMINISTRATOR AND INTERNATIONAL 
AFFAIRS 

WHITE HOUSE FOR CEQ 


E.O. 12958: N/A 
TAGS: SENV, ENRG, CA 
SUBJECT: CANADIAN REACTION TO LATEST IPCC REPORT 


REF: OTTAWA 0627 AND PREVIOUS 
Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Summary. Environment minister Baird reacted to the 
latest IPCC report with a statement promising early 
announcement of mandatory targets for reducing emissions of 
GHG and air pollutants. The Conservative government has been 
under intense pressure for its failure to place a policy 

priority on the environment when it took office 14 months 

ago, and it has been playing catch up ever since, especially 
since its draft Clean Air Act was introduced - and thoroughly 
panned by the opposition - last fall. The targets Baird 
promised in his press release were foreshadowed in the Clean 
Air Act, and their announcement has been expected for several 
weeks. Most observers still expect targets for GHGs to be 
intensity-based for an initial period. End Summary. 


2. (SBU) Environment minister John Baird reacted to the April 

6 release in Brussels of the summary for policy makers of the 
latest IPCC report with a press release stressing how 

seriously the Conservative government took climate change and 
committing to an early announcement of \"targets for mandatory 
reductions of greenhouse gases and air pollution\" and an 

early introduction of \"world-leading regulations that will 

limit the emissions that contribute to climate change and air 
pollution.\" He reiterated the mantra of \"real action\" by the 
Harper Conservative government, noting new funding for 
environmental programs of C$4.5 billion in the budget passed 
by the House on March 26, and new targets for renewable fuel 
use in automobiles, among other initiatives. 


3. (SBU) Baird\'s statement promises to announce targets for 
mandatory reductions in greenhouse gases and air pollution 
within weeks. In fact, these targets were promised in the 

Clean Air Act tabled in Parliament last October, and their 
announcement has been expected for weeks. The original Clean 
Air Act called for intensity-based targets for greenhouse gas 
emissions up to 2025, after which they would switch to hard 
caps. Targets for emissions of air pollutants - ozone, NOX, 

SOX, volatile organic compounds, mercury, and the like - were 
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already proposed in the form of mandatory limits. Since the 
Clean Air Act was introduced, the government has engaged 
provinces and territories and industry in a series of 
consultations to determine the intensity targets. Senior 
Environment Canada leadership said the consultations had gone 
well, as would be expected, but the government has been quiet 
on the levels of the targets. While the opposition has 

called unceasingly for strict hard caps on GHG emissions, 
most observers still expect the targets for greenhouse gas 
emissions will be intensity based, at least initially. The 
question is how strict those intensity targets will be, 

whether there will be penalties for sectors and individual 
emitters not meeting their targets, and when the change over 
from intensity targets will come. 


4. (SBU) The response of Stephen Harper\'s Conservative 
government to climate change and the environment has been 
uneven, to say the least, and its failure to include the 
environment as one of its key priority issues in its 2006 
election campaign allowed opposition parties to color the 
Prime Minister, some would say unfairly, anything but green. 
The near complete absence of climate change messaging in the 
QThe near complete absence of climate change messaging in the 
introduction of the Clean Air Act last October, and the 
December election of Stephane Dion (the last Liberal 
environment minister) to Liberal Party and opposition 
leadership made the government have to run twice as fast just 
to keep up. In the first three months of the year the 
government has done its best to stay on the offensive on the 
environment, naming a new environment minister (Baird, who 
will make his first official visit to Washington as 

environment minister later this week), announcing the C$1.5 
billion ecoTrust to fund climate change and energy efficiency 
programming in the provinces and territories, and embarking 
on several other initiatives to boost energy efficiency, most 
predominantly in the transportation sector. In fact, some 
industry observers have even been concerned that the 
Conservatives would go too far in formulating the emissions 
targets in trying to prove themselves \"greener than thou.\" 


5. (SBU) Still, at this point, the Harper government faces a 
bit of a \"damned if you do; damned if you don\'t\" problem. 
While the frenetic pace with which these initiatives have 
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been rolled out since the first of the year seems to have 
left much of the electorate with the feeling that Harper\'s 
conversion to environmental concern may be politically 
motivated, the electorate remains uncertain as to how 
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individual Canadians should respond to climate change. A 
recent nationwide poll found that Canadians ) by a large 
margin ) favored measures to incentivize environmentally 
conscious behavior (tax cuts for energy efficient homes and 
buildings and individual subsidies for public transit, for 
example) yet opposed, by similar margins, measures which 
taxed or fined them directly, especially regarding personal 
travel. 


6. (SBU) If Baird\'s reaction to the report was predictable, 
opposition reactions to the report and to his statement were 
even more so. Liberal leader Dion, for example, took the 
opportunity to criticize the Conservatives for not taking 
Canada\'s reponsibilities seriously and \"go(ing) it alone with 
intensity targets instead of the absolute targets used by the 
rest of the world.\" Dion called on the government to support 
the re-drafted Clean Air Act (reftel), and concluded by 
warning that \"history will judge Canada harshly if we 
continue on Mr. Harper\'s course of undermining international 
efforts instead of contributing to them.\" NDP leader Jack 
Layton joined Dion in calling for passage of the re-drafted 
Clean Air Act, but implied the Liberals were also playing 
politics with the bill, all of which left Canada \"standing 

still" instead of leading the global response to the 
\"onslaught of climate change.\" 


7. (U) The text of Baird\'s April 6 statement follows: 
\"Canada\'s New Government is serious about tackling climate 
change and protecting the air we breathe for Canadians today 
and for the future. The urgency to act is underscored today 
with the release of this report. That,s why in the coming 
weeks - for the first time in Canadian history - our 
Government will be announcing targets for mandatory 
reductions of greenhouse gases and air pollution. 


8. (U) \"The IPCC has presented further scientific evidence on 
the challenges Canada and the world is facing and will 
continue to face with climate change. But this Government 
hasn,t waited to act. We announced $4.5 billion in new 
environmental funding in Budget 2007 and have already 
implemented a comprehensive environmental strategy that 
totals $9 billion and includes the ecoENERGY Initiatives, the 
ecoTransport Strategy, the ecoAUTO Program to encourage 
Canadians to buy fuel)efficient vehicles, and support for 
public transit. We also have committed to a five per cent 
renewable fuel content for Canadian motor vehicles and 
invested $1.5 billion in new funding to help the provinces 
and territories address climate change and air pollution to 
improve the health of Canadians. Still, more needs to be 
done.\" 

9. (U) \"Shortly, we will be introducing world-leading 
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regulations that will limit the emissions that contribute to 
climate change and air pollution. Canada\'s New Government 
recognizes that leadership on this issue means real action 
must begin at home. We also realize that for the global 
community to make real progress on climate change, 
governments, industries and citizens from around the world 
must work together, and we must do so now.\" 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
Qhttp://www.state.sgov.gov/p/wha/ottawa 
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STATE FOR EUR/WE 
NASA/JPL: SPOCINO, SUSAN.J.POCINOOJPL.NASA.GOV 


E.O. 12958: N/A 
TAGS: OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: JOHN WATERS 


REF: SECSTATE 44643 


1. Embassy grants country clearance to John Waters from 
NASA\'s Jet Propulsion Laboratory, to travel to Madrid, Spain 
on April 7 to April 15. The purpose of this visit is to 

attend a critical design review for the MARS Science 
Laboratory Mission. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
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to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

Aguirre 
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STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: KSCA, OTRA, TBIO, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. WILLIAM LAU 


REF: A. SECSTATE 45291 
B. FICT-692-07 


1. Embassy grants country clearance to Dr. William Lau, 
Investigator, Center for Information Technology, NIH to 
travel to Madrid, Spain on or about April 22 to April 26. 
The purpose of this visit is to participate in the Second 
BioCreative Challenge Workshop. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
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security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

Aguirre 
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STATE FOR EUR/WE 
E.O. 12958: N/A 
TAGS: KSCA, OTRA, TBIO, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. HINNEBUSCH 
REF: A. SECSTATE 44536 

B. FICT-605-07 
1. Embassy grants country clearance to Dr. Alan Hinnebusch, 
Laboratory Chief, National Institute of Child Health and 
Human Development, NIH to travel to Barcelona, Spain on or 
about April 19 to April 21. The purpose of this visit is to 
present a talk at the Centre for Genomic Regulation. 
2. Post understands that no assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 


official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


Column 3 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
DOE/NNSA BETTY.SHORTER@NNSA.DOE.GOV 


E.O. 12958: N/A 

TAGS: ENRG, KNNP, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR DOE/NNSA/NA10/NPTRAV: 
BAUM 


REF: SECSTATE 44568 


1. Embassy grants country clearance to NNSA personnel Dennis 
Baum to travel to Tarragona, Spain on April 14 to April 24. 

The purpose of this visit is to attend the 23rd International 
Symposium on Ballistics. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 


Column 3 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
EPA/OIA DMEDEARIS 


E.O. 12958: N/A 
TAGS: KSCA, OTRA, SENV, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR EPA: JOE NABHOLZ 


REF: SECSTATE 43589 


1. Embassy grants country clearance to EPA Official; Joe 
Nabholz, Senior Biologist, Office of Prevention, Pesticides 

and Toxic Substances to travel to Madrid, Spain on or about 
April 14 to April 19. The purpose of this visit is to 

provide technical advice to the OECD about their development 
of the OECD toolbox. 


Column 3 
2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
DEPT OF TREASURY CHARLETTE WILLIAMS 


E.O. 12958: N/A 

TAGS: OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR TREASURY: JONATHAN 
JONES 


REF: DOT 61403Z 6APRO7 


1. Embassy grants country clearance to Department of 

Treasury personnel; Jonathan Jones, Senior Financial 
Economist, to travel to Madrid, Spain on or about April 15 to 

April 19. The purpose of this visit is to attend a meeting 

of the Risk Modeling and Management Group, A Subgroup of the 
Basel Committee on Bank Supervision. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
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opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
SEC FOR BLAGMOND@SEC.GOV 


E.O. 12958: N/A 

TAGS: EFIN, OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR SEC OFFICIAL GEORGE 
LAVDAS 

REF: SECSTATE 43351 


1. Embassy grants country clearance to Securities & Exchange 
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Commission: George Lavdas to travel to Madrid, Spain on May 7 
to May 10. The purpose of this visit is to attend a meeting 

of the International Organization of Securities Commissions 
(IOSCO): IOSCO Standing Committee no. 2 meeting. 


2. Post has made reservations at Hotel Hesperia, located on 
Paseo de la Castellana, 57, telephone number 34-91-210-8800. 
The reservation is for the nights of May 7-10, confirmation 
number 3217012. The per diem rate for Madrid is: $250 for 
lodging and $139 for M&lE. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 


Column 3 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
COMMERCE FOR JANETT.GORDON@NOAA.GOV 


E.O. 12958: N/A 

TAGS: KSCA, OTRA, TBIO, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NOAA: TERESA ROWLES 
AND MARGARET KRAHN 


REF: USDOC 3194 


1. Embassy grants country clearance to NOAA personnel; 
Teresa Rowles, Fishery Biologist and Margaret Krahn, 
Supervisory Research Chemist to travel to Valencia and 
Barcelona, Spain on or about April 9 to April 13. The 
purpose of this visit is to participate in the Special 
Workshop organized by the Scientific Committee of the 
International Whaling Commission. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 


Column 3 

version) who have to use remote login to access their 
exchange email accounts will need to provide Post,s IM 
section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 


SIPDIS 
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STATE FOR EUR/WE 


E.O. 12958: N/A 
TAGS: EFIN, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR USPTO: BERESFORD 


REF: SECSTATE 3183 


1. Embassy grants country clearance to Lynne Beresford, 
USPTO Commissioner to travel to Alicante, Spain on April 22 
to April 24. The purpose of this visit is to attend the 

office of Harmonization for the Internal Market. 


2. Post understands that no Embassy assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
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Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NASA/JPL: SPOCINO, SUSAN.J.POCINOOJPL.NASA.GOV 


E.O. 12958: N/A 
TAGS: OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: LISA MAZZUCA 


REF: SECSTATE 43347 


1. Embassy grants country clearance to Lisa Mazzuca from 
NASA\'s Goddard Space Flight Center (GSFC), to travel to Santa 
Cruz de Tenerife, Spain on April 21 to May 1. The purpose of 
this visit is to attend and present at the Pathways through 

an Eclectic Universe conference. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
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to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 


STATE FOR EUR/WE 
NASA/JPL: SPOCINO, SUSAN.J.POCINO@JPL.NASA.GOV 


E.O. 12958: N/A 

TAGS: OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: MOSELEY AND 
RAUSCHER 


REF: SECSTATE 44622 


1. Embassy grants country clearance to Samuel Harvey Moseley 
and Bernard Rauscher from NASA Headquarters, to travel to 
Madrid, Spain on April 22 to April 26. The purpose of this 

visit is to attend the James Webb Space Telescope Near 

Infrared Spectrometer Science Team meeting. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
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convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NASA/JPL: SPOCINO, SUSAN.J.POCINO@JPL.NASA.GOV 


E.O. 12958: N/A 
TAGS: OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: MICHAEL MEYER 


REF: SECSTATE 45249 


1. Embassy grants country clearance to Michael Meyer from 
NASA Headquarters, to travel to Madrid, Spain on April 11 to 
April 14. The purpose of this visit is to attend the 

critical design review of the Spanish contributed REMS 
instrument. 


2. Post understands that no assistance is required. 
3. Visitors are reminded that bearers of diplomatic and 


official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 
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4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

Aguirre 
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RR RUEHLA 

DE RUEHMD #0662 1001722 
ZNR UUUUU ZZH 

R 101722Z APR 07 

FM AMEMBASSY MADRID 


Column 3 

TO RUEANAT/NASA HQ WASHDC 

RUEHC/SECSTATE WASHDC 2255 

INFO RUEHLA/AMCONSUL BARCELONA 2607","UNCLAS MADRID 000662 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NASA/JPL: SPOCINO, SUSAN.J.POCINO@JPL.NASA.GOV 


E.O. 12958: N/A 

TAGS: OTRA, SP 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: DE LA TORRE 
JUAREZ AND QUINTO 


REF: SECSTATE 45307 


1. Embassy grants country clearance to Manuel de la Torre 
Juarez and Claire Quinto from NASA\'s Jet Propulsion 
Laboratory, to travel to Madrid, Spain on April 8 to April 

15. The purpose of this visit is to attend a critical design 
review of the Rover Environmental Monitoring System 
Instrument for the MARS Science Laboratory mission. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 
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In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 

the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

Aguirre 
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RR RUEHLA 

DE RUEHMD #0663 1001722 

ZNR UUUUU ZZH 

R 101722Z APR 07 

FM AMEMBASSY MADRID 

TO RUEANAT/NASA HQ WASHDC 

RUEHC/SECSTATE WASHDC 2256 

INFO RUEHLA/AMCONSUL BARCELONA 2608","UNCLAS MADRID 000663 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
NASA/JPL: SPOCINO, SUSAN.J.POCINOOJPL.NASA.GOV 


E.O. 12958: N/A 
TAGS: OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA: JACK FISHMAN 


REF: SECSTATE 42584 


1. Embassy grants country clearance to Jack Fishman from 
NASAVs Langley Research Center (LARC), to travel to Puerto De 
La Cruz, Spain on April 23 to April 29. The purpose of this 

visit is to participate in the World Meteorological 
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Organization (WMO) Ozone Scientific Advisory Group meeting. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

Aguirre 
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PP RUEHWEB 

DE RUEHRL #0730 1001725 

ZNY CCCCC ZZH 

P 101725Z APR 07 

FM AMEMBASSY BERLIN 

TO RUEHC/SECSTATE WASHDC PRIORITY 7846 
INFO RUEHMZ/AMCONSUL MUNICH 1742 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 04/10/2017 

TAGS: KJUS, PTER, PREL, GM 

SUBJECT: AL MASRI CASE UPDATE: MUNICH PROSECUTOR TO MAKE 
REQUEST FOR PROVISIONAL ARREST TO THE USG 


REF: A. BERLIN 242 
B. BERLIN 230 
C. BERLIN 200 


Classified By: Minister-Counselor for Economic Affairs Robert 
F. Cekuta for reasons 1.4 (b) and (d) 


1. (SBU) Following up on April 7 media reports indicating 

the Munich State Prosecutor\'s Office planned to take a \"new 
legal step\" in the Al Masri case, Mission approached both the 
prosecutor\'s office in Munich and the Federal Justice 
Ministry. The Munich Deputy District Attorney told ConGen 
Munich April 10 his office has in fact requested that the 
German Ministry of Justice transmit the arrest warrants -- 
which are already the subject of an Interpol \"Diffusion 
Notice\" -- directly to U.S. authorities. The District 

Attorney stressed this was not a request for extradition, but 
rather characterized the request as a routine legal step in 
arrest warrants involving U.S. citizens, as the U.S. 

typically does not act on Interpol warrants alone. 


2. (C) Embassy confirmed this information in a subsequent 
conversation with Christian Johnson, Office Director in the 
Justice Ministry\'s Divison for International Legal Assistance 
and Extradition. According to Johnson, the request from the 
Munich District Attorney\'s Office is a \"request for 
provisional arrest\" pursuant to the provisions of the 
U.S.-German bilateral extradition treaty. Johnson indicated 
that the request had not/not yet been received by the Justice 
Ministry. Johnson noted the Justice Ministry and the MFA 
would both review any such request, but that in most cases 
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requests for provisional arrest were considered routine. 
Johnson also pointed out that the request for provisional 
arrest would not/not necessarily lead to an extradition 
request. Even if the Munich prosecutor were to make a 
subsequent request for provisional extradition, the request 
would likewise have to be reviewed and approved both by the 
Justice Ministry and the MFA. This review would entail 
consideration of two major factors: (1) possible foreign 
policy implications of the request, and (2) the likelinood 

that the request would be acted upon positively by the United 
States. Johnson believed that, at a minimum, the second 
point would be a reason for Germany not/not to proceed with a 
request for provisional extradition. Johnson said he 
understood full well that the U.S. would not comply with such 
an extradition request. He went on to note that the 
U.S.-German bilateral extradition treaty did not obligate 
either state to extradite its own citizens/nationals. 


3. (C) Emboffs have continued to stress with German 
counterparts the potential negative implications for our 

bilateral relationship, and in particular for our 

counter-terrorism cooperation, if further steps are taken to 
seek the arrest or extradition of U.S. citizens/officials. 

We most recently made these points with MOI and MOJ figures 
on the margins of the April 4-5 U.S.-EU Justice and Home 
Affairs Troika meetings in Berlin. 

TIMKEN JR 


103858 

PP RUEHWEB 

DE RUEHC #7084 1001802 

ZNR UUUUU ZZH 

P 101753Z APR 07 

FM SECSTATE WASHDC 

TO AMEMBASSY CAIRO PRIORITY 9965 


SIPDIS 


SENSITIVE 
SIPDIS 
CAIRO FOR MARY DOETSCH 


E.O. 12958: N/A 

TAGS: PHUM, PREF, EG, IZ 

SUBJECT: P-1 REFERRAL OF EHAB REFAT AHMED AL KUTTUB 
REF: CAIRO 935 


1. (SBU) PRM concurs with Post\'s Priority 1 referral of the 
following individual for processing in the U.S. Refugee 
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Admissions Program: 


NAME: Ehab Ahmed Al Kuttub 
DOB: 02 August 1975 

POB: Iraq 

Gender: Male 

Marital Status: Single 


2. (SBU) PRM advises Post\'s refugee coordinator to forward 
applicant\'s contact information in Cairo to the regional 
Overseas Processing Entity. 

RICE 


103859 

PP RUEHWEB 

DE RUEHC #7085 1001803 

ZNR UUUUU ZZH 

P 101754Z APR 07 

FM SECSTATE WASHDC 

TO AMEMBASSY CAIRO PRIORITY 9966 


SIPDIS 


SENSITIVE 
SIPDIS 
CAIRO FOR MARY DOETSCH 


E.O. 12958: N/A 
TAGS: PHUM, PREF, EG, IZ 
SUBJECT: P-1 REFERRAL OF ZAINAB MOHAMED IBRAHIM 


REF: CAIRO 934 
1. (SBU) PRM concurs with Post\'s Priority | referrals of the 


following individuals for processing in the U.S. Refugee 
Admissions Program: 


Name: Zainab Mohamed Ibrahim Adham (a.k.a. Zainab Mohammed 


Adham - Principal Applicant) 
DOB: Dec. 06, 1967 

POB: Baghdad, Iraq 
Gender: Female 


Name: Hazim Abd Al Wahab Amin Al Taii (Husband) 
DOB: 160CT1963 

POB: Baghdad, Iraq 

Gender: Male 


Name: Sara Hazim Abd Al Wahab Amin Al Taii (Daughter) 
DOB: 05APR1989 
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POB: Baghdad, Iraq 
Gender: Female 


Name: Selma Hazim Abd Al Wahab Amin Al Taii (Daughter) 
DOB: 17NOV1992 

POB: Baghdad, Iraq 

Gender: Female 


Name: Sura Hazim Abd Al Wahab Amin Al Taii (Daughter) 
DOB: 12APR1997 

POB: Baghdad, Iraq 

Gender: Female 


Name: Lina Hazim Abd Al Wahab Amin Al Taii (a.k.a. Aisha 
Hazim Abd 

Al Wahab Amin Al Taii - Daughter) 

DOB: 27 FEB2000 

POB: Baghdad, Iraq 

Gender: Female 


2. (SBU) Post\'s Refugee Coordinator is advised to forward 
applicant\'s contact information in Cairo to the regional 
Overseas Processing Entity. 

RICE 
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PP RUEHPA 

DE RUEHUJA #0668/01 1001807 

ZNY CCCCC ZZH 

P 101807Z APR 07 

FM AMEMBASSY ABUJA 

TO RUEHC/SECSTATE WASHDC PRIORITY 9116 
INFO RUEHZK/ECOWAS COLLECTIVE 
RUEHWR/AMEMBASSY WARSAW 0222 
RUEHCD/AMCONSUL CIUDAD JUAREZ 0220 
RUEHOS/AMCONSUL LAGOS 6534 
RUEHBS/USEU BRUSSELS 

RHEBAAA/DEPT OF ENERGY WASHINGTON DC 
RHEHNSC/NSC WASHINGTON DC 

RUEAIIA/CIA WASHINGTON DC 

RUEKDIA/DIA WASHDC 

RHMFISS/HQ USEUCOM VAIHINGEN GE 
RUFOADA/JAC MOLESWORTH RAF MOLESWORTH Uk","C ONFIDENTIALSECTION 01 OF 03 ABL 


SIPDIS 
SIPDIS 
DOE FOR CAROLYN GAY 


E.O. 12958: DECL: 04/10/2017 
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TAGS: PGOV, KDEM, NI 

SUBJECT: NIGERIAN ELECTIONS: CHAIRMAN IWU STILL BOBBING AND 
WEAVING 


REF: A. A) ABUJA 667 


B. B) ABUJA 632 
C. C) ABUJA 631 


ABUJA 00000668 001.2 OF 003 


Classified By: Ambassador John Campbell for reasons 1.4. (b & d). 


1. (C) In a April 6 meeting with local Chiefs of Mission 

(COMs), Independent National Electoral Commission (INEC) 
Chairman Maurice Iwu at first insisted that all international 
observers of the forthcoming Nigerian elections would need to 
attend an orientation conference in Abuja the week of April 

9. After numerous COMs protested that this was unworkable, 
Iwu gradually backed down, first saying that \"eminent 

persons\" such as former Secretary Albright would be treated 
differently, then saying that INEC would find a way to 

resolve such \"logistical issues,\" perhaps by letting such 
late-arriving observers be cleared via some sort of official 

note. He later added that resident diplomats were in a 

different category and considered to be \"vouched for,\" and 
would be accommodated an unspecified simpler procedure. Iwu 
did not give a clear response to questions from EU COMs about 
how their large observer mission, some of whose members are 
already in country, would be accredited, nor about how our 
election partners NDI and IRI would be handled. He was firm, 
however, that some domestic NGOs (including some which have 
received USAID funding) would not be permitted to observe the 
elections because of their earlier criticisms of INEC\'s 
performance. 


2. (C) Asked about other aspects of election preparation, Iwu 
said most ballot papers had already been printed, and that, 
were pending court cases to require changes (which he clearly 
does not expect), he had contingency plans to accommodate 
this. He identified Adamawa, Kano and Plateau states, and 
parts of the Niger Delta as areas where he was most concerned 
about attempts to manipulate the results, and Lagos, Anambra 
and Ondo states where he was particularly worried about 
violence during the elections. He urged COMs to continue 
advocating the rule of law, and insisting that voting day not 

be delayed. He argued that \"the worst election is better 

than no election.\" (Comment: Our concern remains that this 
may be about as positive as anyone can be about this process. 
End comment.) End summary. 


Column 3 


Observer Accreditation 

3. (C) The Ambassador began the April 6 meeting by asking Iwu 
to clarify how he planned to accredit international observers 
of the April 14 state and April 21 national elections. Iwu 

said INEC had made a \"policy decision\" that all such 
observers would need to attend an INEC \"orientation 
conference\" which would explain the \"context\" of the 
elections, and would be held in Abuja during the following 
week (Note: this was the first any of the COMs had heard of 
such a conference. End note). Iwu noted that INEC had now 
received lists of observers from most embassies; visitors who 
came later would be welcome, but would \"not be allowed to 
observe the elections proper.\" 


4. (C) The Ambassador said this posed a problem, since many 
of those planning to observe the elections would not be in 
country until a few days before the April 21 presidential 

polls. He noted that NDI and IRI\'s short-term observers 
would not be in Nigeria before April 16, and former Secretary 
Albright, the NDI delegation head, would not arrive until the 
18th. The UK High Commissioner added that the head of 
Britain\'s official delegation, Labour MP (and former Minister 

of State for Africa) Chris Mullin would also not arrive until 

just before the elections. 


5. (C) Iwu said such \"eminent persons\" could be treated 
differently, but insisted that \"most\" observers would need to 

be briefed. When pressed further by the Ambassador and other 
COMs, however, Iwu suggested that the accreditation of such 
late arriving members of official delegations could be 

handled by some sort of official note. Still later, he added 

that those diplomatic missions which had already submitted 

lists of their own observers would not have a problem. Their 
missions had \"vouched for\" them; a simpler process would be 


ABUJA 00000668 002.2 OF 003 


announced for them the following week. (FYI: The list we 
provided INEC includes the names of all Mission observers, as 
well as those of all USG TDY observers of whom we are aware. 
End FYI.) 


6. (C) The head of the EU Presidency office in Abuja noted 

that the EU\'s long-term observers were already in the field 
checking on elections preparations. It was not practical to 
summon them all back to Abuja to attend this newly-announced 
orientation, and yet they needed some kind of documentation 
to do their work without hindrance. He appealed for INEC to 
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come up with a procedure to allow them to be registered in 

the field. Iwu replied, without elaborating, that his office 

would try to accommodate such observers, and suggested that 
their situation was an \"unintended consequence\" of INEC\'s 
need to regulate some groups of domestic observers whom he 
alleged were seeking to undermine the whole process. 


7. (C) The Canadian High Commissioner asked if such domestic 
observers, particularly those affiliated with the Transition 
Monitoring Group (TMG) umbrella organization, would be able 
to operate. Iwu replied that some of the NGOs affiliated 

with the TMG had taken stances which would lead anyone to 
question their ability to act as observers. He claimed some 
NGOs were seeking to \"undermine the credibility of the 
system\" and bring about a \"breakdown in law and order.\" 
While some constituent members of the TMG, including some 
which had been critical of INEC such as the Nigerian Bar 
Association, would be accredited as observers, others (Note: 
not further identified) whom he described as suitcase NGOs 
affiliated with it would not. He added that the Alliance for 
Credible Elections (ACE - an advocacy group umbrella 
organization which has received some funding from our 
Elections Partners) would not be accredited to observe. He 
noted that ACE had taken out full-page newspaper ads critical 
of INEC that he said were intended to discredit and disrupt 
the electoral process, which he claimed raised national 
security concerns. 


Elections Preparations 

8. (C) Ballots: The Ambassador asked how the process of 
printing ballots was proceeding. Iwu replied that \"almost 
all" the required ballots had been received, and that 
observers would be able to see samples of the ballots one 
week before each of the elections, i.e., the state elections 
ballots would be available on April 7 and the national ballot 
on April 14 (Comment: as of April 10, the state ballot is 
still not available. End comment). 


9. (C) Court cases: Asked how he would handle a late 
Supreme Court decision to add one of the candidates INEC had 
previously barred from contesting, Iwu said that, time 
permitting, INEC would seek to add the candidate (especially 
if in a state-level race) with a sticker or stamp. Pressed 
about what he would do if the Supreme Court ordered him to 
restore Vice President Atiku to the national ballot, Iwu said 
INEC would seek to use the ballots already prepared for a 
runoff contingency, which only listed parties. Iwu added 

that he remained very confident that the Court would not 
require INEC to rule in Atiku\'s favor. It would either turn 

the VP down outright, or simply declare that there was 
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insufficient time to add him, given the constitutionally 

mandated necessity to have the presidential elections 

finished by April 29. Iwu also questioned the qualification 

of some of those whom the courts had already required INEC to 
add to the ballot; he speculated that, should they win on 
election day, these candidates would likely be disqualified 

later. 


10. (C) Hot Spots: Asked which states would be most likely 
see attempts to manipulate the result either through rigging 
or intimidation, Iwu said he was particularly concerned about 
Adamawa, Kano and Plateau states, and parts of the Niger 
Delta. The Ambassador said he was surprised Iwu did not 
include Lagos state in his list, where we had heard violence 
was likely. Iwu replied that violence, but not rigging, was 

a concern in Lagos, as well as in Anambra and Ondo states. 
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11. (C) The UK High Commissioner noted that most COMs had 
heretofore limited their public comments to calling on all 

sides to respect the rule of law, and insisting that neither 

the elections nor the scheduled May 29 transition to the new 
administration be delayed. Iwu hoped the COMs would stick to 
this line. He argued that \"the worst election is better than 

no election,\" and reiterated his commitment to proceed at all 
costs. 


Comment 

12. (C) Iwu\'s efforts to downplay unresolved problems are 
contradicted by what our own officers, as well as IFES, NDI, 
IRI, the EU and other trained observers here continue to see 
for ourselves: a disorganized and shambolic lack of 
preparation for elections which are only days away, and an 
INEC more concerned about what outsiders will see than on 
what will actually happen. End comment. 

CAMPBELL 


103861 

PP RUEHMA RUEHPA 

DE RUEHOS #0253/01 1001807 

ZNR UUUUU ZZH 

P 101807Z APR 07 

FM AMCONSUL LAGOS 

TO RUEHZK/ECOWAS COLLECTIVE PRIORITY 
RUEHUJA/AMEMBASSY ABUJA PRIORITY 8557 
RUEHC/SECSTATE WASHDC PRIORITY 8731 
INFO RUEHBJ/AMEMBASSY BEIJING 0094 
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RUEHWR/AMEMBASSY WARSAW 0262 
RUEHCD/AMCONSUL CIUDAD JUAREZ 0242 
RUEHIT/AMCONSUL ISTANBUL 0241 
RUEHSO/AMCONSUL SAO PAULO 0243 
RUFOADA/JAC MOLESWORTH AFB UK 
RUEKJCS/SECDEF WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RHMCSUU/DEPT OF ENERGY WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHDC 
RUEAIIA/CIA WASHINGTON DC 

RHEFDIA/DIA WASHINGTON DC","UNCLAS SECTION 01 OF 02 LAGOS 000253 


SIPDIS 


SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY 
SIPDIS 


DOE FOR GPERSON, CGAY 

TREASURY FOR ASEVERENS, SRENENDER, DFIELDS 
COMMERCE FOR KBURRESS 

STATE PASS USTR FOR ASST USTR FLISER 

STATE PASS TRANSPORTATION FOR MARAD 

STATE PASS OPIC FOR ZHAN AND MSTUCKART 
STATE PASS TDA FOR NCABOT 

STATE PASS EXIM FOR JRICHTER 

STATE PASS USAID FOR GWEYNAND AND SLAWAETZ 


E.O. 12958: N/A 

TAGS: ASEC, EPET, NI, PTER, ENERG 

SUBJECT: PROGRESS ON OIL AND GAS-RELATED LEGISLATION HALTED 
BY RECESS 


REF: LAGOS 0097 


LAGOS 00000253 001.2 OF 002 


Sensitive But Unclassified; Handle Accordingly 


1. (SBU) Before the five-week recess was called 
unexpectedly on March 21 by the National Assembly, observers 
predicted pending legislation of interest to the oil and gas 
industry would pass before the legislature adjourned sina die 
on May 29. Now however, observers decline to predict what 
bills may be reached. According to Victor Olaiya, Manager 
for Government and Business Relations, ExxonMobil, bills 
passed by one house carry over to the next session of the 
National Assembly, while legislation that has not passed 
either house lapese and must be reintroduced. Bills which 
have a direct impact on the industry are: 
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-- Downstream Gas Act: According to Olaiya, the industry, 
through the Oil Producers Trade Section (OPTS) of the Lagos 
Chamber of Commerce, has provided input to the House of 
Assembly and Senate Committees considering the legislation. 
The industry-advocated amendments urge independence for the 
downstream regulatory agency, and transparency throughout the 
downstream regulatory process. ExxonMobil believes the 
amended legislation is acceptable to the industry. Although 
both the House and the Senate have held hearings on and 
amended the bill, neither Committee has reported the bill for 
consideration by the full House or Senate. (Ref) Olaiya 

believes that given the effort both houses have put into this 

bill, it is possible that at least one Committee may report 

the bill out in time for that house to take action before the 

May 29 adjournment. 


-- Fiscal Regime: Two bills to amend the Petroleum Profits 

Tax Act and the Company Income Tax Act (CITA) have been under 
consideration by Committees of the National Assembly, 
according to Dr. Tim Okon, General Manager, Development 
Planning, ExxonMobil. The bill drafted by the Federal Inland 
Revenue Service (FIRS) would grandfather the consolidation of 
gas costs against income received from oil for both projects 

on the ground and planned, and provides for a date by which 
grandfathering would end. Current law does not allow the 
consolidation, as the National Petroleum Investment 
Management Services (NAPIMS) recently reminded international 
oil companies (IOCs), some of whom had been using the 
consolidation method of computing tax based on informal 
assurances from NAPIMS that the method was acceptable. The 
FIRS bill would also allow a lower tax of 30 percent for gas 
projects. The second bill, the Nigeria Associated Gas 

Federal Revenue Act (NAGFRA) provides for an \"r-factor\" tax 
rate computed by dividing cumulative revenue minus taxes paid 
by cumulative capital expenditures plus operating 

expenditures. This bill, which was submitted by NNPC 
Managing Director Funsho Kupolokun and is supported by the 
President, would tax the income from add-on projects at a 
higher rate than the original project, creating a 

disincentive to produce gas. The House of Assembly has 
passed the FIRS bill and OPTS members have been working with 
the Senate on the bill which is now on third reading. 

Because the FIRS bill has already passed the House of 
Assembly, it will carry over to the next session of the 

National Assembly whether or not the Senate takes action 
before adjournment; absent action by the House or Senate, the 
OPTS bill would have to be reintroduced for the new National 
Assembly to consider it. 


-- Local Content: The industry worked hard to make changes 
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in this legislation, which was not acceptable as originally 
drafted. Olaiya said \"perhaps 95 percent\" of the industry\'s 
suggestions have been incorporated into the draft. 
Importantly, the industry managed to have criminal sanctions 
for noncompliance with local content targets excised from the 
bill. The Senate appointed an attorney as a consultant to 

the Committee considering the legislation, which allowed the 
Committee to complete consideration and vote the legislation 
out for consideration by the full Senate. The House of 
Assembly has not yet considered the bill. Unless the Senate 
acts before adjournment, this legislation will have to be 
reintroduced. 


2. (SBU) OPTS is watching a number of bills which also have 
an impact on the industry, including: 


-- Nigerian Extractive Industries Transparency Initiative 
(NEITI): The legislation has been passed by both the House, 
and the Senate passed the legislation in mid-March following 
a final study tour to the United Kingdom in February. 
According to Dr. Bright Okogu, Executive Secretary of the 
NEITI Secretariat and Special Assistant to the Minister of 
Finance, the House and Senate bills must be reconciled by a 
conference committee, but according to Olaiya, the bill is 
\"as good as passed.\" Even if no action is taken prior to 
adjournment, the legislation will carry over for 

consideration by the newly elected National Assembly when it 
reconvenes. Olaiya noted the industry has had an 
opportunity to provide input during the drafting of the 
legislation and is satisfied with the bills. The Senate bill 
provides for penalties of not less than naira 30 million 
(approximately USD 238,000) for any extractive industry 
company which gives false information to the government 
regarding its production, sales or income. 


-- Fiscal Responsibility: According to Olaiya, the industry 

is monitoring the progress of the legislation to forestall 

the possibility of any unintended negative impact, but 
believes that the legislation is a positive step toward 

fiscal responsibility for Nigeria. The legislation clarifies 
inter-governmental fiscal relations and the role of the 
executive and legislative branches in the budgetary process, 
sets out transparency requirements, sanctions for 
non-compliance, guidelines for budgetary practices and a 
fiscal framework based on oil price. Although the Senate has 
passed the legislation, the House of Assembly has not yet 
acted, according to press reports. Because the bill has been 
passed by one house, the legislation will carry over for 
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consideration by the subsequent National Assembly. 


3. (SBU) Even before the recess, members had been 
increasingly absent from National Assembly meetings as they 
engaged in election-related activities, making achieving a 
quorum in committee and in the full House and Senate 
increasingly difficult, both Tim Okun and Paul Foster, Gas 

and Power Commercial Manager for ExxonMobil, pointed out. 
According to Kingsley Onukwe, Special Assistant to the Senate 
President, similar scheduling difficulties are likely to 

plague the scant four week session between May 2 and May 29. 


BROWNE 
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E.O. 12958: N/A 

TAGS: EFIN, EAID, ECOSOC 

SUBJECT: LETTER FROM UN SECRETARY GENERAL ON APRIL 16 
ECOSOC MEETING WITH BRETTON WOODS INSTITUTIONS 


1. Mission received the letter below from Secretary General 
(SYG) Ban Ki-Moon, regarding the April 16 special ECOSOC 
high-level meeting with the Bretton Woods institutions, 
requesting ministerial level representation. Unless otherwise 
instructed, Ambassador Miller will attend for the U.S. 


2. Begin text of SYG letter: 

27 March 2007 

Excellency, 

As you are aware, the special high-level meeting of the 


Economic and Social Council with the Bretton Woods 
institutions, the World Trade Organization and the United 
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Nations Conference on Trade and Development will be held in 
New York on 16 April 2007. 


The President of the Council, His Excellency Mr. Dalius 
Cekuolis, has recently written to you and provided details on 

the meeting. | am writing to you to stress the importance 

that the United Nations attaches to the special high-level 
meeting, as one of the key vehicles for following up on the 
commitments made at the International Conference on Financing 
for Development in 2002 and at the World Summit. 


The special high-level meeting has also become one of the key 
annual fora for global policy dialogue among the United 
Nations and the international financial and trade 

institutions. This strengthened collaboration will 

contribute to advancing the development agenda agreed by 
Member States at the United Nations global conferences, 
culminating in the 2005 World Summit. 


Given the high priority attached to this meeting and the 
gains for international cooperation that it could help 
produce, | encourage your country to be represented at the 
ministerial level. 


Please accept, Excellency, the assurances of my highest 
consideration. 


Ban Ki-moon 
End text. 
WOLFF 
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E.O. 12958: DECL: 04/10/2017 

TAGS: PGOV, SOCI, KWMN, PINR, KDEM, SG 

SUBJECT: PARLIAMENTARY GENDER PARITY LAW NOT AS GOOD AS IT 
COULD BE 


Column 3 
REF: A. 06 DAKAR 2610 
B. 06 DAKAR 4748 
Classified By: Ambassador Janice L. Jacobs for reasons 1.4 (b) and (d). 


SUMMARY 

1. (SBU) At President Wade\'s initiative, a new law requires 
gender parity in the proportional lists -- but not the 
constituency lists -- of candidates in future legislative 
elections. Many women consider this a major step forward, 
but one of the most outspoken, Penda Mbow, calls it a Wade 
campaign stratagem and distraction from Senegalese women\'s 
real issues. She and others think an influx of 
unsophisticated, rural and perhaps illiterate women will 
further weaken an already underperforming parliament. 
Meanwhile, opposition parties still stunned by Wade\'s 
re-election suspect Wade designed the parity requirement to 
sow confusion in their ranks although it will not apply for 

the June 3 election that many opposition parties have decided 
to boycott. END SUMMARY. 


EQUALITY OR CONDESCENSION? 

2. (SBU) Using an expedited process and by unanimous vote, 
the National Assembly on March 27 mandated parity for the 60 
seats to be selected by proportional representation in 

upcoming elections. Opposition Socialist MP Aminata Mbengue 
Ndiaye introduced an amendment requiring parity for the 90 
seats to be elected at district level as well, arguing \"there 

are now 24 women deputies out of 120 and (Wade) is offering 
30 out of 150. That is regression and a new form of 
discrimination.\" When Wade\'s ruling Senegalese Democratic 
Party (PDS) rejected her amendment, she promised to challenge 
the new law for which she apparently voted in court. Her 

appeal was at least partially successful since the 

Constitutional Council and the Director of Elections have 
declared that the new law will not be in effect for the June 

3 legislative elections. 


3. (SBU) The law\'s passage prompted a biting exchange 
between two prominent women. Historian Penda Mbow, just 
returned from Georgetown and preparing to teach at Columbia 
next year, called the law a distraction from real needs. She 
called for measures to \"liberate women from polygamy, 
artificial skin whitening, infanticide, pedophilia and every 

other form of violence.\" She called Family Minister Aida 
Mbodj, who spearheaded the legislation for Wade, a \"political 
turncoat who once called Wade all sorts of names but was now 
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behaving as his slave. She pivots all debates on rank, 
precedence money and honor and doesn\'t understand 
intellectual combat." Mbodj, who had shared advocacy of the 
law with respected women\'s leader Haoua Dia Thiam, struck 
back quickly and bluntly: \"If Penda Mbow is mad at the 
President, it\'s because he was not enchanted by the low caste 
support she organized to keep herself in power. And I\'ll 
refrain, due to modesty and discretion, from commenting on 
her femininity (condition de femme).\" 


4. (C) Penda Mbow shared with the Ambassador her concerns 
that the parity law was a politically inspired half-measure 

that would deflect political action from women\'s real needs 
even as it weakened the parliament. Women\'s needs, and 
related family and children\'s needs, she said, were broader 
and needed to be addressed with more far-reaching social 
policy. Women\'s representation in parliament was desirable 
and necessary. With the National Assembly expanded from the 
current 120 to 150, though, it is still unlikely women would 
reach or even approach real parity. Further, while there are 
some extremely talented women in the parliament, there are 
also several from villages, unused to operating ina 

legislative body or even in an urban environment, unaware of 
key issues, and in some well-known cases illiterate. Real 
reform would bring greater numbers of fully qualified women 
MPs devoted to effecting change in the conditions of women 
and the family. 


WOMEN OF STATURE OR MACHIAVELLIVS GIRLS? 

5. (C) The Socialist-led opposition has few but extremely 
competent women in parliament and party leadership. Aminata 
Mbengue is a down-to-earth, no-nonsense woman who worked her 
way up the party structures while building a loyal following 

both among Socialist men and working class and poorer women. 
She has counterparts elsewhere in the national Socialist 

party structure, such as the country\'s only regional council 
president, Kaolack\'s Mata Sy (Ref B), who is far earthier, 
none-would-call-sophisticated, but intellectually and 

politically sharp as a needle. In stylistic contrast, 
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Mbengue\'s main rival for Socialist women\'s leader, Aissata 
Tall Sall, is an elegant and polished international lawyer 
who has long been on many Socialist lists as potential 
Foreign Minister. 


6. (C) The PDS, too, has some intriguing and capable women, 
including, for example, one young woman deputy who at our 
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last encounter was busy working on a doctorate in political 
science at a Scottish university. In general, though, Wade 

has appointed women deputies as he has appointed men, because 
of political, ethnic or religious affiliations rather than 

because of talent. Aminata MBengue believes Wade designed 
the new law \"to create problems for the party,\" but that the 
PDS \"will not be spared, since the law will create discontent 
there as well" Wade\'s former long-term Labor Minister Yero 
De, now in opposition, agrees that this was a Wade political 
ploy: \"the Socialists have their well-defined structures 

built up over years, and replacing men with women now will 
just create jealousies and resentments. Wade, though, can 
just name whoever he likes as a PDS candiate.\" 


COMMENT 

7. (SBU) Both sides may be overstating the effects of this 
legislative change. Introducing parity in the proportional 

list without doing so in the constituency list limits the 
number of women who can realistically be expected in the next 
parliament. The Socialists may indeed suffer 
organizationally in the future, but one of their problems for 
years has been an inability to identify and promote new 
talent, and this law may force them to do so to a degree. 
Since the Socialists and a number of other major opposition 
parties have decided to boycott the June 3 election, they 
have five years to adjust. Penda Mbow is right that poor 
choice of candidates could affect the quality of 
parliamentary representation, but then there are also 
numerous male yokels and illiterates in the current 
parliament. A careful selection of candidates, ideally some 
with more energetic ideas about increasing parliamentary 
initiative and working on the most pressing social issues, is 
what is needed. END COMMENT. 


8. (U) Visit Embassy Dakar\'s SIPRNet site at 
http://www.state.sgov.gov/p/af/dakar. 
JACOBS 
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SUBJECT: DESIGNATION OF IRAN\'S DEFENSE INDUSTRIES 
ORGANIZATION UNDER E.O. 13382 


REF: SECSTATE 40909 


1. (U) Poloff delivered demarche on Designation of Iran\'s 
Defense Industries Organization Under E.O. 13382 on April 5th 
to Jacqueline Hamer, Director of Multilateral and Global 

Affairs at the Ministry of Foregin Affairs. Ms. Hamer 

thanked us for the information, but made no comment regarding 
the issue. 

Robinson 
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ROBITAILLE 
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SUBJECT: SPANISH AMBASSADOR ESTRELLA ON REPSOL, RADARS AND 
PARIS CLUB 
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Classified By: Ambassador E.A. Wayne for Reasons 1.4 (b,d) 


1. (U) This is an action request. Please see paragraph 8. 


2. (C) Ambassador met April 4 with Spanish Ambassador to 
Argentina Estrella (protect). Estrella had recently been the 
target of false leaks to the daily paper Clarin which alleged 
that President Kirchner had privately asked Estrella for more 
investment by Spanish-owned energy firm Repsol-YPF in 
Argentina and for an Argentine equity stake in the company. 
The Spaniard explained that Kirchner had only welcomed 
Repsol-YPF\'s presence and confirmed that he did not support 
re-nationalization of the firm\'s assets in Argentina. The 

rest of the false report was likely supplied by Secretary of 
Energy Cameron or others in the Planning Ministry, who 
believe Repsol is not investing aggressively enough and who 
favor a growing Argentine presence in the nation\'s 
foreign-dominated oil and gas sector. Estrella also 

confirmed that Spain intended to treat in the Paris Club the 
$680 million of Argentina\'s debt to Spain not covered by the 
recent bilateral agreement and that, while Spain had promised 
to seek creative debt solutions, it would not break Paris 

Club solidarity. Finally, he briefed on a Spanish supply of 
radars to Argentina and said the transfer of some older 
US-made radars would require US approval. Please see action 
request, para 8. End Summary 


3. (C) Highlights of the Ambassador\'s April 4 conversation 
with Spanish Ambassador Rafael Estrella Pedrosa included: 


Column 3 


4. (C) On March 26, Estrella paid his first call on President 
Kirchner. After the meeting, the Spanish Ambassador told the 
press that the President had told him that he does not favor 
the re-nationalization of Spanish-owned Repsol-YPF, contrary 
to earlier press reports that the some in the government 
wanted to increase Argentine presence in the company. On 
March 30, a column in the Argentine daily Clarin claimed, 

with supposed presidential quotes, that Kirchner had told the 
Spaniard that Repsol-YPF was not investing enough in its 
Argentine concessions and had encouraged an Argentine equity 
stake in the firm. Estrella said this story was completely 

false and that he had immediately called Clarin to complain 
(the Ambassador recounted our own similar problems with 
Clarin articles). He said President Kirchner had made no 
complaints about Repsol, nor had he discussed the question of 
Argentine capital, but that he had asked Estrella to talk to 
Planning Minister De Vido. 


5. (C) In Estrella\'s subsequent meeting with De Vido, the 
Planning Minister talked of his discussions with Repsol-YPF 
about future exploration and investment in production, but 
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had never mentioned the possibility of losing concessions or 

of increasing the presence of Argentine capital in 

Repsol-YPF. Subsequently, the false version of events 
appeared in Clarin. The Spanish Ambassador speculated that 
Energy Secretary Daniel Cameron or others in the Planning 
Ministry were the like source of the stories. They had 
complained previously that Repsol-YPF\'s investments in its 
Argentine concessions were inadequate, and they had also been 
talking to Argentine-owned energy company Bridas and to 
prominent local banker Jorge Brito about investing in 
Repsol-YPF. The Spanish Ambassador believes that some in the 
Planning Ministry want to increase local capital and presence 

in the Argentine energy sector at the expense of 

multinationals and that some favor an increasing state role. 
There is even speculation that Planning Minister De Vito may 

be looking to become the head of the nascent government 
energy company ENARSA. 


6. (SBU) Note: In 1999, Spanish energy major Repsol merged 
with Argentina\'s Yacimentos Petroliferos Fiscales (YPF), the 
formerly state-owned oil company. The combined entity is now 


Column 3 

one of the world\'s 10 largest private oil enterprises and its 
Argentine integrated exploration, development, refining and 
pipeline activities contribute about one third of 

Repsol-YPF\'s earnings. Repsol-YPF Chairman had announced in 
May 2006 that the company was considering a float of up to 

20% of its stake in YPF (valued at Euro 2.5 billion) on the 

Buenos Aires stock exchange. End Note 


7. (C) Estrella said that Kirchner had asked him to see if 
Spain could help provide back-up civilian air control radars 
quickly to bolster the faltering system supporting Buenos 
Aires\' two main airports. (The main radar at the 
international airport was hit by lightening recently and the 
system has been plagued by technical and human error, 
resulting in more delays that usual and many complaints by 
travelers, pilots and air controllers.) Estrella called the 
Spanish President\'s chief of staff and agreement was 
subsequently reached for Spain to quickly provide a back-up 
system. (Comment: This version generally tracks with 
Embassy\'s own understanding of the situation. We understand 
that some used radars are being delivered from Spain, but 
still have not arrived, or at least have not yet been 

installed. End Comment). 


8. (C) Estrella said that Spain also offered to provide 

several used 2D military radars to Argentina for one peso. 
But as these are US made radars, the USG would need to 
approve the transfer. Comment: Argentina Defense Minister 
Garre has also queried Ambassador about US regulatory 
approval of this transfer. Could Department and Embassy 
Madrid please provide information of the status of the 
Spanish request. 
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Paris Club Debt 


9. (C) On March 23, Spain\'s Council of Ministers approved a 
restructuring deal with the GoA which covers US$982 million 
in debt that Spain had provided shortly before Argentina\'s 
economic collapse. Ambassador Estrella confirmed that 
approximately $680 million in debt contracted earlier would 
be considered for treatment in the Paris Club context. He 


Column 3 

said he had promised Kirchner that Spain would work to find a 
creative Paris Club solution given Kirchner\'s opposition to 

an IMF program, but that Spain had already rebuffed a 

proposal from the GoA that part of its debt be swapped for 
assistance/investment in Argentina\'s education sector. 
Comment: Dutch Ambassador noted that in EU meetins here, the 
Spanish and others are urging Paris Club flexibility. End 
comment. 


10. (C) Estrella said that he continues to encounter 
\"strange\" commercial dealings in Argentina. One Spanish 
airline company, Air Europa, had been cleared to take over 
the routes given up by failed company Air Madrid, but days 
before the first flight was told that all the papers were not 
correctly filed. But the government would not tell the 

airline what papers were incorrect. After intervention by 

the Spanish government, it was discovered that the GoA wanted 
the Spanish carrier to take over the routes and assets of the 
poor-performing, money-losing, government-owned domestic 
carrier LADA, as part of the deal. The Spanish carrier has 
so far refused. 


11. (C) The Artentina Government has shown flexibility on one 
other important commercial issue. Cabinet Chief Alberto 
Fernandez promised Estrella several weeks ago that the GOA 
would approve a natural gas consumer price increase; Spanish 
interests have a large role in the natural gas distribtion 
company, Natural Gas BAN. The rate increases were formally 
announced on April 9. 


12. (C) Estrella is off to a strong start here managing a 

major commercial and political relationship. In the energy 
sector, clearly some in the GoA would like a way to get back 
more control either directly through building up national oil 
company ENARSA or indirectly by increasing the presence of 
more pliant domestic capital and companies. 

WAYNE 
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E.O. 12958: N/A 

TAGS: PREL, KSUM, XL 

SUBJECT: DEMARCHE DELIVERED ON U.S.-CARICOM 
MINISTERIAL/SUMMIT 


REF: STATE 43123 


1. Per reftel instructions, demarche was delivered by fax 
under cover of Diplomatic Notes (Antigua #0288, Barbados 
#0289, Dominica #0290, St. Kitts #0291, St. Lucia #0292, St. 
Vincent #0293, and Grenada #0294) on April 5, 2007. The 
original Diplomatic Notes were also mailed on this date. 


2. Post will report any responses. 
OURISMAN 
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TAGS: PGOV, PREL, KDEM, HA 
SUBJECT: OAS PREPS FOR APRIL 29 ELECTIONS 


REF: PORT AU PRINCE 327 
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1. (U) This message is sensitive but unclassified -- please 
protect accordingly. 


2.(U) Summary: The Provisional Electoral Council (CEP) has 
announced that all necessary local, municipal and legislative 
re-runs of the December 3, 2006 elections will be held on 

April 29. The CEP, MINUSTAH and OAS purport to be prepared, 
but the GoH has not yet issued the executive order necessary 

to set the official date. A long series of indirect 

elections are slated for the months following the completion 

of the re-runs. End Summary. 


3. (U) Re-runs for local, municipal and legislative 

elections that were not completed on December 3, 2006 will be 
held on April 29, according to the CEP. The 73 re-runs are 
for one seat in the Chamber of Deputies (La Chapelle), ten 
mayors, six town delegates, 29 communal section assemblies 
(ASECs) and 27 communal section administrative councils 
(CASECs). OAS will provide support for the production of 
voter lists and polling station identification labels to 

orient voters toward their place of vote. OAS expects to set 
up ten vote tabulation centers around the country, and to 
facilitate the transmission of results to the vote tabulation 
headquarters located at the CEP. They are also continuing to 
distribute National Identification Cards as they did 

throughout the 2006 election season. The estimated OAS 
budget for the April 29 re-runs is USD 87,360. However, OAS 
elections specialist Bernice Robertson (protect) told Poloff 
that UNDP will not release any funds to OAS until UNDP has 
completed the audit of the December 3 elections. OAS asked 
the international donor community to encourage UNDP to 
disperse the funds more quickly. (Note: USAID director 
spoke with Anne Marie Cluckers of UNDP on April 5 and she 
said she would try to expedite the transfer of funds to OAS. 
End Note.) 


4.(U) MINUSTAH declared on April 5 that they are ready to 
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give technical assistance to the CEP for the April 29 
elections, including transporting ballots and providing 
increased security, as most of the elections being repeated 
were cancelled because of security problems. 


5. (SBU) Acting Director General Francois Benoit is doing a 
\\'decent job\'\' of leading the CEP in the absence of a 
permanent director, according to Robertson. (Note: Former 
CEP Director General Jacques Bernard stepped down in December 
2006. See ref A. End Note.) Official results are published 

for 529 of the 570 communal section administrative councils 
(CASECs), and the swearing-in ceremonies for the councils 
began on March 29. The CEP was prepared, at least in terms 
of technical preparations, to hold the runoff elections on 

March 11. They delayed because the executive branch did not 
issue the official decree necessary to hold elections, even 
though the CEP sent a request for such a decree on February 
14. The GoH has not issued an official decree for the April 

29 elections, but Prime Minister Alexis announced on April 9 
that the elections would take place on April 29. 


6. (U) The CEP\'s mandate only lasts through the end of the 
local and municipal elections, and does not include the 
Senatorial elections projected for November 2007. However, 
they will continue to prepare for the November 2007 elections 
while awaiting the formation of the Permanent Electoral 
Council (see para 7). The successful unrolling of these 
elections hinges on the timing of the formation of the 
Permanent Electoral Council, according to Robertson. Funding 
has not been identified for these elections. 


7. (U) Once all local and municipal elections are completed, 

the recently elected officials are tasked with a series of 

indirect elections as set forth in the Constitution of 1987. 
Communal section assemblies (ASECs) select representatives to 
the municipal assemblies, where they are joined by the 

elected town delegates. The municipal assemblies, in turn, 

send representatives to the departmental assemblies. 
Departmental assemblies are responsible for selecting a 
three-member departmental council, selecting one 
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representative to serve on the interdepartmental council, 

and, most importantly, nominating candidates for the 
Permanent Electoral Council. The final nine members of the 
Permanent Electoral Council are chosen from among the 
nominees by all three branches of national government. The 
President of the Republic designates the director general of 
the council. (Note: Because the departmental assemblies and 
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councils have never been established, a Permanent Electoral 
Council has never been formed. All elections to date have 
been overseen by a Provisional Electoral Council. End Note.) 


8. (SBU) The CEP\'s goal is to hold all indirect elections 
between June and September of 2007. However, the indirect 
elections have never before progressed beyond the municipal 
assembly level, and the Constitution does not elaborate on 
the rules governing these indirect elections. There are 
several decrees and laws dating from 1995 to 2006, but they 
conflict with each other and with the Constitution. The CEP 
is now facing a problem - how to conduct the indirect 
elections. The CEP drafted a new law for the indirect 
elections and solicited advice from political parties and 

OAS. The law still needs a lot of work before it is 

functional, according to Robertson. OAS political expert 
Gaston Bilbao (protect) described the draft law as Wa messAW 


9. (SBU) Comment: The CEP seems to have pulled its act 
together and at the moment it looks as though Haiti will have 
elections on April 29. The OAS and the CEP, at least 
publicly, are confident that the elections will go ahead as 
planned. However, funding issues and the lack of a decree 
from the executive branch leave room for skepticism. The 
indirect elections pose a much larger problem for the GoH. 
The complex decentralized system has never been completed so 
no one is exactly sure how it will function. The logistics 

of the elections themselves are complex and squeezing 
everything into the CEP\'s four month timeframe will take a 
Herculean effort. Even if all of these positions do get 

filled, there is not enough money in the GoH budget to pay 
the incumbents\' salaries. Post will report septel on the 
decentralization process. 

SANDERSON 
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WHA/CAR FOR LAURA LUFTIG, INR FOR BOB CARHART 
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E.O. 12958: DECL: 04/10/2017 

TAGS: PREL, PGOV, NS 

SUBJECT: TRIAL TENSIONS RAMP UP AS BOUTERSE AND SANTOKHI 
SPAR 


REF: A. 2007 PARAMARIBO 127 
B. 2006 PARAMARIBO 411 
Classified By: A.S. Utschig for reasons 1.4 (b) and (d). 


1.(C) SUMMARY: Despite reports that the murder trial of 
former military strongman Desi Bouterse may not go forward in 
April 2007, tensions over the trial have been increasing. 
Members of Bouterse,s National Democratic Party (NDP) issued 
a series of press statements which many, including Minister 

of Justice and Police Chandrikapersad Santokhi, took as 
threatening. More than one implicated the U.S., claiming for 
example that Santokhi and President Venetiaan would monitor 
the trial from the safety of the premises of the U.S. 

Embassy. The discovery of Suriname,s first-ever car bomb on 
a businessperson,s vehicle did nothing to mitigate the tense 
atmosphere. As a result, Bouterse and the NDP,s claims that 
the trial will be unduly disruptive look to finally have some 
validity. END SUMMARY 


2. (U) Bouterse is accused of the murder of 15 political 
opponents in 1982. The complicated details of the trial 
procedure, which are based on the Dutch legal system, differ 
significantly from procedures in the U.S. A trial consists 

of three phases. Phase one determines whether a trial is 
necessary. This phase is complete. In phase two, the 
majority of evidence and arguments is submitted on paper, 
prior to any oral arguments, to presiding judges by attorneys 
on both sides. The judges then review the documents. 
Attorneys have already submitted these papers to the judges, 
but judicial review is not complete. The only element of a 
trial which takes place in an open court setting is the third 
and final phase: oral testimony and cross-examination of 
witnesses by both attorneys and judges. This third phase is 
pending the completion of phase two, and awaited with a 
mixture of anticipation and apprehension here in Suriname. 
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3. (C) On April 2 the local newspaper of record reported 
that there is still no predicted start date for the third 

phase of the trial, as judges have yet to examine the 

majority of the twelve dossiers of evidence and arguments 
before they can make a determination of fact. One Embassy 
source involved in the examination of the evidence confirmed 
that the trial is unlikely to begin soon. However, observers 
and participants in this process up to and including Minister 
of Justice and Police Chandrikapersad Santokhi, the trial,s 
biggest public proponent, told embassy officials including 

the Ambassador that they still expect the trial to begin in 

the second half of April. If the trial is in fact delayed 

again, it will be merely the latest set-back for a process 
which started in 2000. 


4. (C) Meanwhile, figures in the NDP have been busy casting 
doubt on and spreading rumors about the prudence of the 
government,s course of action in deciding to proceed with 

the trial, and trying to build support for Bouterse,s 

amnesty: they plan to propose an amnesty law in parliament. 
Among the NDP,s outlandish accusations are that the trial 
venue has been secretly declared international territory in 
order to facilitate \"arrest, deportation, and/or liquidation 

of fellow citizens.\" One Bouterse ally told a local 

newspaper that Bouterse fears \"liquidation,\" and therefore 
will never appear in court. Members of the Dutch military 

are supposedly on stand-by in plainclothes. Justice and 
Police Minister Santokhi took the bait: on April 3 he told 

the press his Ministry will investigate whether there are 
\"punishable facts\" in the press releases: whether they amount 
to threats, destabilization, or intimidation. Santokhi also 

said he has decided to put more police on the street in order 
to increase the feeling of security, and that he will 

consider joint patrols with the military. He said he thinks 

the NDP is trying to isolate and attack him personally. 
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5. (C) The NDP has liberally sprinkled accusations of 
\"North American\" complicity into its theories. An open NDP 
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letter to the parliament said the secured trial facility 
\"reminds us of Guantanamo, the North American base in Cuba. 
There suspected terrorists are held in the most pitiable 
conditions against all international treaties.\" This fits a 
pattern of recent barbs aimed at foreign entities, usually 

the Dutch or the United States (ref A). Meanwhile, the NDP 
said in a March 30 press release that it had learned that 
Santokhi and President Ronald Venetiaan will monitor the 
trial \"in safety behind the walls of the North American 
Embassy,\" and the chairperson of its parliamentary faction 
said that the justice system in Suriname is subordinate to 
the Dutch and U.S. justice systems, as proved by last year,s 
Roger Khan incident (ref B). 


6. (C) On April 1 Suriname,s first car bomb was found on 

the underside of the vehicle of an entrepreneur. One 

editorial appeared saying Suriname is \"shocked,\" that 
Suriname has entered a \"spiral of violence,\" and that 

citizens no longer feel safe. However, many ordinary 
Surinamers seemed unconcerned. In either case, the incident 
fits nicely into NDP,s accusations that the country is 

growing more dangerous and unstable. Still, discussion of 
motives for the bomb remains speculative at this point. When 
Ambassador and Santokhi discussed the explosives on April 2, 
Santokhi said he suspects a connection between the explosives 
and the NDP,s attempt to convince citizens that the trial 

will make them unsafe. 


7. (C) COMMENT: By responding to the NDP;s jibes, 
Santokhi is playing into its hands, giving credence to NDP 
accusations that he is steering Suriname down a dangerous 
path. On the other hand, Santokhi,s decision to make police 
security more visible on the street demonstrates that he 
remains in control of security, a show of decisiveness and 
leadership that his President, Ronald Venetiaan, would do 
well to adopt. For the moment the momentum for a trial 
remains in the government,s favor, and Santokhi appears 
bound and determined to keep it there. Whether he has the 
resources to make the trial go smoothly remains to be seen, 
and the NDP is doing its best to make sure that it doesn\'t. 
END COMMENT 

SCHREIBER HUGHES 
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E.O. 12958: N/A 

TAGS: ASEC, AMGT, PREL, FJ 

SUBJECT: FIJI INTERIM GOVERNMENT REQUEST THAT EMBASSY REMOVE STREET 
BARRIERS: URGENT DIPLOMATIC NOTE LANGUAGE NEEDED 


REFS: A) EAP/ANP E-mail of 4/10 
- B) Suva 200 


1. (SBU) This message contains an urgent action request in 
paragraph 4. 


2. (SBU) Visiting DAS Davies told interim Foreign Minister 
Nailatikau April 11 that the United States cannot comply with the 
interim government\'s request that the Embassy remove vehicle 
barriers in front of the chancery by April 13. He signaled that the 
U.S. official response would be firm and negative. In order to 
protect USG personnel and property, as well as the U.S. and Fiji 
citizens that utilize the Embassy\'s services, the current security 
barriers need to remain in place. The request to remove the 
barriers, said Davies, is unreasonable and unacceptable. 


3. (SBU) Nailatikau indicated that Fiji MFA expects to receive a 
formal USG reply to its dipnote (text ref B). As we conveyed ref A 
informal points from DS, we said Washington was still preparing a 
formal response. 


4. (SBU) Urgent action request. Please provide diplomatic note 


language by COB April 11, Washington time. We will arrange for the 
note to be delivered to the Ministry of Foreign Affairs immediately. 


DINGER 
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E.O. 12958: DECL: 04/09/2017 

TAGS: MARR, MASS, PREL, AR 

SUBJECT: MINISTER OF DEFENSE STRESSES POSITIVE RELATIONS 
WITH U.S. 


Classified By: Ambassador E. Anthony Wayne for reasons 1.4(b)and(d) 


1. (C) Summary: In a March 23 meeting with Ambassador Wayne, 
and again on March 28 with visiting Deputy Assistant 
Secretary of Defense Stephen Johnson, Defense Minister Nilda 
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Garre stressed the importance of the bilateral relationship 
with the U.S. and training and exchange opportunities. She 
reiterated Argentina\'s commitment to peacekeeping operations, 
particularly in Haiti. Garre noted that the MoD\'s withdrawal 
of its Defense Attache from NATO, and its rethinking of DATT 
assignments in general, was driven by budgetary reasons 
primarily and, secondarily, by a decision to focus on new 
priority countries such as Japan, India and Australia. Garre 
noted that the MoD could benefit from the U.S. military\'s 
experience with joint command, the incorporation of women 
into the armed forces, and requested USG assistance in 
authorizing the Spanish transfer to Argentina of four older 
Westinghouse 2D radars, originally purchased from the U.S. 
Please see action request for PM/RSAT paragraph 8. End 
Summary. 
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2. (SBU) On March 23, Ambassador Wayne hosted a lunch for 
Defense Minister Nilda Garre, Secretary for Military Affairs 

Jose Vasquez Ocampo, Chief of Cabinet Dr. Raul Garre and MoD 
Press Coordinator Jorge Bernetti. DATT, Milgp Cmdr and 

PolMil Officer attended. Garre noted the good bilateral 

relations and said she appreciated the cooperation and 
interchange with the U.S. military. This was a message Garre 
repeated a week later during her meeting with DASD for 

Western Hemisphere Stephen Johnson in connection with the 
annual OSD-MoD Bilateral Working Group meetings. 


3. (SBU) She noted that the MoD and Argentine armed forces 
were still in the process of restructuring and could benefit 

from the U.S. military\'s experience with joint command. 

Garre stated that the MoD was looking at creating a 
Secretariat for Science and Technology and that this was 
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another where she would like to build on cooperation with the 
U.S. The Minister said her office was also looking at the 

issue of women in the Armed forces. She explained that women 
currently represented about seven percent of uniformed 
personnel and that their target was to increase this 

participation to 15 percent. She noted that for the first 

time women (12) were included in the crew of Argentina\'s navy 
training vessel, the tall ship \"Libertad.\" Note, Libertad 

will be making several ports of call in the U.S.(Puerto Rico 

12-16 May; New York 23-28 May; Boston 29 Sep-03 Oct; Norfolk 
06 Oct-10 Oct). End Note. 


4. (SBU) Garre also reiterated the GoA\'s and MoD\'s commitment 
to PKO\'s, MINUSTAH in particular. The Ambassador stated the 
USG\'s appreciation for Argentina\'s efforts in Haiti and 

elsewhere and the U.S.\'s continued support, including for 
Argentina\'s peacekeeping training center CAECOPAZ. Regarding 
Haiti, the Minister reiterated the GoA position that the 

long-term solution was not military, and that the MoD would 

like to incorporate/replace troops with the civilian 

Gendarmeria (Argentina\'s paramilitary border patrol). Garre 
explained that the Joint/Combined headquarters for the 
Argentine-Chilean PK brigade had been stood up at the MoD in 
Buenos Aires and that they hoped to have an operation force 

by the end of 2008. Garre said the intent was to make the 
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brigade a quick reaction force that, at the request of the 
U.N., could intervene early in a crisis before it explodes. 


5. (C) When asked about the planned withdrawal of Argentine 
personnel from Kosovo, Garre said the MoD faced very limited 
resources and that they were expecting increased demands from 
the UN, including in Darfur. She stressed that the pullout 

from Kosovo was a practical decision, not ideological (i.e. 
operating under a NATO vs UN flag). 


6. (C) Garre explained that resource and personnel 
limitations were behind the MoD\'s decision to recall its DATT 
from NATO and, in fact, a reevaluation of all DATT 
assignments worldwide. She noted that a number of 
assignments required the appointment of senior officers and 
that the Argentine military simply did not have enough to 

fill all the senior DATT positions and the needs at home. She 
also noted that the MoD had shifted some of its priorities 

and was looking at building relations with countries such as 
Japan, India and Australia. 


7. (C) Garre said that the MoD was having to look at training 

as well and cost saving measures such as perhaps conducting 
training at home versus sending personnel overseas. DATT and 
Milgp Cmdr expressed Embassy concern that the MoD was 
considering not filling at the last moment some of the 

important education billets such as the Air War College and 
National Defense University, which precludes inviting another 
country to attend. Additionally, we expressed concern about 

not filling some of the personnel exchange officer billets, 

which have reciprocal ramifications. 


8. (SBU) Finally Garre, discussed the process of 

transferring responsibility for civil aviation air traffic 

control from the military to civilian authorities and the 

ongoing problems they were experiencing with their civil air 
traffic control radars. She also mentioned that Spain was 
prepared to transfer four older Westinghouse 2D radars to 
Argentina, which would require USG approval for Spain to make 
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a third party transfer, since the radars were originally 
purchased from the U.S. In subsequent meetings, GoA 
officials have requested Embassy assistance in facilitating 

the process. Note: Embassy understands that the Spanish 
request was received in PM/RSAT on April 6, 2007. We would 
appreciate an update on status and expected action timeframe. 
WAYNE 
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E.O. 12958: N/A 

TAGS: MARR, MASS, MOPS, PHUM, PINR, ES 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING OF SALVADORAN 
MILITARY OFFICERS 


1. This cable contains an action request; please see 
Paragraph 2. 


2. Post requests Department review of human rights records 
of Salvadoran soldiers for participation in two separate 
U.S.-funded training courses, as outlined below. 


International Maritime Course, Yorktown, Virginia; scheduled 
for May 9, 2007 - August 10, 2007 


LTJG Calles Melara, Elmer Anibal 
NAVY HEADQUARTERS 
DPOB: February 1, 1976; Ahuachapan 


IS Air War College, Maxwell Air Force Base, Alabama; 
scheduled for May 29, 2007 - May 27, 2008 


COL Angulo Rogel, Hugo Aristides 

ILOPANGO AIR FORCE BASE 

DPOB: September 12, 1963; San Salvador 

(Note: Col. Angulo was previously cleared March 15, 2007 for 
a different course; see State 33156. End note.) 


Column 3 

3. Post has reviewed available human rights files; the above 
individuals have not been determined to be identifiable with 
individuals involved in or accused of human rights abuses. 
Glazer 
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E.O. 12958: N/A 

TAGS: SENV, UNGA 

SUBJECT: UN SECRETARIAT THINKING ON HANDLING CLIMATE CHANGE 
AT THE UNGA 


1. (SBU) Mission has received a copy of internal secretariat 
documents proposing various strategies for climate change 
leadership by Secretary General Ban Ki-moon and a high-level 
event on climate change at the General Assembly. Copies have 
been forwarded electronically to IO/EDA (Tuminaro) and 
OES/EGC (Talley). The papers, drafted primarily by Yvo De 
Boer (UNFCCC) but vetted by a group consisting of Achim 
Steiner (UNEP), Jose Antonio Ocampo (DESA) and Bob Orr, 
propose wrapping climate change around the opening of the 
62nd General Assembly with a dinner for heads of state hosted 
by the Secretary General, a panel briefing by the IPCC and 
representatives from NGOs and the business community and a 
four hour \"interactive dialogue among participants.\" The 
proposal includes options for an outcome document for the 
event, ranging from no outcome to a negotiated communiqu, 
and appointment by the Secretary General of five personal 
envoys (Gro Brundtland, Fernando Cardoso, Nitin Desai, Han 
Seung-soo, and James Wolfensohn) on climate change. 


2. (SBU) Ambassador Miller contacted Bob Orr April 5 to 
ascertain the status of the papers. Orr initially did not 
know, but called back to say they had already gone to the 
SYG. In the subsequent discussion, Miller raised several 
issues: 


--Timing - Having such an event at the opening of the GA 
session would raise expectations of high-level attendance and 
put pressure on leaders already planning to attend the GA to 
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take public stands on climate change. Such public posturing 

at the beginning of what is going to be a long process of 
negotiations on this issue could harden country positions and 
make ultimate agreement on actions much more difficult. 
Something later in the session, or even following the 

December UNFCCC Bali meeting, might be more appropriate and 
propitious. The US agreed with the Secretary General,s 

earlier expressed viewpoint that the time for summits was at 

the end of a negotiation, not the beginning. 


-- Outcome document ) A negotiated communiqu seemed out of 
the question given the timing and circumstances. 


-- Inclusiveness ) Important that any GA event allow for 
participation by all UN members and expression of all 
viewpoints, particularly given the breadth and complexity of 
climate change-related issues. 


-- Establishment of a deadline (paper proposes conclusion of 
negotiations by 2009.) We could not agree to a deadline for 
reaching agreement on a negotiation that had not even started 
yet. 


-- Sobriety rather than sensationalism - Climate change 
raised very complicated, difficult, and long-term issues that 
might require major adjustments, both economic and cultural, 
by societies. These issues needed careful and serious 
discussion. Good solutions would not be easy to identify or 
agree upon. Building an international political consensus on 
appropriate actions could be the most difficult thing the UN 
had ever attempted to negotiate. An atmosphere of 
sensationalism or the encouragement of apocalyptical thinking 
would not be conducive to progress, and we did not see a role 
for celebrities as panelists or presenters on the subject 

(this in response to an increasing tendency by the 

Secretariat to artificially raise the profile of events by 
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including celebrities as presenters or spokespersons). 


3. (SBU) Orr noted that he understood the US position on all 
of these issues and that the Secretary General remained 
committed to proceeding in a manner that would not make the 
US uncomfortable. The Secretary General did not support a 
\"summitesque\" event on climate change. Nonetheless, there 
was intense pressure on him to take a leadership position on 
the issue and something would have to be done at the GA. Orr 
particularly thought a dinner for selected leaders would be 
appropriate. A public debate would be hard to manage in the 
short time allowed, but many leaders would want to say 
something on the issue. There might be some flexibility on 
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timing. He agreed that a negotiated outcome document was not 
feasible and that it was vital to set the right tone 

(positive, forward-looking, serious) for the UN on this issue. 


4. (SBU) Orr and Miller agreed that they would stay in touch 
as an informal way to exchange information and thinking in 
addition to Orr,s official communications on this issue with 
Undersecretary Dobriansky. 


WOLFF 
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E.O. 12958: N/A 

TAGS: JA, MARR, MOPS, PGOV, PHUM 

SUBJECT: SECSTATE HUMAN RIGHTS VETTING APPROVAL FOR 
PARTICIPATION OF JAPANESE OFFICERS IN ENGLISH LANGUAGE AND 
SARGEANTS MAJOR TRAINING 


REF: TOKYO 1534 


1. As requested reftel, the Department has reviewed its 
files and finds no credible information of gross violations 

of human rights by the individuals named in paragraph 2, 
below, as of this date, who have been selected to participate 
in English language and Sargents Major training at Lackland 
Air Force Base, Texas. 


2. Approved candidates: 


Name: Koba, Minoru 

Position: Master Sergeant (E-8), JGSDF, Military 
Intelligence Command 

Service Number: G1071332 

DOB: March 24, 1973 

POB: Nagasaki, Japan 

Type of Training: 

(1) English Language Training 

(2) Sergeants Major Academy 
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Location of Training: 

(1) Lackland Air Force Base, Texas 

(2) U.S. Army Sergeants Major Academy, Fort Bliss, Texas 
Dates of Training: April 25, 2007 - June 27, 2008 


Name: Yahara, Makoto 

Position: Master Sergeant (E-8), JGSDF, 4th Training Unit 
Service Number: G1520667 

DOB: March 12, 1970 

POB: Osaka, Japan 

Type of Training: 

(1) English Language Training 

(2) Sergeants Major Academy 

Location of Training: 

(1) Lackland Air Force Base, Texas 

(2) U.S. Army Sergeants Major Academy, Fort Bliss, Texas 
Dates of Training: April 25, 2007 - June 27, 2008 

RICE 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, PGOV, MASS, MOPS, PA 

SUBJECT: PARAGUAY: URGENT HUMAN RIGHTS VETTING REQUEST FOR 
ODC 


In support of the Office of Defense Cooperation, Post is 
requesting Human Rights Vetting, in accordance with the Leahy 
Amendment, of the personnel listed below that will be 
participating in ODC training. Post has no credible 

information of human rights violations by any of these 

persons. Post is requesting expeditious review in light of 

the short window of approval by Tuesday, April 17. Post 
apologizes for the short notice as approvals were not 
completed in a timely fashion. 


1.Benitez Estigarribia, Mario Alberto 01/22/82 Curugauaty 
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2.Candia Duarte, Osvaldo 08/05/77 Villarrica 
3.Montiel Duarte, Joel 06/16/84 Cnel Bogado 
4.Gorostiaga Ortiz, Jose Alejandro 03/20/85 Fenando de la 
Mora 
5.Benitez Amarilla, Ramon Hemesto 08/08/61 Asuncion 
6.Fernandez Encina, Adolfo 07/11/71 Caacupe 
7.Florentin Rojas, Miguel Angel 04/05/74 Asuncion 
8.Benitez Peyrat, Carlos Aurelio 09/06/76 Asuncion 
9.Bogarin Flor, Cesar Alejandrino 09/04/80 Asuncion 
10.Montiel Escobar, Arnaldo Ramon 10/27/81 Asuncion 
11.Torres Lezme, Diego Raul 07/09/80 Asuncion 
12.Jara Ortigoza, Luis Leandro 01/22/80 Fernando de la 
Mora 
13.Almiron Maidana, Juan Angel 01/26/66 Pilar 


14.Galeano, Nazario 07/28/66 Juan de Mena 
15.Bernal Chena, Higinio Anastasio 01/11/77 Peurto Casado 
16.Pando Andrada, Gilberto 10/22/72 Col. Dr. Pedro 

P. Pena 
17.Perez, Plasido Antonio 06/12/76 Asuncion 
18.Diaz Bordon, Jorge Ramon 09/05/77 Ita 
19.Lugo Gonzalez, Vidal 03/22/80 Yabebyry 

Misiones 


20.Guerrero Espinoza, Jorge Antonio 06/02/83 Asuncion 
21.Larroza Britez, Cornelio Ramon 09/16/82 Hamaita 
22.Palacios Medina, Samuel 12/19/79 Capiata 
23.Benitez Ayala, Victor Pastor 08/13/83 Caaguazu 
24.Domnguez Martinez, Julio Alcides 11/25/75 Caazapa 


25.Gauto Ovelar, Roberto 03/27/78 Asuncion 
26.Garcia Ganoso, Juan Agustin 08/28/82 Santa Rosa 
Del Mbutuy 


27.Caceres Silva, Carlos Antonio 01/23/75 Caraguatay 
28.Benitez Estigarribia, Mario Alberto 01/22/82 Curugauaty 
CASON 
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TO RUEHC/SECSTATE WASHDC 0130 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEHSN/AMEMBASSY SAN SALVADOR 1241 


SIPDIS 
SIPDIS 


DEPARTMENT FOR G/TIP (BILLINGS, BRESNAHAN), INL/C/CJ 
(DIAZ-RODRIGUEZ), AND WHA/PPC (PUCCETTI) 


Column 3 
ILEA FOR HENSON 


E.O. 12958: N/A 
TAGS: KCRM, KWMN, SNAR, SMIG, ELAB, EAID, PHUM, PM 
SUBJECT: PANAMA: STUDENT SELECTION FOR ILEA TIP PROGRAM 


REF: A. STATE 15481 
B. STATE 45982 


1. (SBU) Per reftel a instructions, post submits the 
following nominees for the ILEA trafficking in persons 
program. All participants have been fully vetted and cleared 
at post and by the Department (reftel b). 


a) De Leon Bustavino, Gloria Ibelis- Secretary General, 
Ministry of Government and Justice 

b) Bustamante Cordoba, Lenis lldaura- Legal Advisor, Ministry 
of Government and Justice 

c) Aguilar Alzprua, Marcelino- Prosecutor, Public Ministry 

d) Henriquez de Sanad, Haxciria- Prosecutor, Public Ministry 
e) Cajar, Ana- Inspector, Judicial Technical Police 

f) Ortega, Carlos- Inspector, Judicial Technical Police 


Alternates: 


a) Rios de Perez, Dania- Prosecutor, Public Ministry 

b) De Roman, Anny- Prosecutor, Public Ministry 

c) Montero Perez, Reina Isabel- Detective, Judicial Technical 
Police 

d) Valdes Rodriguez, Miguel- Detective, Judicial Technical 
Police 


2. (U) Estimated airfare cost including taxes from Panama 
City to San Salvador is $556 for a restricted ticket and $710 
for an unrestricted ticket. 


3. (SBU) Posts contact person for this program is political 
officer Carrie Lee, email LeeCK2@state.gov and telephone 
507-207-7131. 


ARREAGA 
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PP RUEHWEB 
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P 102159Z APR 07 
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TO RUEHC/SECSTATE WASHDC PRIORITY 7792 

INFO RUEHAC/AMEMBASSY ASUNCION PRIORITY 6091 
RUEHRL/AMEMBASSY BERLIN PRIORITY 1059 
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RUEHBO/AMEMBASSY BOGOTA PRIORITY 1545 
RUEHBR/AMEMBASSY BRASILIA PRIORITY 5950 
RUEHCV/AMEMBASSY CARACAS PRIORITY 1177 
RUEHLP/AMEMBASSY LA PAZ APR 4579 
RUEHPE/AMEMBASSY LIMA PRIORITY 2021 
RUEHLO/AMEMBASSY LONDON PRIORITY 1209 
RUEHMD/AMEMBASSY MADRID PRIORITY 1829 
RUEHMU/AMEMBASSY MANAGUA PRIORITY 0098 
RUEHME/AMEMBASSY MEXICO PRIORITY 1348 
RUEHMN/AMEMBASSY MONTEVIDEO PRIORITY 6347 
RUEHOT/AMEMBASSY OTTAWA PRIORITY 0506 
RUEHZP/AMEMBASSY PANAMA PRIORITY 0285 
RUEHFR/AMEMBASSY PARIS PRIORITY 1242 
RUEHQT/AMEMBASSY QUITO PRIORITY 0898 
RUEHSG/AMEMBASSY SANTIAGO PRIORITY 0333 
RUEHKO/AMEMBASSY TOKYO PRIORITY 0824 
RUEHSO/AMCONSUL SAO PAULO PRIORITY 3238 
RUEAIIA/CIA WASHINGTON DC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RUCPDOC/USDOC WASHINGTON DC PRIORITY 


SIPDIS 
SIPDIS 


TREASURY FOR CLAY LOWERY, NANCY LEE, AJEWEL, WBLOCK, LTRAN 
NSC FOR JOSE CARDENAS, ROD HUNTER 

PASS FED BOARD OF GOVERNORS FOR RANDALL KROSZNER, PATRICE 
ROBITAILLE 

PASS EXIM BANK FOR MICHELE WILKINS 

PASS OPIC FOR JOHN SIMON, GEORGE SCHULTZ, RUTH ANN NICASTRI 
USDOC FOR 4322/ITA/MAC/OLAC/PEACHER 


E.O. 12958: DECL: 03/29/2017 

TAGS: EFIN, ECON, EINV, AR 

SUBJECT: ARGENTINE ECONOMY MINISTER SEEKS BILAT WITH 
SECRETARY PAULSON; WILLING TO EXPLORE PARIS CLUB OPTIONS 


SIPDIS 
REF: A. BUENOS AIRES 621 
B. BUENOS AIRES 637 
C. BUENOS AIRES 642 
Classified By: Ambassador E.A. Wayne for Reasons 1.4 (b,d) 
Summary 


1. (C) On April 9, Economy Minister Felisa Miceli requested 


Column 3 
Ambassador\'s support in arranging a bilat with Treasury 
Secretary Paulson during upcoming IMF/World Bank meetings to 


SIPDIS 

discuss Paris Club and other bilateral economic issues. 
While still rejecting any IMF role, Miceli and Finance 
Secretary Sergio Chodos showed willingness to consider an 


SIPDIS 

informal payment plan to resolve Argentina\'s Paris Club 
arrears. Ambassador encouraged GoA flexibility, explained 
Washington anger over Chavez\'s anti-Bush rally in Buenos 
Aires on March 9, and described recent pressure from U.S. 
bondholders, supported by letters from the U.S. Congress, 
calling for a solution to the holdout situation. Miceli 

noted that the GoA would not be in a position to deal with 
holdouts \"for several years.\" On Banco del Sur, Miceli noted 
the plan is less ambitious than reported in the press. 
Ambassador supports a Paulson/Miceli bilat to discuss both 
Paris Club and U.S. bondholder issues. Post also recommends 
Treasury Officials visit Argentina following the World 
Economic Forum meeting in Chile, in order to further 
discussions on Paris Club options, to maintain pressure on 
resolving holdouts, and to discuss regional financial issues, 
including Argentina\'s relations with the IDB and other 
financial institutions. End Summary. 


Ambassador Explains U.S. Irritation with Argentina 

2. (C) The Ambassador and Econoffs met April 9 with Minister 
Miceli and Finance Secretary Chodos to review bilateral 
economic issues prior to their departure for the April 14-15 
IMF/World Bank spring meetings in Washington. As he had 
previously done with Foreign Minister Taiana and Legal and 
Technical Secretary Carlos Zannini (Refs A and B), the 
Ambassador emphasized that high-level officials in Washington 
were angered, disturbed, and puzzled by the GoA\'s decision to 
allow Venezuelan President Chavez a platform to criticize 
President Bush. He noted that our concern had nothing to do 
with the growing economic relationship between Argentina and 
Venezuela, rather it was the timing of Chavez\' anti-Bush 

rally, coinciding with the President's March 9 visit to 

nearby Uruguay, that was so disturbing. 


3. (C) The Ambassador stated that the U.S. was interested in 
maintaining a mature relationship, noting that our two 
countries have important mutual interests, and enjoy close 
cooperation on critical foreign policy issues such as 
counter-terrorism and counter-narcotics and intelligence 
sharing. He expressed U.S. willingness to continue a 
positive dialogue in areas of interest to Argentina, such as 


Column 3 

the Paris Club and attracting U.S. investment, while 
continuing to try to find solutions for U.S. interests, ¡.e., 

bond holdouts from the 2005 debt exchange and commercial 


disputes. The Ambassador noted as evidence of our common 
interests that the U.S. Department of Commerce had invited 
Miceli to participate in the inaugural Americas 
Competitiveness Forum in Atlanta in June. Miceli expressed 
interest in the Forum, and agreed to arrange a call with 
Commerce Secretary Gutierrez to discuss her role. 


Miceli Speech in Washington on Argentine Recovery 

4. (C) Minister Miceli departs Wednesday, April 11, for 
Washington. Prior to the IMF/World Bank spring meetings, she 
plans to speak at a conference organized by the Center for 
Economic and Policy Research on the subject: \"A Latin 
American Success story: Five Years of Extraordinary Economic 
Growth and Poverty Reduction in Argentina.\" She told the 
Ambassador that she had been surprised by reports in the 
press that USG officials were upset over her participation in 
this conference, since her speech would focus on Argentina\'s 
recovery since the crisis. (Comment: Miceli will likely 

repeat typical GoA criticisms of the IMF during her speech, 

and possibly renew her previous calls for reform of the IMF 
structure, but she did not indicate any intention to discuss 
relations with the U.S. or Venezuela. End Comment). 


Miceli/Paulson Bilat; GoA flexibility on Paris Club 
5. (C) Miceli noted her strong interest in meeting with 
Secretary Paulson on the margins of the IMF/World Bank 


SIPDIS 

meetings, and asked for Ambassador\'s support with Treasury. 
She hopes to discuss bilateral economic issues, especially 
Argentina\'s interest in negotiating a deal with its Paris 

Club creditors. The Ambassador agreed that a bilateral 
meeting with Paulson could be useful to further the dialogue 
on Paris Club, but noted that in Embassy discussions with 
Treasury it seemed clear that a restructuring was not 

possible without a current IMF program. Rather, the 
Ambassador noted that the most viable option may well be an 
\"informal\" payment arrangement, as Chodos has discussed 
previously with Treasury officials (Ref C). In this context, 
Chodos might want to consider beginning discussions with the 
Paris Club Secretariat to explore technical questions related 
to moving forward with unilateral payments. 


6. (C) While still rejecting any formal IMF role in a Paris 
Club agreement (other than a comfort letter or using the 
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Article IV), Miceli and Finance Secretary Chodos cautiously 
indicated willingness to consider creative options -- 

including beginning unilateral payments -- to resolve 
Argentina\'s Paris Club arrears. Chodos said the GoA was 
evaluating how a unilateral payoff plan would work, and it 

was Clear the priority was how quickly it would give 

Argentina access to financing from export credit agencies 
(ECAs). He said he saw no legal impediment that would 
prevent the French, German, and Spanish ECAs from renewing 
operations, but asked whether ExlmBank would be able to begin 
operations as soon as Argentina began payments. The 
Ambassador responded that it was unlikely that ExIm would be 
able to lend into arrears under its legal mandate. 


Ambassador: GoA Flexibility Needed to Gain USG Support 

7. (C) Miceli continued to press for an answer on whether the 
U.S. and other G-7 countries would make a political decision 

to help Argentina. She accepted that Argentina, as the 

debtor, bore primary responsibility for developing a workable 
solution, but argued that creditors must also show good faith 
and help devise a viable deal. The Ambassador responded that 
it depended on whether the two sides could find common space 
between all our limitations. He noted that the Embassy was 
willing to explain Argentina\'s political parameters to 
Washington, but the GoA had to understand that the USG also 
faces limitations, as do other Paris Club creditors. 


8. (C) Aside from our concern that a deal with Argentina not 

set a negative precedent for other countries, nor complicate 

our approval process with Congress, the Ambassador noted that 
the Chavez rally in Buenos Aires had reduced interest in 
Washington to \"go the extra mile\" for Argentina. 

Furthermore, U.S. holdouts from Argentina\'s 2005 debt 
exchange, represented largely by the American Task Force 
Argentina (ATFA), had recently written both Congress and 
Secretary Paulson, calling for the USG to pressure Argentina 


SIPDIS 

to reopen the debt exchange. Two members of Congress had 
subsequently written Secretary Paulson on the issue. 
Argentina\'s unwillingness to date to address this issue 

further limited willingness in Washington to help Argentina 

find a special deal. The Ambassador also commented that on 
the Paris Club spectrum, the U.S. was probably somewhere in 
the middle, with some countries more accommodating and others 
less interested in pursuing alternative solutions. That the 

Paris Club works on a consensus basis complicated any chance 
Argentina might have of reaching a formal deal. 


9. (C) While acknowledging U.S. interest in the holdouts 
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issue, Miceli stated that from the GoA perspective Paris Club 
and Holdouts were unrelated. She commented that resolving 
the holdouts situation \"would not be on the agenda for 
several years,\" adding that the GoA would need two to three 
years to pay Paris Club creditors before it could consider 
negotiating with holdouts. Dealing with both holdouts and 
Paris Club at the same time would jeopardize the GoA\'s 
ability to manage its debt load. 


Down-sized Expectations for Banco del Sur 

10. (C) Miceli admitted that the Banco del Sur project was 
moving slowly, although the countries had agreed on the basic 
statutes. She said it would finance both public works and 
private sector projects, but would start small and only 
gradually grow to a size where it could compete with the IDB 
and CAF. The initial capital would come from only three 
countries -- Venezuela, Brazil, Argentina -- with each 

country committing about $50 million per year over ten years. 
When the Ambassador asked whether the countries were still 
considering using official reserves to capitalize the Bank, 

and noted that this might complicate relations with both 

Paris Club creditors and holdouts, Miceli irritably responded 
that the GoA would obviously have to explain how a bank 


works. She repeated Chodos earlier comments to Econoffs (Ref 
C) that Argentina\'s Central Bank would just be diversifying 
its reserve holdings. 


Comment 

11. (C) While it remains to be seen whether an informal 
payment plan has any chance at success, the fact that Miceli 
and Chodos are openly evaluating possibilities is 
encouraging. Chodos appears farther along than Miceli in 
terms of accepting that unilateral payment of arrears is the 
only viable option. Nevertheless, this was the first meeting 
where Miceli seemed to be considering this option. Given 
that a Paris Club deal is a likely precursor to a deal with 
holdouts, continuing the dialogue seems appropriate. 
Ambassador, therefore, supports a Paulson/Miceli bilat as a 
very useful way to explore any possibility for solutions and 

to send a clear senior-level message to the Minister. Post 
also recommends Treasury officials visit Argentina following 
the World Economic Forum meeting in Chile. End Comment. 


WAYNE 
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PP RUEHWEB 

DE RUEHC #7323 1002222 

ZNR UUUUU ZZH 

P 102213Z APR 07 

FM SECSTATE WASHDC 

TO RUEHOT/AMEMBASSY OTTAWA PRIORITY 4358 

INFO RUEAIIA/CIA WASHINGTON DC PRIORITY 8096 
RHEHNSC/NSC WASHINGTON DC PRIORITY 7453 
RUEATRS/TREASURY DEPT WASHINGTON DC PRIORITY 8423 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RHEHAAA/WHITE HOUSE WASHINGTON DC PRIORITY 2667 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, KNNP, PARM, CA 

SUBJECT: COUNTRY CLEARANCE REQUEST FOR MCNERNEY AND 
DELEGATION 


1. (SBU) Department requests country clearance for PDAS 
Patricia McNerney, Kurt Kessler, Anthony Ruggiero, and 
Jennifer Fowler to meet with Canadian officials in Ottawa on 
April 16. Agenda items and requests for meetings will be 
conveyed to control officer via email. ISN/CPI Ruggiero has 
worked directly with the Canadian Embassy in Washington. 
Canadian MFA Director-General Rob McRae has agreed to host 
PDAS McNerney\'s visit. Country clearance will be assumed 
unless a negative reply is received. 


2. (SBU) Relevant information for travelers: 


Patricia McNerney 

State, Principal Deputy Assistant Secretary, Bureau of 
International Security and Nonproliferation (ISN) 
Diplomatic Passport 900453649, Exp. Date: 26 Feb 2008 
Clearance: TS/SCI 

Arrival: April 15 1715, US Airways Flight 3788 

Departure: April 16 1745, US Airways Flight 3691 


Kurt Kessler 

State, Middle East Team Chief, ISN/Office of Regional Affairs 
Diplomatic Passport 910003537, Exp. Date: 12 Jul 2011 
Clearance: TS//SCI 

Arrival: April 15 1715, US Airways Flight 3788 

Departure: April 16 1745, US Airways Flight 3691 
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Anthony Ruggiero 

State, Defensive Measures Team Chief, ISN/Office of 
Counterproliferation Initiatives 

Diplomatic Passport 900478480, Exp. Date: 28 Apr 2010 
Clearance: TS//SCI 

Arrival: April 15 1715, US Airways Flight 3788 

Departure: April 16 1745, US Airways Flight 3691 


Jennifer Fowler 

Treasury, Policy Advisor, Office of Terrorist Financing and 
Financial Crimes 

Official Passport 801621509, Exp. Date: 23 Mar 2008 
Clearance: TS//SCI 

Arrival: will be sent separately 

Departure: will be sent separately 


3. (SBU) Department understands Post has already made hotel 
arrangements. 


4. (SBU) No further Post assistance is required. 


5. (SBU) If you have any questions or require further 
information please contact ISN/CPI: Anthony Ruggiero 
(ruggieroaj@state.gov, tel: 202-647-5181) 

RICE 
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TO RUEHC/SECSTATE WASHDC PRIORITY 9754 
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RUEHCV/AMEMBASSY CARACAS PRIORITY 1053 

RUMIAAA/CDR USSOUTHCOM MIAMI FL PRIORITY 
RUEHLMC/MILLENNIUM CHALLENGE CORP WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHINGTON DC PRIORITY 

RHEFDIA/DIA WASHINGTON DC PRIORITY","C ON FIDENTIAL SECTION 01 OF 02 MANAGUA 0009( 


SIPDIS 

SIPDIS 

WHA/CEN 

E.O. 12958: DECL: 04/10/2017 


TAGS: KDEM, NU, PGOV, PHUM, PINR, PREL 
SUBJECT: LIBERAL UNITY OR DISUNITY COULD DETERMINE OUTCOME 


Column 3 
OF NICARAGUA,S 2008 MUNICIPAL ELECTIONS, COUNTRY,S FUTURE 


REF: A. MANAGUA 0745 


B. MANAGUA 0616 
C. MANAGUA 0577 


Classified By: Ambassador Paul A. Trivelli. Reasons 1.4 (B,D). 


1. (C) Summary: According to a recent New Link study, the 
Sandinista National Liberation Front (FSLN) could win 77 of 
the 153 municipalities in Nicaragua\'s 2008 municipal 
elections if the two estranged liberal parties run 

separately. This outcome would boost the FSLN\'s chances to 
win the 2011 presidential race. On the other hand, if the 
liberals ally for the mayoral races, combined they stand to 
win 124 out of 153 municipalities. In the event the 

Sandinista dissident party joined a liberal alliance, the 
opposition could win up to 18 additional races, and guarantee 
solid victories in strategic departmental capitals, including 
Managua, Matagalpa, and Leon. President Ortega\'s 
determination to keep the liberals divided enabled him to win 
the presidential election and offers him the most viable 

route to remain in power. We expect Ortega will do whatever 
it takes to keep the status quo, including delaying the 
municipal elections until 2011 to coincide with the national 
election calendar if the liberals start uniting. End 

Summary. 


2. (C) According to projections by a New Link Political 
senior consultant Gilberto Valdez, who recently met with 
PolCouns, if Nicaragua\'s two estranged liberal parties run 
separately for the November 2008 municipal elections, the 
FSLN could win 77 of the 153 municipalities. Basing his 
projections on the results of the 2006 presidential race, 
Valdez warned that this outcome would enhance the FSLN\'s 
chances to win the 2011 presidential race. On the other 
hand, if the Liberal Constitutional Party (PLC) and the 
Nicaraguan Liberal Alliance (ALN) ally for the mayoral 
elections, combined they stand to win 124 out of 153 
municipalities, including 13 of the 17 department capitals. 
This second scenario would favor the opposition and greatly 
diminish the FSLN\'s chances to remain in power, opined 
Valdez. 


3. (C) Valdez, who later forwarded an electronic copy of the 
results (forwarded to desk on 10 April), highlighted the 
following two scenarios to make his point: 


Divided Liberals Scenario United Liberals Scenario 
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FSLN: 77 29 
PLC: 54 73 
ALN: 22 51 
Department Capitals 

FSLN: 11 4 
PLC: 2 4 
ALN: 4 9 
Comment 


4. (C) New Link\'s projections do not factor in other 
considerations that could benefit Ortega\'s party. In the 
past, the lower voter turnout for municipal elections has 
advantaged the FSLN, as its disciplined supporters are more 
likely to vote than their liberal counterparts. Further, the 
current government will certainly play its patronage card to 
the hilt to gain municipal support. 


5. (C) While the study does not highlight the possible 
effects of the Sandinista dissident party (MRS) joining an 
ALN-PLC alliance, according to the data, MRS support could 
add an additional 14 to 18 municipalities to the opposition\'s 
belt and probably ensure solid victories in the departmental 
capitals of Managua, Leon, Matagalpa, and Ocotol (Nueva 
Segovia). On the other hand, if the ALN allied solely with 
the MRS, this alliance could stand to win 7 or 8 additional 
races, including the strategic department seats of Managua, 
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Leon, Carazo, and Chinandega. 


6. (C) Ortega\'s determination to keep the liberals divided 

is understandable. The split vote enabled him to win the 
presidential election and offers him the most viable route to 
remain in power. His government\'s recent decision to grant 
PLC caudillo/convicted money launderer Arnoldo Aleman 
country-wide \"house arrest\" was likely driven by this 
calculation. We expect Ortega will do whatever it takes to 
keep the status quo, including delaying the municipal 
elections until 2011 to coincide with the national electoral 
calendar if the liberals start uniting. We also expect 


Column 3 

Aleman will do his utmost to maintain his hegemony over the 
PLC, even attempting to thwart allied/consensus candidacies 
if necessary. 


7. (C) Former MRS presidential candidate Edmundo Jarquin has 
publicly and privately called for a strategic alliance 

between his party and Eduardo Montealegre\'s ALN for the 
municipal elections. The two leaders have discussed the 
possibility, and it has gained some traction among a number 

of supporters in the two parties. According to a pro-ALN 
member of the Liberal Forum (Foro Liberal), an association 
comprising a mix of ALN and PLC sympathizers, the ALN should 
first ally with the MRS to build the critical mass required 

to draw popular support from disaffected PLC militants who 

feel betrayed by Aleman\'s complicity with Ortega. 

TRIVELLI 
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FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 2501 
RUEKJCS/SECDEF WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 0610 
RUEHOK/AMCONSUL OSAKA KOBE 4137 
RUEHBJ/AMEMBASSY BEIJING 6523 

RUEHMO/AMEMBASSY MOSCOW 1610 
RUEHUL/AMEMBASSY SEOUL 2596 

RUCNDT/USMISSION USUN NEW YORK 3865 

RHEHAAA/NSC WASHDC","UNCLAS TOKYO 001563 


SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 


Column 3 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION Q IRAQ - TOKYO 


LEAD STORIES: Tuesday morning\'s Mainichi front-paged 
Prime Minister Abe\'s meeting Monday with visiting Iraqi 
Prime Minister Maliki. Asahi gave front-page play to a 
meeting between Assistant Secretary of State Hill and 
MOFA Asian and Oceanian Affairs Bureau chief Sasae. 


1. "Japan Should Promote Strategic Relations with Iraq\" 
The top-circulation, moderate Yomiuri editorialized 

(4/10): \"During their meeting on Monday, Japanese Prime 
Minister Abe and visiting Iraqi Prime Minister Maliki 
agreed to build a long-term strategic partnership between 
the two countries.... Maliki expressed appreciation for 
Japan\'s extension of the special measures law by another 
two years to allow for continued airlift operations in 

Iraq by a Japan Air Self-Defense Force (ASDF) unit. The 
ASDF operations are symbolic of Japan\'s support for 
Iraq\'s reconstruction as a member of the international 
community, given that there are limitations to what Japan 
can do to help Iraq out of its difficult security 

situation.... Iraq\'s oil deposit is the world\'s third 

largest. If and when lraq\'s domestic situation 

normalizes, with its reconstruction work back on track, 

the nation\'s production of crude oil will likely grow by 
leaps and bounds. The stabilization of Iraq and 
strengthening of ties will serve the national interests 

of Japan, which is dependent on the Middle East for about 
90 percent of its crude imports.... Like Japan, the US 

and EU nations also have strong interests in IraqVs oil 
deposits. Japan need not to be left behind in mapping out 
its own oil strategy.... Moves are afoot to create a 
framework for promoting regional talks aimed at the 
stabilization of Iraq. One of these talks is an 

international conference on Iraq\'s stabilization held 
recently by 16 nations, including Iraq, neighboring 

nations and the five permanent members of the UN Security 
Council. Japan should positively commit itself to such a 
framework of dialogue. PM Abe plans to tour five Middle 
East nations after visiting Washington in late April. 

Japan should promote an international dialogue for the 
stabilization of Iraq." 


SCHIEFFER 
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FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 2502 
INFO RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHAAA/THE WHITE HOUSE WASHINGTON DC PRIORITY 
RUEAWJA/USDOJ WASHDC PRIORITY 
RULSDMK/USDOT WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHDC//J5// 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHHMHBA/COMPACFLT PEARL HARBOR HI 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// 
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RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
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RUEHFK/AMCONSUL FUKUOKA 0611 
RUEHOK/AMCONSUL OSAKA KOBE 4138 
RUEHNAG/AMCONSUL NAGOYA 9927 
RUEHKSO/AMCONSUL SAPPORO 1537 
RUEHBJ/AMEMBASSY BEIJING 6524 
RUEHUL/AMEMBASSY SEOUL 2597 
RUCNDT/USMISSION USUN NEW YORK 3866" "UNCLAS SECTION 01 OF 09 TOKYO 001564 


SIPDIS 
SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 
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(1) Poll on Japan\'s Constitution (Yomiuri) 


YOMIURI (Pages 15) (Full) 
April 6, 2007 


Questions & Answers 
(Figures shown in percentage) 


Q: Whats your interest in the Constitution of Japan? If there\'s 
anything you are particularly interested in, pick as many as you 
like from among those listed below. 


The Emperor and imperial household 

20.4 

Japan\'s war renunciation, Self-Defense Forces 
48.4 

Equality, discrimination 

15.9 

Freedom of speech, press, and all other forms of expression 
11.7 

Information disclosure 

15.3 

Privacy protection 

16.7 

The right to live in peace, social welfare 

22.3 

Environmental disruption 

29.8 

The rights to assemble, demonstrate, and strike 
1.8 

Electoral system 

11.8 

The right of access to the courts 

14.9 

Official visits to Yasukuni Shrine 

20.0 

Constitutional revision 

18.1 
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Separation of the three powers of administration, legislation, and 
judicature 

3.2 

Local autonomy 

14.1 

The Diet\'s bicameral system 
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6.3 

The process and background of establishing the Constitution 

5.6 

Other answers (O/A) + nothing in particular (NIP) + no answer (N/A) 


13.7 


Q: Do you think it would be better to amend the Constitution? 


Yes 46.2 
No 39.1 
N/A 14.7 


Q: (Only for those who answered \"yes\" to the foregoing question) 
Why? Pick as many reasons as you like from among those listed 
below. 


Because it\'s a US-imposed constitution 30.2 

In order to expressly stipulate Japan\'s right of self-defense and 

the existence of the Self-Defense Forces 27.2 

Because there are too many cases claiming rights while neglecting 
obligations 21.1 

Because the conventional way of reading or applying the 
Constitution\'s provisions would lead to confusion if and when there 
is a need to meet situational changes 31.9 

Because Japan is expected to make international contributions, and 
there are also various challenges Japan cannot meet under its 


present-day constitution. 47.6 
O/A 2.6 
N/A 1.5 


Q: (Only for those who answered \"yes\" to the foregoing question) 
When would you like the Constitution to be amended? Pick only one 
from among those listed below. 


Within 3 years 50.7 
Within 5 years 24.8 
Within 10 years 6.7 
O/A 1.2 
NIP 12.9 
N/A 3.6 
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Q: (Only for those who answered \"no\" to the foregoing question) Why? 
Pick as many reasons as you like from among those listed below. 


Because the Constitution has already taken root in the nation 


44.1 

Because the Constitution is of a pacifist nature, Japan can be proud 
of it 

46.9 

Because the Constitution guarantees fundamental human rights and 
democracy 

22.8 

Because the Constitution can be interpreted or applied in a flexible 
way with the change of the times 

19.7 

Because revising the Constitution may pave the way for Japan to turn 
into a military power 

32.1 

O/A 

0.7 

N/A 
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2.2 


Q: The Constitution\'s Article 9 stipulates that Japan renounces war 
and will never maintain any war potential. The government has so far 
responded to relevant problems with its interpretation and 

application of the article. What do you think the government should 
do about Article 9 from now on? Pick only one from among those 
listed below. 


The government should continue with its interpretation and operation 
of Article 9 

35.8 

The government\'s conventional way of responding to problems with its 
constitutional interpretation and operation has now reached its 

limit, so Article 9 should be amended 

35.7 

The government should strictly abide by Article 9 and should not 
respond to problems via interpretation or operation 

20.0 

O/A 

0.2 

N/A 

8.3 


Q: The Constitution\'s Article 9 has two paragraphs. The first 
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paragraph stipulates Japan\'s war renunciation. Do you think this 
paragraph should be amended? 


Yes 14.0 
No 80.3 
N/A 5.7 


Q: The second paragraph in Article 9 stipulates Japan\'s maintenance 
of no war potential. Do you think this paragraph should be amended? 


Yes 38.1 
No 54.1 
N/A 7.8 


Q: The government has been taking the position that although Japan 
has the right to collective self-defense, the Constitution does not 
allow Japan to exercise this right. What do you think about this? 

Pick only one that is closest to your opinion from among those 

listed below. 


The Constitution should be amended so that Japan can exercise the 
right of collective self-defense 20.8 

The Constitution should be reinterpreted so that Japan can exercise 
the right of collective self-defense 20.6 

Japan should continue as it has done and need not be allowed to use 
the right of collective self-defense 50.0 

O/A 0.1 

N/A 8.5 


Q: The Constitution stipulates the Diet shall consist of two houses, 
namely the House of Representatives (lower chamber) and the House of 
Councillors (upper chamber). There are various arguments about this 
bicameral parliamentary system. Pick only one that is closest to 

your opinion. 


The Diet should change its bicameral-chamber system to the 
unicameral-chamber system 21.8 
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The bicameral-chamber system should be maintained, and the House of 
Representatives\' role and authority should be strengthened 

7.9 

The bicameral-chamber system should be maintained, and the House of 
Councillors\' role and authority should be strengthened 18.7 

The Diet should maintain its current two-chamber system as is 

44.2 

O/A 0.7 

N/A 6.7 
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Q: If there\'s anything you think it would be better to revise in the 
Constitution or add to the Constitution, pick as many as you like 
from among those listed below. 


The Emperor\'s status 15.0 

Japan\'s maintenance of armed forces for self-defense 23.2 
Proactive international cooperation 23.3 

Right to access government information 17.8 
Privacy protection 21.4 

Respect for family 13.3 

The right to live in a good environment 25.3 

The prime minister\'s strengthened powers to deal with emergencies, 
etc. 12.5 

The lower and upper houses! respective roles 11.8 
Central and local government roles 21.9 
Establishment of a constitutional court 4.2 

O/A 0.1 

NIP 23.8 

N/A 4.1 


Q: This May marks the 60th anniversary of the Constitution since it 
came into effect. What do you think about the Constitution and its 
role played in Japanese society? 


Appreciate very much 37.9 
Appreciate somewhat 46.8 
Don\'t appreciate very much 7.8 
Don\'t appreciate at all 2.2 
N/A 5.4 


Q: There is an opinion saying Japan has maintained peace and 
achieved economic growth under its present-day constitution. Do you 
agree to this opinion? 


Yes 86.5 
No 10.1 
N/A 3.4 


Q: There is an opinion saying Japan remains unable to make 
sufficient contributions to international peace cooperation 

activities under its present-day constitution because its people are 
concerned about Japan\'s peace only. Do you agree to this opinion? 


Yes 37.5 
No 56.8 
N/A 5.7 


Q: There is an opinion saying the idea of respecting individual 
freedoms and rights has now taken root. Do you agree to this 
opinion? 
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Yes 66.3 
No 27.6 
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N/A 6.1 


Q: There is an opinion saying people now neglect the public good as 
a result of respecting individual freedoms and rights. Do you agree 
to this opinion? 


Yes 48.0 
No 41.4 
N/A 10.7 


Q: There will be an election this summer for the House of 
Councillors. When you choose a candidate and a political party to 
vote for, do you factor in their views about the Constitution? 


Yes 40.7 

No 28.7 
Can\'t way which 27.5 
N/A 3.2 


Polling methodology 

Date of survey: March 17-18. 

Subjects of survey: 3,000 persons chosen from among all eligible 
voters throughout the country (at 250 locations on a stratified 
two-stage random-sampling basis). 

Method of implementation: Door-to-door visits for face-to-face 
interviews. 

Number of valid respondents: 1,741 persons (58.0% ) 

Breakdown of respondents: Male-49%, female-51% ; persons in their 
20s-11%, 30s-16%, 40s-16%, 50s-20%, 60s-21%, 70 and over-16% ; big 
cities (Tokyo\'s 23 wards and government-designated cities)-22%, 
major cities (with a population of more than 300,000)-18%, 
medium-size cities (with a population of more than 100,000)-25%, 
small cities (with a population of less than 100,000)-23%, towns and 
villages-12%. 


(2) Confidence-building for \"strategic reciprocity\" through frank 
dialogue, exchanges of views 


NIHON KEIZAI (Page 9) (Slightly abridged) 
April 10, 2007 


Nobumichi Izumi 


Japan and China will hold a summit meeting in Tokyo after a hiatus 
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of six and a half years, but the real leading actor in the meeting 

would be North Korea. Prime Minister Shinzo Abe and China\'s Premier 
Wen Jiabao will meet tomorrow, April 11, while North Korea will open 

its Supreme People\'s Assembly (equivalent to Japan\'s parliament) in 
Pyongyang that day. The Supreme People\'s Assembly will take place at 
this time of year. Western media are likely to report on the Abe-Wen 
talks in the context of North Korea\'s nuclear issue instead of 

\"strategic, reciprocal relations\" between Japan and China. 


It may not have been a mere coincidence that North Korea tested its 
nuclear device the day after Abe and Chinese President Hu Jintao 
agreed in the first Japan-China summit in five years in Beijing on 
Oct. 8 last year to aim for \"strategic reciprocity.\" The fact that 
Tokyo and Beijing were coming closer to each other should have 
irritated Pyongyang, which is dependent on China for its lifelines, 
such as energies. 


As a matter of course, North Korea, including the issue of 
abductions of Japanese citizens by North Koreans, will be among key 
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subjects of discussions in the upcoming Japan-China summit talks 
slated for tomorrow. In order to resolve that issue, Japan and China 
need to build a trust relationship. \"Using the opportunity of 

Premier Wen\'s visit to Japan, we must flesh out the strategic, 
reciprocal relations so that China-Japan relations will not slide 

back,\" Chinese Ambassador to Japan Wang Yi said. He called on the 
Lower House speaker and the Upper House president and set the stage 
for Wen to deliver a speech before the Japanese Diet as the first 
Chinese premier. 


In addition to the North Korean issue, the two countries share the 
common subjects described by this buzzword: \"the environment and 
energies.\" Whether the issue of developing gas fields in the East 
China Sea will make progress is drawing attention at present. Ahead 
of his tour of Japan, Wen told a press briefing in Beijing: \"I 

believe that we can resolve the issue in a peaceful manner and turn 
the East Chine Sea into a sea of peace, cooperation, and 
friendship.\" 


Wen describes Abe\'s visit to China last October that broke the 
stalled relations with Japan as a \"trip to break the ice\" and his 

own trip to Japan this time as a \"trip to thaw the ice.\" If he were 

to pave the way for resolving the pending issue of gas-field 
development during his stay in Japan, his trip to Japan would become 
a symbol of strategic reciprocity. Also, his trip to Japan would 

serve as an occasion to thaw the icy relations between Japan and 
China that have continued since former Prime Minister Junichiro 
Koizumi visited Yasukuni Shrine while he was in power. 
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WI was born to a family of educators living in a farm village and 
experienced the disturbance of war in my childhood.\" This remark 
came from Wen during his first press briefing after taking office as 
premier in March 2003. 


Wen\'s parents live in a suburb of Tianjin City. The area around his 
home and an elementary school built by his grandfather were 
reportedly burned down by the former Imperial Japanese Army during 
the war. It is easily conceivable that Wen has mixed feelings toward 
Japan. 


After the war. Wen went to the famous Nankai High School in Tianjin 
and enjoyed playing baseball. 


Wen hopes to play baseball with college students and others in Kyoto 
on April 13. Wen\'s last visit to Japan was 15 years ago, but Wen is 
not well known to the Japanese public. We hope to see Wen engage in 
frank dialogue and exchange of views in his series of events here in 
Japan in order to promote mutual understanding at the 
grassroots-level and build confidence between the two countries, 
beyond love and hate. 


(3) Japan-China poll: 90% see need to strengthen friendships between 
Japan, China, US; 40% hope for better ties between Japan, China 


YOMIURI (Page 1) (Full) 
April 8, 2007 


Ahead of Chinese Prime Minister Wen Jiabao\'s visit to Japan from 
April 11, the Yomiuri Shimbun and Oriental Outlook Weekly-a weekly 
journal published by China\'s Xinhua News Agency-conducted a joint 
survey to probe the attitudes of university students in Japan and 
China. According to findings from the survey, the greater part of 
respondents both in Japan and in China thought that Japan-China 
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relations were in \"bad\" shape. However, those thinking Japan, China, 
and the United States should strengthen their respective friendships 
accounted for about 90% both in Japan and in China. 


The survey, planned by the Yomiuri Weekly and Oriental Outlook 
Weekly, was conducted in late March. In Japan, college students were 
polled on the Internet, and answers were obtained from a total of 
1,020 persons. In China, a questionnaire form was distributed to 
college students, and a total of 987 persons responded to the 

survey. 


In the survey, respondents were asked if they thought Japan, China, 
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and the United States should bolster their respective friendly 
relations for peace and stability in Asia. In response to this 
question, 89% answered \"yes\" in Japan, with 91% giving the same 
answer in China. 


Asked about the current state of Japan-China relations, \"bad\" views 
totaled 84% in Japan and 90% in China. \"Good\" views totaled 11% in 
Japan and 6% in China. 


In Japan, there are bad feelings over China\'s territorial claim to 
the Senkaku islets and its gas exploitation projects in the East 
China Sea. In addition, there is still a strong impression in Japan 

of anti-Japanese demonstrations that occurred in China about two 
years ago. In China, there were repercussions from history issues 
and former Prime Minister Koizumi\'s visits to Yasukuni Shrine. In 
both countries, students took a severe view of current Japan-China 
relations. 


However, 37% in Japan and 38% in China thought Japan-China relations 
would change for the better, with 42% in Japan and 41% in China 

saying the relations would remain the same. As seen from these 

figures, there were also expectations for better ties between the 

two countries. Meanwhile, 13% in Japan and 20% in China thought 
Japan-China relations would change for the worse. 


Respondents were also asked if they expected Japan-China relations 
to change for the better with Prime Minister Wen\'s visit to Japan. 

In response to this question, \"yes\" accounted for 59% in China and 
32% in Japan. 


(4) College poll in Japan, China: Students first seek to display 
capability at work; Job security comes next in Japan, high earnings 
weighed in China 


YOMIURI (Page 7) (Full) 
April 8, 2007 


The Yomiuri Shimbun and Oriental Outlook Weekly-a weekly journal 
published by ChinaYs Xinhua News Agency-conducted a joint survey of 
Japanese and Chinese university students to probe their attitudes. 

In the survey, respondents were asked what they considered to be 
important in their sense of purpose when they get jobbed in the 

future. For this question, Japanese students were asked to pick only 
one from among given choices, with Chinese students allowed to check 
all that apply. In response to this question, 52% in Japan and 47% 

in China sought to \"display my competence and capability at work,\" 
topping all other answers in both countries. Among other answers, 
32% chose \"stability\" in Japan, with 27% weighing \"high earnings\" in 
China. In Japan, there are many students seeking to have their 

future jobs and employment status secured. Meanwhile, Chinese 
students seem to be strongly eager for high earnings with their 
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potential exploitation of opportunities to change jobs or start a 
business. 


In the survey, respondents were also asked what kind of job they 
would like to get (for only one choice in Japan and multiple choices 

in China). To this question, 29% in Japan and 34% in China answered 
that they would like to get a job with a business firm, topping all 

other answers in both countries. Among other answers, 28% in Japan 
said they would like to become professionals like a doctor or a 

lawyer, with 24% in China preferring to become corporate executives. 
As seen from these figures, Japanese and Chinese students differed 
in their job awareness. Those seeking to become a government 
employee accounted for 12% in Japan and 18% in China. This answer 
ranked third both in Japan and in China. 


In addition, respondents were further asked if they could expect 
themselves to be well off in 10 years. In Japan, \"yes\" accounted for 
55%. In China, however, \"yes\" totaled 92%. Youths in China, now a 
rapidly growing economy, seem to be upbeat on the way ahead. 


What do you want to consider most important in your sense of purpose 
when you get jobbed in the future? 


Japan China 
Display my competence and capability 51.7 47.1 
Stability 31.7 15.9 
Get high earnings 10.2 26.8 
National, social development 4.5 13.0 
Get high social standing 2.0 7.3 


(5) Editorial: MSDF leak of Aegis intelligence -- Is this an 
organization to rely on for national defense? 


YOMIURI (Page 3) (Full) 
April 6, 2007 


We have doubts about the Maritime Self-Defense Forces (MSDF) being 
an organization to rely on for national defense. We have never seen 
such a sloppy system for controlling classified information! 


It has been discovered that a Maritime Self-Defense Force petty 
officer 2nd class, a crewmember of a destroyer, took home 
intelligence describing the Aegis vessel. Kanagawa Prefectural 
Police and the MSDF Criminal Investigation Unit are now 
investigating the case. 


There are many unclear points about the case, such as how the 


Column 3 

intelligence leaked out. Under the Japan-US Mutual Defense 
Assistance Agreement, top-secret intelligence on the capabilities of 
defense equipment is classified as \"special defense secrets.\" 
Kanagawa police believe the data on the Aegis ships fall into that 
category. It is unusual for the police and the MSDF to break down 
the turf barrier between them and conduct a joint investigation. 
They need to thoroughly clear this matter up. 


In connection with an investigation of the seaman\'s Chinese wife, 
who was arrested on suspicion of illegal overstay, the police in 
January searched the petty officer's home and confiscated a hard 
disk. The disk contained secret data on the Aegis destroyer\'s radar 
performances and missile defense system. 


An Aegis is a destroyer known to have the best defense capabilities 
in the world. The vessel plays a central role in the missile defense 
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system. The MSDF has now five Aegis destroyers. The United States 
has provided the Aegis\' defense system to Japan. 


It is necessary to analyze the leaked intelligence in detail. The 
scandal could have a serious effect on Japan\'s trust relationship 
with the United States. If the information falls into the hands of 
other countries, the security of Japan would be threatened. 


When the Aegis defense system was updated in 1998, a MSDF petty 
officer third class in charge of maintaining and managing the system 
likely made the information files for internal use in order to 

explain the capabilities of the new system to senior officials and 
educate officers in charge of it. 


The petty officer second class reportedly told the police that the 
date on the Aegis system was included in a disc in which he copied 
obscene pictures from his colleague\'s personal computer. Another 
officer also reportedly received the same information. How in the 
world has MSDF controlled classified files? 


The information could be leaked widely. Although the police say that 
there is no evidence that the information went to a third person or 
overseas, this is not a matter to reach such a conclusion so 

easily. 


Not only the MSDF but also the Defense Ministry, as well, has had a 
number of intelligence-leakage scandals. Whenever such a scandal 
came up, authorities could have reviewed their information 
management systems and tightened discipline. 


There seems to be systematic laxity in the control of defense 
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secrets and a lack of awareness of the importance of such controls. 


SIPDIS 

Japan and the United States are aiming to sign a general security 
agreement on military intelligence in order to prevent secret data 
from being transferred to third countries. This would be a good 
chance to review what substantial measures are needed to prevent a 
recurrence. 


Japan does not have an espionage law to protect national and defense 
secrets that other countries normally have. The government should 


SIPDIS 
look into what legal measures may also be needed. 
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1. (C) SUMMARY. In the name of national security and 


preventing lese majeste, the interim Thai government began in 
the past few weeks to block several pro-Thaksin and/or 
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anti-coup websites. But what began as a simple ban on a few 
sites has now turned into a confrontation between the Thai 
government and the popular YouTube site, as a result of a 
spate of crude and offensive videos denigrating the Thai 

king. Adding to the debate on free speech is the March 30 
sentencing of a Swiss man to ten years imprisonment for lese 
majeste violations. The government is once again stuck with 
no good options: block the sites, and provoke international 
criticism for repressing free speech; ignore the sites, and 

be seen by Thais as ineffective in defending the honor of the 
king. End summary. 


INTERESTING VIDEOS 


2. (C) Reftel reports the recent blocking of controversial 
websites at the behest of the Ministry of Communications and 
Technology. The concerns over these mostly pro-Thaksin or 
anti-coup websites was nothing, however, compared to the 
reaction to videos insulting the King that were posted on 
YouTube beginning last week. The first controversial video 

clip featured the Thai king with drawings of feet 

superimposed over his head. (Note: The feet are considered 
unclean in Thailand and placing feet over a photograph of a 
face is a major affront. End note.) The poster of the clip 
identified himself as a American in his profile. MICT 

blocked access to the site and sought to make YouTube remove 
the offending video (reftel). The resulting press attention 

to the block apparently inspired a series of copy-cat 

offenders. There are currently perhaps a dozen clips 
disrespectful to the Thai monarchy on the site. These 

include one accusing him of being a pedophile, one with 
crudely sexual themes and allusions to \"Brokeback Mountain,\" 
and one accusing him of murdering his brother, who died under 
mysterious circumstances 60 years ago. MICT efforts to block 
access have failed, as savvy internet users inside the 

country set up proxies outside of Thailand to access and post 
messages and clips of their own, many in support of the king. 
The messages posted in response to the offensive clips 
include an outpouring of rage, death threats against the 
posters, and, in the case of posters identifying themselves 

as American, occasional anti-US diatribes. 


FOREIGNERS NOT EXEMPT 


3. (C) While internet discontent over website censorship in 
the name of the king simmered, the sentencing of a foreigner 
for a more conventional lese majeste offense has gotten 
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renewed attention. Olivier Jufer, a 57-year old Swiss man 
found guilty of lese majeste charges, was sentenced to ten 
years on March 30. In a drunken stupor, he had spray-painted 
over the face on posters bearing an image of the Thai king. 
(According to one report, he was angry that new laws limiting 
the times when alcohol can be sold prevented him from buying 
beer.) His situation was the subject of one of the critical 
videos posted on YouTube, focusing on restrictions to freedom 
of speech in Thailand. (Note: As a message posted in 
response to the video correctly noted, the sentences for lese 
majeste charges are typically hortatory in nature and 
offenders are normally quickly pardoned by the king. End 
note.) 


HOW FREE SHOULD FREE SPEECH BE? 


4. (C) The Thai language press has been extremely 
circumspect in their reporting, due to fears of committing 
lese majeste themselves by describing the offensive videos. 
Still, press reaction from the English-language newspapers 
has been harsh. The government came in for criticism that 
its response to the provocative websites was both 
heavy-handed and ineffective. YouTube has been generally 
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vilified. When the YouTube spokesman explained that videos 
critical of political figures like the US president are 

allowed on the site, one editorial writer described the 
\"American-hosted video site\'s\" response as \"breath-takingly 
insulting.\" Another cartoon depicted a YouTube representative 
as a colonial official in a tropical helmet, saying, \"...the 
generous white man has come to educate you about what you 
should or should not feel offended by...\" At the same time, 
even some of these critics have urged government to 
recognize, as a practical matter, that it cannot control the 
discourse on the web. Human Rights Watch (HRW) drafted a 
letter to the prime minister urging the government to cease 
internet censorship for the sake of making political 

discourse available to all sections society at a time when 
Thailand is on its way to promulgate a new constitution. 


COMMENT 


5. (C) Many Thais respond to these insults to their King 

much the way many Americans respond to someone burning their 
flag. The response may even be closer to Muslim reaction to 

the infamous Danish cartoons. It is an emotional reaction 
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that is not particularly susceptible to logical arguments 

about freedom of speech. The fact that several of these clips 
use profanity and sensational allegations of murder or sexual 
misconduct makes it that much worse. This is all a great 
headache for the government, which is, once again, stuck with 
no good options. Crack down on the offenders, and they risk 
international criticism for stifling free soeech. Ignore the 
videos, and they will be accused of failing to defend the 

King. This is a particularly awkward accusation for the 
interim government; the coup leaders justified their 
overthrow of the former prime minister in part due to his 

lack of respect for the king. 
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I. SUMMARY 

A Pre-License Check and Post-Shipment Verification Workshop 
was conducted in Singapore. Delegates from the Philippines 
attended a legal workshop in Washington, DC. The Advisor 
coordinated three upcoming EXBS courses with Government of 
Malaysian (GOM) officials, worked in cooperation with Embassy 
Jakarta and Embassy Manila officials on upcoming activities 

in Indonesia and the Philippines, and continued to coordinate 
US export control efforts with foreign diplomatic missions in 
Malaysia. END SUMMARY 


Il. COMPLETED ACTIONS FOR THE REPORTING PERIOD 

A. SITE ASSESSMENTS AND MEETINGS DURING REPORTING PERIOD 
1. On March 01 the Advisor met with Bong Yik Jui, Assistant 

Secretary in the Multilateral Affairs Division of the 


SIPDIS 

Ministry of Foreign Affairs (MFA) to coordinate the Targeting 
and Risk Management course scheduled for April and identify 
topics of discussion for the legal workshop in May. 


2. The Advisor, along with POLOFF, met with Lauren Bain, 
Political Officer from the Australian High Commission, on 
March 07 to get her feedback on the recent (Feb 28 - Mar 01) 
Australian-Malaysian export control dialogue. Ms. Bain 
reported that no significant progress was made with the GOM, 
but that the Malaysians had several specific questions during 
the two-day exchange related to interagency cooperation, 
Customs authority and liability, and control lists. The 
Australians asked for a copy of the Malaysian draft export 
control legislation, but were told the GOM was not ready to 
share the document outside of their own agencies. Ms. Bain 
also asked about the status of the draft in the review 

process and was told that progress was being made, but there 
was no Set date for completion of the review. Since the GOM 
stated last year that they would have the law reviewed and 
sent to their Parliament by December 2006, it appears they do 
not want to set another deadline that they might not be able 

to meet. The Advisor will continue to monitor and report on 
the status of the legislation. 


3. On March 15 the Advisor had a discussion with James Paver, 
Political Counselor from the British High Commission, related 

to counter-terrorism and export control issues and was 
informed of a GOM WMD training exercise to be conducted the 
following night with trainers from the British government. 

The Advisor met with Mr. Paver again on March 19 along with 
POLOFF for a debrief on the lessons learned from the British 
perspective. A separate report was filed by email regarding 

the exercise. 
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4. On March 20 an interagency group from the Embassy met to 
review the draft report of the Border Control Assessment 
Initiative (BCAI) conducted in Sabah, East Malaysia from 
January 29 to February 02. The BCAI focused on security along 
Malaysia\'s porous land border with Indonesia and the open, 
largely uncontrolled sea approaches between Malaysia, 
Indonesia, and the Philippines. The group agreed on 
suggestions for enhancing the report\'s utility, including the 
inclusion of further border security recommendations. Inputs 
have been provided to EAP and DSS/ATA via separate channels 
for inclusion in a revised version of the report. 


5. During March the Advisor worked with Embassy personnel in 
Jakarta and Manila to assist with EXBS courses and activities 

in Indonesia and the Philippines. The Advisor has coordinated 
with Embassy Jakarta and Embassy Manila and will travel to 
both countries in May to meet with Embassy personnel and host 
government officials. 


B. TRAINING CONDUCTED DURING REPORTING PERIOD 
1. Contractors from Commonwealth Trading Partners (CTP) 
conducted a Pre-Licensing Check (PLC) and Post-Shipment 
Verification (PSV) Workshop March 06-08 in Singapore. A total 
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of 30 officials from Customs, the Defense Technology Advisory 
Office, and the Defense Industry and Systems Office attended 
the training, which focused on both licensing and enforcement 
aspects. 


2. A group of four Government of the Republic of the 
Philippines (GRP) officials traveled to Washington, DC to 
participate in a Legal Technical Workshop with US Government 
officials from March 27-30. The delegation, all 

representatives of the Bureau of Customs, was headed by 
Deputy Commissioner of Customs Bernardo De Villa Sales. In 
addition to Deputy Commissioner De Villa Sales, the GRP 
delegation included Mr. Ramon Gazo Cuyco, Port Operations 
Service Chief, Mr. Louis Collado Adviento, Export Division 
Chief, and Mr. Fernandino Acosta Tuason, Intelligence 
Division Chief. The delegation expressed special interest in 
learning more about US interagency cooperation in export 
controls. 


C. EQUIPMENT DELIVERED DURING REPORTING PERIOD 
NONE 


D. IMMINENT TRAINING OR EQUIPMENT STATUS UPDATE 
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1. A Targeting and Risk Management training course by Customs 
and Border Protection (CBP) is scheduled for April 16-20 in 
Malaysia. 


2. A port assessment under the Model Ports Initiative is 
planned for May 07-11 in the Philippines. 


3. CBP is scheduled to conduct an ISIT in Indonesia May 14-18. 


4. The Department of Energy is scheduled to hold a 
Commodities Identification Training workshop May 16-18 in 
Singapore. 


5. A legal workshop with Malaysian export control officials 
will be held May 28-30 in Kuala Lumpur. 


E. SIGNIFICANT DEVELOPMENTS IN EXPORT CONTROLS, 
NONPROLIFERATION, OR RELATED BORDER SECURITY 
NONE 


Ill. RED FLAG ISSUES 
NONE 


IV. Questions and comments can be directed to EXBS Program 
Advisor Richard Moody, telephone 6-03-2168-4861, fax 
6-03-2168-5165, cell phone 6-017-213-1965, and email 
moodyrl@state.gov. 

LAFLEUR 
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E.O. 12958: DECL: 04/11/2017 
TAGS: PTER, PGOV, PINS, KJUS, KISL, ASEC, KVPR, CVIS, ID 
SUBJECT: GOVERNMENT CT EXPERT RECEIVES POSITIVE ATTENTION 


REF: JAKARTA 00635 


Classified By: Political Officer David Willis for reasons 1.4 (b) and ( 
d) 


1. (C) SUMMARY: National security hearings in late February 
and the ASEAN CT ministerial in early March temporarily 
renewed a public counterterrorism (CT) dialogue in Jakarta 
and reenergized the GOI\'s National CT Coordinator, (ret) 
Police Inspector General Ansya\'ad Mbai. Mbai told us that 
his late February testimony before the National Assembly 
(DPR) included an explanation of the GON's uniquely 
Indonesian approach to countering terrorism and extremism 
that eased some concerns over GOI CT strategy, seen by 
critics as Western-based. Mbai provided us details of his 
efforts to develop a network of senior Muslim radicals 

willing to monitor and influence Indonesia\'s violent 
extremists. By building such relationships, Mbai hoped to 
find a way to compensate for shortfalls in the legal system 
and to influence the extremists. Mbai\'s potential in 
orchestrating CT activities remains painfully unfulfilled. A 
move to elevate Mbai\'s CT desk to an agency would still be a 
positive development and may have renewed momentum, but we 
expect Yudhoyono\'s reluctance to draw public attention to 
potentially divisive issues like terrorism and extremism will 
continue alongside his private support for GOI CT efforts. 
END SUMMARY 


2. (C) In an early March meeting, (ret) Police Inspector 
General AnsyaVad Mbai, head of the GOl\'s CT Coordination 
Desk, appeared energized by the recent up tick in CT 
discussions, which frequently placed Mbai in the limelight. 

He told us that his late February DPR testimony (Ref A) had 
assuaged several prior detractors, including Ali Muchtar 
Ngabalen (PBB) and Abdillah Toha (PAN), who had previously 
claimed that GOI CT programs were part of the \"Bush Plan.\" 
Mbai said his explanation of Indonesian terrorism and the GOI 
approach to counter it had convinced critics that the efforts 
were uniquely Indonesian, with some similarities to the 
approaches used by other Muslim countries, such as Saudi 
Arabia. 


3. (C) Mbai was skeptical that ASEAN CT discussions held in 
Jakarta in early March would spawn any effective programs 
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despite optimistic statements by GOI Dept of Foreign Affairs 
officials. Effectively countering the radical ideology that 
breeds terrorism, he said, required detailed, concrete 
measures. As an example, Mbai highlighted New Zealand 
assistance that helped the CT Desk publish and distribute 
moderate Muslim literature to specific pesantrens to decrease 
the influence of radicals. To further assist this process, 

Mbai said the CT Desk would soon complete a list of the more 
extreme doctrines espoused by Indonesian radicals, which he 
planned to use to identify appropriate material to counter 
those doctrines. The CT Desk was considering other related 
programs, including a website to counter the radicals and 
promot more moderate views. 


4. (C) To help the CT Desk make up for its lack of any formal 
program budget, Mbai is constantly on the look-out for new 
channels of international assistance. During recent meetings 
with the Saudi and Kuwaiti Ambassadors, Mbai said he bluntly 
expressed embarrassment that the GOI had to use funding from 
non-Muslim countries to do something that Muslim countries 
should be doing for themselves. Mbai indicated his 
solicitation attracted only modest interest, but added that 

he had made similar approaches to the Jordanians and 
Egyptians, and from whom he also requested insight into their 
deradicalization policy. (Note: A member of Mbai\'s staff 

told us separately that Mbai has also met with an Iranian 
political officer in Jakarta to discuss CT issues. Without 
elaborating, Mbai described the meeting as disappointing and 
did not anticipate further contact.) 


5. (C) The interfaith dialogues promoted by DEPLU and other 
GOI agencies fail to reach the target audience, Mbai told us, 
and only involve high level community figures. To be 

effective, programs should address issues such as employment 
and basic food and shelter which could help counter the 

radical fringe; Mbai claimed there were many willing to 

\"switch sides\" if they could be assured their families would 
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be provided for, a strategy used by some GOI security 
agencies. 


6. (C) When we asked Mbai about the recent GOI announcement 
of a new terrorism wing at the Nusa Kembangan island prison 

off Java\'s south coast, he had clearly not been involved in 

the project, though the prison is slated to open in April. 

Mbai paused the meeting to call a senior GOI prisons 

official, who told Mbai that the GOI planned to house all 
convicted terrorists, as well as those convicted of narcotics 
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and other serious crimes, in the new high security prison. 
Mbai accepted the official\'s invitation to tour the prison 
prior to the opening. 


Fighting Fire with Fire 


7. (C) Mbai explained his strategy to use radical figures, 

not aligned with Jemaah Islamiyah (Jl) and violent terrorism, 
to monitor and counter the terrorists\' message. The hundreds 
of Indonesians currently or previously imprisoned on terror 
charges and senior Afghanistan veterans should be a GOI 
recruitment priority, Mbai stated, and could provide valuable 
insight into Indonesia\'s radical community. Such a strategy 
reflects Indonesia\'s historical comfort level in dissecting 
extremist networks and splitting ideological hairs to forge 

ties with the \"less extreme\" extremists. A committed 
moderate Muslim and a former Deputy Intel Chief for the 
Indonesian National Police, Mbai acknowledged this approach 
had its risks, but told us he remains cautious in selecting 

and approaching potential recruits. 


8. (C) Mbai pointed to ex-Laskar Jihad leader Jaafar Umar 
Thalib as an example of a radical whose assistance might be 
enlisted. Earlier this month, Mbai told us he participated 

in a national radio program that included Jaafar and Mhd 
Mahendratta, a Muslim Defense Team (TPM) lawyer and Abu Bakar 
BaVasyir defender. According to Mbai, Jaafar was willing to 
confront BaVasyir and groups like Majelis Mujahedin Indonesia 
(MMI) and Hizbut Tahrir Indonesia (HTI). Shadowy former GOI 
Intel Chief Hendropriyono called Mbai several times after the 
program to applaud the effort and to offer his support. (Bio 
Note: Jaafar, like Abu Bakar BaVasyir, is an Indonesian of 
Yemeni descent with a scholarly background in Salafi-W ahabi 
Islam. He is an Afghanistan veteran (1987-89) and has 
claimed to have met Bin Laden, though Jaafar has been openly 
critical of him. Jaafar founded the Laskar Jihad militia, 

which was actively involved in the Ambon/Moluku conflict 
before disbanding in late 2002. Jaafar was briefly detained 

in 2002 for inciting violence, but was declared not guilty by 

an Indonesian court in early 2003.) 


9. (C) The GOl\s reformed terrorist poster child, Nasir Abas, 
still listed as a UN designated terrorist, has worked closely 

with the CT Desk in reaching out to parts of Indonesia\'s 

radical Muslim community. In addition, Mbai has developed 
personal relationships with others who have greater seniority 
than Nasir and who have helped Mbai to monitor and influence 
the activities of radicals in strategically important Muslim 
communities. Mbai said several of them had deep connections 
to BaVasyir and Sungkar in the early JI days and were part of 
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the first batches of Indonesians sent to Afghanistan in the 
1980s. Some still remain close to older generation JI 
figures and former jihadi classmates. 


10. (C) Mbai admitted these contacts were not candidates for 
sainthood and maintained bona fides universally accepted by 
Jl, MMI and the various Muslim militias found in Indonesia\'s 
conflict zones. However, he added that these individuals 
had not been involved in Indonesia\'s terror attacks and that 
top CT investigators had confirmed there was no evidence 
linking them to terrorism in Indonesia. Mbai told us he 
personally has given some financial assistance to their 
families and, a couple of years ago, even paid the required 
fees for one of these Afghan jihadi veterans to complete his 
final university exam. 


11. (C) Some of these individuals link Indonesia\'s current 
radical community with its Darul Islam (DI) past and were 

with JI founders BaVasyir and Sungkar under DI leader Ajengan 
Masduki before it fractured, and Mbai has frequently said how 
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crucial these links are to identifying and understanding 
today\'s terrorists. Mbai regretted that Indonesia\'s 
post-Soeharto legal system prevented GOI authorities from 
taking any action against those with potentially violent 
ambitions until they were involved in an attack. By gaining 
access to these radical networks, Mbai hoped to find a way to 
influence these groups and their operational activities. 


COMMENT: 


12. (C) Mbai has proved himself to be among the GOl\'s most 
substantive terrorism experts and an important interlocutor 

for us. He told us that after his DPR briefing in February, 
Ngabalen had jokingly suggested to Commission | Chair Theo 
Sambuaga that the DPR should give Mbai an honorary doctorate 
in counterterrorism. Nonetheless, Mbai\'s potential as the 
GOl\'s national CT coordinator remains painfully unfulfilled 

and he is still cut out of some GOI CT discussions. 


13. (C) Post has told senior Yudhoyono Administration 
officials that we would view a move to elevate Mbai\'s CT desk 
to an agency as a positive development, but we have stopped 
holding our breath. The draft presidential directive has 
languished in bureaucratic limbo for over a year awaiting 
President Yudhoyono\'s signature. This slow pace is typical 

of Yudhoyono\'s languorous approach to decision making that 
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has characterized his presidency. After DPR members in 
February repeated their calls for Yudhoyono to take action, 
Mbai sent a formal request to Minister Widodo, the 
Coordinating Minister for Politics, Law and Security, to 

again raise the issue of the CT agency. While Mbai\'s 
increased public exposure in the past several weeks may have 
renewed attention to the issue, we doubt Yudhoyono\'s current 
political calculus includes drawing public attention to 

divisive issues like terrorism and extremism. 


HEFFERN 
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E.O. 12958: N/A 

TAGS: PGOV, PHUM, KPAO, KDEM, KZ 

SUBJECT: UPDATE ON KAZAKHSTANI JOURNALISTS CONFLICT WITH 
INFORMATION MINISTER 


Ref: A) Astana 652, B) 06 Almaty 1750 


1. (SBU) Summary: The rapid escalation of the conflict between Era 
TV and Information Minister Yermukhamet Yertysbayev in early March 
was just as rapidly defused by mid-month. Yertysbayev apologized 
March 14 \"to all\" whom he \"might have offended\" during a live 
television program. After Yertysbayev met with an Era TV journalist 
March 16, Era rescinded its legal actions against the ministry, and 

the ministry in turn dropped its suit against Era for violating the 

law requiring 50/50 Russian/Kazakh-language programming. The 
newspaper Vremya has also put on hold its plans to sue the minister. 
End summary. 


Prime Minister Asks Information Minister to Apologize 
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2. (U) The rapid escalation of the conflict between Era TV and 
Information Minister Yermukhamet Yertysbayev in early March was just 
as rapidly defused two weeks later. On March 14, during a live 

call-in program about Kazakhstan\'s property legalization campaign 
broadcast nationwide by official Kazakhstan-1, Chairman of 
Kazakhstan\'s Union of Journalists Seitkazy Matayev phoned in, asking 
Kazakhstan\'s prime minister to explain his position on Yertysbayev\'s 
\"tactless behavior toward journalists\" that had \"discredited state 
authority in the entire country.\" Prime Minister Masimov responded, 
\"Yermukhamet Kabidinovich is my cabinet colleague. | should 
naturally be on his side, but it is also difficult for me to legally 

assess this issue. As a human being, from an ethical point of view, 

| would recommend that you, Yereke [polite and informal for 
Yermukhamet], as a man, apologize to that particular journalist.\" 

(Per Ref A, Yertysbayev was shown on Channel 31 television news 
excluding Era TV journalist Yulia Isakova from a pull-aside 

interview following a government meeting on March 2.) Yertysbayev 
responded, \"If | offended someone inadvertently as claimed, | am 
always ready to apologize, and | apologize to all whom | offended.\" 


Era Makes Separate Peace, Cancels Lawsuits 


3. (SBU) On March 16, Yertysbayev had a private meeting at his 
office with Era TV reporter Isakova. On the station\'s evening news, 
Mirbulat Kunbayev, Era\'s general director, announced that \"the 
conflict between the minister of culture and information and an Era 
TV journalist is over\" and that Isakova was \"satisfied with the 

results of the meeting.\" He said Era TV was therefore recalling its 
\"previously filed lawsuits.\" (Per Ref A, the station had initiated 

legal action to annul the January frequency tender and had filed 

suit against the ministry for inhibiting the lawful activity of 

their correspondent.) An embassy source in the media community told 
emboff April 9 that presidential advisor Ardak Doszhan, former 
Deputy Minister of Information, holds shares in Era TV, and that may 
have eased the way for settling the dispute. Three days later, the 
ministry dropped its suit against Era TV for the alleged violation 

of the \"50/50\" law requiring equal Russian and Kazakh-language 
programming. As a condition of the settlement, Era TV was required 
to provide a concept of Kazakh language program development to be 
approved by the ministry\'s committee on information and archives. 


Vremya \"Blinks\" 


4. (SBU) Regarding the lawsuit the progressive daily newspaper 
Vremya had intended to file against the information minister to 
\"defend the business reputation of the paper\" (Ref A), deputy editor 
Marat Asipov told emboff April 9 that the paper had planned to file 
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suit, but had not yet taken any specific actions. Asipov said the 
decision on whether to follow through with a lawsuit would be made 
by editor-in-chief Igor Meltser. 


Frequency Tender Still Disputed 


5. (U) Before the resolution of Era\'s dispute, Mazhilis Deputy Serik 
Abdrakhmanov said in an interview with Era on March 12 that he was 
\"pressured\" as a member of the frequency commission and received 10 
phone calls advising him which television companies should receive 

the frequencies. He said when he tried to question why one channel 

was favored over another, he was told only that \"it should be this 

way,\" without specifying who exactly was giving him instructions. 

He said he quit the commission after the first session. 


6. (U) Several media, including opposition weekly Republika on March 
16, reported another question posed by Seitkazy Matayev to Prime 
Minister Massimov during the call-in program March 14: Matayev asked 
how the head of the Pavlodar channel Irbis could have been awarded 
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frequencies in the tender if he had been denied Kazakhstani 
citizenship. Matayev reportedly said that the national security law 
prohibited non-citizens from owning media, and he asked the prime 
minister whether the tender should therefore be annulled. Ina 
conversation with emboff April 9, Matayev said he had also provided 
a written query to the prime minister, but had so far not received a 
response. 


Comment From Kazakhstani Media Representatives 


7. (SBU) An article in the March 23 issue of the pro-government 
weekly Altyn Orda offered opinions of several media analysts that 
Minister Yertysbayev is defending the interests of \"Eurasia Group\" 
chairman and billionaire Aleksandr Mashkevich, allegedly the owner 
of Ria Arna TV, which received seven frequencies in the January 
tender. (Altyn Orda is rumored to be affiliated with Minister of 
Economy and Budget Planning Aslan Musin.) Kasym Amanzholov, a 
former correspondent of Kazakhstan 1, who quit after Yertysbayev\'s 
reorganization of the channel last May (Ref B), thinks that 
dismissing Yertysbayev would not bring about any real change in 
media and society, but would be a democratic gesture, showing the 
authorities conceding to popular demand. Bigeldin Gabdullin, 
editor-in-chief of the pro-government Central Asia Monitor, was 
quoted in the article saying journalists in conflict with 

Yertysbayev are not representative of the journalist community 
because the minister still has many supporters. 
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1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Chinese Premier Wen off to Tokyo: 

4) Chinese Premier Wen to arrive in Japan today 

5) Japan-China summit today, joint statement expected for bilateral 
cooperation on environmental, other issues 

6) Japan, China to team up for energy research 

7) Business world\'s eyes on Chinese premier\'s visit to Japan 


China ties: 
8) Prime Minister Abe plans to visit China this year 
9) LDP\'s Kato, Yamasaki to leave for China on April 27 


Iraq & Russia ties: 

10) Visiting Iraqi Prime Minister al-Maliki says there is no need to 
set timetable for US troop pullout 

11) Russia ready to cooperate with Japan on atomic energy 

12) Moscow negative about territorial settlement with Japan 


DPRK issues: 

13) Prime Minister Abe urges Pyongyang to translate its nuclear 
abandonment into action 

14) No headway, no unfreezing: Prime Minister Abe 

15) Foreign Minister Aso pessimistic about North Korea\'s nuclear 
facility shutdown before time is up 

16) MOF reminds Japanese banks of North Korea sanctions 


Political topics: 

17) Diet to intensify debate after \"Golden Week\" holidays in May on 
USFJ realignment, educational reform, Iraq assistance, NSC 
installation 

18) Ruling coalition proposes voting tomorrow on USFJ realignment 
legislation 

19) Koizumi totally denies coming back into office as premier 


Economic topics: 

20) Japan cautious about 3rd-party participation in WTO talks over 
China piracy 

21) Japan to explain rate hike at G-7 meeting in D.C. 

22) Japan to set store on Africa with ODA projects 


Articles: 
1) TOP HEADLINES 


Asahi, Mainichi, Sankei, and Tokyo Shimbun: 
Macao monetary authority unfreezes North Korean-linked funds; US 
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announces support for step 


Yomiuri: 
Ruling camp puts off plan to revise 300-day clause on babies born to 
divorced mothers 


Nihon Keizai: 
Daiei to sell 31% stake in OMC; SMFG eager to purchase 


Akahata: 
Ruling coalition propose taking vote on constitutional revision bill 
tomorrow; 22 bar associations opposed to legislation 
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2) EDITORIALS 


Asahi: 

(1) Producing terminal care guidelines an urgent task 

(2) Growing acquittals point to need for prosecutors to review their 
stances 


Mainichi: 

(1) Having terminal care guidelines is not enough 

(2) Relief measures for Kanemi oil victims not an end to deadly 
syndrome 


Yomiuri: 

(1) Morals as a school subject: Numerical evaluation unfit for inner 
feelings 

(2) North Korea sanctions card must be used effectively 


Nihon Keizai: 

(1) Bank of Japan must offer detailed explanations on prices and 
monetary policy 

(2) Japan must demonstrate strong leadership in support for Iraq 


Sankei: 
(1) Wen Jiabao\'s \"ice-melting trip\" to Japan 
(2) Terminal care guidelines include many challenges 


Tokyo Shimbun: 
(1) Terminal care guidelines must save patients and doctors 
(2) Technical cooperation on natural gas essential 


Akahata: 
(1) Constitutional revision bill must not be put to vote 


3) Prime Minister\'s Official Residence (Kantei) 


Column 3 
Prime Minister\'s schedule, April 10 


NIHON KEIZAI (Page 2) (Full) 
April 11, 2007 


09:01 
Attended cabinet meeting in the Diet building. Justice Minister 
Nagase remained in the office. 


09:48 
Met at Kantei with Deputy Chief Cabinet Secretary Matoba, followed 
by JCCI Chairman Nobuo Yamaguchi. 


10:29 
Met again with Matoba. 


11:05 
Met with Dominican Prime Minister Roosevelt Skerrit. 


12:03 
Visited Nichido Art Gallery on the Ginza. 


12:29 
Returned to Kantei. 


14:00 
Met with Ambassador to China Miyamoto, Foreign Ministry Asian and 
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Oceanian Affairs Bureau chief Sasae, joined by Chief Cabinet 
Secretary Shiozaki. 


SIPDIS 


15:05 

Met with Vice Finance Minister Fujii and Vice Minister for 

International Affairs Watanabe. Met afterwards with LDP Lower House 
member Yasuhide Nakayama, member of the group to implement reform 
plan. 


16:06 
Met with Vice Defense Minister Moriya and Defense Intelligence 
Headquarters Chief Mukunoki. Moriya remained in the office. 


16:32 

Met with International Court of Justice President Higgins, joined by 

ICJ Judge Hisashi Owada. Met later with LDP Acting Secretary General 
Ishihara. 
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17:13 
Attended Overseas Economic Cooperation Council meeting. 


18:10 
Met with Justice Minister Omi. 


19:08 

Met at his official residence with LDP Secretary General Nakagawa, 
General Council Chairman Niwa, LDP Upper House Chairman Aoki, and 
Shiozaki. 


4) Chinese premier to arrive in Japan today 


NIHON KEIZAI (Page 1) (Full) 
April 11, 2007 


Chinese Premier Wen Jiabao will officially visit Japan for three 

days from April 11. He is expected to meet today with Prime Minister 
Shinzo Abe to come up with a joint statement to substantiate an 
agreement to build a strategic and reciprocal relationship that 

China and Japan reached when Abe visited Beijing last October. The 
joint statement will include starting regular charter flights 

between Haneda and Shanghai this year, as well as lifting China\'s 
import ban on Japanese rice in July. The statement will also 
stipulate that the two countries should face the history issue 
squarely, like last November\'s joint press statement. Wen will be 
the first Chinese premier to visit Japan since then Premier Zhu 
Rongji came to Tokyo in October 2000. 


5) Japan, China to issue joint statement pledging cooperation on 
environment at today\'s summit 


YOMIURI (Page 2 (Full) 
April 11, 2007 


Prime Minister Abe and Chinese Premier Wen Jiabao will likely reach 
an agreement on cooperation on the environment and energy during 
their summit today and issue a joint paper separately. 


Regarding other bilateral pending issues, such as North Korea and 
wartime history, final coordination is now underway for the 
compilation of a joint paper incorporating specific measures based 
on the perception of a strategic reciprocal relationship, which they 
agreed on when Abe visited China last October. The Chinese side 
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wants to release a joint statement, which is higher in status than 
the joint press release issued at the summit last October. However, 
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Japan\'s stance is that it is not necessary to draft such a statement 
unless progress is made over the issue of jointly developing gas 
fields in the East China Sea, as a senior Foreign Ministry official 
noted. 


This is the first visit of a Chinese premier to Japan since Zhu 
Rongji came in Oct. 2000. 


6) Japan, China to include in joint statement cooperation on energy 
issue 


YOMIURI (Page 2) (Full) 
April 11, 2007 


Economy, Trade and Industry Minister Amari and National Development 
and Reform Commission (NDRC) head Ma Kai will meet after the 
Japan-China summit today. They are expected to sign a joint energy 
statement. According to the full text of the statement revealed 
yesterday, the Institute of Energy Economics, Japan, and the NDRC 
Energy Research Center will introduce in cooperation the legal 
consolidation and tax systems of Japan, which is ahead of China in 
terms of energy conservation, to China to help it formulate an 

energy policy. 


The two countries will also set up an energy conservation and 
environmental business promotion committee consisting of 
bureau-director-level officials responsible for energy conservation 
policy. They will agree on the promotion of the private-sector-level 
transfer of energy-conserving technologies from Japan to China. 


They will also agree that the governments of both countries 
designate such business activities as model projects and obligate 
involved companies to submit progress reports, thereby keeping an 
eye on trouble over the possible infringement of intellectual 
property rights and the collection of the cost for the transfer of 

such technologies between private companies. 


7) China to curtail preferential policy for foreign capital: 
Business circles paying attention to premier\'s visit to Japan 


TOKYO SHIMBUN (Page 9) (Full) 
April 11, 2007 


Chinese Premier Wen Jiabao will visit Japan today. The eyes of 
Japan\'s business circles are on China\'s new policy of curtailing its 
preferential measures for foreign companies. They are also keenly 
interested in what sort of cooperative system Japan and China will 
set up on the environment and energy conservation. They are fixing 
their attention on statements to be made by Wen. 


The Japan Business Federation (Keidanren) carried out a survey this 
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March on about 200 member companies regarding questions they want to 
ask Wen. Most companies cited the change to China\'s trade and 

foreign capital usage policy last November, as well as the 

environment and energy conservation. 


China has pressed ahead with a policy of actively introducing 
foreign capital since 1992 and strengthened exports by expanding 
production on the strength of cheap labor. However, in the policy 
switch this time, it has defined the role of foreign capital as 
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providing technology that will lead to beefing up China\'s domestic 
industrial structure, such as the introduction of state-of-the-art 
technology and advanced management know-how. It has decided to 
select foreign capital by limiting or rejecting the advance of 

foreign companies that fail to clear its standards on energy 
conservation and water consumption. It has also decided to impose 
the same corporate taxation system as applied to domestic companies 
on foreign companies, revising the preferential corporate tax rate 
currently imposed on foreign companies. 


Such measures could press Japanese companies operating in China to 
take a second look at their investment policy. For this reason 
Keidanren will pay attention to the Diet speech and speech at a 
luncheon hosted by economic organizations Wen will deliver on the 
12th. They are eager to discern China\'s true intentions. 


8) Prime Minister Abe announces in meeting with Chinese premier that 
he will visit China this year 


YOMIURI (Page 1) (Full) 
April 11, 2007 


Prime Minister Abe plans to visit China this fall or afterward. Abe 

will convey the plan to Chinese Premier Wen Jiabao when Abe meets 
with Wen today at the Prime Minister\'s Official Residence (Kantei). 
Abe\'s planned visit to China is for mutual visits by the top leaders 

of Japan and China so that bilateral relations improved by his China 
visit last October will be more solidified. Abe wishes to pave the 

way for an early visit to Japan by Chinese President Hu Jintao. 


Wen is expected to invite Abe to visit China during todayYs meeting. 
Abe will reveal his plan to travel to China in the form of 
responding to Wen\'s invitation. 


The Chinese government expects that Abe will visit China, after 
making it clear that he will not pay homage at Yasukuni Shrine on 
such occasions as the shrine\'s fall festival. Abe, however, 
refrained from revealing his stance on whether to visit the shrine. 


Column 3 
He intends to carefully make a decision on when to go to China. 


9) LDP\'s Kato, Yamasaki off for China on April 27 


SANKEI (Page 5) (Full) 
April 11, 2007 


Koichi Kato, former secretary general of the ruling Liberal 
Democratic Party (LDP), and Taku Yamasaki, former LDP vice 
president, will make a five-day trip to China from April 27, Sankei 
learned yesterday. The two senior LDP lawmakers reportedly plan to 
meet with Chinese State Councilor Tang Jiaxuan and see the North 
Korean border from the Chinese side. 


10) Maliki denies need for setting timetable for US withdrawal 


TOKYO SHIMBUN (Page 3) (Full) 
April 11, 2007 


Visiting Iraqi Prime Minister Nouri al-Maliki indicated yesterday 

that there is no need to set a timetable for a withdrawal of US 
troops from Iraq, saying, \"There is no need for a timeline for (US) 
withdrawal.\" He revealed this view in a press conference held at the 
Japan National Press Club in Tokyo. 
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Maliki took a negative view about setting a timeframe for (US) 
withdrawal, saying: \"We are working hard to realize (US) withdrawal 
as soon as possible. Requesting a withdrawal is a democratic right. 
Actually deciding on a withdrawal depends on our level of confidence 
in the process of handing security control (over to the Iraqi 
government).\" 


11) Russia energy policy head expresses hopes for closer cooperation 
with Japan on nuclear energy 


NIHON KEIZAI (Page 9) (Full) 
April 11, 2007 


The Japan Atomic Industrial Forum opened its annual convention in 
the city of Aomori yesterday. Russia\'s Federal Atomic Energy Agency 
head Sergei Kirienko in a speech expressed his willingness to 
promote cooperation with Japan on nuclear energy. Kirienko disclosed 
a plan to construct an aluminum plant and nuclear power plant at the 
same site in the Russian Far East. He added: \"The site is located 
near Japan, so we want Japanese manufacturers to study the 
possibility of cooperation.\" 
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12) Russian presidential assistant: There is no peace treaty between 
Japan and Russia, but it does not hinder bilateral economic 
cooperation 


MAINICHI (Page 2) (Full) 
April 11, 2007 


Naoya Sugio, Moscow 


Russian Presidential Assistant for International Affairs Prikhodiko 
stated in a press conference yesterday: \"Although Russia and Japan 
have no peace treaty, bilateral economic cooperation projects have 
not been prevented.\" With this, Prikhodiko indicated that he was 
reluctant to resolve the territorial row. President Putin has said 

that the two countries should find a solution that will be 

acceptable to both sides. However, the presidential assistant\'s 
remark can be taken as a change in the Russian presidential office 
that hopes to leave the peace treaty issue up in the air. 


Prikhodiko said: \"It is not right to set a settlement of the 
territorial dispute as a condition for improving bilateral ties.\" 


13) Abe urges North Korea to take steps for nuclear abandonment 


NIHON KEIZAI (Page 9) (Full) 
April 11, 2007 


Prime Minister Shinzo Abe, touching on the unfreezing of North 
Korea-linked funds at a Macao bank, urged Pyongyang last night to 
take steps swiftly for nuclear abandonment, saying: \"The environment 
surrounding North Korea will not change unless it delivers on its 
promise made at the six-party talks (in February) to take specific 

steps for nuclear abandonment.\" He was responding to a question from 
a reporter at his official residence. 


14) Abe: Japan will not lift sanctions on North Korea unless there 
is progress on nuclear, abduction issues 


ASAHI (Page 4) (Full) 
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April 11, 2007 


Touching on the fact that the government has extended its economic 
sanctions on North Korea, including the ban on port calls by North 
Korean ships, for another six months in reaction to Pyongyang\'s 
nuclear test last year, Prime Minister Shinzo Abe said: \"There has 
been no visible progress on the nuclear, missile, and abduction 
issues. We will not lift the sanctions unless there is progress on 
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those issues.\" He thus indicated that Japan would not lift its 
sanctions unless North Korea makes positive responses to those 
issues. He was speaking to reporters at his official residence. 


Abe also urged the North to swiftly implement what was agreed on at 
the six-party talks (in February), saying: \"In the six-party talks, 

North Korea promised to take specific steps for nuclear elimination. 
The environment surrounding North Korea will not change unless 
Pyongyang delivers on its promise.\" 


15) Aso: Having North Korea shut down nuclear facilities by deadline 
\"extremely difficult\" 


YOMIURI (Page 4) (Full) 
April 11, 2007 


In a meeting of the House of Councillors\' Foreign and Defense Policy 
Committee yesterday, Foreign Minister Aso said: \"Prospects are 
extremely dim that North Korea could implement the first steps 
toward denuclearization (by the deadline)\" as agreed on in the 
six-party talks on Feb. 13, such as shutting down and sealing 

nuclear facilities in Yongbyon within 60 days. He replied to a 

question by Minshuto (Democratic Party of Japan) member Shinkun 
Haku. 


North Korea has refused to hold talks on its nuclear issue, citing 
the lack of progress in the return of DPRK-linked funds frozen at 
Banco Delta Asia in Macao. The United States Department of the 
Treasury issued a statement early on April 10, local time, 
indicating that the BDA issue would be resolved shortly. In the 
government, however, many officials remain skeptical about North 
Korea\'s moves. 


Even if the BDA issue is settled, it will be necessary to resume the 
six-party talks before North Korea implements all the first steps, 
including holding talks on compiling a list of all North Korea\'s 

nuclear programs. But since Chinese Foreign Vice Minister Wu Dawei 
is scheduled to visit Japan together with Premier Wen Jiabao, it 
seems difficult to resume the talks by the end of this week. 


16) MOF calls for thorough implementation of sanctions against DPRK 


NIHON KEIZAI (Page 5) (Full) 
April 11, 2007 


The Ministry of Finance (MOF) again called on banking institutions 
yesterday to thoroughly implement the ban on carrying out payments 
for imports from North Korea. This move came to response to the 
government\'s decision to extend the term of the sanctions against 
North Korea for another six months. The ban on transactions has been 
in place since last October. If banking institutions handle 
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remittances, they need to make sure whether they are payments for 
imports from North Korea or not. 
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17) Battle between ruling and opposition parties to further 
intensify after Golden Week holidays over US force realignment, 
revitalization of education system, Iraq assistance, establishment 
of a Japanese-style NSC 


SANKEI (Page 5) (Full) 
April 11, 2007 


At a meeting yesterday of the Lower House Security Committee, the 
ruling parties suggested taking a vote on April 12 on a special 
measures bill for the realignment of the US Forces Japan (USFJ), in 
addition to the national referendum bill. Although the opposition 
camp is opposed to this move, the ruling bloc intends to stick to 

the confrontational stance in dealing with other key bills as well. 

The ruling and opposition camps are already intensifying their 

battle in the Diet as the election campaign for the Upper House will 
in effect start after the consecutive holidays in May. 


The ruling bloc is poised to take a vote on the national referendum 
bill and the special measures bill for the realignment of the USFJ 

by the end of the week, even single-handedly. With the Upper House 
election set for this summer, it is practically impossible to extend 

the current ordinary session of the Diet. \"We can no longer respond 
to the opposition parties\' tactic of delaying deliberations on the 
bills,\" said Toshihiro Nikai, chair of the Diet Affairs Committee of 

the ruling Liberal Democratic Party (LDP). 


In order to speed up deliberations on three bills related to the 
revitalization of education as highlighted by Prime Minister Shinzo 
Abe, the ruling parties plan to set up a special committee in the 
Lower House. They aim to take a decision on this establishment at a 
plenary session on April 12. 


On the other hand, some bills have already faced difficulties in 

being enacted into law at an early date. For instance, the bill 
extending the Special Measures Law on Reconstruction of Iraq for 
another two years appears unlikely to clear the Lower House by April 
26, when the prime minister departs for the United States, because 
the Lower House Security Committee dealing with that bill is 
prioritizing the handling of the special measures bill for the 
realignment of the USFJ at present. 


Following that bill, the committee needs to handle the bill amending 
the Security Council Establishment Law in preparation for the 
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establishment of a Japanese-style national security council (NSC). 
Bills relating to the reform of the public servant system, on which 
the confrontation between the government and the ruling parties is 
continuing, have not yet been introduced to the Diet. The ruling 
parties are likely pressed to reduce the number of bills they intend 
to get enacted into law during the current Diet session in the days 
ahead. 


In contrast, the major opposition Democratic Party of Japan 
(Minshuto), aiming to prolong deliberations, has submitted 
counterproposals to such key bills as the three bills related to the 
revitalization of education. An impotent feeling, however, is afloat 

in the party, with a mid-level member saying, \"We will be eventually 
overridden by the weight of numbers.\" Some in the party are shifting 
emphasis to the upcoming Upper House election. 


18) US force realignment bill may clear Lower House Security 
Committee tomorrow 
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The ruling coalition proposed to the opposition camp yesterday that 
the Lower House Security Committee take a vote on a US force 
realignment promotion bill tomorrow. The opposition camp opposed the 
proposal, citing a lack of deliberation time. They will discuss the 
matter again today. Meanwhile, Liberal Democratic Party Secretary 
General Hidenao Nakagawa, Diet Policy Affairs Committee Chairman 
Toshihiro Nikai, and others met in the Diet building and confirmed a 
policy course of taking a vote on the legislation at the Lower House 
Security Committee on April 12 and at a Lower House plenary session 
on April 13. This has increased the chances for the bill to clear 

the Lower House before the end of this month. 


19) Former Prime Minister Koizumi categorically rejects possibility 
of return to power 


MAINICHI (Page 5) (Full) 
April 11, 2007 


Takenori Noguchi 


Former Prime Minister Junichiro Koizumi of the ruling Liberal 
Democratic Party (LDP) last night dined with first-term Lower House 
members of the party at a noodle shop in Tokyo. According to one 
participant, Koizumi rejected the call for him to return to office, 
saying: \"I rule out that possibility 100%.\" When asked about the 
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Upper House election slated for this summer, Koizumi reiterated his 
notion that even if the LDP fails to keep a majority, Prime Minister 
Shinzo Abe will not have to resign, noting: \"Given that the party 
holds a majority of seats in the Lower House, the current 
administration will stay on even if the party loses (in the Upper 
House election).\" 


The noodle shop is located near the Public Dormitory for Lower House 
Members in Takanawa. Koizumi has been a frequent visitor at the shop 
even while he was in office as prime minister. Ahead of the closing 

of the dormitory at the end of May, Koizumi, who lives in the 

dormitory, and first-term lawmakers living in the same dormitory 
gathered together for a farewell party. 


20) Japan cautious about US request to take part in its talks with 
China as third party over piracy 


MAINICHI (Page 11) (Full) 
April 11, 2007 


The US has asked Japan to take part in its talks with China over 
piracy as a third party. However, with Chinese Premier Wen Jiabao\'s 
visit to Japan starting today, the Japanese government will for the 
time being remain cautious in determining whether to accept the US 
request for cooperation, as Economy, Trade and Industry Minister 
Akira Amari put it. It will consider how to respond later. Japan has 
thus far cooperated with the US as a third party when it filed a 
complaint with the WTO over China\'s export subsidy issue. 


21) Japan to explain interest rate hike in G-7 starting on April 13 


TOKYO SHIMBUN (Page 8) (Excerpts) 
April 11, 2007 
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A meeting of Group of Seven (G-7) finance ministers and central bank 
governors will start in Washington on April 13. The participants 

will exchange views about the impact of the United States economy 
saddled with a housing loan issue on the global economy and its 
future, as well as the delayed reform of the Chinese yuan and the 
current depreciating value of the yen, at which European countries 
are greatly dissatisfied. After the G-7 meeting, discussion will be 
conducted, also joined by some oil-producing countries, on the state 
of certain oil producers\' augmented funds owing to recent oil price 
rises. 


Finance Minister Koji Omi and Bank of Japan Governor Toshihiko Fukui 
will attend the meeting from Japan. They will explain that the 


Column 3 
Japanese economy has been on the recovery track, as well as why the 
benchmark interest rate hike on Feb. 21 was needed. 


22) Government to give priority to Africa in ODA policy 


ASAHI (Page 4) (Full) 
April 11, 2007 


The government\'s Overseas Economic Cooperation Council, chaired by 
Prime Minister Abe, decided yesterday to offer official development 
assistance (ODA) to Africa on a priority basis, as part of the 

challenges Japan will tackle prior to an annual meeting of the 

leaders of the major industrial countries (G-8 Summit) Japan will 

host next year. Focusing on Africa as a reservoir of natural 

resources, such as oil and precious metals, Japan will help it build 
infrastructure in the public health area, such as measures to 

contain infectious diseases, and promote resources exploitation. 

Japan also plans ministerial visits to Africa. 
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USDOC/CEN/IPC 
STATE FOR EAP/ANP - DAN RICCI 


E.O. 12985: N/A 

TAGS: OTRA, EAID, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR KEVIN E. DEARDORFF, 
APRIL 14 - 20, 2007 


REF: USDOC 3157 


1. (SBU) Embassy welcomes and grants country clearance to U.S. 
Census Bureau Official Kevin E. Deardorff to travel to Christchurch, 
New Zealand from April 15 - 20, 2007. The purpose of this visit is 
to chair a session on regional and international cooperation of 
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census utilization at the 23rd Population Census Conference. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Economic Officer Tom Walsh. 
Contact details are as follows: 


Office: 644-462-6182 
Fax: 644-472-3537 
Cell: 027-446-4467 
E-mail: WalshTJ@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Christchurch hotels is approximately NZD $35.00. A commercial 
shuttle service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 
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(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 


WELLINGTON 00000289 002 OF 002 


is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
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is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


McCormick 
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SUBJECT: EAP DAS JOHN MEETS HCMC DISSIDENT LEADERS 


REF: HANOI 636; B) HCMC 261; C) HCMC 365; D) 06 HCMC 808 
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1. (SBU) GVN officials in Hanoi and HCMC protested but did 
not prevent EAP DAS Eric John from holding meetings on 
April 9 with dissident leaders Thich Quang Do and Tran 

Khue. Meeting in his pagoda where he has been under house 
arrest since October 2003, Thich Quang Do, General 
Secretary of the banned Unified Buddhist Church of Vietnam 


SIPDIS 

(UBCV) welcomed the opportunity to talk for two-hours about 
the need for political change in Vietnam and urged 
international pressure on Vietnam for its human rights 
violations. The Communist Party of Vietnam (CPV) will 

never willingly give up its monopoly on power, the monk 

said. The relatively open period of political openness in 

which dissidents could operate was only a CPV smoke screen 
to con the international community. He added that the 

notion that there are rival factions within the GVN ?- 

reformers on one side with pro-China hardliners on the 

other -? is another CPV fabrication. Thich Quang Do also 

was scathing in his condemnation of Buddhist Zen Master 
Thich Nhat Hanh, who he termed a \"communist agent\" brought 
back to Vietnam to pretend that there is religious freedom 

for the Buddhist community and to undermine the UBCV. (Per 
ref B, the internationally-recognized Thich Nhat Hanh is in 
Vietnam to conduct a series of reconciliation ceremonies 

and to encourage a Buddhist revival.) 


2. (SBU) Thich Quang Do strongly criticized the lack of 

linkage between trade and human rights during Vietnam\'s WTO 
membership drive and said that U.S. silence on human rights 
during the November 2006 APEC Summit in Hanoi left him and 
other dissidents \"bitter and disappointed.\" Now that the 

CPV has everything it wants ?- PNTR with the U.S., WTO 
membership, and lifting of its designation as a Country of 
Particular Concern (CPC) -- the Party feels free to 

crackdown on dissent. While Vietnamese had to lead the 
struggle, they needed U.S. and international support. 

Thich Quang Do called for reinstatement of CPC and the 
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imposition of targeted sanctions against the CPV for its 
human rights violations. Lifting of CPC signals to the 
world that Vietnam does not violate religious freedom, 
which is not the case, Thich Quang Do concluded. 


3. (SBU) DAS John noted that the USG has a firm political 
commitment to press for human rights in Vietnam and does so 
at all levels, from the President on down. The U.S. shares 

the monk\'s goal of a pluralistic society in Vietnam, but we 
must work step-by-step to reach that goal. CPC was \"not a 
pre-APEC gift\" to the GVN, but, as Do had asserted, a 

factual decision based on benchmarks, the DAS added. 


4. (SBU) While equally critical of the CPV and eager for a 
multiparty system, Tran Khue, Deputy General Secretary of 
the Democratic Party of Vietnam (DPV), called the 
President\'s APEC visit and improved U.S. ties important for 
Vietnam and for Vietnamese reformers. The U.S. is key to 
balancing Chinese influence in South East Asia. Khue 
claimed that the DPV had the support of \"millions of 
Vietnamese\" and 150 people ready to contest the upcoming 
National Assembly elections but the DPV decided not to 
participate, knowing full well the results would be rigged. 

If individual DPV members want to contest, he will not 
object, however. Khue acknowledged the ongoing crackdown 
against him and other dissidents; he had been summoned to a 
\"working session\" with police immediately after our 
meeting. However, he viewed the pressure as a sign of 
weakness and nerve in the ?Maoist? faction of the CPV. In 
a phone call April 10, Khue told us that police questioned 
him about his meeting with DAS John. Khue said he told the 
police that he would not attend any future ?working 
sessions.? lf the police wish to arrest him based on the 
indictment they already have issued (Ref C), he has packed 
and is ready to return to jail. (Ref D provides additional 
detail on Khue and the DPV.) 


5. (SBU) Despite repeated threats that our \"unauthorized\" 
meetings with dissidents would lead the GVN to cancel its 
official meeting in HCMC, DAS John called on Nguyen Thanh 
Tai, Standing Vice Chairman of the HCMC People?s Committee. 
The discussion focused mainly on the city?s economic 
development. Although the Vice-Chairman noted repeatedly 
that \"political and social stability\" were key to economic 
growth in Vietnam, he did not raise directly human rights 

or the DAS? meetings with Thich Quang Do and Tran Khue. 
DAS John noted the real progress in church registrations in 
2006 and urged the HCMC leadership to ensure that the 
positive trend continued in 2007. 


HO CHI MIN 00000407 002.2 OF 002 
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6. (SBU) Comment: Substantively, there was no major change 
in either dissident\'s presentation. The uncompromising 

Thich Quang Do continued to spit fire against the CPV and 
against anyone -- including his former Buddhist colleague - 

-- who would look for alternative approaches to achieve the 
same ends. A former member of the CPV himself, Tran Khue 
was more moderate and in favor of continued U.S. engagement 
to press for human rights improvements. 

WINNICK 
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SUBJECT: MEDIA REACTION Q RELEASE OF DPRK FUNDS AT BDA - 
TOKYO 


LEAD STORIES: All Wednesday morning papers gave top play 
to an announcement Tuesday by Macau authorities that they 
have unblocked all DPRK-related accounts frozen at Banco 
Delta Asia (BDA). 


1. "Release of BDA Funds: Panicked America Capitulates to 
DPRK\" Washington correspondent Takashi Sakamoto of the 
top-circulation, moderate Yomiuri wrote (4/11): The US 
Treasury Department announced Tuesday that it would 
countenance the withdrawal by North Korea of all its 

funds frozen at BDA under financial sanctions. This 
represents a complete capitulation on the part of 

Washington to North Korea\'s intransigent position of 
refusing to implement any action leading to nuclear 
disablement until the funds are returned. Although the 

return of the funds may lend some momentum to Pyongyang\'s 
implementation of Vinitial steps\' toward nuclear 

disablement, including the suspension and sealing of the 
nuclear complex in Yongbyon and the acceptance of IAEA 
inspectors, it will be extremely difficult to implement 

these steps by the end of this week, the original 

deadline.\" 


2. "US Gives Top Priority to Progress on Nuclear 
Disablement\" The economic daily Nikkei\'s Washington 
correspondent Hiroshi Marutani wrote (4/11): \"The reason 
the Bush administration approved the release of all DPRK- 
related accounts frozen at BDA is that it is putting top 
priority on achieving progress on the North Korean 
nuclear issue. With the deadline for the North\'s 
implementation of initial steps approaching, the US 
compromised on the BDA issue to the greatest extent 
possible with the aim of resuming the six-party talks. 
However, a stance of making continual concessions to 
Pyongyang will invite an unavoidable backlash from 
conservatives and hardliners in the US.\" 


DONOVAN 
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DEPT FOR SCA/CEN (M. OVMARA) 


E.O. 12958: DECL: 04/10/2017 

TAGS: EINV, ENRG, KZ 

SUBJECT: KAZAKHSTAN: BAKER HUGHES SEEKS TO LIMIT FALLOUT 
FROM FCPA CASE 


REF: 06 ASTANA 90 
Classified By: Amb. John Ordway, reasons 1.4 (B) and (D). 


1. (U) This cable contains an action request. Please see 
request for guidance, para. 9. 


2. (SBU) Summary: A Foreign Corrupt Practices Act case 
involving malfeasance by U.S. oil technology and services 

firm Baker Hughes in Kazakhstan will soon be settled, 
revealing details of bribes paid by the firm\'s local 
representatives. Baker Hughes representatives are in Astana 
to brief Prime Minister Masimov on the case before it becomes 
public, in hopes of limiting the negative impact on the 

firm\'s ability to work in Kazakhstan. In order to minimize 

the damage from the case to U.S. investors and the bilateral 
relationship, post believes it would be helpful to inform the 
Kazakhstani government that the U.S. government authorized 
Baker Hughes\' representatives to brief them in advance of the 
settlement, and to share the text of the decision once it is 
issued. End summary. 


3. (SBU) The Ambassador met with Alan R. Crain, Senior Vice 
President and General Counsel of Baker Hughes Incorporated, 
and Amb. Beth Jones, Executive Vice President of APCO 
Worldwide, on April 10 in Astana to discuss a Foreign Corrupt 
Practices Act (FCPA) case involving Baker Hughes\' work in 
Kazakhstan. Crain and Jones informed the Ambassador that 
they would meet with Prime Minister Masimov later that day to 
brief him on the upcoming U.S. court decision in the case. 
They had met with Masimov on January 9 to inform him that 
legal proceedings were underway in the U.S., and now planned 
to share the details. They stated that the Department of 
Justice and the SEC had authorized both meetings. 


4. (SBU) Crain told the Ambassador that a former employee of 
Baker Hughes filed a report with the SEC in August 2003 
detailing alleged malfeasance in several overseas 

subsidiaries, including Kazakhstan. (Crain alleged that the 
employee had been fired for cause and turned to the SEC when 
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Baker Hughes refused to meet his demand for $1 million.) 

The company\'s investigative counsel, which Crain had brought 
on board in 2002 to look into other incidents, immediately 
launched a thorough investigation of its operations in 

Kazakhstan. The internal investigation revealed that from 

1998 to 2003, former employees caused the company to pay $5.2 
million to agents with the intent that these payments would 
influence Kazakhstani officials to allow the company to 

obtain business. 


5. (SBU) Four separate incidents were discovered during the 
internal investigation, the second of which is the basis of 
the legal proceedings currently underway in the U.S.: 


-- 1998-1999: Baker Hughes retained an agent at the 
direction of an executive of KazTransOil and made commission 
payments of $1.1 million to the agent from July 1998 to April 
1999. 


-- 2000-2003: An agent was hired in September 2000 for an 

oil services contract for the Karachaganak field. The 

company retained the agent at the urging of Roy Fearnley, a 
Baker Hughes employee in Kazakhstan and a citizen of the UK. 
The company was awarded the Karachaganak contract in October 
2000. From May 2001 to November 2003, the company made 
commission payments to the agent\'s London bank account of 
$4.1 million. 


-- 2002: The company authorized payments for an option to 
lease a parcel of land. It was aware that an executive of 

the Kazakhstani national oil company could have an interest 
in the company that owned the land, and that the land was 
controlled by the principal of the company\'s agent for the 
Karachaganak project. 


-- 2000: A $9,000 payment was made to a company where a 
Kazakhstani individual served as director, in exchange for 
his procuring import licenses. The individual may have been 
a government official. 


6. (C) Crain and Jones stressed that the investigation to 

date has not shown that any of the money from the 
Karachaganak incident went to Kazakhstani government 
officials. The \"money trail\" ends with the agent hired in 
September 2000, a UK citizen who is the son of Lord Kissin. 
They added that there is speculation in Kazakhstan (but 
absolutely no evidence) that Zhakysh Marabayev, who was with 
Kazakh Oil from 1999-2001 and most recently worked at KMG, 
benefited from the arrangement. Marabayev left his position 
at KMG shortly after Jones and Crain briefed then-Deputy PM 
Masimov in January; they do not know what precipitated his 
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departure. (Note: We have heard from other industry sources 
that Marabayev, a close associate of presidential son-in-law 
Timur Kulibayev, was ousted from KMG for profiting too 
handsomely on the recent KMG E&P IPO. There were also 
allegations that Marabayev was involved in an attempted 
takeover of Nations Energy, reftel. End note.) 


7. (SBU) Crain expects the U.S. court to issue a settlement 
agreement on the FCPA case as early as next week. He 
expressed satisfaction with the agreement reached with the 
SEC and DOJ, which will require a Baker Hughes subsidiary to 
enter into a plea agreement on bribery charges and pay a 
\"substantial\" fine. The parent company will agree to a 
two-year deferred prosecution agreement. Crain commented 
that this was more favorable than the standard three-year 
agreement offered by the SEC, which he attributed to Baker 
Hughes\' cooperation with the SEC, its thorough internal 
investigation, and its new, extremely strict compliance 
program. 


8. (SBU) Jones and Crain said that their goal in briefing PM 
Masimov was to demonstrate the respect that Baker Hughes as 
an investor has for Kazakhstan and its laws, and thereby 
ensure that the firm will still be able to operate here and 

that its employees will not face harassment. They will also 
emphasize the fact that the investigation centered on 
commercial malfeasance and did not reveal the involvement of 
any high-ranking Kazakhstani government officials. After the 
Masimov meeting took place, Jones contacted the Ambassador to 
relay Masimov\'s request that the Embassy convey the court 
decision as soon as it is released. 


9. (SBU) Request for guidance: Post requests Department\'s 
authorization to confirm to the Kazakhstani government that 

the SEC and DOJ authorized Baker Hughes to share the details 
of the upcoming court decision. Post also seeks guidance on 
whether it would be appropriate for the Embassy to convey the 
court decision to PM Masimov once it is made public. 
ORDWAY 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Macedonia, Pelosi\'s Visit, Prisoner-swap, Iraq, 
Lebanon, Iran (4/10) 


1. Summary: Syrian papers on Apr. 10 reported FM Mouallem\'s 
meeting on Apr. 9 with Macedonian FM Antonio Milososki. Talks 
focused on the latest developments in the Middle East and the 
Balkans and prospects of bilateral cooperation. During the meeting, 
FM Milososki expressed his country\'s desire to establish diplomatic 
relations between Macedonia and Syria \"to boost communications 
between the two countries and peoples.\" Minister Mouallem also 
expressed Syria\'s interest in enhancing ties with Macedonia in the 
interest of both countries. \"My visit to Syria aims at expanding 
economic and political cooperation between Syria and Macedonia,\" Mr. 
Milososki said in a press statement after the meeting. \"The meeting 
was very productive; my country has the desire to exchange 
viewpoints with Syria on the latest developments in the Middle East 
and the Balkans,\" he added. 


On the Lebanese issue, papers quoted a Jordanian daily as saying 
that a third group of Samir Geagea\'s and Walid Jumblatt\'s militia is 
receiving military training in Israel. Papers also exposed the 

failure of an Israeli attempt on the life of Hizbollah leader Hasan 
Nasrallah. 


End of summary. 
2. Selected Headlines: 


\"FM Mouallem reviews the latest developments in the Middle East and 
Syrian-Macedonian relations with Macedonian FM Antonio Milososki\" 
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Government-owned Tishreen, 4/10) 


\"A US study Center: All attempts to isolate Syria have the opposite 
result\" (Government-owned Al-Thawra, 4/10) 


\"Anti-occupation demonstrations sweep Iraq on the anniversary of the 
fall of Baghdad. Americans sustain more losses\" (Government-owned 
Tishreen, 4/10) 


\"Iragi refugees: Syria has supported us\" (Government-owned 
Tishreen, 4/10) 


\"Swap of Palestinian prisoners collides with Olmert\'s 
procrastination. Families of prisoners look forward to finalizing 
the deal" (Government-owned Tishreen, 4/10) 


\"Jordanian daily: Militias of Geagea and Jumblatt receive military 
training in Israel\" (Government-owned Tishreen, 4/10) 


\"Militias of the governing team in Lebanon continue criminal 

assaults against nationalist figures. The opposition warns against 

using Lebanon as a US bargaining card\" (Government-owned Al-Ba\'th, 
4/10) 


\"An attempt on the life of Hizbollah leader Nasrallah has been 
foiled\" (Government-owned Al-Thawra, 4/10) 


\"Iran is the tenth state to enrich nuclear fuel. Time has come to 
conclude an understanding on lran\'s nuclear program. Withdrawal 
from the NPT is possible if escalation against Iran continues\" 
(Government-owned Al-Ba\'th, 4/10) 


3. Editorial Block Quotes: 


Ahmad Suwwan, a commentator in government-owned Tishrin, wrote 
(4/10): \"US House Speaker Nancy Pelosi\'s visit to Syria was part of 
the American popular and political pressure on President Bush\'s 
administration to drive it to give the logic of reason, wisdom, and 
objectivity precedence over the policy of instability, wars, and 
sedition... 


\"The policy of isolation, siege, and accusations against Syria has 
resulted only in the isolation of the United States and the 


intensification of hatred for its adventurous and foolish 
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policy... 


\"Syria adopts just peace as a strategic option and supports the 
unity and sovereignty of Iraq, the Palestinian people\'s rights, the 
unity of the Lebanese people, and the restoration of all occupied 
Arab territories. This is the real reason why the Bush 
administration adopts hostile positions toward Syria....\" 


Muhammad Khayr al-Jammali, an editorialist in government-owned 
Al-Thawrah, wrote (4/10): \"President Bush\'s new strategy in Iraq, 
100 days after the start of its implementation, has failed to 

achieve any of its objectives... 


\"The security situation is deteriorating in Iraq, US human losses 
are increasing, and the dispute between the Democrats and the 
administration is continuing.... 


\"Bush is losing both on the domestic and Iraqi fronts.... Pelosi\'s 
visit to Syria and her call for dialogue with Damascus sends a 

strong message to Bush and his team that dialogue, not the policy of 
wars, arrogance, and aggression against nations and their cultures, 
is the way to maintain world peace and guarantee that every country 
will have stable interests in the Middle East, the world\'s most 
sensitive and most strategic region....\" 


Dr. Buthaynah Sha\'ban, Minister of Expatriate Affairs, commented in 
government-owned Tishrin (4/10): \"While everyone in the West is 
talking about the captured Israeli solider in Gaza, no one is 

talking about 11,000 Arab prisoners in Israeli jails and thousands 
others in public and secret American prisons.... 


\"While Iran treated the British soldiers with respect, countries 
that call themselves civilized treat Arab prisoners in a brutal way 
that has no connection whatsoever with civilization... 


\"The lranian treatment of the female British soldier was humane, 
entailing respect for her as a woman and a mother, unlike the 
American forces\' treatment of Iraqi women, who are today writing 
about their suffering from rape, humiliation, and imprisonment, not 
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to mention the suffering of female prisoners in Israeli jails.... 


\"There must be collective Arab national action to highlight the 
tragedy of Arab prisoners and secure their release....\" 


Umar Jaftali, a commentator in government-owned Tishrin, said 
(4/10): \"Israel is hindering efforts to swap prisoners with the 
Palestinians through its incursions and terrorist practices in the 
Palestinian territories. Not only do these practices obstruct the 
exchange of prisoners, but they also prevent the achievement of 
peace.... 


\"Israel is detaining Palestinian ministers and parliamentarians 
without any legal justification, and the failure to release them 

will remain a violation of international law and justice.... Israel 

is talking about its captured soldier as if he were the most crucial 
issue, and Western countries are colluding with it and forgetting 
that the entire Palestinian people are being held captive....\" 


Corbin 
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EB/CIP FOR GIBBS, NEA/ARP FOR JACKSON, BAGWELL 

E.O. 12958: DECL: 04/09/2017 

TAGS: ECPS, PREL, PGOV, PINR, KU 

SUBJECT: USG COORDINATOR FOR INTERNATIONAL COMMUNICATIONS 
MEETS WITH NEW SALAFI COMMUNICATIONS MINISTER 


REF: KUWAIT 430 


Column 3 
Classified By: Charge dVAffaires Matthew Tueller for reasons 1.4 (b) an 
d (d). 


1. (C/NF) On 8 April, U.S. Coordinator for International 
Communications and Information Policy Ambassador David Gross 
made an introductory courtesy call on Kuwait\'s new Minister 
of Communications and State Minister for National Assembly 
Affairs Shireeda Abdullah Saad Al-Mousharji. Al-Mousharji, a 
Salafi politician with alleged ties to the Revival of Islamic 
Heritage Society (RIHS), was appointed to his new position on 
25 March (reftel). Ambassador Gross was accompanied by Alan 
Gibbs of EB/CIP, Econoff, and Econ specialist. Al-Mousharji 
was joined in the meeting by Under Secretary of 
Communications Abdulaziz Al-Osaimi. Ambassador Gross 
congratulated the Minister on his appointment, expressed his 
desire to collaborate with the Ministry in the development of 
Kuwait\'s telecommunications and information sectors, and 
offered to host the Minister on a visit to the U.S. to meet 
with USG officials and private-sector telecom executives. 
Ambassador Gross offered to work with the Minister to 
identify opportunities for training and professional 
exchanges and invited Al-Mousharji to nominate junior and 
mid-level Kuwaiti officials to participate in programs at the 
U.S. Telecom Training Institute. Ambassador Gross also 
offered to try to send U.S. experts to Kuwait if the Minister 
thought it would be helpful. 


2. (C/NF) Al-Mousharji thanked Ambassador Gross for his 

visit and expressed eagerness to have Ministry personnel take 
advantage of training opportunities and professional 

exchanges in the U.S. He said that within his Communications 
portfolio, his priorities were to develop the 

telecommunications sector, the transportation sector, the 

mail system, and the aviation sector. He said that he was 

still being briefed by the Under Secretary on the Ministry\'s 

major issues and emphasized that he hoped to continue working 
with the Ministry\'s historic partners, including the U.S., 

though he mentioned he had also been approached by a number 
of Asian and European governments seeking to partner with the 
Ministry on a variety of projects. Referring to a 

long-standing billing dispute and ongoing negotiations for 

new international calling contract, Al-Mousharji said he 

hoped the Ministry would soon be able to conclude a final 
agreement with AT&T following the signing of a Memorandum of 
Agreement in November. 


3. (C/NF) Comment: Al-Mousharji seemed to genuinely 
welcome future opportunities to expand the Ministry\'s 
relationship with the USG, but he gave no indication of 

having a clear vision of what he wants to accomplish as 
Minister. He has no apparent background in communications or 
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technology, though he does have years of experience in 
government administration working with the National Assembly 
and Municipal Council. Al-Mousharji\'s portfolio as 
Communications Minister is broad (including 
telecommunications, information technology, public 
transportation, ports, rail systems, aviation, and tourism), 

and his second role, as Minister for National Assembly 

Affairs is likely to consume much of his attention at a time 

when relations between the Government and the Assembly are 
strained. The general consensus among Post\'s contacts is 
that Al-Mousharji was appointed primarily to appease Salafi 
Islamists within the National Assembly. The European CEO of 
one of Kuwait\'s two mobile telecom companies described him as 
\"a relatively moderate extremist whom the Government thought 
it could work with.\" 


4. (C/NF) Bio note: Al-Mousharji was born in 1952. Though 
he studied English at SUNY Buffalo and earned an MBA from 
Hartford University, his English is broken, and he conducted 
most of the meeting in Arabic. Despite being a Salafi, he is 

an active playwright and novelist. He enjoys talking about 

his writing and boasted that he had turned down a lucrative 
offer to make one of his screenplays, seemingly about 
imperialism and political intrigue pre-World War | Arabia, 

into a film. An Arabic-language website containing some his 
writings can be found at www.almousharji.com. Al-Mousharji\'s 
uncle and cousin are the franchisees for all of the 

McDonald\'s restaurants in Kuwait. Al-Mousharji has four 
daughters and one son, who is studying management at Kuwait 
University. 


5. (U) Ambassador Gross cleared this cable. 
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k*k 
For more reporting from Embassy Kuwait, visit: 


KUWAIT 00000524 002 OF 002 


http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 


http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 04/11/2017 
TAGS: PGOV, EMIN, ECON, PINR, UZ 
SUBJECT: NEW DEPUTY PRIME MINISTER KUVANDIK SANAKULOV 


Classified By: Amb. Jon R. Purnell, for reasons 1.4 (b, d). 


1. (SBU) Kuvandik Sanakulovich Sanakulov was appointed Deputy 
Prime Minister for metallurgy and mining in mid-March. 

Although we have not yet seen the official appointment 

decree, the Ministry of Foreign Affairs Protocol Department 

has confirmed the information. An ethnic Uzbek, Sanakulov 

was born in 1957. Prior to his appointment, Sanakulov was 
Director General of the Olmalyk Open Joint Stock Society. On 
August 28, 2004, President Karimov awarded Sanakulov the 
\"Dustlik\" (Friendship) order. 


2. (C) Comment: Sanakulov is reportedly close to Prime 
Minister Shavkat Mirziyaev. Some government sources have 
indicated to us that Sanakulov\'s appointment will only be as 
durable as Prime Minister Mirziyaev\'s ability to stay in 

power. Other than his work at Olmalyk, little else is known 
about him. Sanakulov\'s appointment may be a blow to Deputy 
Prime Minister Ergash Shoismatov. Shoismatov\'s portfolio 
previously included metallurgy and mining in addition to 
energy. With Sanakulov\'s appointment, Shoismatov has lost 
the mining and metallurgy portfolio. 
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STATE FOR NEA/ARP 
COMMERCE FOR COBERG 


E.O. 12958: N/A 
TAGS: EINV, PREL, MU 
SUBJECT: OMAN MOVING FORWARD ON PRIVATIZATION EFFORTS 


REF: MUSCAT 190 


1. (U) The Ministry of National Economy\'s Director of 
Privatization provided Econoff a status report on the 
government\'s various privatization initiatives in the power, 
water, waste, telecommunications, and postal sectors. The 
government will continue to proceed with its efforts at a 
measured pace, and that all opportunities will be tendered to 
promote transparency and competition. End Summary. 


2. (SBU) On April 2, Econoff received an update on government 
efforts to privatize state-run institutions from Dr. Anmad 

bin Ali al-Mawali, Director of Privatization at the Ministry 

of National Economy. Mawali stated that, in general, the 
Ministry was satisfied with the current pace of 

privatization. In the power sector, Mawali remarked that the 
government was pleased with the interest shown by the private 
sector in assuming control over the al-Rusail power plant, in 
conjunction with the right to construct a new power plant in 
Barka (reftel). The government will proceed by privatizing 
existing state-owned operations at Mazoon, Majan, and Ghubra. 


Column 3 


3. (SBU) Mawali commented that the privatization of power and 
water production was part of the government\'s five-year plan 
to divest itself from a number of other utility services. On 
telecommunications, Mawali said that the privatization 
committee was considering how to further divest itself from 
majority state-owned Omantel, 30% of which was spun off to 
the private sector in July 2005. He noted that the Ministry, 
\"has a good plan for it, but that we have to be careful\" in 
moving forward. On the postal sector, Mawali said that the 
Ministry is working with the Ministry of Legal Affairs on 
finalizing the sector law. Once finished, the government 
would then move to privatize it over three to four years. 
During the course of the transfer period, staffing would 
slowly be transferred from the government to the new entity, 
which Mawali stated would serve to instill a \"private-sector 
culture.\" On transportation, Mawali commented that the 
government had formed a \"steering committee\" to create a 
business plan for the sector that would foster more 
competition. 


4. (SBU) In response to an earlier inquiry raised by 
U.S.-based Integration Capital and Trade, Inc. and Innviron, 
Econoff asked for an update on the government\'s plans for the 
privatization of the solid waste sector. Mawali said that 

the proposal remained pending before a steering committee 
headed by Muscat Municipality Chairman Abdullah Abbas. He 
stated that the sector law governing the privatization effort 
was under review by the Ministry of Legal Affairs. Mawali 
further remarked that advisors from the United Kingdom, 
Finland, and Canada were in place to oversee the creation of 
the regulator, holding company (to be called the Oman 
Environmental Protection Services Company), and the 
regional/hazardous waste entities. Each entity would oversee 
operations in Muscat, Salalah, Batinah, and Rustaq, 
respectively, with the hazardous waste facility most likely 
located in Adam. Mawali added that once these entities were 
established, the government would provide a three-year 
transfer period for public sector employees to transition 

over to the newly formed private sector entities. He noted 
that under Oman\'s Tender Law, the government would be 
tendering for each entity in order to promote competition and 
transparency, and that decisions would be based on the tariff 
rate presented by qualified competitors. 
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E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR APRIL 10, 2007 


This is the Southeastern Turkey press summary for April 10, 
2007. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL 


ZAMAN / RADIKAL: Diyarbakir Mayor Osman Baydemir, who attended 
the opening ceremony of an artist\'s exhibition in an art gallery 

of Diyarbakir, talked with journalists when he was asked about 

his views about ten security personnel who lost their lives in 

the last two days in the operations. Baydemir reportedly said 

that every life lost was taking away something from the future 

of the peoples and diminishing the human values. Baydemir 

reportedly refused to respond questions regarding recent 

statements of Massoud Barzani, president of the regional 

authority in Iraq, about Diyarbakir and Turkey. 


ZAMAN / EVRENSEL / RADIKAL: One day after the expiration of 
the due date (on April 6) of the one-month-ban imposed on March 
6 by the 13th Heavy Penalty Court on the publication and 
distribution of the pro-Kurdish Ozgur Gundem daily, this time 
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11th Heavy Penalty Court issued a 15-day-ban on the daily\'s 
publication because of the announcements that appeared on the 
daily concerning an event that would be held to mark terrorist 
leader\'s birthday at the birth place of Abdullah Ocalan. 

Evrensel daily notes that people protested \'silencing of the 
Ozgur Gundem daily\' in front of the DTP provincial headquarters 
in Diyarbakir. Baglar district mayor (from DTP) and Sur 

district mayor (from DTP) and some assembly members from the 
municipality attended the protest activity. 


EVRENSEL: Nineteen people, including the provincial 
chairperson of the DTP in Bursa province, were detained on 
grounds that they chanted slogans and held banners in support 

for Abdullah Ocalan during a public meeting held during March 21 
Newroz celebrations in Bursa. Meanwhile, Human Rights 
Association (HRA) condemned the recent detention of Ankara 
chapter of HRA and DTP Ankara provincial chairperson (see press 
summary for April 6) in Ankara. 


EKSPRES / BOLGE: Kemal Sag, Adana deputy from CHP, paid a visit 
to the Daglioglu Police Station in Adana, where a bomb incident 

took place the previous day (See press summary for April 9). 

Kemal Sag claimed that the AKP administration, with its 

decisions taken and implementations carried out regarding 

terrorism, was creating vulnerabilities during the 

counter-terrorism efforts undertaken. 


CRIME / LAW ENFORCEMENT: 


HURRIYET (CUKUROVA): Police, who stopped a car on the road 
between Van and Bitlis, found 29 kilograms of heroin after a 
police dog searched the car. 


SECURITY: 


ZAMAN / BOLGE: More soldiers and two Cobra helicopters were 
reportedly dispatched to the area when security forces detected 
30 PKK members in rural sections of the Tunceli, Bingol and 
Sirnak provinces. A total of ten terrorists were killed as 

security forces intensified their military efforts in those 

areas. One member of the DHKP/C was reportedly caught alive. 


ZAMAN: Three DHKP/C members who were caught in Adana the 
previous day as they were allegedly making preparations to carry 
out a bomb attack in the province (see press summary for April 
09), have been arraigned and arrested. 


ECONOMY 


SABAH (GUNEY): Dipal Varua, Vice-President of a bank called 
Grameen Bank, which provides micro-credit loans to women, came 
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to Diyarbakir and paid a visit to a group of women in the city 
together with a Diyarbakir deputy from AKP. Varua said that a 
total of nearly 6 million YTL credits were offered to women in 
Diyarbakir to date. 


SABAH (GUNEY): Nejat Kocer, President of Gaziantep\'s Chamber 
of Industry, said that Second International lraqi Fair, which 

will be held between May 23 and 27 in Gaziantep, will contribute 

a great deal to the Turkish economy. 


CULTURE / SOCIETY / ENVIRONMENT 


ADANA 00000053 002 OF 002 


EKSPRES: Eric Green, U.S. Consul to Adana, and Nuri Sabuncu, 
Honorary Consul of Tunusia and Finland, paid a visit to a school 

in Adana that offered training in various fields of employment 

to women of different ages, who have no access to regular 

national education system. The students at the school ran a 

fashion show for the visitors and they displayed the handcrafted 
apparel they designed and created according to the cultural 

motifs, patterns and embroidery used in traditional Turkish 

clothes. 


ZAMAN / HURRIYET (CUKUROVA) / EKSPRES / BOLGE: The heavy rain 
that affected Adana province for three hours the previous day 

caused the garden and the base floor of the Culture and Arts 

Center (Former Girls\' High School) to flood with rain water. 

Many of the office tools and documents of a well-known festival 

company of Adana, namely Altin Koza, were destroyed after the 

flooding. The rain also badly affected many settlement areas 

whose infrastructures were built weakly. In some areas where 

people were stuck and not able to get out of their houses, 

armored police vehicles saved people. 


BOLGE / EKSPRES: Adana Mayor Aytac Durak, who made a press 
statement to mark the anniversary of the foundation of Turkish 

National Police, said that the employee rights of police 

officers should be expanded. 


EKSPRES: Third Theater Festival organized by joint 
undertaking of the Cukurova University and Adana Municipality 
started yesterday. 


SABAH (GUNEY): Under a project called \"Peace Houses\" thirty 
students who are from Salzburg city of Austria came to Hatay 
province and planted trees in a campus of a rehabilitation 

center for the handicapped people. 


Column 3 

SABAH (GUNEY): Mardin Governor Mehmet Kiliclar attended a 
religious ceremony held by Syriacs celebrating the Easter in a 
1400-year-old church in Mardin. 

GREEN 
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SIPDIS 


E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR APRIL 09, 2007 


This is the Southeastern Turkey press summary for April 09, 
2007. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL 


EKSPRES / BOLGE: Anavatan (Motherland Party) Leader Erkan Mumcu 
held a public meeting in Adana. During his address to the 

people, Mumcu reacted harshly to the statements of Massoud 

Barzani, president of Iraqi regional authority, which said that 

if Turkey conducted a cross border operation in northern Iraq, 

then they would conduct an operation in Diyarbakir. Mumcu 

suggested that, if Turkey closed the Habur Border Gate in Sirnak 

for three days, then people would perceive the reality that 

Turkey was not a small country that they would easily play with. 


EKSPRES: MHP Provincial Chairperson Yilmaz Tankut issued a 
statement to mark the 162nd anniversary of the foundation of 
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Turkish National Police. Tankut, who said that the police 
organization was the pride of the country, pointed out that 
regulations imposed on Turkey by the EU and the government\'s 
alleged yielding attitude towards the illegal circles, were 
weakening the position of the police. 


ZAMAN / EVRENSEL: An office of the Council of State recently 
overturned the appeal of the Diyarbakir Mayor Osman Baydemir who 
objected to the investigation started by the Ministry of 

Internal Affairs on November 28, 2006 on the grounds that 

Baydemir violated a law on the use of the Turkish alphabet and 

sent an invitation for a festival in Diyarbakir to the 

Diyarbakir Prosecutor in both Kurdish and Turkish on an 

unspecified date in the past. 


EVRENSEL: DTP Diyarbakir provincial chairperson Hilmi 
Aydogudu, who was arrested in late February because of his press 
statement that reportedly claimed that they would regard an 
attack targeting Kirkuk as an attack on Diyarbakir, was released 
early in April, but will stand trial for his statements. Today, 
Evrensel daily publishes an interview with Aydogdu, who 
complained that some of his statements were deliberately pulled 
out of context by the media and were portrayed as if his remarks 
carried hostile intentions. Aydogdu, who stayed in prison for 

41 days, blamed the authorities for pursuing aggressive policies 
towards them. 


SECURITY 


EVRENSEL: Two soldiers and a village guard died during 
separate military operations the Turkish Armed Forces carried 
out in Bitlis and Sirnak provinces. One of the soldiers died 
when he stepped on a land mine in Bitlis\'s Celtikli district. 


HURRIYET: Hurriyet daily reports that four PKK members were 
killed during a military operation carried out in Tunceli\'s 
Cemiskezek and Hozat districts yesterday. 


EKSPRES / BOLGE / HURRIYET (CUKUROVA) / HURRIYET: Three 
people have been arrested in Adana as they were allegedly making 
preparations to carry out a bomb attack in the province. The 

police reported that the people caught were members of a radical 
DHKP/C terrorist organization and they were reportedly targeting 

judges, prosecutors and the military personnel. The police 

found material used in devising a bomb, 11 kilograms of 

explosives, three alarm clocks, and varius other material in the 

car and the at house of the arrestees. 


ZAMAN / EKSPRES / BOLGE / HURRIYET (CUKUROVA): A bomb attack 
hit a police station in Adana\'s Daglioglu quarter at 00.10 am 
Sunday morning. A police car was damaged badly and the impact 
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caused a hole in the wall of the police station. The bomb was 

left in a trash can in front of the station. Witnesses said 

that an unanonynmous person(s) opened fire with an RPG from a 
white-color car towards the station immediately after the bomb 
attack, and fled the scene. No casualties were reported. The 
Adana Governor visited the site of the incident. 


CRIME / LAW ENFORCEMENT: 


EVRENSEL: Twenty-one Kurdish refugees who set off from Mosul 
on April 3 to enter Turkey illegally to settle in Istanbul in 

order to find employment have been caught by jandarma in a rural 
area of Mardin\'s Kiziltepe district. The refugees were starving 
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when the jandarma found them. The refugees were cheated out of 
their money by a truck driver who falsely promised to take them 
to Istanbul. 


CULTURE / SOCIETY / ENVIRONMENT 


EKSPRES / BOLGE: The funeral of a commissioned officer who was 
killed in a conflict between the security forces and terrorists 

in Sirnak\'s Besteler area (on an unspecified date) will be held 

in Saimbeyli district of Adana today. 


ZAMAN: Heavy rain flooded some quarters and settlements in 
the Adana province and left many families in hardship as they 
worked to save their furniture and property from muddy waters 
the rain brought in to their houses. 


EKSPRES / BOLGE / HURRIYET (CUKUROVA) / ZAMAN: Mayor Aytac 
Durak donated wheel-chairs to 45 handicapped people living in 

Adana. 
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E.O. 12958: DECL: 04/05/2017 

TAGS: PREL, PGOV, MARR, MCAP, BA, BILAT, REGION, OFFICIALS 
SUBJECT: MARINE CORPS COMMANDANT DISCUSSES IRAQ, IRAN WITH 
CROWN PRINCE 


Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) 


1. (C) Crown Prince Shaikh Salman Al Khalifa told visiting 
Marine Corps Commandant General Conway April 5 that the \"tide 
needs to be turned\" in Iraq, and the Iraqi security forces 
need to find those perpetrating the violence to stop them. 

He advised coalition troop level reductions in urban areas 
and movements to outlying areas as soon as possible, with the 
exception of Baghdad, to force Iraqi forces to step up and 
handle the security situation. He admitted violence might 

rise for several months but would then settle down. The CP 
advocated for Iraq a strong civilian government backed by the 
military, similar to Turkey. Regarding Iran, Shaikh Salman 
expressed concern about Iran\'s continued support for 
extremist groups around the world, including attempts to 

build networks in Bahrain, which Bahraini security works to 
disrupt. Commenting on the release of the 15 British 

sailors, the CP said that Iran had benefited 

disproportionately in terms of public relations over the 
incident. Recently back from a trip to Singapore, the CP 

said that officials there are concerned about the Islamic 
threat and youth in the community who might cause trouble. 
End summary. 


2. (C) On an April 5 visit, Commandant of the Marine Corps 
General James Conway met with Crown Prince Shaikh Salman Bin 
Hamad Al Khalifa, who said that he had been watching the 
situation in Iraq closely, especially the activities of 

Commander of the Multinational Force in Iraq General David 
Petraeus. He commended General Petraeus for his clear 
commitment to the mission in lraq, including his \"Marhaba, 
shabab\" (Hello, youth) statement. The \"tide needs to be 

turned,\" the CP said, and security forces need to find those 
responsible for the violence and stop them. General Conway 
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said that there has been incremental progress, including with 
some Sunni tribes in Anbar province, some of whom are turning 
away from Al Qaida in Iraq (AQI) because of its brutal 

tactics and abuse of some Sunni tribal leaders. 


3. (C) Regarding U.S. troop levels in Iraq, the CP advised 
reducing troop levels as soon as possible in urban areas, 
with the exception of Baghdad, and moving the troops to 
outlying areas. He stressed the importance of keeping the 
borders secure, but counseled to let Iraqis begin to sort out 
the security situation. Admittedly there will be a rise in 
violence between people who want to \"settle scores,\" but 
after six months the situation will calm down. The Iraqi 
military needs to take over more responsibility, and it will 
grow to fill its role. Similarly Iraqi leaders need to 

increase their initiative and leadership over its people, 
demonstrating a sense of common purpose. When asked by 
General Conway whether he had expressed these ideas to U.S. 
Defense Secretary Gates, the CP said that he had and that 
Secretary Gates had listened carefully. The CP said that he 
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had experienced difficulty previously trying to convince U.S. 
policy-makers who still believed Iraq could be a model of 
democracy in the region, but Secretary Gates had not 
dismissed his ideas. Shaikh Salman said, \"Iraq will not be a 
model of democracy, at least not in the next 10-15 years.\" 


4. (C) The CP said that Iraq needs a strong federal 
government with 18 provinces. Splitting the country into 
three areas by sects is the wrong thing to do, because the 
country will eventually fall apart. He said Iraq needs a 
strong civilian government backed by the military, referring 
to Turkey as a model. He also said that total 
de-Baathification was the wrong approach, but that there 
needed to be efforts to root out militia members from the 
security forces. Shaikh Salman stated that Prime Minister 
Al Maliki may not be the right leader for the job in the long 
run, \"but he is the guy for now. It was unrealistic to 
expect that merely a single election cycle could take Iraq 
from Saddam to stability.\" The CP offered Bahrain\'s support 
in any way it could assist. 


5. (C) Shaikh Salman expressed his concern about domestic 
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problems in Iran, including the poor state of the economy, 
which increases desperation, and the corresponding danger, of 
the Iranian government. He said he was worried about a 
nuclear-armed Iran, as it would likely spark a nuclear arms 
race in the Gulf. The CP focused on Iran\'s consistent 

activity around the world spreading violence and unrest, 
including Iran\'s support of Hizbullah, Hamas, militias in 

Iraq, and extremists in Indonesia. Iran is also trying to 

build networks in Bahrain, so the Bahraini security services 

are working diligently to contain and disrupt their 

activities. Iran\'s policies to spread the revolution have 

nothing to do with being Shia, but everything to do with its 
Persian identity. The Iranians want to project their Persian 
identity across the entire Gulf. The CP noted that coverage 

of the release of the 15 British sailors and marines showed 
messages about the \"Persian Gulf\" prominently placed on signs 
in the background. 


6. (C) The CP wondered aloud how the 15 British allowed 
themselves to be caught and why the British decided against 
immediate action. He surmised that they must have been too 
far from their support ship. General Conway added that the 
British seek to de-escalate tension in such incidents. The 

CP quipped that sometimes there is a need for quick, strong 
escalation (to send a message). He commented that Iran has 
benefited disproportionately from the incident in terms of 
public relations. The CP also said that he assumed the 
release of Jalal Sharafi, the Iranian official who had been 
abducted in Iraq, was connected to the release of the British 
sailors, mentioning that Iran has always used hostage-taking 
to their benefit. 


7. (C) When asked by the Ambassador about his recent trip to 
Singapore, the CP said that it was a productive visit. 

Bahrain is in a similar position in terms of development and 
economic growth that Singapore was in 20 years ago. Even 
though Singapore is not close to the Middle East, the CP said 
that officials he talked with were concerned about the 

Islamic threat. Singaporeans live with Muslims, and 

officials fear the ways extremist messages affect their 

youth. He had been told there are approximately 2,000 
hardened, completely convinced \"psychopaths,\" who have the 
potential to cause serious problems in Singapore. The CP 
said these extremists need to be handled like a cult and 
stopped at their source. He said that extremist groups often 
cut off their recruits from their families and friends to 
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break their support network. Consequently, officials in 
Singapore encourage parents and other family members to be 
heavily involved in their youths\' lives to be more in touch 

with their activities and prevent their mixing with 

extremists. 
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SIPDIS 
SENSITIVE, SIPDIS 


STATE FOR AIAG, NEA/ARP, NEA/RA; CAIRO FOR LINDA LOGAN 
AMMAN FOR WHITTLESEY 


E.O. 12958: N/A 
TAGS: AMED, CASC, KSCA, SENV, TBIO, KU 
SUBJECT: KUWAIT AVIAN FLU UPDATE #8 


Ref: Kuwait 513 and previous 


1. (SBU) The total number of reported cases remains at 
101, and no new cases have been discovered in the past 
week. Public Authority for Agriculture Affairs and Fish 
Resources (PAAAFR) inspectors continue to take samples 
from commercial and private poultry holdings, and the 
culling of birds from facilities previously-identified as 
infected continues. Reports indicate that there are 65 
inspection and culling teams, composed of more than 600 
personnel (400 from the PAAAFR and 200 temporary workers) 
working in the Wafra area of southern Kuwait where the 
outbreak has been concentrated. These teams have been 


Column 3 
supplied with protective clothing and are primarily using 
Vercon-S to disinfect poultry facilities. 


2. (SBU) On April 10, Econoff met with PAAAFR Deputy 
Director of Animal Health Dr. Muhammad Al-Muhanna, who 
leads the team responsible for the PAAAFRQs avian 
influenza (Al) eradication efforts. Al-Muhanna confirmed 
that there have been no new positive tests in nearly a 
week, and stated that the worst of the outbreak is likely 
over. He said he was pleased with the support the PAAAFR 
has received from the GOK, and that his requests for 
additional financial and personnel resources had all been 
granted. He did say, however, that the PAAAFR could use 
a full-time animal health infectious disease expert on 

its staff to assist with planning for future outbreaks. 
Al-Muhanna said representatives from the OIE and an 
Egyptian animal health expert had flown to Kuwait to 
provide expertise during the initial stages of the 

outbreak, but have since left. 


3. (SBU) Al-Muhanna said he has received good 
cooperation from commercial poultry farms, and that this 
cooperation has been essential to the successful testing 
and culling operations in recent weeks. He said this 
cooperation can be attributed to ownersQ awareness of the 
dangers of Al, but also to promises of compensation from 
the GOK. Private poultry breeders, those with small 
backyard holdings, have sometimes been more problematic, 
he said. Private breeders have occasionally refused to 
allow the PAAAFR inspectors to take samples, but Al- 
Muhanna claimed that the PAAAFRQs persistence almost 
always convinces them to allow the inspectors in. (See 
Reftel for a contradictory account of Al-MuhannaQs claim 
that the PAAAFR has succeeded in inspecting private 
holdings.) 


2. (SBU) Comment: Al-MuhannaQs demeanor during the 
conversation clearly indicated his confidence that the 
worst of the outbreak is over, although he was adamant 
that his inspectors have not relaxed their efforts. He 
stated that the outbreak, and the lessons learned from 
PAAAFRQs response to it, had been Qa good learning 
experienceQ for his inspectors and that in the long-term, 
Kuwait Qwill benefit from the crisis.Q In general, 

PAAAFR appears to have thus far adequately responded to 
and controlled an outbreak in commercial poultry farms 
that was larger than anticipated. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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Classified By: Consul General Brian L. Browne for reasons 1.4 (B and D) 


1. (C) Summary: Poloff\'s visit to Abia State on March 29 

showed a tight gubernatorial race. Obasanjo adversary 

Governor Orji Kalu steered the the Progressive People\'s 

Alliance (PPA) nomination to his Chief of Staff Theodore 

Orji, but Orji faces a tough challenge from People\'s 

Democratic Party (PDP) candidate Onyema Ugochukwu. This is a 
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battle of proxies. The real competition is between Kalu and 

the national PDP, personified by President Obasanjo. Itis a 
contest to see whether the maverick Kalu, who broke away from 
the PDP, can hold Abia against a determined PDP. End summary. 


2. (C) On March 29, Poloff visited Umuahia, the capital of 

Abia State. Progressive People\'s Alliance (PPA) 
Administrative Secretary Richard Nwogbara boasted that the 
party continued to grow nationally. Governor Orji Kalu\'s 
presidential campaign was going well, as the Governor had 
shown strength in Abia, Lagos and Akwa lbom. PPA\'s primary 
opposition in Abia was the People\'s Democratic Party (PDP), 
which had been bolstered by an influx of members from the All 
Progressives Grand Alliance (APGA). 


3. (C) Eze Emeka Onuoha, Abia State PPA Chairman, painted a 
similar rosy story. PPA gubernatorial candidate Theodore 

Orji, former Chief of Staff to Kalu, has no electoral 

experience but managed Abia State with the Governor for seven 
years. In that time Kalu built roads, hospitals, and created 
scholarship programs, Onuoha claimed. In contrast, PDP 
candidate Onyema Ugochukwu, former Niger Delta Development 
Commission (NDDC) Chairman, did nothing for Abia State, 
Onuoha remarked. Ugochukwu did not want to leave the 
lucrative NDDC but was pushed by the PDP to run for Abia 
Governor. Even now, Ugochukwu is not taking the campaign 
seriously. In Onuoha\'s estimation, the All Nigerian People\'s 
Party (ANPP) candidate Ikechi Emenike is an underrated 
darkhorse. 


4. (C) Onuoha told Poloff that Kalu moved the entire Abia 
PDP party structure to the PPA. The PPA will have its agents 
in all the polling booths, who will ensure the vote is 

counted accurately. All the PPA is asking is to allow the 
populace to determine the election, Onuoha said. If there is 
an attempt to manipulate the vote, the masses will rise in 
opposition, Onuoha predicted. 


5. (C) While some Igbos see Kalu as their champion, others 
claim Kalu has done little to justify the presidency. Uche 
Nwosu, correspondent for the Daily Independent, had no 
encomiums for Governor Kalu or his party. Kalu, Nwosu 
observed, accomplished little for the state while pursuing 
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his national ambitions. 


6. (C) Upon Kalu\'s election people expected a lot, but for 

the most part Kalu has failed to deliver, Nwosu commented. 
The roads Kalu built have broken down, and while power 
shortages are commonplace Kalu did little to alleviate them. 
Kalu failed to establish basic land rules, and has 
accomplished no major projects, Nwosu remarked. Criticizing 
with faint praise, Nwosu said Kalu\'s greatest accomplishment 
was steering the local football club to victory in the 
Confederation of African Football (CAF) Cup. Nwosu added that 
Kalu\'s mother Eunice was the most powerful person in the 
State, affecting most decisions and controlling the awarding 
of contracts. As a result of this perceived lack of 
achievement, Kalu has seen his popularity fall precipitously. 
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7. (C) Kalu\'s feud with Obasanjo is well-known, Nwosu 
observed, and the Federal Government wanted to break Kalu. 
The Economic and Financial Crimes Commission (EFCC) targeted 
the Governor\'s mother Eunice Kalu, who has supposedly fled to 
the Benin Republic. Kalu\'s candidate Orji also felt the 

scrutiny of the EFCC when he was arrested on charges that as 
Chief of Staff he transferred 2.8 billion naira 

(approximately $21.9 million) in Local Government Council 
(LGC) funds to Kalu\'s private company Slok Airlines. LGC 
Chairmen said they were given 18-20 million but the account 
recorded 100 million naira, Nwosu said. Since his arrest, 

Orji has done little campaigning since. (Comment: LGC funds 
are notorious targets for graft. The EFCC is investigating 
charges of theft of LGC funds in Enugu by the Commissioner 
for Local Government. End comment) 


APGA Weakening, ANPP Strengthening, 
but PDP Favored to Win 


8. (C) Nwosu gauged APGA gubernatorial candidate Uzodinma 
Okpara, son of the revered Igbo leader Michael Okpara, as 
having no chance of winning in Abia. The former state PDP 
Chairman, Okpara joined APGA in 2006. While Okpara can woo 
voters who remember his father, he has no money. Nwosu 
observed that before 2003, APGA was very strong, but the PDP 
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Governors saw APGA as a threat to their hold on power and 
have done a great deal to enervate that party in the 
intervening years. 


9. (C) Nwosu predicted Ugochukwu would win the Abia 
governorship, though he said ANPP candidate Emenike was 
popular and had a chance to pull the upset. Ugochukwu had 
gained some trust with the voters, Nwosu said, but more 
importantly Abia voters wanted to vote for a candidate in 

tune with the national party. Although Ugochukwu did not 
steer projects to Abia as NDDC Chairman, he still 
accomplished more than the current NDDC chair. Given the 
stakes, Nwosu predicted the election would be rigged, and he 
thought there was the strong possibility of violence. 


10. (C) The Abia State governor\'s race is worth watching, in 
order to follow the political career of the colorful and 
controversial Kalu. It is possibly the closest gubernatorial 
race in the Southeast, and is a test of Kalu\'s ability to 

remain a player in Southeast politics. The gubernatorial 

race could go to either the PDP or PPA, though the ANPP and 
APGA have a chance and will draw significant votes. Kalu\'s 
political power would be severely weakened if he loses Abia 
to the PDP. Voting irregularities and political violence 

will likely occur. The story will bore down to which party, 
PDP or PPA, had best been able to deploy their operations in 
order to influence the vote count after the ballots have been 
cast. End comment. 

BROWNE 
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E.O. 12958: DECL: 09/21/2016 
TAGS: PHUM, ELAB, PGOV, SMIG, KCRM, BM 
SUBJECT: BURMESE VILLAGERS SUCCESSFULLY RESIST FORCED LABOR 


Classified By: Econoff TLManlowe for Reason 1.4 (b,d) 


1. (C) Summary. Two recent incidents in Burma demonstrated 
the effectiveness of raising awareness about individual 

rights in Trafficking in Persons (TIP) cases. According to 
Save the Children (STC), villagers in Karen State and Shan 
State who had received STC training took action to save 
forcibly recruited Burmese citizens, including children, from 
military press gangs. End summary. 


2. (C) Save the Children is one of the few international NGOs 
that work on TIP issues in Burma. STC Program Manager Guy 
Cave told econoff about two recent episodes in which Burmese 
citizens from villages served by STC training programs took 
action to save forcibly recruited victims. The first case 
occurred in October 2006, when the Burmese military allegedly 
drugged a 12-year old boy from Rangoon and abducted him to 
serve at a base in Karen State. The boy was forced to 

perform manual labor there without compensation. Cave 
believed the army planned to keep the boy at the base until 

he became older and then would forcibly enlist him into 

military service. One day, the boy walked out of the base 

gate, ostensibly to perform an errand. Outside the military 
perimeter he met a man from a village where STC had conducted 
training on trafficking and the Rights of the Child. The man 
brought the boy to his village, where a community-based 
organization cared for him before turning him over to STC, 

who traced his family and returned him to Rangoon. 


3. (C) In the second case, also in late 2006, ten Burmese 
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males, including three under 18 years of age, ran into an 
army patrol while crossing the border into Shan State after 
completing work in China. When the men could not produce 
identification cards, the soldiers took them back to their 
base and threatened to enlist them. The group tried 
unsuccessfully to convince the soldiers to release the under 
age youths. One man subsequently escaped to his home 
village, which had also received STC training. A group of 
villagers, including the Village Peace and Development 
Council Chairman, went to the base and demanded the release 
of the villagers. Initially the soldiers refused, but the 
villagers, using the information they received from STC on 
individual rights, persisted. After a couple days, the 

soldiers released all the detained men. In neither case did 
authorities take any retaliatory action against the villages. 


4. (C) Cave noted that STC does not report such incidents 
publicly, as they feel that doing so would jeopardize their 
ability to work in rural areas. They asked that we not 
publicize this information. He wanted, however, to inform us 
that STC\'s work, and that of other INGOs in Burma, 
effectively increased the ability of individuals to stand up 

for their rights and better resist the clutches of forced 

labor. 

VILLAROSA 
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SUBJECT: DEA SAYS CAMBODIAN SUPERLAB WAS INITIAL PROCESSING 
FACILITY FOR METH PRODUCTION 


REF: PHNOM PENH 515 


1. (SBU) A Drug Enforcement Agency (DEA) team has determined 
that Cambodia\'s newly discovered methamphetamine superlab was 
capable of completing only the first stage in the thionyl 

chloride method of methamphetamine production, meaning that 

an intermediate product, chloroephedrine, must have been 

shipped to a second location for further processing. The 

team discovered chemicals sufficient to produce 72 kg of 
chloroephedrine, which could be processed in another facility 

into roughly 4.8 million methamphetamine tablets, with a 

street value of USD 14.4 million in Phnom Penh. The superlab 

site contains many hazardous chemicals, none of which are 

stored properly, and represents an imminent environmental and 
health threat to the local area. 


Drug Lab Used in First Stage of Meth Production 


2. (SBU) A DEA team of three Washington-based forensic 
chemists, one Beijing-based diversion investigator, and two 
Bangkok-based special agents arrived in Cambodia on April 7 
and conducted further investigation of the superlab, 

following up on a visit by two DEA agents last week. The 
team confirmed earlier findings that the lab was using the 
thionyl chloride method of methamphetamine production. 
However, they determined that the lab was only able to 
perform the first stage of the two-stage methamphetamine 
manufacture process: combining ephedrine, chloroform, and 
thionyl chloride to make chloroephedrine an intermediate 
product also known as chloropseudoephedrine. The second 
stage, conversion of chloroephedrine to methamphetamine, is 
far more difficult, requiring more skill, a different set of 
specialized chemicals (e.g., expensive metals to serve as 
catalysts) and industrial equipment, including a pressurizing 
device. The DEA team concluded that the drug producers must 
have either had an additional location where they finished 
processing the chemicals, or sold the intermediate product to 
another drug producer for further processing. They noted 
that in the U.S., there is an increasing trend of 

specialization where various individuals or teams take 
different parts of the process, from purchasing chemicals and 
different stages of manufacture and processing. 


3. (SBU) At the drug lab site, the team seized approximately 
1,560 liters of thionyl chloride, 140 liters of diethyl 

ether, and 700 liters of acetone. They also found containers 
indicating a total quantity of 750 liters of chloroform, 
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though some of this had already been used. They also seized 
a trace amount of pseduoephedrine, 52 kg. of processed 
chloroephedrine and an additional approximately 30 kg. of 
chloroephedrine that had not yet been finished processing. 
Using only the amount of chemicals found on site, the DEA 
team estimated that the drug lab could produce approximately 
72 kg of the intermediate product, chloroephedrine. If the 

72 kg of chloroephedrine were to be converted into 
methamphetamine, it would yield approximately 55 kg of pure 
methamphetamine, which could produce roughly 4.8 million 
methamphetamine tablets (worth roughly USD 14.4 million in 
Phnom Penh or USD 33.6 million in Thailand) or 5 million 
crystal methamphetamine (ice) dosage units worth roughly USD 
8.5-10.3 million in Thailand, according to DEA and UNODC 
estimates. 


Superlab Site Poses Extreme Environmental, Health Risk 


4. (SBU) DEA chemists noted that the chemicals on site are 
poorly stored and represent a critical environmental and 
health threat to the area. Thionyl chloride reacts with 

water, including trace amounts such as humidity in air, to 
produce two extremely dangerous and corrosive chemicals, 
sulfur dioxide and hydrochloric acid. Diethyl ether, they 
noted, is explosive. None of the chemicals at the site are 
being stored properly, they noted, with chemicals sitting 
outside in intense heat and subject to damage from weather or 
animals. In particular, the chemists were concerned by the 
thionyl chloride, which is in a building where part of the 

roof is missing and, despite the presence of a tarp, is 

likely to be exposed to water once rainy season starts ina 
few weeks. This could create a poisonous cloud of 
hydrochloric sulfide gas which could blow over to a village, 
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critically injuring many and perhaps killing some. They 
noted that the thionyl chloride has apparently already begun 
to leak as it is corroding the boxes in which it is stored. 

The team also reported that, in addition to taking samples 
from the chemicals on site, they also collected a water 
sample from a nearby well. It had an oily layer on top, they 
reported, and did not appear to be potable, indicating likely 
contamination of groundwater as well. 


5. (SBU) DEA agents and UN Office of Drug Control (UNODC) 
staff have emphasized to the Cambodian government that the 
superlab site poses a significant environmental and health 
threat. The World Health Organization and UNODC are working 
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with the National Authority for Combating Drugs (NACD) to 
determine what steps must be taken to clean up the site and 
to coordinate potential donor assistance. 


6. (SBU) Additional details about this drug lab cement 
Cambodia\'s new status as a drug producer. It is noteworthy 
that the lab was only able to complete the first stage in 
methamphetamine production. Perhaps the infrastructure, 
equipment, and human capacity limitations which have hampered 
Cambodia\'s industrial development were also a factor in 
preventing the building of a lab able to handle the more 
technical second stage of methamphetamine production. 
However, the additional counternarcotics challenge that 
Cambodia now faces is not their only concern. The Cambodian 
government is just beginning to realize the extent of the 
environmental problem now on their hands. Remediation will 
be a difficult process as Cambodia has no experience with 

drug lab clean up and even industrial waste is rare here. 

Clean up work will have to be outsourced to a foreign firm at 
considerable cost, and it is unclear who would be willing to 

fund such an undertaking. 

MUSSOMELI 
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REF: LAGOS 241 


THIS CABLE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


1. (SBU) SUMMARY. Poloffs visited Enugu, Anambra, Kaduna, 
Kano, Katsina and Bauchi states over the period of March 20 
to 30, meeting with Resident Electoral Commissioners (where 
possible), NGOs, local media, and other stakeholders in the 
elections process. With only two weeks to elections, our 
Poloffs found local INEC officers to be ill-prepared and 
disorganized -- and occasionally just delusional. INEC 
headquarters in Abuja announced on March 29 that all Resident 
Electoral Commissioners and their Administrative Secretaries 
(deputies) would be separated and reshuffled to other states. 
NGOs and Media representatives were in general agreement 
that the preparations to date are inadequate, though there 

was a mix of opinions on how they measure up to 2003 
preparations. One NGO reported being visited by the security 
services and asked about funding sources in order to 
\"determine eligibility to observe the elections.\" END 
SUMMARY. 


2. (SBU) Poloffs visited INEC in Enugu, Anambra, Bauchi, 
Kaduna, Kano and Katsina states, at times meeting with 
officials and other times being denied meetings but viewing 
the offices. No INEC office would provide us a list of 

polling stations or a complete voter registry and several 
commented they were awaiting this information from Abuja. 
When Poloffs were able to view a portion of the voters 
registry, they noted large numbers of incomplete 
registrations and/or underage registrants. Our Poloff in 
Kano was shown a direct data capture machine by INEC 
officials, but the officials were unable to operate the 
machine when asked about its use. INEC officials in Katsina 
and Enugu admitted that they had not yet hired the requisite 
workers to man the polling stations and that training had not 
yet begun. Enugu INEC Administrative Secretary told Poloff 
on March 29 that the local INEC office was just beginning to 
review applications in order to hire the 9000 ad hoc staff 

the state would need for the elections. INEC officials 
admitted they have not received ballots nor seen samples. 
Despite the absence of complete voters and polling station 
lists, lack of ballots, failure to hire and train requisite 

staff and general disorganizaton viewed at each INEC office, 
we heard without fail that everything is on track and even 
ahead of schedule. 


3. (SBU) In the courtyard outside the Anambra state INEC 
office, our Poloff observed approximately 50 metallic 
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briefcase-style boxes for direct-data capture machines 

sitting in the direct sun in 95 degree heat. (Note: we 

cannot verify whether or not DDC machines were indeed inside 
the boxes.) The courtyard was also strewn with files boxes 

of miscellaneous papers. In Katsina, which is the home state 
of both Yar\'Adua and Buhari and is billing itself as a 

showcase state, Poloff was shown clear plastic bags that will 
be used to transport the completed ballots. INEC officers 
claimed the bags had \"secret Israeli-manufactured satellite 
chips\" imbedded in them which would allow them to be tracked 
via GPS on the internet, thereby reducing fraud. (COMMENT. 
The officials could not point out where these chips were 
embedded in the clear plastic and the bags appeared to be no 
more than regular plastic bags. END COMMENT.) 


4. (SBU) In Bauchi, media and NGOs told Poloff they expect 
trouble with the voter registry on polling day. An estimated 
80 percent of registrants in Bauchi were given no receipt or 
card and only verbally told their registration number (which 
serves as proof of registration). Several stakeholders 
reported preparations in Bauchi State are worse than in 2003, 
with one media representative noting an increase in violence 
as well. NGOs in Bauchi and Kaduna reported visits by the 
security services. Despite the lack of an observer 
accreditation process, officers reportedly asked the Bauchi 
NGO about the organization\'s activities and funding sources 
to \"determine eligibility for observing.\" Individuals in 

Kano reported first-hand knowledge that INEC is still 
changing the names of Senatorial candidates in Jigawa State. 
CAMPBELL 
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SUBJECT: IRAN EMBASSY LOOKING AT SPACE IN OFFICE BUILDING 
HOUSING U.S. CHANCERY 


REF: A. 06 BANDAR 526 
B. OBO PROJECT COMPLETION MEMO DATED 01/26/07 


Classified By: RSO Nicholas Porter for reasons 1.4 c, g 


1. (S/NF) On March 7, the new Iranian Ambassador surveyed the 
office space on the 5th floor of the office building housing 

the U.S. Embassy with an eye toward leasing the space for the 
Iranian Embassy. In June 2006, post had vacated that same 
office space when we took over the former Australian Embassy 
space on the 4th floor to consolidate our offices. As a 
precautionary measure, RSO and visiting TDY ESC personnel 
surveyed the vacated space to verify that the legacy wiring 
infrastructure was fully disconnected from post systems. The 
building management has agreed to keep us informed of the 
status of the Iranian interest, and to date the Iranians have 
not/not made any offer to lease this space. The Brunei 

Internal Security Department (ISD) has agreed to inform us of 
any changes in Iranian embassy personnel and will watch the 
Iranian mission\'s activities more closely. End Summary. 


2. (S/NF) On March 7, the newly arrived Iranian Ambassador to 
Brunei visited the office building housing the U.S. Embassy 

to consider leasing space on the 5th floor. The Embassy of 
Iran is currently located in a large home at #400, Kampang 
Anggorek Desa, Berakas, Bandar Seri Begawan, a major street 
near the sports complex and International Convention Center 

in Bandar Seri Begawan. The Embassy is well-marked, with a 
GoB-provided sign on the street in front of the building. 

Prior to the arrival of the new Ambassador (Aboltazl Khazaei 
Tarshizi) (presented credentials 20 March 2007) the previous 
Iranian Ambassador was more often absent from Brunei and the 
Iranian embassy appeared to be largely unused. 


3. (S/NF) After the initial visit, the Iranians have asked 

for cost and space data but have not/not taken any additional 
steps to lease this space. Building management will keep us 
informed if the Iranians become serious about leasing this 
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space. We have reviewed our current lease and we do not/not 
have any contractual ability to block the Iranians from 

leasing this space should they so choose. 


4. (S/NF) The fifth floor office for lease in our building is 

the same space that the US Embassy vacated in June 2006 when 
we consolidated operations from the third and fifth floors to 

the third and fourth floors (due to the Australian High 

Commission moving out of the fourth floor). In October 2006, 

we had a complete EI&R refurbishment of our classified and 
unclassified computer and telephone system wiring (reftel A) 


SIPDIS 

and in January 2007 OBO completed a hard-line security 
upgrade which included clearing out as much of the unutilized 
wires as possible (ref B). 


5. (S/NF) To review for any potential legacy systems 
vulnerabilities RSO and a visiting ESC Manila SEO/OIC went to 
the 5th floor vacant office space with the assistance of 

building maintenance personnel immediately after the initial 
visit by the Iranian Ambassador. The SEO/OIC found that there 
was only one possible set of cables that remained which went 
down towards the bottom floors. While several pieces of 

wiring infrastructure remained intact for the old office 

spaces (such as for cameras, alarms, etc. this is the only 

set of cables which may still lead to the third floor but is 

likely to have been severed or cut by the recent OBO team 
since it was for an old camera (and all of the mission\'s 

camera infrastructure has been rewired due to the security 
upgrade). RSO later went up and confirmed visually that the 
lines were not attached and terminated outside the hard-line. 
The IMO also confirmed that he was present during the change 
in spaces and removed all connectivity with phone lines and 
opennet connections. It should be noted that post\'s small CAA 
is located on part of the third floor only. The office spaces 
utilized by post on the fourth floor are for MGT, GSO, HR, 


and other support staff. The Ambassador, Ambassador\'s OMS, 


DCM, RSO, and IMO are all located on the third floor outside 
of CAA space. 
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6. (S/NF) RSO reviewed our concerns about the possible lease 
of this space with the Internal Security Department (ISD), 
Brunei\'s internal intelligence agency. ISD said they would 
review and contact the RSO if they developed anything 

further. In early April, ISD contacted the RSO and informed 
that other than the new Iranian ambassador becoming 

officially accredited to Brunei, there were no further 
developments. 


7. (S/NF) The multiple vulnerabilities of post\'s current 
chancery are well known, and we welcome the high priority OBO 
has placed on developing a permanent solution by including a 
NEC for Bandar Seri Begawan in the proposed FY-08 Capital 
Security Project budget. The GoB views Iran\'s 
Shia-fundamentalism with suspicion, as it does any non-Shafie 
Muslim sect, and will continue to monitor the Embassy of 
Iran\'s activities for internal security reasons. We will 

continue to monitor closely any interest by Iran in leasing 

the space above our current chancery and report further of 
any new developments. 

SKODON 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PGOV, PREL, PTER, PHUM, PINR, PREF, ECON, ETRD, AF, 

NP, PK, CE, IN 

SUBJECT: ASSISTANT SECRETARY BOUCHER REVIEWS SOUTH ASIAN 
DEVELOPMENTS WITH FOREIGN SECRETARY MENON 


REF: A. SECSTATE 40440 
B. NEW DELHI 1486 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary: During a one hour meeting on April 5, 
Assistant Secretary for South and Central Asian Affairs 
Richard Boucher and Indian Foreign Secretary Shivshankar 
Menon reviewed political and economic developments with 
Pakistan, Nepal and Sri Lanka. When it comes to the region, 
New Delhi and Washington are largely pushing in the same 
direction. Septel reports their discussion on 123 
negotiations. End Summary. 


Sri Lanka - Doubts on Devolution 


2. (C) Assistant Secretary Boucher noted that during their 

just concluded meeting, Sri Lankan Foreign Minister Rajapaksa 
claimed that the Sri Lankan government was ready to present a 
\"strong devolution proposal.\" The Assistant Secretary was 
skeptical, stating that he suspected that it has been 
considerably \"watered down.\" Despite this, Rajapaksa assured 
the US that once the proposal was made public, the Sri Lankan 
government would be willing to discuss specific provisions 

and strengthen them. Boucher emphasized to Rajapaksa that 
the US has concerns about Sri Lanka\'s human rights 
performance. The US Embassy in Colombo had supplied the Sri 
Lankans with the names of 351 individuals who had 
\"disappeared,\" or been abused but had not received a 
definitive response. The Sri Lankan government had promised 
to reiterate the code of conduct for law enforcement, 

however. 


3. (C) Foreign Secretary Menon replied that New Delhi has 
also concluded that the devolution proposal has \"gone 
downhill,\" and that a strong proposal was important for Sri 
Lankan credibility. Rajapaksa reportedly told Menon that 
Colombo realizes that it must do more work, especially 
regarding human rights, the treatment of refugees and 
civilian casualties. 
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Nepal - Doubts About Maoists 


4. (C) Assistant Secretary Boucher noted that the US 
government is \"nervous\" about the latest Wlurch forward\" 
towards a restoration of parliamentary democracy in Nepal. 

He pointed out that New Delhi has influence over events in 

the Terai and should also approach Prime Minister Koirala to 

be more active in resolving this issue. As regards the 

timing of upcoming elections, the US believes that \"good is 
more important than quick,\" but much depends on the Nepalese 
Election Commission. 


5. (C) Foreign Secretary Menon replied that he has received 
assurances from the government of Nepal (as have we) that it 
would start arresting Maoists who commit illegal acts. He 
noted that guns are an important issue for New Delhi, as 
there are many armed Maoists outside the camps who could 
intimidate the population and hurt the democratic process. 

If the elections are delayed, though, this will give the 

Maoists more time to compel people. Boucher countered that 
any delay would give the police and the parties more chance 
to get set up in the countryside. The Maoists, Menon pointed 
out, will enjoy no real credibility until there is a 

successful election. The Foreign Secretary agreed that the 
onus is on the Nepal Election Commission, which must be 
allowed to do its work, as the people of Nepal will not 

accept \"foreign interference\" in their internal affairs. 


Pakistan - On its Best Behavior 
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6. (C) The Foreign Secretary was happy to report that there 
were no India/Pakistan fireworks at this year's SAARC summit. 
He credited this to the over three years of bilateral dialog 

that have taken place, stating that \"SAARC is no longer the 
main show,\" and Pakistan no longer feels a need to posture at 
the summits. Menon confirmed that the Indian and Pakistani 
Foreign Secretaries will hold talks on the Siachen Glacier. 
While Islamabad has not told India directly, it has 
acknowledged indirectly by accepting SAARC\'s proposal for a 
multi-mode transport study that there is a need for \"trade 

and transit\" between Afghanistan and other countries, 
implying that it will allow India/Afghanistan trade to 

proceed through Pakistan at some undetermined point. 


Prospects for Genuine Regional Cooperation 
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7. (C) Foreign Secretary Menon confirmed that the SAARC 
countries are ready to cooperate on multilateral projects 
involving water, energy, flood control and the environment, 
and plan to put together specific proposals for the World 
Bank and other multilateral agencies that would involve 
cooperation between three or four countries on specific 
projects. Assistant Secretary Boucher replied that he sensed 
during the summit that the smaller South Asian countries are 
feeling a reflected pride in the rapid economic development 
of India and its increasing international importance, and had 
determined that this would given them greater status. 


Iran - The Uninvited Guest 


8. (C) Assistant Secretary Boucher expressed US displeasure 
regarding Iran\'s acceptance at the SAARC summit as an 
observer for next year, saying \"| wish you had not invited 
them.\" Menon replied that Iran was not at the summit at 
India\'s request, but had made its own approach to the 
organization requesting observer status. He maintained that 

he chaired the meeting that addressed the issue, and provided 
three minutes for any SAARC member to raise an objection, but 
was greeted with nothing but silence during the meeting when 
the request came up. 


9. (C) When asked about the recently presented demarche 
regarding the activities of Iran\'s Bank Sepah (reftels), 

Menon replied that this bank has no branches in India and 
conducts no activities in the country and provided assurances 
that the Indian government has already taken steps to make 
sure that it cannot operate. India will soon provide a 

formal notification that it is in full compliance with UNSCR 
1747, he concluded. 


Comment 


10. (C) The Foreign Secretary went out of his way to 
emphasize areas of agreement between India and the U.S. on 
South Asian regional issues. He indicated that New Delhi is 
genuinely interested in working with Washington on the issues 
and was comfortable with US positions. It is also evident 

that SAARC is much less contentious than it used to be and 
that that smaller South Asian countries are more comfortable 
with India\'s strong influence in the region, especially in 

the economic arena, where trade with India is looking 
increasingly attractive. 
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11. (U) Assistant Secretary Boucher has cleared this 
message. 


12. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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SENSITIVE 

SIPDIS 

DOD FOR APSA SOUTH SOUTHEAST ASIA 

E.O. 12958: N/A 

TAGS: OTRA, PREL, JA 

SUBJECT: COUNTRY CLEARANCE FOR PROFESSOR JAMES CLAD 
REF: SECDEF 092002Z APR 07 


1. (U) Embassy welcomes and grants country clearance for the 
April 13-17, 2007 visit to Japan by Professor Clad. 


2. (U) Control Officer for your visit is Political-Military 
Officer Chris Gunning. He can be reached at: 


Embassy Main: (81-3)3224-5000 (Operational 24/7) 
Office phone: (81-3)3224-5342 

Home phone: (81-3)3224-6910 

Mobile phone: 81-80-5479-4214 

Fax: (81-3)3224-5322 

E-mail: GunningCJ2@state.gov (unclassified) 


3. (U) Embassy understands that Professor Clad has made his 
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own hotel reservations at the Hotel Okura. 


4. (U) Professor Cladd should take the airport \"limousine\" 
bus directly to the Hotel Okura or the Narita Express (NEX) 
train to Tokyo Station and then a taxi to the hotel. The 
limousine bus counter is located in the Tokyo Narita Airport 
Arrival lobby. Look for the orange signs as you walk through 
the doors from the customs area to the main lobby. The bus 
fare is 3,000 Yen. The NEX train is located in the basement 
of the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports must 
have a Japanese visa to enter Japan. Travelers on a U.S. 
tourist (blue cover) passport may enter Japan as a tourist 
without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: Absolutely 

no personal, non-government owned laptop computers may enter 
the Embassy. Absolutely no laptop, even government owned, 
may be connected to the Embassy network in any way. TDY 
employees are reminded that no government owned laptops may 
enter the Embassy without prior RSO approval. Absolutely no 
laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 
If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
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reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 

8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 
the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

DONOVAN 
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SIPDIS 
SIPDIS 
SENSITIVE BUT UNCLASSIFIED 


E.O. 12958: N/A 
TAGS: ECON, EFIN, IZ 
SUBJECT: BUDGET PROCESS FOR SULAIMANIYAH PROVINCE, IRAQI KURDISTAN 


This is a Kurdistan Regional Reconstruction Team (RRT) cable. 


1. (SBU) SUMMARY. Local officials face a complex environment for 
budget execution in the Kurdistan Region. Project funding is 
through one of two Ministries of Finance, depending on the project 
location. The Ministry of Finance for Sulaimaniyah Province, 
Patriotic Union of Kurdistan (PUK) feels it is not getting its fair 

share of the KRG investment budget. It complains of delays in 
receiving partial budget allocations from the central government in 
Baghdad, which sends it to the province via the KRG in Erbil. Erbil 
Province is controlled by the Kurdistan Democratic Party (KDP). The 
PUK-led Ministry of Finance in Sulaimaniyah notes it has a back-log 
of projects waiting for funding. END SUMMARY. 


2. (SBU) On April 8, RRT Off met with Maleha Rasul Khider, the 
Director General (DG) for Sulaimaniyah Province General Directorate 
of Financial Affairs, Ministry of Finance. 


3. (U) By way of background, the Kurdistan Regional Government 
(KRG) has two ministries of finance, one for the PUK responsible for 
Sulaimaniyah Province and another for the KDP, covering Dohuk and 
Erbil Provinces. For project funds, all provincial ministries - 

some unified others are separated PUK and KDP - have to work with 
the finance ministry of the province in which the project is 

located. This situation can be complex because neither party 
controls completely the province in which it is dominant. For 
instance, Taq Taq city is located in Erbil province but is 

controlled by the PUK for its administration, budget, and security. 
Therefore, projects for Taq Taq are budgeted and managed through the 
Ministry of Finance in Sulaimaniyah (PUK) not Erbil Province (KDP). 


THE PROVINCIAL BUDGET 


4. (SBU) The DG told RRT Off that the 2007 KRG budget was approved 
in March by the central government in Baghdad. The Ministry of 
Finance in Sulaimaniyah Province received 50 percent of the 2007 
general expense budget allocated for Sulaimaniyah Province for the 
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first quarter of 2007. This amount is about 55 million dollars and 
will only cover running costs and administrative expenses, to 
include salaries. She said Sulaimaniyah Province is going on the 
assumption that it will not receive additional funds under the 2007 
budget. 


THE INVESTMENT BUDGET 


5. (SBU) When asked if Sulaimaniyah Province received the proper 
amount of the 2007 investment budget to initiate services, the DG 
replied that 10 percent of the budget that had been allocated for 
investments for Sulaimaniyah Province had been received by the KRG 
in Erbil but the province had not yet received the money. 


6. (SBU) The DG expressed her frustration over the lack of money 
for funding projects in Sulaimaniyah Province. There is a build-up 
of unfunded local projects of the provincial development program 
that dates back to 2003 and which coincides with the start of US 
reconstruction and capacity-building efforts in Iraq. Local 

officials would like the full amount of the 2007 investment budget 
for the first quarter to cover the provincial development program. 


FISCAL RELATION WITH THE CENTRAL GOVERNMENT 


7. (SBU) The DG stated that the proposed budget for Sulaimaniyah 
Province is sent to the seat of the KRG in Erbil. The KRG then 
forwards it to the central government for approval. The central 
government releases the budget to the KRG in Erbil which then 
transfers the portion allocated to Sulaimaniyah Province to the 
branch office of the Central Bank of Iraq (CBI) for disbursement. 
Although the central government forwards to the KRG in Erbil one 
sum, the DG noted the central government considers the KRG as three 
distinct provinces each having a budget amount. There are no direct 
budget transfers from the central authorities to the provinces. 

(Note: Emboffs have been told separately that the regional KRG 
government finds it politically useful to blame the central 

government for not funding provincial requests, whether or not these 
requests are in line with revenue projections. End note.) 
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SIPDIS 
SIPDIS 
FOR ISN/WMDT AND FOR T/KATSAPIS 


E.O. 12958: DECL: 04/11/2017 

TAGS: PTER, KNNP, MCAP, PARM, PREL, ID 

SUBJECT: GLOBAL INITIATIVE TO COMBAT NUCLEAR TERRORISM: 
FOLLOW UP AND MIAMI CONFERENCE 


REF: A. STATE 26678 


B. JAKARTA 735 
C. STATE 115378 


Classified By: Political Counselor Marc Desjardins, for reasons 1.4 (b, 
d). 


1. (C) We followed up on ref c demarche (reported ref b) ina 
meeting with Carolina Tinangon in the Department of Foreign 
Affair\'s Directorate for International Security and 

Disarmament on April 11. Noting preparations were underway 
for a conference on the Global Initiative to Combat Nuclear 
Terrorism for law enforcement experts, hosted by the Federal 
Bureau of Investigation on June 11-15 in Miami (ref a), we 

asked whether the GOI had decided to endorse the GI Statement 
of Principles, a condition for participation in the 

conference. 


2. (C) Tinangon replied that the GOI had not reached such a 
decision and said the decision-making process would take at 
least several months, meaning that a decision would not occur 
in time for Indonesia to attend the conference. It was not 

at all certain, she added, that GOI would decide to endorse 
the initiative, as its objectives and membership seemed very 
similar to that of the Proliferation Security Initiative 

(PSI). We responded that, despite the similarities and U.S. 
support for both, the initiatives were separate and should be 
considered on their own merits. We encouraged the GOI to 
identify specific questions regarding either program so that 
we could address GOI concerns. 

HEFFERN 
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SIPDIS 
SIPDIS 
DEPT FOR ISN/CPI 


E.O. 12958: N/A 

TAGS: PREL, UNGA, IR, MY 

SUBJECT: DEMARCHE ON DESIGNATION OF IRAN\'S DEFENSE 
INDUSTRIES ORGANIZATION 


REF: STATE 40909 


We delivered reftel demarche to Bala Chandran Tharman, 
Principal Assistant Secretary, Multilateral Political 

Division in the Malaysian Foreign Ministry on April 11. He 

had no specific comment but offered assurances he would look 
into the matter. 

LAFLEUR 
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TAGS: SOCI, KISL, PHUM, SMIG, IT 
SUBJECT: MUSLIM OUTREACH STRATEGY - THE NEXT LEVEL 


Column 3 


MILAN 00000095 001.2 OF 003 


This cable is Sensitive But Unclassified, and is not for 
internet distribution. 


1. (SBU) Summary. Italy represents an opportunity for U.S. 
interests in promoting the integration of moderate Muslims in 
a Western European democracy. The level of immigration, 
particularly Muslim immigration, has risen steeply in recent 
years, and both Italy and resident Muslims are still evolving 
their relationship. That evolution gives us an opportunity 

to facilitate a positive integration that promotes a shared 
sense of citizenship while maintaining and respecting 
different religious traditions. We share our experience also 
because there may be common areas of approach useful at other 
EUR posts. End summary. 


2. (SBU) Most of Italy\'s Muslims reside in the north, where 
most of the job opportunities exist. ConGen Milan has been 
evolving our outreach program to moderate Muslims, proceeding 
from the getting-to-know-you stage. In two years of meeting 

and engaging moderate Muslims in Northern Italy, ConGen Milan 
has moved to the next stage of promoting multi-faith/cultural 
integration. Meeting Muslims is not the goal in this 

process, but only the starting point. We are continuing to 
expand our understanding of the moderate Muslim communities 
throughout the North, and building positive relationships 

with these diverse communities. We are also building 

relations with active NGOs and local government officials, to 

get a well-rounded understanding of the situation in Italy 

for Muslims. We are taking advantage of the opportunity to 
serve as a bridge between Italians and Muslim immigrants and 
have a positive impact. 


3. (SBU) Italy has traditionally been an exporter of people, 

but today Italy is a receiver of immigrants, and the country 

is having trouble grappling with this new role. Certain 
integration issues, such as schools (both approving Muslim 
schools and integrating immigrants into Italian schools) and 
the establishment of mosques and construction of minarets, 
have proven difficult in some communities. ConGen Milan 
deepened its interactions with Muslim contacts and encourage 
their integration into Italian society through a series of 

events designed to put Italians civilians and officials 

directly in contact with their Muslim neighbors. We provide 
venues for Muslims and Italians to exchange perspectives. We 
are also seeking to help Muslim leaders be more effective 
advocates for their community with local Italian officials. 
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4. (SBU) We are combining focus on our economic strategic 
goals to encourage activities on the part of private sector 
and local government that give opportunity to develop a 
well-integrated, economically prosperous community among 
immigrant Muslims. Improving economic opportunity is good 
for the local economy and our overall partnership with Italy, 
and good for the immigrants. 


5. (SBU) Combined with increased understanding of moderate 
Muslim traditions, this economic integration will help ensure 
the immigrant communities will not become recruiting grounds 
for radical groups in the future. As part of this effort, 
Consulate officials met with many Muslims in ten cities 
throughout Northern Italy over the past six months. In every 
city, we also met with local officials and usually with 

active NGOs. Note: While the majority of Muslims in Italy 
are originally from other countries, there is a small 

community of Italian converts. Many of their interests 

overlap with goals of immigrant Muslims, in promoting 
acceptance of a minority religion/culture relatively new to 

Italy. End note. 


6. (SBU) After making contact with Muslims, we began to 
facilitate contacts between them and local officials, 
businesspeople, and other Italians. We sent young Muslims on 
IV and VolVis programs to the United States in both 

multi-faith and Muslim groups, and provided fora to report on 
their American experience of integration with Italian 

civilians and local government officials. We also introduced 
Muslims to other Muslims and encouraged more intra-community 
communications and cooperation. We inspired some of our 
Muslim contacts to host their own inter-cultural events, and 

we have been asked to host more public get-togethers, focused 
on specific issues of interest, such as starting a new 

business. After helping these groups make connections, we 
found that sometimes it was still necessary for us to 
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actively advocate on their behalf, usually because a 
government process has frustrated them and is not 
transparent. We have had success with this advocacy and the 
fact that we raise the issue of integration is significant 

with local officials. 


7. (SBU) We will continue to work with our Muslim contacts 

to help them become the leaders that are necessary to make a 
difference. We will continue to facilitate cross-cultural 

contacts that promote shared goals and promote integration. 
To achieve this, we have developed six goals for our future 
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Muslim Outreach program: 


A) Provide more opportunities in a neutral environment for 
Muslims to explain their situations and help us and Italians 
understand their issues. 


Example: We hosted a tea with Muslim women in an attempt to 
understand their problems and issues. They told us about 

their problems with schools and teachers and how they really 
feel about always being asked about the veil. We found that 

an all-women discussion produced a livelier discussion than 

had been the case in mixed groups. And we inspired the women 
to host their own outreach, inviting local government 

officials and other Italians. 


B) Provide more fora for Muslims to meet regular, average 
Italians who may not have ever met a Muslim. 


Examples: We have invited regular Italians to our Iftar 
dinners and to attend a concert performed by Kantara, a group 
of Muslim-Tunisian and American musicians. We have also 
involved Muslims in our regular economic-focused Partnership 
for Growth events. 


C) Introduce Muslims to more local officials and NGOs who 
might help them accomplish community integration goals. 


Example: Upon the return of two groups of travelers, five 
Voluntary Visitors and two inter-faith International 

Visitors, we hosted lunches and invited city officials so the 
travelers could discuss their findings and conclusions. We 
included representatives of NGOs, often affiliated with the 
Catholic Church, active in various forms of immigrant 
integration. The participants all exchanged business cards 
and the Muslims now have new contacts within the cities. 


D) Work with Muslim communities to help establish outreach 
strategies, in order to break the negative news cycle in 
which these communities often find themselves. 


Example: After consulting with us, a local Muslim women\'s 
group arranged a seminar for \"those who are more used to 
talking to us than to listening,\" which was hosted by an NGO 
group they met through one of our previous events! 


E) Introduce Muslim immigrants to bankers and financial 
players who might show them the way to start businesses, as 
economic success helps tremendously in integration, and is 
also one of our general goals for Italy. We will continue to 
engage Muslim entrepreneurs in Partnership for Growth 
programming. 
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Example: We hosted a meeting with immigrant entrepreneurs to 
try to understand the obstacles facing an immigrant who wants 
to start a business. We learned about what worked and what 
doesn\'t. Armed with this information, we are planning a 

lunch with bankers and Muslim leaders and businesses. 


F) Advocate on behalf of Muslims with our contacts, 
especially government officials, as we determine appropriate 
issues (e.g., multi-cultural schools and mosque/minaret 
issues). 


Examples: When the city of Milan closed an Italian-Egyptian 
Muslim school, the school did everything they could to 
re-open, but were running into a brick wall. After one 
meeting with the responsible official to express our interest 
and inquire about the \"lack of transparency,\" the school was 
finally re-opened. We also met with city officials to 

express our interest in the case of a request for approval of 
a mosque that has been pending for years. The official took 
our inquiry very seriously and promised to get back to us 
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shortly. We find out about partners in the push for 
integration. In the case of the request for a mosque, the 
local Jewish community had also advocated on behalf of their 
Muslim friends with city officials. 


Conclusion 


8. (SBU) ConGen Milan\'s program has been positively received 
by our Muslim contacts, and appreciated by Italian officials 
eager to make links in the Muslim communities. Muslims have 
expressed deep appreciation not only for listening to them, 

but also for putting them in contact with officials and 
businesspeople, for advising them on public outreach, and for 
advocating for them. Italian officials, NGOs, and academics 
appreciate our facilitative powers to promote integration and 
mutual understanding. To illustrate our success, one of our 
young Muslim contacts was invited by Minister of Interior 

Amato to serve as a consultant to the government on 

integration issues, and in he told the MOI that ConGen 

Milan\'s approach to Muslim Outreach should serve as a \"model\" 
for the GOI. We will continue to work with the rest of the 

posts in Italy to engage moderate Muslims and do our part to 
assist the GOI in integration issues. 

GRAZE 
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Classified By: AMBASSADOR CHARLES RIES. REASON: 1.4 (B) AND (D). 


1. (C) SUMMARY: Kurt: Welcome to Athens! Your expertise 
on NATO/EU issues will send an important message to GOG 
officials: that we see Greece as a productive partner on 

such key issues as Afghanistan, Kosovo, Balkans development, 
and a stable Middle East. Greece\'s reflexive 
anti-Americanism makes it NATO-skeptic, and public wariness 
can have political impact (as the recent dust-up over NATO 
exercises in the Aegean showed). While we have worked well 
with the center-right New Democracy government since it took 
office in 2004, elections are due by March 2008 (and 

generally expected earlier). Pre-election campaigning is 
increasing, making it harder for the GOG to tackle the tough 
stuff: lifting Afghanistan troop caveats, showing 

flexibility on Kosovo, and sticking to its 1995 agreement 
regarding Macedonia\'s entry into Euro-Atlantic institutions. 
Unlike some other EU countries, Greek focus on the 
environment is minimal, and viewed largely in terms of its 
potential contribution to alternative energy production. For 
both the GOG and the public, the key bilateral issue is 
Greece\'s participation in the Visa Waiver Program. In your 
meetings, you can expect GOG officials to make their best 
case; you can help by clarifying the bureaucratic obstacles 
involved. 


END SUMMARY. 

STRENGTHENING NATO COOPERATION ... 

2. (C) There is no NATO ally whose public is as wary of 
NATO as here in Greece. The recent incident involving a 


cancelled exercise over the Aegean island of Agios Efstratios 
was interpreted here as an example of NATO neutrality tilting 
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in Turkey\'s direction. Greek policymakers stated flatly that 
the public needed, \"for once,\" to get NATO support on record. 
Greek NATO-skepticism impacts heavily on what the GOG is 
willing to contribute to Alliance initiatives. In 

Afghanistan, Greece has ponied up an engineering and a 
medical unit -- but with caveats on the ability of these 

troops to operate outside of Kabul. At the NATO Council in 
late January, Greece pledged an additional 500,000 Euros to 
assist the Hungarian-led PRT, but expects to offer only a 
couple of civilian personnel (if that). 


3. (C) Greece\'s commitment to NATO transformation goals is 
hampered by its overwhelming focus on the perceived 
territorial threat from Turkey. That threat remains the 

guiding principle for Greek arms procurements, troop levels, 
and commitments to international peacekeeping efforts. The 
GOG has already indicated that it has about reached its 
contribution limit. And Greek wariness of fellow ally Turkey 
surfaced again during our negotiations over the transfer of 
unused CFE entitlements, though the result was ultimately 
positive. 


WHILE ADVANCING PROGRESS ON REGIONAL ISSUES: KOSOVO... 


4. (C) Greece is a major investor in the Balkans, and 

stability there is a key concern. On Kosovo, they are 

anxious about an early status settlement, they say before a 
Serbian government is formally in place, but we suspect the 
MFA seeks delay for its own sake. Greeks also talk in favor 

of further changes to the Ahtisaari plan protect the Kosovar 
Serbian population and its cultural heritage -- which they 

say they hope would make the settlement more acceptable to 
the GOS. We expect they are making these points firmly in EU 
consultations. However, they have told us they will align 
themselves with eventual EU consensus. We have underscored 
that stability in Kosovo and the region is more threatened by 
the absence of a settlement than it is by Ahtisaari\'s 

proposals. And some businessmen seem to have grasped the 
opportunity; we understand that the MFA soon may sponsor a 
visit to Pristina by potential Greek investors. 


... MACEDONIA... 


5. (C) Such investment has made Greece the biggest foreign 
investor in neighboring Macedonia, despite their bilateral 

dispute over the country\'s name. GOG officials have recently 
begun to qualify their stated adherence to the 1995 Interim 
Agreement allowing Macedonia to join NATO/EU as FYROM; they 
now emphasize possible objections from the Greek Parliament 

to ratification for Macedonia\'s membership under the name of 
FYROM. Some GOG officials, including PM advisor Bitsios and 
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Deputy FM Valinakis, have suggested postponing Macedonia\'s 
NATO entry until the name issue is resolved. The atmosphere 
has not been helped by provocative moves by the Macedonians, 
such as re-naming Skopje Airport as \"Alexander the Great.\" 
Allin all, progress on the name issue will be next to 

impossible in this Greek election year, and if the election 

takes place in October, it would leave little time for 

resolution before NATO\'s Summit in April 2008. We have 
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pointed out that for us Macedonia\'s membership depends on its 
ability to meet NATO criteria -- and not on its bilateral 

agenda with Greece. At the same time, we support resolution 
of this issue via the existing UN mediation process. 


... TURKEY 


6. (C) The Karamanlis government has steadfastly supported 
Turkey\'s EU candidacy. That policy, at least, has bipartisan 
support from PASOK, which originated it. December\'s GAC 
barely kept Turkey\'s candidacy on track despite the failure 

of the Finns to find a compromise on the trade issue. With 
pre-election posturing rising in Turkey, Greece, and Cyprus, 
the Turks are suddenly walking away from the UN\'s \"July 8\" 
Cyprus process and the Greeks expect more trouble in the 
Aegean. The GOG will be under the usual pressure to support 
Cyprus, particularly over oil drilling leases. Cyprus is a 

\"third rail\" which has burned many a politician here, and 

with New Democracy down in the polls, Karamanlis will be 
loathe to risk electrocution. 


ENVIRONMENT/ENERGY 


7. (C) Greek \"green awareness\" is relatively low. It 
surfaces periodically, as during recent debate over the lack 
of landfill for local garbage or opposition to GMO\'s in the 
countryside. However, many see the potential for this 
country to develop \"clean energy\" alternatives, such as solar 
and wind power. This is a natural area for development, 
particularly for energy-starved islands and agricultural 
areas. U.S. investors are interested in getting involved, 
provided there is a decent regulatory environment and they 
get a fair shake from an otherwise oligopolistic business 
structure. Emphasizing the U.S. record on clean air and the 
environment can help counter the erroneous belief that U.S. 
abstention from Kyoto means the U.S. is pro-pollution. 


8. (C) We continue to stress the importance of energy 
diversity with the GOG. During his recent visit, DAS Bryza 
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focused on GOG concerns as to whether Azerbaijan is fully 
committed -- and able -- to supply the natural gas 
interconnector currently under construction with Turkey and 
slated to run through Greece to Italy (TGI). GOG nervousness 
is understandable; it relies on Russia for its own 

(admittedly now small) natural gas needs in the short-medium 
term. Russia is also their partner (with Bulgaria) in the 
Burgas-Alexandropouli pipeline venture. The GOG will look 
for reassurance that we appreciate their commitment to energy 
diversification, as well as a commitment from us to press the 
Azeris to come through. 


GEORGIA 


9.(C) The small Greek minority in Georgia means the 

situation there receives more attention by the GOG than it 
otherwise would. Recently, however, Greece blocked agreement 
in the PSC to expand the EU Special Representative\'s mandate 
as well as other initiatives. They also opposed the Special 
Representative\'s recent recommendations. Some of this may be 
directly attributed to domestic politics (balancing, in 

advance of a Putin visit, a perceived pro-U.S. stance on 

missile defense). However, the GOG is also likely concerned 
about setting precedents that could be applied on Cyprus. In 
your discussions with MFA officials, it would be useful to 

stress the importance of keeping the international community 
united, particularly given the GOG interest in stability 

there. 


FOR GREEKS, THE ISSUE IS VWP 


8. (C) For Greece, their major bilateral objective is 

securing participation in the Visa Waiver Program. Greece is 
the only one of the original EU 15 not participating in VWP. 
The Attorney General approved Greece for inclusion in May 
1999, subject to Greece\'s completing reforms of its passport 
security and accountability procedures. However, Greece 
failed to meet the passport deadline and no new countries 
have been admitted since 9/11. In December and January, 
State and DHS took the first steps to evaluate Greece\'s 
candidacy, but DHS has since pulled back. Greece fully meets 
the \"economic/immigration\" criteria, with low visa refusal 
and overstay rates. During her recent visit to Washington, 
FM Bakoyannis placed this at the top of her \"to do\" list. We 
are quietly trying to temper their expectations, particularly 

on timing, but if we were able to move on VWP, it would help 
a lot in moving Greece on our own agenda items. 


9. (C) The January 12 RPG attack on the Embassy 
demonstrated that Greece still has to work -- hard -- on 
countering domestic terrorism. While the GOG\'s immediate 
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response was immediate and cooperation has been excellent, 
there is no arrest (or prosecution) in sight. We continue to 
reiterate the importance of demonstrable progress to all GOG 
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officials, and hope you will do the same. 
RIES 
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Summary 


1. (SBU) On April 6, Deputy Prime Minister and Foreign Minister Pham 
Gia Khiem and National Assembly Vice Chairman Nguyen Van Yeu 
separately told Codel Ortiz that U.S.-Vietnam relations are growing 
across the board and are bound to expand more in the coming years. 
Both leaders cited recent landmarks in the evolving relationship, 

such as Vietnam\'s accession to the WTO and the exchange of 
high-level visits, and appealed for \"more discussion\" to narrow 
differences on contentious issues such as trade and human rights. 
DPM/FM Khiem noted that defense cooperation is developing well in 
the areas of counterterrorism, the search for MIAs and military 
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equipment sales. The Codel said the USG is committed to stronger 
relations with Vietnam. 


2. (SBU) The previous day\'s incident at the Ambassador\'s residence, 
in which security officers physically prevented the family members 

of political activists to enter (reftel), was raised in both 

meetings, with Codel member Loretta Sanchez telling her hosts that 
she will inform her constituents that Vietnam is \"going backwards\" 

in the area of hman rights. The Ambassador informed DPM/FM Khiem 
that the incident \"did not reflect well on our reationship.\" He 

added that much work needs to bedone, through such venues as the 
Human Rights Dilogue, to improve understanding. End Summary. 


DM/FM Pham Gia Khiem 


3. SBU) During his meeting with the Codel (full delegtion list in 
paragraph 16), DPM/FM Khiem focusedhis remarks on his March visit 
to the United Staes and the \"expansion and increasing 
effectivenes\" of our bilateral relations. Highlights of his tip 

were the signing of key agreements on nonprolferation and maritime 
trade, discussions in prepration for President Nguyen Minh Triet\'s 
own vist to the United States later this year and the DPM/M\'s 
delivery of a letter from Prime Minister Nguen Tan Dzung to the 
President requesting expandig bilateral education assistance. 
High-level vists between the United States and Vietnam are on th 
rise, and the DPM/FM discussed his desire for evn more delegations 
to visit the United States an Vietnam. Furthermore, security and 
other coopeation is developing well in the areas of 

countererrorism, the search for MIAs and military equipmet sales, 
said DPM Khiem. 


4. (SBU) Chairman Ortz said he will work to strengthen the bond 
betwen the United States and Vietnam. \"While we learn s we move 
along, more things unite our governmens than divide us.\" There 
have been advances in ivil rights and religious activities in 

Vietnam, nd there have been many positive changes since hisfirst 
visit in 1983. Rep. Wilson praised Vietna\'s dynamic economy and, 
citing DPM/FM Khiem\'s coments about military relations, recalled 
that tw Vietnamese officers willsoon graduate from their 

DOD-funded English-langage program in the United States, providing 
the roundwork for further cooperation in the future. Wile 
acknowledging that we have concerns, Rep. Bodallo also commented on 
the many changes she hasseen in Vietnam over the past 25 years. 
Overall,relations between the countries are improving, shesaid, 

and the more we \"sit together and discuss cncerns, the better 
friends we will become.\" 


5 (SBU) Rep. Sanchez thanked the DPM for being alloed to visit 
after not having been able to receiv a visa for almost five years. 
She observed that when she came in 2000, she was allowed to move 
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around the country, meeting with political dissidents and human 

rights advocates. Since that time, most of these people have been 
jailed, and her request to visit some of them in prison (Note: NED 
Fellow Le Quoc Quan) was denied. Furthermore, the incident the day 
before was \"disheartening,\" the Congresswoman said. When she 
returns to Washington, she will report what she saw -- that Vietnam 

is going backwards in the area of human rights. Congresswoman 
Sanchez expressed hope that the GVN will begin to understand the 
importance of basic human rights for the Vietnamese people. 


6. (SBU) DPM Khiem responded that he \"shares Sanchez\'s view about 
human rights,\" but further stated that each country has different 
conditions and laws adopted based on the consensus of the majority. 
Only those who break the law are tried. He agreed with the need for 
more discussion, mentioning his meetings on the Hill during his trip 

and the upcoming bilateral Human Rights Dialogue. 


7. (SBU) The Ambassador agreed with Rep. Sanchez regarding the 
growing concern about human rights in Vietnam. Referring to the 
incident at his residence, he said it was an \"ugly scene\" such as he 
had never witnessed in Vietnam. \"It did not reflect well on our 
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relationship,\" he emphasized. 


NA Vice Chairman Yeu 


8. (SBU) At a separate meeting at the National Assembly (NA), Vice 
Chairman Nguyen Van Yeu concentrated his remarks on the positive 
trends in U.S.-Vietnam relations. He cited the Codel\'s visit to the 
National Assembly as \"one more landmark\" in the evolving 
relationship, and relayed that he hopes more exchanges between 
legislators from the two countries take place. 


9. (SBU) In continuing down the renewal (\"doi moi\") path, the GVN is 
always looking to expand relations with other countries, Yeu 
continued. Vietnam\'s accession to the WTO, growing U.S.-Vietnam 
trade and the exchange of high-level visits are proof that 
U.S.-Vietnam ties are strong and destined to get stronger. Yeu 
thanked Codel members for U.S. assistance to fight avian influenza 
and HIV/AIDS and said \"it is good to see\" cooperation between our 
two countries in defense and security. It is now \"normal\" to see 

U.S. naval ships calling on Vietnam\'s ports, he remarked. 


10. (SBU) In the context of sound relations, certain issues remain, 
meaning that more dialogue is needed, the Vice Chairman continued. 
He cited \"basa\" fish and human rights issues as areas in which more 
discussion should take place. The NA pays a lot of attention to the 
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issue of Intellectual Property Rights because Vietnam understands it 
is in its benefit to do so. \"We strive for cooperation on this 

issue with other countries, including the United States,\" Yeu 
asserted. 


11. (SBU) Rep. Wilson told Yeu and the other NA officials that the 
Vietnamese Embassy and NA staff in Washington have impressed him 
with their professionalism and dedication to the U.S.-Vietnam 
relationship. He thanked meeting participants for their efforts to 
expand trade and push finding those unaccounted for from the Vietnam 
War. Vietnam has achieved a great deal economically in such a short 
time, and Rep. Wilson urged the NA to send more delegations to 
Washington to further improve relations. Rep. Bordallo added 
applauded the GVN leadership for its accomplishments in bettering 

the lives of Vietnam\'s citizens. 


12. (SBU) Rep. Sanchez thanked the GVN for granting her a visa and 
expressed gratitude that the GVN kept its promise to let her in the 
country. However, the incident at the Ambassador\'s residence was 
saddening and does not conform to a government that says it respects 
its citizens, she said. The Congresswoman requested that she be 
allowed to visit Le Quoc Quan in prison, noting that she has a 

special bond with him because she nominated him for a Reagan/Fascell 
fellowship at the National Endowment for Democracy. 


13. (SBU) Vice Chairman Yeu responded that the schedule of the visit 
had been set by both sides and, because it was \"tight\" already, her 
visit to the detention center could not occur. He hoped that her 

time in Hanoi had helped her to \"better understand\" Vietnam\'s 
situation. 


14. (SBU) The Ambassador cited the Codel\'s visit as an important 

step in the evolving U.S.-Vietnam relationship. The future is 

bright, \"but we need to work to improve understanding.\" The 
Ambassador said that he shared Rep. Sanchez\'s disappointment about 
the incident and in the GVN explanation that its actions were 

motivated by security concerns. The female guests \"in no way were 
threatening to anyone.\" 


15. (SBU) Chairman Ortiz pointed out that, after 200 years, the 

United States is still striving to perfect its own democracy. He 

said he understood Rep. Sanchez\'s concerns because she has many 
Vietnamese-Americans in her district. In the words of former 
President Johnson, it is time for the two sides to \"sit down and 
reason together,\" he said, and assured Vietnamese participants in 
the meeting that the USG wants to \"work with the GVN.\" Even 
marriages require a lot of hard work to overcome difficulties, the 
Chairman stated. 


16. (U) The Codel had four members: Chairman Solomon Ortiz (D-TX), 
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Rep. Loretta Sanchez (D-CA), Rep. Madeleine Bordallo (D-GU) and Rep. 
Joe Wilson (R-SC). 


17. (U) Codel Ortiz cleared this message. 
MARINE 
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REF: USDOC 2565 


1. Embassy Ankara grants country clearance to Ms. Rossitza 
Petrov and Mr. Brian O\'Brien who will travel to Ankara to 
provide an \"Internal Control Program (ICP)\" Instructor 
Training workshop to Government of Turkey officials from 
April 30 to May 3, 2007. 


2. Embassy Control Officer is Kevin Lyon who can be contacted 
via the IVG 295-2524 or Commercial (90)(312)455-5555 ext.2524 
or through Embassy switchboard ext 0. 


3. Local contact and lodging arrangements will be 
sent/confirmed via separate communication. 


4. Visas: All Americans entering Turkey must have a valid 
visa. Travelers without a visa can obtain a visa (valid for 
one entry for three months at ports of entry upon payment of 
a USD 20 fee payable in cash). There is no fee for official 
travel if the visa is obtained outside of Turkey. 
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5. Health Safety: Information on vaccinations and other 
health precautions can be obtained from the Center for 
Disease Control and Prevention. The hotline for 
international travelers (tel: 1- 877-394-8747), fax: 
1-800-cdc-fax(1-800-232-3299), or via their internet site at: 
HTTP://WWW.CSC.GO. 


6. Security Assessment: In light of ongoing military 

operations in Iraq and continued operations in support of the 
war on terrorism, there remains the potential for both 
transnational and indigenous terrorist groups with 

anti-Western sympathies, to include Kongra Gel (formerly 

PKK), Revolutionary People\'s Liberation/Front (DHKP/C), 
Marxist-Leninist Communist Party (MLKP) Turkish Communist 
Party/Marxist Leninist (TKP/ML), Turkish Workers and Peasants 
Revolutionary Army (TIKKO) and Islamic Greater Eastern 
Raiders/Front (IBDA/C) continue to operate in Turkey. 


Attacks over the last few years, attributed to these groups, 
have occurred in the Aegean and Mediterranean coastal resort 
areas, as well as in Istanbul. In Istanbul, most of the 

attacks, generally small-scale bombings, have occurred in 
neighborhoods not generally frequented by official Americans 
or tourists. Also in 2005 and 2006 public buses have been 

set on fire, with the most recent incident resulting in three 
deaths. Thus far, these attacks on buses also have taken 
place in areas of Istanbul distant from official American or 
tourist destinations. 


The Kurdish Freedom Falcons (TAK), a group ostensibly aligned 
with the PKK terrorists, claimed responsibility for many of 

the incidents noted above, and in April 2006 this group 

issued a statement renewing a threat to target Turkey,s 

tourism industry. The most recent incidents claimed by this 
group occurred in summer 2006 and included explosions in the 
town of Manavgat (Antalya Province), Marmaris, and in the 

city of Antalya. Both Turkish and foreign citizens were 

injured and killed. 


Violent demonstrations have occurred throughout Turkey, the 
most recent in Istanbul and in several cities in Southeastern 
Turkey. Just as with members of Mission Turkey, USG visitors 
are required to obtain RSO Ankara and DCM approval for travel 
to the Southeast 


Al-QaVida threats to target U.S. facilities in Turkey have 

been public knowledge for some time. On November 15. 2003, 
two synagogues in Istanbul were the targets of suicide truck 
bombs. On November 20, 2003, the British Consulate General 
and the London based HSBC Bank in Istanbul were struck by 
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powerful explosions, killing dozens and wounding hundreds. 
Though prosecutions of those responsible are still ongoing, 
indications are that the Al-Qa,ida network supported the 
indigenous radical Islamic terrorist group responsible. The 
August 2005 discovery in Antalya of a potential plot against 
maritime interests and subsequent arrest of a Syrian 
Al-QaVida facilitator and planner further attest to the 
ongoing transnational threat. 


The incidence of crime, both violent and the more traditional 
tourists crimes (pick pocketing, purse-snatching, etc.), is 
relatively low throughout Turkey. However, over the last 
year, there has been a marked increase in the number of 
crimes reported to Consulate General Istanbul. Much of the 
crime is centered in the areas frequented by tourists, 


Consulate employees and official visitors. Visitors should 

be particularly attentive for pick pockets in and around the 
Sultanahmet, Taksim Square, and Istiklal Caddesi areas of 
Istanbul. Often pick pocketing is preceded by some sort of 
diversion, such as an argument or fight, or children asking 

to assist tourists, for example with their bags. If you 
encounter such activity, secure your wallet or purse and 
quickly leave the area. Another scam that is becoming more 
prevalent is that of a stranger approaching a visitor and 
striking up a conversation, which is continued inside a 
restaurant or club, at which point one is either drugged and 
robbed or presented with an enormous bill and intimidated 
into paying it. The security office encourages visitors to 
report any security incidents, including surveillance, to the 
RSO immediately. Useful security information about Turkey is 
available on the following websites. 


--Embassy Ankara: HTTP://WWW.USEMB-ANKARA.ORG.TR (Click on 
Security Matters) 


--Consulate General Istanbul: 
HTTP://WWW.USCONSULATE-ISTANBUL.ORG.TR 


7. For further information regarding travel in Turkey, 

consult the Consular information sheet. The Consular 
information sheet and public announcements are available on 
the internet at: HTTP://TRAVEL.STATE.GOV 


Other information is available on the following websites: 


--The State Department Consular Affairs (CA) website: 
HTTP://WWW.TRAVEL.STATE.GOV/TURKEY.HTML 


--Turkish Daily News (English Language Turkish newspaper): 
HTTP://WWW.TURKISHDAILYNEWS.COM 


Column 3 
--Turkish Ministry of Foreign Affairs: HTTP://WWW.MFA.GOV.TR 


--The Republic of Turkey Home Page: 
HTTP://WWW.TURKEY/INDEX.HTML 


--Weather for Turkey: 
HTTP://WWW.WUNDERGROUND.COM/GLOBAL/TU.HTML 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 
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1. (U) Embassy welcomes and grants country clearance for 
the April 12-13, 2007 visit to Japan by Dr. Victor Cha, 
Director for Asian Affairs. A notional schedule will follow 
separately. 


2. (U) Control Officer for the visit will be Keith Jordan. 
He can be reached at: 


Office phone: (81-3)3224-5343 

Home phone: (81-3)3224-6949 

Mobile phone: 81-90-7289-8815 

Fax: (81-3)3224-5322 

E-mail: jordankc@state.gov (unclassified) 
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3. (U) Tokyo hotel reservations have been made for the night 
of 12 April at: 


Hotel Okura 

2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 
Email: www.okura.com 


Confirmation number: 627068 


4. (U) Control Officer will meet and assist at the airport. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers ona 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) Cellphones and blackberries from the U.S. have been 
know to have problems working here in Japan. The Embassy\'s 
laptop policy is as follows: Absolutely no personal, 
non-government owned laptop computers may enter the Embassy. 
Absolutely no laptop, even government owned, may be connected 
to the Embassy network in any way. TDY employees are 
reminded that no government owned laptops may enter the 
Embassy without prior RSO approval. Absolutely no laptop, 

even government owned, inside CAA areas unless special 
pre-approval, based on business need, has been given. If you 
would like to bring a US government owned and provided laptop 
computer into the Embassy, please contact the RSO\'s office 
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prior to your visit for the briefing and approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
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authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

DONOVAN 
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INFO RUEHMO/AMEMBASSY MOSCOW PRIORITY 0382 
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SIPDIS 
SIPDIS 
STATE FOR EAP/MLS, ISN/WMDT, AND T--TIM KATSAPIS 


E.O. 12958: N/A 
TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, CB 
SUBJECT: CAMBODIAN DIP NOTE ON NUCLEAR TERRORISM INITIATIVE 


REF: A. STATE 21284 
B. PHNOM PENH 455 


1. On April 10, Embassy received the RGC diplomatic note 
dated April 4 indicating their desire to join the Global 
Initiative to Combat Nuclear Terrorism from the Ministry of 
Foreign Affairs and International Cooperation. Post has 
included the complete text below: 


BEGIN TEXT OF NOTE (As Written) 


The Ministry of Foreign Affairs and International Cooperation 
of the Kingdom of Cambodia presents its compliments to the 
Department of State of the United States of America and has 
the honor to inform the latter that the Royal Government of 
Cambodia has decided to endorse the Statement of Principles 
of the Global Initiative to Combat Nuclear Terrorism as 
adopted during the first meeting in Rabat, Morocco, on 
October 30-31, 2006. 


(complimentary close) 


END TEXT. 
MUSSOMELI 
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SIPDIS 
SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 
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SECDEF FOR JCS-J-5/JAPAN, 
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E.O. 12958: N/A 
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SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 04/1 1/07 


INDEX: 


(1) National referendum bill likely to clear Diet during current 
session; Government, ruling coalition confirm plan to pass 
legislation through Lower House on April 13 
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(2) Defense Ministry eyes \"logistics agency\" after disbanding DFAA 


(3) Interview with Syrian Foreign Minister Mualem: Syria hopes for 
expanded dialogue with US 


(4) Shiten (personal view) column: Thorough investigation necessary 
for settling comfort women issue 


(5) WTO talks: Japan alarmed about being left out of context; 
Government unable to make move on agriculture; Japan likely to be 
pressed to make concessions, if developing countries, US and EU 
reach agreement 


(6) Editorial -- An \"ice-thawing trip\" by Wen: Substance needed 
instead of language 


(7) Editorial: Japan must take strategic steps for bringing 
stability to lraq 


(8) Editorial: Measures to address global warming; World beginning 
to move forward 


ARTICLES: 


(1) National referendum bill likely to clear Diet during current 
session; Government, ruling coalition confirm plan to pass 
legislation through Lower House on April 13 


NIHON KEIZAI (Page 2) (Full) 
April 10, 2007 


With the end of the first half of the unified local elections, the 
government and ruling parties yesterday started the selection of 
priority bills that will be submitted to the current session of the 
Diet. The government and ruling coalition also confirmed that the 
Lower House Special Commission on the Constitution would adopt on 
April 12 a bill outlining procedures for amending the Constitution 
and pass it through the Lower House on April 13. As it stands, 
chances are that the legislation will clear the Diet during the 
ongoing session. They plan to set up a special committee in the 
Lower House to deliberate a set of three bills on education reform 
and to speed up deliberations in the committee next week or later. 


In a meeting yesterday of the government and ruling camp, Liberal 
Democratic Party (LDP) Diet Affairs Committee Chairman Toshihiro 
Nikai explained the procedure of taking a vote on the national 
referendum bill, saying: 


\"We will reach a crucial point this week. Since we spent enough time 
for deliberations on the national referendum bill, we are now ready 


Column 3 

to put the bill to a vote. More than 540 hours has been spent on 
debate, including that in the Research Commission before the special 
commission was set up.\" 


Nikai underscored that criticism by Minshuto (Democratic Party of 
Japan), which has called for deliberating the measure carefully, was 
unwarranted. 
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The ruling parties have attached importance to bills with a strong 
conservative bent that Prime Minister Shinzo Abe is eager to pass 
through the Diet during the current Diet session. Coordination is 
underway for naming former Education Minister Kosuke Hori chairman 
of the special committee on the three bills for educational reform. 
The ruling camp has a blueprint for passing the three bills thorough 
the Lower House in the middle of May. They intend to have the Upper 
House Committee on Education, Culture and Science discuss the 
legislation and adopt it in early June. Regarding 
social-security-related bills, they also aim to start in mid-April 
deliberations on a bill to reform the Social Insurance Agency. 


Since the start of debate on a bill revising the employment rules, 
including a plan to raise the minimum wage, has been delayed, some 
in the ruling camp are concerned that the measure may not clear the 
Diet during the ongoing session. The Lower House is now discussing a 
special measures law designed to set up a new subsidy system for 
municipalities cooperating with the government plan to relocate US 
bases in Japan with the aim of passing the bill through the Lower 
House in mid-April. The outlook is that a bill revising the Iraq 

Special Measures Law will clear the Lower House in mid-May or 

later. 


The ruling bloc will put off until an extraordinary Diet session 

this fall or later passage of bills to set up a Japanese version of 

the US National Security Council and a bill merging the employees\' 
pension program and the mutual aid pension scheme. 


In yesterday\'s meeting of the government and the ruling coalition, 
Abe stressed the need to strengthen the party\'s support system for 
the April 22 Upper House by-elections in Fukushima and Okinawa 
Prefectures. In the first half of the unified local elections, the 

LDP won three of the five gubernatorial races in which it faced off 
with Minshuto. The number of seats the LDP obtained in the 44 
prefectural assembly elections was about 100 fewer than it gained in 
the 2003 elections. This indicates that the party\'s local chapters 
have weakened. 


Since the results of the Upper House by-elections will directly 
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affect the setting of the threshold for victory in the July Upper 

House race, the LDP leadership will send senior members to Okinawa 
and Fukushima. The ruling camp aims to maintain its majority in the 
Upper House. If the ruling coalition wins the two by-elections, it 

will have to win 63 seats in the July Upper House election to do so. 

If it loses the two races, it must win 65, making the road to 

victory a difficult one. 


(2) Defense Ministry eyes \"logistics agency\" after disbanding DFAA 


TOKYO SHIMBUN (Page 1) (Abridged slightly) 
April 11, 2007 


A plan is afoot to relocate the Logistics Departments in the Ground, 
Maritime, and Air Staff Offices, which procure weaponry and 
ammunition for the Self-Defense Forces, to the building now housing 
the Defense Facilities Administration Agency (DFAA) when the agency 
is disbanded in September this year. The plan is drawing criticism 
from uniformed officers saying that it would obstruct their 

operations. Behind the relocation plan lies a scheme to establish a 
\"defense logistics agency\" overseeing those logistics departments in 
separate buildings. It might be just another case of bureaucrats\' 
modus operandi of producing a bigger organization after dismantling 
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one body. 


The Defense Ministry sits in Shinjuku Ward, Tokyo. The Ground Staff 
Office occupies five floors from the first floor in 19-story 

Building A, the Maritime Staff Office from the 6th to 9th floors, 

the ministry\'s internal bureaus from the 10th to 13th, and the Air 
Staff Office from the 15th to 19th. 


According to the relocation plan, when the DFAA, now in Building D, 
is dismantled, the DFAA Facilities Department will move from the 4th 
floor in Building D to Building A and the vacated space will be 

filled by the Logistics Departments in the three staff offices. A 

senior Defense Ministry official took this view: \"The dismantlement 
of the DFAA will increase the number of internal bureau personnel by 
about 500, so some people must move out of the building.\" 


One SDF officer said disapprovingly: \"There are important 
departments on the floors above and below each staff office in the 
building. In particular, the operations and plans department, which 
works out defense and budgetary plans, and the logistics department 
are inseparable.\" 


For instance, the Air Staff Office Defense Plans and Operations 
Department exists a floor above the Air Staff Office Logistics 
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Department in Building A. Once the Logistics Department is moved to 
Building D, traveling time would increase. 


A Defense Ministry source explained: \"We are fully aware of strong 
objections from the uniformed officers. Defense Ministry leaders 
have a plan to establish a \"defense logistics agency\" by putting 
together three types of departments: a logistics and facilities 

office to be established in Building D by realigning the DFAA 
Construction Department, the Technical Research and Development 
Institute that develops weapons, and the logistics department in 
each staff office. 


Once the defense logistics agency is established, it is certain to 
press the defense industry hard to accept many retiring bureaucrats. 
This might help the Defense Ministry\'s bureaucracy reestablish 
channels to the construction industry, which the DFAA has lost due 
to bureaucrat-initiated bid-rigging scandals last year. 


The source also noted: \"Banks, non-life and life insurance companies 
are about the only firms that accept retiring senior internal bureau 
officials. Over 10 career-track bureaucrats join the Defense 

Ministry annually, and new posts and postretirement jobs are in 
need.\" 


The approach of disbanding one organization only to establish a 
similar, larger body in years later has been proven successful. One 
such example is the Central Procurement Office (CPO) that had been 
dismantled over a breach of trust scandal but revived as an enhanced 
office five and a half years later. 


A senior SDF officer lamented: \"The revival of the CPO did not draw 
much criticism. Defense leaders have come up with the idea of 
dismantling the DFAA as a tool to upgrade the Defense Agency to a 
ministry rather than from self-reflection. Some of the Defense 
Ministry\'s bureaucrats think they can do anything.\" They put 
ministry interests ahead of Japan\'s national interests. 


(3) Interview with Syrian Foreign Minister Mualem: Syria hopes for 
expanded dialogue with US 
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NIHON KEIZAI (Page 8) (Full) 
April 11, 2007 


In an interview with a Nihon Keizai reporter yesterday, Syrian 

Foreign Minister Walid Mualem expressed his hope that United States 
Speaker of the House Pelosi\'s visit to Syria will lead to expanding 
dialogue between Syria and the US. He reiterated the need for the US 
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to specify when it plans to withdraw from Iraq and for Iraq to form 
a full-scale national defense force by reinforcing its current 
military. 


-- The White House strongly opposed the speaker\'s visit to Syria, 
didn\'t it? 


Speaker Pelosi\'s visit will open the way for Syria to launch a 
dialogue with the US Congress. The Bush administration\'s policy of 
isolating Syria since 2003 is wrong. Syria, adjacent to Iraq, 
Lebanon, and Palestine, all of which have conflicts, can become an 
important player. We are ready to offer cooperation in stabilizing 
Iraq. 


-- What measures do you think will work effectively to stabilize 
Iraq? 


All parties concerned in Iraq, including Baathists, should be 

allowed to take part in the political process. The US should clarify 
when it plans to pull its troops out of Iraq, and Iraq should form a 
heavily armed military to replace it. | think that should big-name 

Iraqi politicians courageously dismantle the armed groups under 

their control and discuss with group members how to incorporate them 
in the military, Iraq will be stabilized. 


-- In the upcoming foreign ministerial meeting next month to discuss 
measures to stabilize Iraq, do you have a plan to meet US Secretary 
of State Rice individually? 


| have no intention of making the proposal to Secretary Rice. Even 

if we meet under the current situation, we will just exchange our 

own views and nothing more will come of it. We live in the Middle 
East, so we know more about the circumstances there than the US. If 
the other side has no interest in listening to us, the talks will 

never be constructive. 


-- What strategy do you have in mind to resume peace negotiations 
with Israel? 


We are ready to hold negotiations based on the comprehensive peace 
plan (adopted by the Arab League in late March). We want to secure 
the return of the Golan Heights, and this is Syria\'s top priority 
challenge. Should Israel withdraw to its 1967 borders, it will be 
possible for both sides to conclude a security accord acceptable to 
both and establish a normal relationship 


The problem of Palestinian refugees should be resolved through 
negotiations. Nobody can deny the fact that all refugees have the 
right of return, but the focus of attention is how they use the 
right. 
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(4) Shiten (personal view) column: Thorough investigation necessary 
for settling comfort women issue 


ASAHI (Page 18) (Abridged slightly) 
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April 10, 2007 


Koken Tsuchiya, former president of the Japan Federation of Bar 
Associations 


The government and the Liberal Democratic Party are showing 
excessive reactions to the US House of Representatives resolution on 
the so-called wartime comfort women. There is nothing new about the 
US resolution, which is similar in contents to those adopted in 

South Korea and Taiwan that called for Japan\'s clear apology and 
response. Japan has repeatedly been urged by the UN Human Rights 
Commission, the UN Committee on Economic, Social and Cultural 
Rights, and an International Labor Organization expert council to 
settle the issue. 


Neither the victimized countries nor the international organizations 
regard the comfort women issue as settled. 


Prime Minister Shinzo Abe and Foreign Minister Taro Aso denied 
\"coercion in the narrow sense,\" pointing out factual mistakes. Their 
justification is unsound. The governments of victimized countries, 
such as the Netherlands and South Korea, have identified victims as 
a result of conducting investigations, including interviews, since 
1993. | have interviewed victims from various countries myself. As a 
result, | have found that in many cases in occupied countries, such 
as China and the Philippines, the Imperial Japanese Army directly 
abducted, raped, and confined young women (in comfort stations) 
without the involvement of the private sector. The Japan Federation 
of Bar Associations has sent fact-finding teams to those countries, 
released their investigative reports, and urged the prime minister 

on four occasions to offer apologies and compensations to the 
victims. 


Some experts attribute the ongoing feud to ambiguity associated with 
the investigative report and the statement released in 1993 by the 
government and then Chief Cabinet Secretary Yohei Kono, 
respectively. | agree with their view. There is no evidence that the 
government has conducted serious investigations since 1993. The 
government\'s response has been passive, evidenced by its lack of 
efforts to conduct interviews with victims except for those in South 
Korea. Some have begun calling for a revocation of the Kono 
statement by taking advantage of its insufficiency. The cause lies 

in the governmentVs failure to take appropriate steps. The 
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government must repeatedly conduct interviews to elucidate the 
Japanese military\'s use of coercion in recruiting the comfort women 
during World War Il. 


Past prime ministers have offered apologies. But never has the prime 
minister or foreign minister met the victims in person. Their Diet 
replies suggest that they have read neither the Dutch government\'s 
investigative reports in or after 1993 nor Indonesian writer 
Pramoedya Ananta Toer\'s reports on the comfort women on Buru 
Island. 


Speculation not based on thorough investigation is unconvincing. The 
logic to rule out the use of coercion on the grounds of the absence 

of government documents pointing to coercion is absurd. Although it 
is a fact that voluminous documents were burned when Japan was 
defeated in the war, government warehouses still keep large volumes 
of documents. 


A draft bill to establish a special bureau in the National Diet 
Library to examine those documents has repeatedly been submitted to 
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the Diet. The Diet must deliberate such a bill before making moves 
to block the US Congress from adopting the comfort women 
resolution. 


Some are wary the resolution could cause a split in the Japan-US 
alliance. Any attempt to block the resolution would undermine 
bilateral relations of trust. Rep. Mike Honda, a cosponsor of the 
comfort women resolution, indicated that Japan\'s awareness of its 
responsibility would result in reconciliation with the victims and 
stability in the Asia-Pacific region. 


Although the Asian Women\'s Fund was dissolved last month, many 
victimized countries and victims held negative views on it, deeming 
it as a system to evade state responsibility. It is about time that 
Japan contemplated what \"national interests\" really means. 


(5) WTO talks: Japan alarmed about being left out of context; 
Government unable to make move on agriculture; Japan likely to be 
pressed to make concessions, if developing countries, US and EU 
reach agreement 


NIHON KEIZAI (Page 5) (Slightly abridged) 
April 10, 2007 


Moves to find a breakthrough in the stalemated multilateral trade 
talks at the World Trade Organization (WTO) are underway behind 
closed doors. That is because the US president\'s trade promotion 
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authority (TPA) given by the Congress expires on July 1. The 
government is frantic about collecting information, alarmed about 
the possibility of the US and the European Union reaching a 
compromise on a major reduction of tariffs on agricultural 
products. 


The government in early March received an e-mail from an official 
responsible for WTO talks in Geneva noting that the US, the EU, 
Brazil and India appear to plan to hold an urgent ministerial 

meeting. Japan was quick to collect information by arranging for 
Economy, Trade and Industry Minister Akira Amari and Agriculture 
Minister Toshikatsu Matsuoka to hold talks with Indian Prime 
Minister Kamal Nath and United States Trade Representative Susan 
Schwab. 


The government has a bitter experience in Cancun, Mexico in 2003, 
where the US and the EU reached agreement ahead of a WTO ministerial 
to introduce a cap on tariff rates with a view to liberalizing 

agricultural products. Japan, which was strongly against the idea of 
capping tariff rates out of consideration to domestic farmers, found 

that it was left out of the context. 


The proposal made by the US and the EU was rejected as it faced 
opposition from agricultural countries, which were seeking major 
concessions in the agricultural area. This time Brazil is acting as 

a mediator for developing countries and approaching the US and 
Europe, which have hinted at adopting preferential measures for 
developing countries. Japan has a growing sense of crisis, with one 
government official saying: \"If the US and the EU reach a consensus, 
the talks will wrap up as they intended. Should that occur, Japan 
might be pressed to make major concessions, including accepting a 
cap on tariff rates.\" 


Upon receiving information that the US, the EU, Brazil and India 
would hold a ministerial meeting from Apr. 12 without Japan, Vice 
Agriculture Minister Yoshio Kobayashi indignantly told a press 
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conference, \"It is regrettable to hold discussions in which Japan 
cannot take part.\" 


Japan\'s position is that it cannot accept any major reduction of 
tariffs on produce, such as rice. Other countries are actively 
exploring agreements through talks, while Japan finds it difficult 
to make a move due to the agricultural issue. 


There are signs indicating the possibility of the talks going on at 
a high pitch. EU Trade Commissioner Peter Mandelson stressed during 
telephone talks with Matsuoka, \"We will aim at reaching an agreement 
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in general principle.\" He is eyeballing the US president\'s TPA 
expiring. 


One government official presumes that the talks would climax in 
April, expecting to see some progress in April if they aim at 

reaching a consensus at the end of June. This view is gaining ground 
within the government. Amari and Matsuoka plan to hold talks in 
India with US and European ministers after the G-4 ministerial on 

the 12th. 


If such a climax really comes, the government\'s policy decision, 
including opening up Japan\'s agricultural market, will be put to the 
test. 


(6) Editorial -- An \"ice-thawing tripW by Wen: Substance needed 
instead of language 


SANKEI (Page 2) (Full) 
April 11, 2007 


Does Wen Jiabao want to melt the \"ice\" lying between Japan and China 
with \"wen\" (this Chinese letter means warm)? China\'s Premier Wen 
Jiabao will arrive in Japan this afternoon and stay here until April 

13. Wen will be the first Chinese premier to visit Japan in nearly 

seven years, but his visit to Japan this time will be his second 

one. At a press conference ahead of his tour of Japan, Wen noted: 
\"Prime Minister Shinzo Abe\'s visit to China last year was an 
Vice-breaking trip.\ My visit to Japan this time will be an 

Vice-thawing trip.\\" 


This remark is viewed as showing his enthusiasm to improve 
Japan-China ties, which had been in an ice age until last year. We 
welcome his stance. But it is not so easy for the Japanese public to 
dispel their distrust of the Chinese government caused by China\'s 
anti-Japanese attitude that has intensified particularly since the 
start of the 1990s. 


For the real improvement of relations, thawing, and mutual trust, 
not only language but substance is also essential. We want to see 
how China has changed its policy toward Japan in concrete terms. 


Many Japanese never forget that the past buzzword \"Japan-China 
friendship\" was simply used by China as a \"friendship convenient 
only to itself.\" Many Japanese also never forget that China\'s stance 
toward Japan could easily change, depending on its domestic 
political climate and its Communist Party\'s policy switch. 


During Prime Minister Abe\'s visit to Beijing last October, both 
Japan and China agreed to build a strategic, reciprocal 
relationship. Now, the two countries intend to bring it into shape 
and deepen it during Wen\'s visit to Japan this time. 
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In the political and security areas, both sides are expected to 

agree to push ahead with mutual visits by their top leaders. Japan 

has claimed since former Prime Minister Junichiro Koizumi was still 

in office: \"The top leaders of the two countries must meet all the 

more because there are problems.\" We welcome mutual visits to each 
other by the top leaders of the two countries taking root. Defense 
exchanges, including a visit to Japan by the Chinese defense 

minister, would also be of help for confidence-building. 


In the economic area, a Japan-China high-level economic dialogue 
will be arranged. This is a Japan-China version of the strategic 
economic ministerial conference, which was started between the 
United States and China and between China and Russia. Specifically, 
Japan and China will work together to chart specific steps for 
energy-saving and environmental preservation. In addition, the two 
countries boost cooperation in such sectors as information 
technology (IT), finance, and small businesses. 


Yet, we must keep it in mind that Japan-China relations should be 
\"reciprocal.\" Any relationship benefiting only one side is never 
acceptable. We want to see \"reciprocal\" measures shown in dealing 
with the natural resources issue in the East China Sea. We also hope 
to see both sides frankly assert their own positions respectively 
about historical perceptions and the Taiwan issue but refrain from 
using them for political purposes. 


(7) Editorial: Japan must take strategic steps for bringing 
stability to Iraq 


YOMIURI (Page 3) (Full) 
April 10, 2007 


Supporting Iraq and strengthening relations with that country are 
strategically vital for Japan. 


In their meeting yesterday, Prime Minister Shinzo Abe and visiting 
Iraqi Prime Minister Nouri al-Maliki affirmed a plan to build a 
long-term strategic partnership between the two countries. 


Abe conveyed to Maliki Japan\'s plan to revise the Iraq 
Reconstruction Support Special Measures Law to extend the Air 
Self-Defense Force\'s airlift operations in Iraq for another two 
years. In response, Maliki expressed his gratitude. 


Given Iraq\'s highly unstable situation, there are limits to what 
Japan can do to break the impasse in that country. ASDF activities 
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are a symbol of Japan\'s assistance to Iraq as a responsible member 
of the international community. 


ASDF activities are playing only a minor role in bringing stability 

to Iraq. Still, it would be extremely significant for Iraq to 

remember Japan as a country that has extended a helping hand in its 
time of need. 


Iraq has not ranked among the top 10 crude oil producers due to its 
old facilities despite the fact it has the world\'s third-largest oil 
reserves. Chances are high that Iraq\'s oil output will dramatically 
increase once its domestic situation becomes stable and its 
reconstruction efforts get on track. 


The stability of the Middle East and relations with lraq are 
directly linked to the national interests of Japan, which imports 
90% of its crude oil from the Middle East. 
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With no prospects for law and order in Iraq in sight, the long-term 
strategic partnership plan might end up as pie in the sky. 


In fact, the government\'s evacuation advisory to Japanese citizens 
in Iraq has been preventing Japan from sending personnel to that 
country to implement the 5-billion-dollar official development 
assistance (ODA) package. 


But Japan must steadily take necessary steps from a long-term 
strategic perspective. 


Not only Japan but also Western countries have strong interests in 
Iraq\'s oil. Japan must remain highly alert so as not to fall behind 
other countries. 


There are moves to create a framework to promote regional dialogue 
for the stabilization of Iraq. One example is the recent 

international conference held by 16 countries and organizations, 
including Iraq, its neighboring countries, and the five UN Security 
Council members, to discuss Iraq\'s stability. 


Japan must actively take part in such a framework. 


Prime Minister Abe is scheduled to visit five Middle Eastern 
countries, including Saudi Arabia, Kuwait, and Egypt, following his 
trip to the United States in late April. Japan must urge the 
international community to advance dialogue for bringing stability 
to the Middle East. 


Column 3 
(8) Editorial: Measures to address global warming; World beginning 
to move forward 


TOKYO SHIMBUN (Page 5) (Full) 
April 10, 2007 


The Intergovernmental Panel on Climate Change (IPCC) Working Group 
Il said that no one on earth could avoid the impact of global 

warming. The global position on global warming is now quickly 

changing. 


The report compiled by the Working Group II categorically noted that 
the progress of global warming as a result of human behavior is 
already having a visible effect on nature and human beings on a 
global scale. 


It also noted that if the average temperature rises 2 to 3 degrees 
centigrade over 1990 levels, economic losses would increase all over 
the world. 


Facing frequent abnormal climatic events, the world is beginning to 
move forward. Climate change will reportedly head the agenda of the 
United Nations Security Council and the G-8 Summit. 


The US, the world\'s largest carbon dioxide emitter, pulled out of 

the Kyoto Protocol six years ago. The pact sets signatory countries\' 
commitments to cut greenhouse gas emissions. However, the US Supreme 
Court handed down a decision strengthening restrictions on 

greenhouse gas emissions, judging that greenhouse effect gases 

emitted by autos, etc., are apparently pollutants. Leading 

retailers, such as Wal-Mart Stores, are shifting to simple wrapping 

and energy-conservation at their outlets. 
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Though the Kyoto Protocol does not obligate China to cut greenhouse 
gas emissions, the country has indicated that it will press ahead 

with reductions in such gases in the post-Kyoto framework to be 
launched in 2013. Efforts to consolidate the environment for both 
countries to return to the framework or take part in the pact appear 

to be underway. 


The European Union is ahead of other countries in terms of a global 
warming preventive strategy. Chancellor Merkel of Germany, which 
hosted the EU summit meeting held early last month, indicated a 
strong desire to lead the world regarding global warming preventive 
measures, issuing an ambitious declaration pledging that the EU as a 
whole will cut greenhouse gas emissions by 30% by 2020 over 1990 
levels, or at least by 20% in any case. She added that a method that 
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will not harm economic development would be adopted. 


Global interests are not the only issue to which the EU is paying 
heed. Another ambition must be to seize the initiative in the 
environmental market, which is bound to grow sharply, by outpacing 
rivals through such economic strategies as innovation in 
energy-conserving technology and emissions trading. 


At the turning point of the global situation over measures to 
prevent global warming, Japan\'s effort to cut greenhouse gas 
emissions appears to be stagnated in both the industrial and 
household sectors. 


The first thing for Japan to do in order to avoid being left behind 

is to strengthen preventive measures in those sectors and make sure 
that it meets its commitment made under the Kyoto Protocol starting 
next year. In addition, it should pursue policies that will lead to 
economic development, while involving small and medium-size 
companies and working people. 


DONOVAN 
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Column 3 
SUBJECT: SOMALIA: TFG REACHES OUT TO HAWIYE, BUT PLANS FOR 
RENEWED FIGHTING 


Classified By: ERIC WONG, ACTING POL-ECON COUNSELOR. REASON: 1.4 (D). 


1. (C) SUMMARY. Somalia\'s Ambassador to Ethiopia and PermRep 
to the African Union, Abdulkarim Farah, disputed reports of 
inter-clan tensions between the Darood (President Abdullahi 
Yusuf\'s clan) and Hawiye who control Mogadishu, asserting 
they were exaggerated by disenchanted Hawiye/Habr-Gedir/Ayr 
sub-clan members and by al-Shabaab hard-liners from the 
ousted Council of Islamic Courts (CIC). Farah cited various 
high-level Hawiye appointees, including himself, and noted 

that the Mudulood (representing a coalition of Hawiye/Abgaal, 
Hawiye/Hawadle, and other clans) had recently declared the 
Hawiye\'s \"unified position\" in support of the TFG. Farah 
reported improved security in Mogadishu, following the 
\"liberation\" of former \"no-go\" areas by 10,000 TFG troops 
supported by Ethiopia. Commenting on EU concerns about war 
crimes allegedly committed in Somalia by Ethiopian and TFG 
troops, Farah underscored that the TFG was targeting foreign 
fighters, not the Somali people. Discussions were now 
underway on the handover of remaining militants and 
extremists, including CIC leader Adan Hashi Ayro and 
\"seriously wounded\" CIC security chief Sheikh Yusuf Mohamed 
Siad Indho-Adde. Farah appealed for USG assistance in 
providing the TFG with a television broadcasting capability, 

to counter anti-TFG propaganda; and for funding to hold a 
conference in Addis Ababa for expatriate Somali 

intellectuals. Farah reported that Canadian FM MacKay had 
said that unless Canada were allowed to join the 

International Contact Group on Somalia, it would not provide 
donor assistance to Somalia. Farah also urged that the USG 
protest Qatar\'s recent hosting of meetings of TFG opponents. 
Farah later speculated that the TFG would prepare for renewed 
conflict with the Hawiye/Habr-Gedir/Ayr sub-clan, in order to 
clean out remaining extremists in northern Mogadishu. END 
SUMMARY. 


2. (C) Ambassador and deputy pol-econ counselor (note-taker) 
met April 10 with Abdulkarim Farah, the Transitional Federal 
Government of Somalia\'s (TFG) Ambassador to Ethiopia and 
PermRep to the African Union. Ambassador underscored the 
importance of the TFG continuing political outreach to other 
clans. Questioned about ongoing negotiations between the 
Ethiopian government and Hawiye clan representatives from 
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Somalia, Farah disputed reports of current inter-clan tension 
between the Darood and the Hawiye who controlled areas in 
Mogadishu. Farah observed that the Mudulood (representing a 
coalition of Hawiye/Abgaal, Hawiye/Hawadle, and other clans) 
had recently declared the Hawiye\'s \"unified position\" in 
support of the TFG. Only members of the Hawiye/Habr-Gedir/ 
Ayr, and al-Shabaab hard-liners from the ousted CIC, played 
up Darood-Hawiye tensions, he said. While some Ayr were 
moderates, Ayr who sought to derail stability in Somalia held 
real estate seized from others, and reaped profits from 
trafficking through Somalia\'s uncontrolled borders. Those 
who claimed to speak on behalf of disenchanted Hawiye were 
only Ayr sub-clan members. Farah refuted the notion that the 
TFG did not include Hawiye, observing that he, as well as the 
TFG ambassadors in Nairobi and New York, were all Hawiye. 
The Hawiye were represented in parliament, and nine TFG 
ministers were Hawiye, including Prime Minister Ghedi and the 
interior minister. The Hawiye not only supported the TFG but 
also welcomed the USG\'s renewed engagement with Somalia, 
Farah said. 


3. (C) Asserting that PM Ghedi now enjoyed support from 
Hawiye, Farah said the Hawiye/Abgaal sub-clan would not 
accept his ouster. Thus, unless the reconciliation 

commission led by Ali Mahdi specifically recommended 
leadership changes in the TFG, neither PM Ghedi nor President 
Yusuf should be replaced until the TFG mandate ended in 2009, 
Farah said. 
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TFG TARGETS FOREIGN FIGHTERS, NOT SOMALIS 


4. (C) Farah reported improved security in Mogadishu. Hawiye 
elders\' \"very positive\" support for the TFG could be seen in 
the recent cessation of violence (e.g., targeted 

assassinations, attacks on convoys) in Mogadishu over the 
last 10 days, Farah said. Some 10,000 TFG troops, along with 
Ethiopian forces (ENDF), had \"liberated\" several areas from 
the al-Shabaab that had been \"no-go\" 15-20 days earlier (such 
as Balad junction, the stadium, and the pasta factory). 

Rocket attacks from these areas had now ceased. Farah 
acknowledged that the TFG troops were primarily Darood, as 
the Hawiye had not previously supported the TFG. 


5. (C) Commenting on reports of EU concerns about alleged war 
crimes committed in Somalia by Ethiopian and TFG troops, 
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Farah questioned why international human rights monitors had 
failed to note the abuses committed earlier by the CIC. The 
TFG was defending its country against foreign fighters, not 
abusing civilians, he said. Violence in Mogadishu had 

derived from the high concentration of foreign fighters who 
supported the CIC, Farah explained. Hundreds of foreign 
fighters had remained in Mogadishu during the Ethiopians\' 
December 2006 advance, incorrectly believing that the ENDF 
would stop at Baidoa and not enter Mogadishu. Defeated CIC 
remnants (e.g., from Kismayo) soon converged in Mogadishu as 
well. To avoid military engagement in Mogadishu, elders had 
handed over areas to TFG control, at the request of President 
Yusuf and PM Ghedi. One could enter Mogadishu only from the 
north or the south, however, and now al-Shabaab and foreign 
fighters remained in northern Mogadishu; the TFG targeted 
them, not the Somali people. While PM Ghedi had warned 
civilians to leave, there had been some collateral damage, 
which the TFG regretted. 


6. (C) Discussions were now underway on the handover of 
remaining militants and extremists, including CIC leader Adan 
Hashi Ayro and CIC security chief Sheikh Yusuf Mohamed Siad 
Indho-Adde, who had been seriously wounded, Farah said. 
Renewed fighting could erupt if those remaining refused to 
surrender to the TFG. Amb. Farah questioned why the USG had 
advocated the release of CIC Executive Committee Chairman 
Sheikh Sharif Sheikh Ahmed, who had been among the last 
remaining CIC leaders maintaining his public call for jihad 
against the United States and the West. On the other hand, 
Farah noted that President Yusuf had pledged immunity for 
ex-CIC members, if Somalia obtained peace. 


7. (C) Amb. Farah observed that the TFG would not rely on 
either Ethiopian or AU peacekeeping forces to target 
remaining CIC fighters in Somalia, as the TFG feared doing so 
might backfire and build public support for such hard-liners. 
Nor would the TFG use its current military forces, which 
were now majority-Darood, to pursue CIC remnants; instead, 
the TFG would seek to empower its security forces through 
diversity. Nevertheless, Farah said, ultimately, the TFG 
would guarantee that terrorists such as al-Itinaad 

al-Islamiya (AIAI) leader Hassan Abdullah Hersi al-Turki 
\"will be brought to justice.\" 
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8. (C) Farah appealed for USG assistance in providing the TFG 
with a television broadcasting capability, stating that he 

had previously made the request in meetings with USG 
officials. Farah underscored the need to counter anti-TFG 
propaganda, especially as the TFG\'s ministry of information 
comprised only the minister and his deputy. While AF A/S 
Frazer had pledged that USG assistance to Somalia would 
increase from USD 40 million to 100 million, the TFG required 
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visible assistance immediately, he said. Ambassador noted 

that VOA Somali programming would increase from one-half to 2 
hours, and invited Farah to collaborate further on providing 

input for printed public diplomacy materials that could be 
produced by the Embassy for distribution in Somalia. 


9. (U) To promote further engagement by Somali intellectuals 
and the Somali diaspora, Farah requested financial assistance 
from the USG or other donors to hold a 2-3 day conference in 
Addis Ababa for expatriate Somali intellectuals. The 

conference would aim to overcome Somali prejudice against 
Ethiopia, convince Somali diaspora to return to Mogadishu, 

and reverse the \"brain drain\" from Somalia. The 

intellectuals\' conference would immediately precede the May 
15-16 reconciliation conference, which would be held in 
Mogadishu, \"security permitting.\" Farah said he had 

discussed holding the conference under African Union auspices 
with both AU Peace and Security Commissioner Said Djinnit and 
AU Commission Deputy Chairperson Patrick Mazimhaka, but that 
funds were needed. Participants would include Somalis from 
the United States, Saudi Arabia, and Kenya, as well as 
American academics. 


10. (C) Hailing USG support for the TFG, Amb. Farah said 
Somalia relied more on the United States than any other 
country, and offered the following comments on TFG relations 
with other external actors: 

-- Farah recommended that Canada be allowed to join the 
International Contact Group on Somalia, noting that Canadian 
FM Peter MacKay had informed him that without joining, Canada 
would not provide funds for Somalia. As contact group 
members were all friends of Somalia, Canada should be allowed 
to join, Farah said. 

-- Addressing TFG relations with Arab League members, Farah 
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said that while the League had pledged USD 26 million to 
Somalia in 2005, only Algeria had paid its share. The TFG 

had close relations with Yemen, as Yemen had previously 
provided military hardware to President Yusuf. Following a 
recent visit by Farah to Jeddah, Saudi Arabia now backed the 
TFG. By providing Arabic-language instructors, Egypt had 
long-standing cultural ties with Somalia. However, political 
tensions with Egypt stemmed from 1998, when President Yusuf 
and another Darood general chose to depart a Cairo conference 
of Somali clans in order to travel to Addis Ababa for 
consultations with Ethiopia. 

-- Farah urged that the USG protest Qatar\'s recent hosting of 
meetings of TFG opponents based in Asmara, which had included 
Somali-American participants. 


11. (C) COMMENT: Amb. Farah later speculated that the TFG 
would prepare for renewed conflict with the Hawiye/ 
Habr-Gedir/Ayr sub-clan, in order to clean out remaining 
extremists in northern Mogadishu. Farah\'s assertion that 
violence in Mogadishu derives from its high concentration of 
foreign fighters follows an April 9 announcement by 

Ethiopia\'s foreign ministry that \"suspected international 
terrorists have been and are still being captured by the 

joint forces\" of the TFG and Ethiopia, and that those 

released from Ethiopian custody include fighters from 
Tanzania, Sudan, the UAE, Denmark, and Sweden. Post supports 
providing the TFG with assistance to bolster its public 
diplomacy efforts, and urges that the Department review 
whether resources are available to meet the TFG\'s specific 
requests (paragraphs 8-9). END COMMENT. 

YAMAMOTO 
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TAGS: PGOV, PREL, IR, IZ 
SUBJECT: GOVERNOR\'S OPPONENT PLANS STREET ACTION 


REF: A) Basrah 024 B) Basrah 023 


CLASSIFIED BY: Louis L. Bono, Director, Basrah Regional Embassy 
Office, Department of State. 
REASON: 1.4 (b), (d) 


1. (C) The head of Thar Allah in Basrah, Sayid Yusif al-Batat, 
met with the director of the Regional Embassy Office (REO) on 
April 9 and informed him that thousands of people are planning 

to take to the streets of Basrah on April 16 in a bid to oust 
Governor Mohammed al-WaVeli from office. Sayid Yusif, a sworn 
enemy of the governor, said the demonstrators plan to set up an 
encampment outside the governor\'s office with follow on plans to 
launch a civil strike. He hinted that if this does not work, 

they would resort to violent means to achieve their objective. 
Sayid Yusuf refused to say who he supports to replace al-Wa\'eli, 
but his close friend, Defense Ministry advisor Majid al-Sari, 

who accompanied Yusif, suggested \"Sayid Hashem\" as a possible 
replacement. Al-Sari gave no further details. 


2. (C) Thar Allah, which means vengeance of God, is an 
Iranian-backed political organization/militia, with limited 
popular support, that seeks to impose an Iranian-style 
theocracy. Sayed Yusif told the REO director that it is useless 
for the Coalition to try to promote democracy and stability by 
engaging with the elected officials of Basrah. (Note: Sayid 
Yusif is a member of the Basrah Provincial Council, but he 
boycotts the council meetings. End note.) He asserted that a 
large portion of the billions of dollars that the United States 
and Coalition partners have spent in southeastern Iraq on 
reconstruction have ended up in the pockets of politicians. In 
addition to enriching crooks, the Thar Allah leader said, the 
corruption has alienated the Basrah public from the Coalition. 
He said, in contrast, Iran has been more effective in generating 
goodwill by meeting with the public and donating funds directly 
to universities, hospitals and other civic institutions in 

Basrah. He urged the Coalition to do likewise. (Note: The 
high security threat makes it is extremely difficult for REO 
staff to conduct meetings in Basrah. (See ref. A.) End note.) 
3. (C) Sayed Yusif encouraged the director to meet with 
Iranian officials to discuss security in Basrah. At Majid 
al-Sari\'s suggestion, he offered to set up a luncheon meeting 
between the REO director and the Iranian consul general in 
Basrah. The director said that U.S. policy prevents him from 
speaking directly with Iranian officials, but he suggested that 
Sayid Yusif convey the message to the Iranian CG that the United 
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States is on a mission of peace in Basrah. The director added 
that Iran\'s recent abduction British sailors has dimmed Iran\'s 
credibility as a serious partner for international dialogue. 


4. (S/NF) Comment. It is difficult to gauge Sayid Yusif\'s 
credibility or the extent of his influence, but his report of a 
possible coup attempt is consistent with other reports that 

rival militias are plotting against the Governor and his 

Fadillah milita. (See reftel.) If true, this is just another 

dark omen that Basrah may be descending into civil war as local 
groups vie for power to fill the vacuum created by the 
reposturing of the British forces. It is also noteworthy that 
Majid al-Sari, a vocal opponent of Iranian influence in the 
region, has such close ties with an Iranian proxy. Perhaps this 
just reinforces the cliche that all politics are local. End 
comment. 


BONO 
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SUBJECT: MICHEL SHARES THOUGHTS ON ESTABLISHING HARIRI 
TRIBUNAL 


Classified By: Amb. Alejandro D. Wolff, for reasons 1.4(b) and (d). 


1. (U) Ambassador Wolff, accompanied by Ambassador Chris 
Ross (USUN/POL) and USUN LegalOff, met with UN Legal Counsel 
Nicolas Michel and two members of his staff April 9 to 

explore the UN\'s understanding of the state of play on 
establishment of the tribunal envisaged in UN Security 

Council Resolution 1664 (2006). 


2. (C) Ambassador Wolff opened by emphasizing that, in the 
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USGVs view, Prime Minister Siniora needs to focus on two sets 
of actions before sending any letter to the UN concerning the 
tribunal. First, he must exhaust the Lebanese constitutional 
process for ratifying the draft tribunal texts; second, he 

must reach out to influential regional governments to build 
support for any Lebanese request of the Security Council to 
establish the tribunal under Chapter VII. 


3. (C) Michel made it clear that, although he has not 

checked on the Secretary-General\'s current position in the 
past few days, he is confident that the UN continues to 

prefer to have the Lebanese ratify the tribunal texts through 
their domestic constitutional process. For the UN to abandon 
that approach now could expose the UN to becoming a pawn in 
Lebanon\'s domestic politics. The UN\'s current mandate, 
therefore, remains to help the GOL pursue and complete its 
constitutional process. 


4. (C) At the same time, the UN recognizes that the Lebanese 
might not be able to establish the tribunal domestically. As 

a result, beginning two or three weeks ago, the UN started 
telling the Lebanese through Acting PermRep Caroline Ziadeh, 
Saad Hariri staffer Amal Mudallali, and Nabih Berri\'s senior 
legal advisor that, if they find they cannot resolve their 
impasse, the UN stands ready to help. Berri\'s legal advisor 
had replied that, when the working group that Berri proposed 
is set up, the Lebanese will be back in touch. Michel noted 
that the latest proposal on the working group\'s composition 
was two representatives each from the government and the 
opposition. Berri, he said, seems to want Saudi Arabia to 

play a conciliating role and host the meetings of the group, 

but not to convene the working group. Echoing his earlier 
remarks, Michel commented that the \"Hariri/Berri process\" is 
the correct one, and the UN has no wish to derail it. If and 
when the working group meets, he will be ready to travel, but 
not, as the SYG has said, if the meetings are merely a 
delaying tactic. 


5. (C) Asked about the UN\'s understanding of the principal 
concerns of those opposed to the agreement, Michel noted 
several: (1) the language giving the tribunal jurisdiction 

over other attacks as well as the assassination of Prime 
Minister Hariri; (2) the language on \"command responsibility\" 
of leaders; (3) the language permitting trials in absentia; 

and (4) the language authorizing the tribunal\'s prosecutor to 
conduct investigations. 


6. (C) Michel speculated that the Lebanese opposition\'s 
concerns reflect certain misunderstandings. For instance, 
Michel noted that the tribunal could exercise jurisdiction 

over other attacks only under circumscribed circumstances set 
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forth clearly in the texts. It also is clear, Michel said, 
that the various Lebanese actors do not understand that 
actually setting up the tribunal could take up to a year 
after it is established. 


7. (C) Michel then offered views on Hizballah and Syrian 
concerns. Hizballah\'s primary concern is that the tribunal 
might target its leadership, he said, but speculated that 
Hizballah also might want to ensure a majority of Lebanese 
judges in the tribunal\'s trial and appellate chambers. 

(Note: Under Article 2 of the draft tribunal agreement, 
there would be one international pre-trial judge, three trial 
chamber judges (one Lebanese and two international), and five 
appeals chamber judges (two Lebanese and three 
international.) As for the Syrians, he added, they continue 
to insist that no movement take place on the tribunal before 
the United Nations International Independent Investigation 
Commission completes its work and that, in the event any 
Syrians are among the accused, they must be tried in Syria. 


8. (C) Asked what leverage the UN might have over the 
Lebanese process, Michel highlighted the role the UN can play 
on technical issues, such as by stressing the apolitical 

process for selecting judges and for conducting the 
proceedings, as well as the international legal standards by 
which the tribunal would operate. He also cited a possible 

UN role on political aspects, noting that letting the 

domestic Lebanese process play out instead of rushing it will 


give the various actors a better handle on the trail of 
evidence and thus encourage them to take more responsible 
positions to break out of the stalemate. Michel emphasized 
that, although the UN would be willing to make 
non-substantive changes to the tribunal texts to give those 
Lebanese opposed to it a face saving way out, the UN will not 
make any substantive changes that could undermine the 
tribunal\'s independence and impartiality or its basis in 
international standards of criminal justice. 


9. (C) Michel and Ambassador Wolff then discussed the 
possibility that, assuming the current impasse cannot be 
overcome, Siniora would ask the Security Council to establish 
the tribunal. Michel thought Siniora would try to keep his 
options open for now, realizing that if he requests Council 
intervention and the Council does not deliver, Siniora\'s 
government would fall. Ambassador Wolff cautioned that the 
USG has heard that Siniora could contact the Council this 
week. He then stressed that any letter Siniora sends the 
Council must unequivocally request the Council to take 
Chapter VII action. Before sending the latter, Siniora 
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should reach out to regional players, including Saudi Arabia, 
Egypt, and the Arab League, ideally to convey their own 
support for the Council to establish the tribunal. A letter 

of endorsement from the Arab League would be a real plus. 
Michel said he would be willing to pass a similar message 
along to the Lebanese. 


10. (C) Asked what changes in the current texts would be 
needed to create the tribunal under Chapter VII, Michel said 
the resolution would replace the text of the agreement. 
Although the language the UN negotiated previously with the 
Lebanese could be used, some language from the agreement 
would need to be changed. For instance, it might be 
necessary to change the language concerning the appointment 
of Lebanese judges. (Note: Under the current agreement, the 
SYG would appoint Lebanese judges in consultation with the 
Lebanese government.) The funding provisions of the 
agreement also would likely need adjustment; Michel also 
doubted that the Council could use Chapter VII to compel the 
GOL to fund 49 percent of the costs of the tribunal (as the 
agreement currently contemplates). Michel also said the 
Council could adopt a statute \"very close\" to the current 

text. 


11. (U) We learned subsequently that Siniora had sent a 
letter April 10 to the SecGen requesting that the Council 
establish the tribunal. 


WOLFF 


103918 

RR RUEHCN RUEHGH 

DE RUEHGH #0211/01 1010828 

ZNY CCCCC ZZH 

R 110828Z APR 07 

FM AMCONSUL SHANGHAI 

TO RUEHC/SECSTATE WASHDC 5687 

INFO RUEHBJ/AMEMBASSY BEIJING 0959 

RUEHHK/AMCONSUL HONG KONG 0650 

RUEHSH/AMCONSUL SHENYANG 0551 

RUEHGZ/AMCONSUL GUANGZHOU 0526 

RUEHGP/AMEMBASSY SINGAPORE 0043 

RUEATRS/DEPT OF TREASURY WASHINGTON DC 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 

RHEHNSC/WHITE HOUSE NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEHCN/AMCONSUL CHENGDU 0545 

RUEHIN/AIT TAIPEI! 0437 

RUEHKO/AMEMBASSY TOKYO 0108 

RUEHGH/AMCONSUL SHANGHAI 6069","C ON FIDENTIAL SECTION 01 OF 03 SHANGHAI 000211 


SIPDIS 


Column 3 
SIPDIS 


STATE FOR EAP/CM, EB AND E 

STATE PASS FEDERAL RESERVE BOARD FOR JOHNSON/SCHINDLER; SF FRB 
FOR CURRAN/LUNG; NY FRB FOR CLARK/CRYSTAL/MOSELEY 

TREASURY FOR ADAMS, AND OASIA - DOHNER, HAARSAGER, CUSHMAN 
USDOC FOR ITA KASOFF, MELCHER, MCQUEEN 

NSC FOR HUBBARD AND TONG 


E.O. 12958: DECL: 4/11/2032 
TAGS: EFIN, ECON, CH 
SUBJECT: SHANGHAI'S FUTURE AS LEADING FINANCIAL CENTER 


REF: A. SHANGHAI 159 
B. SHANGHAI 174 
C. SHANGHAI 133 


CLASSIFIED BY: Kenneth Jarrett, Consul General, U.S. Consulate 
General Shanghai, Department of State. 
REASON: 1.4 (b), (d) 


1. (C) Summary: During a March 23 meeting with the Consul 
General and Econoff, Shanghai Futures Exchange (SHFE) CEO Yang 
Maijun and Shanghai Office for Financial Services Deputy 
Director-General Fang Xinghai said Shanghai\'s role as China\'s 
leading financial center was secure; Hong Kong and Tianjin were 
not threats; and the May or June launch of the China Financial 
Futures Exchange (CFFE) should further solidify Shanghai\'s 
position. Fang was not optimistic about short-term prospects 

for reforms he had advocated in a March 6 Asia Wall Street 

Journal op-ed, including liberalization of China\'s Qualified 

Foreign Institutional Investor (OFII) and Qualified Domestic 
Institutional Investor (QDII) programs, and an ability to 

arbitrage the price difference on stocks listed on Mainland 

China and Hong Kong markets. He hoped that at least margin 
trading and the ability to take long and short positions would 

be allowed soon. Yang and Fang said Secretary Paulson\'s March 8 
speech at SHFE (Ref A) was generally well-received by its 
audience of mostly Chinese financial sector officials and 

leaders of Chinese financial service companies because it 
identified the right course of action. However, it provoked a 
defensive nationalistic response by some who did not appreciate 

a foreign official telling China what it needed to do -- even if 

that official was right and it was in China\'s own interests. 

Fang said that to persuade China to undertake reforms at the 
upcoming Strategic Economic Dialogue (SED) meetings in May, the 
USG needed to be prepared to make concessions. He raised the 
licensing of PRC banks in the U.S. as one example. End summary. 
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2. (SBU) During a March 23 meeting with the CG and Econoff, Fang 
Xinghai , Deputy Director-General at Shanghai\'s Financial 

Services Office (and a former Executive VP at the Shanghai Stock 
Exchange) said that Shanghai did not face competition from Hong 
Kong, Beijing or even Tianjin, as China\'s financial center. 
Shanghai\'s role was well-established and secure given its 
infrastructure and human-resources capital. Fang said that a 

key part of his job was \"developing Shanghai into a leading 
financial center;\" the other key role was managing the Shanghai 
Governmenit\'s investments in financial sector companies. 


3. (C) According to Fang, Hong Kong and Shanghai\'s relationship 
should not be viewed as a zero-sum game. Just because Shanghai 
grew 10 percent did not mean that Hong Kong lost 10 percent. 
Tianjin was not a real contender as a financial center and \"was 
only a player due to the mayor\'s background in financial 

circles.\" Beijing, despite having the regulators and major 

policy banks, was not a true threat to Shanghai in international 
terms. To support this argument, Fang pointed to the fact that 
despite heavy lobbying by Beijing\'s municipal government, only 
two foreign banks had opted to incorporate with Beijing as their 
headquarters. 


4. (U) Shanghai Futures Exchange CEO Yang Maijun said that the 
SHFE was the biggest of China\'s three commodity futures 
exchanges and traded copper, aluminum, rubber and fuel oil. It 
had just launched trading of zinc that week since China was the 
world\'s top consumer. Yang said the SHFE had plans to list steel 
rods, gold, nickel and oil in the near future. 
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5. (SBU) Yang said that the China Financial Futures Exchange 
(CFFE), co-located with SHFE, should launch its first product in 
May or June. He believed that the development of CFFE had been 
fairly rapid since it was announced last August. He said that 

CFFE had clear political support, but that launching of trading 

had been delayed by technical issues and the development of 
trading processes. He reiterated that CFFE had worked very 
quickly to implement something as complicated as creating an 
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entire market for trading financial futures. 


6. (C) Fang was rather pessimistic about short-term prospects 
for reforms he had called for in a March 6 Op-Ed piece in the 
Asia Wall Street Journal (AWSJ) entitled \"Taking Stock in 
China,\" including increasing QFII quotas, loosening QDII 
investment restrictions to increase demand, and devising a 
system to allow Chinese investors to arbitrage the differences 
in value of Chinese companies listed both in Hong Kong and 
Shanghai. (Note: Shanghai \"A\" shares sell at a P/E premium, 
compared to shares of the same company listed on the Hong Kong 
market, \"H\" shares. End note.) Fang was skeptical of his 
chances of influencing the policy debate in China, saying that 
he did not think that most Chinese decision makers read the 
English-language AWSJ. As a Chinese with extensive 
international experience (see bio note paragraph 12), Fang said 
one always needed to take the \"long term view" to changes in 
China. He said that it often took several years for a policy 
proposal to become law. It was \"good to talk about new ideas, 
but don\'t have any expectations of accomplishing anything 
quickly.\" 


7. (C) Fang said that reforms the Shanghai Stock Exchange was 
planning (Ref B), such as changing the 10 percent daily limits 

on stock price movements and changing the settlement dates for 
stock purchases, were cosmetic and not necessary or important. 
What was needed, in addition to the more structural reforms he 
had discussed in the AWSJ article, was the development of margin 
trading and mechanisms for investors to take both long and short 
positions on stocks. 


8. (C) SHFE\'s Yang discounted rumors (Ref C) that average 
Chinese investors were mortgaging real estate holdings to fund 
stock purchases. Yang said that Chinese culturally found a 
great deal of security in owning a house and any attempt to try 
to borrow money against it to play the market was unlikely for 
the average investor. For \"rich people,\" who owned more than 
one house, on the other hand, both Yang and Fang said that they 
knew of people who had mortgaged a second or third property to 
play the market. Fang reiterated that one of the problems with 
the market was that it was made up of too many retail investors, 
noting that increased QFII quotas would allow institutional 
investors to play a greater role in China\'s stock markets, 
thereby increasing stability. 


A Nationalist Reaction By Some to Paulson\'s Speech 
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9. (C) Both Fang and Yang agreed with the fundamentals of 
Secretary Paulson\'s March 8 speech in identifying the right 
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course of action and said Chinese financial leaders did as well. 
According to Fang, however, some Chinese officials questioned 
the tone of Secretary Paulson\'s remarks, noting that he had 
spoken \"very directly\" and \"was telling us what to do.\" Yang 
and Fang agreed that Secretary Paulson had the credentials to 
give such a speech, but it had caused some in the audience to 
react in a \"nationalistic\" or defensive manner. Fang also 
critiqued the Secretary\'s assertion that he had \"never seen a 
successful joint-venture securities firm\" despite having been 
the head of the Goldman Sachs investment firm when it formed 
such a joint venture in China. (Note: Fang was referring to the 
Goldman Sachs-Gaohua joint venture. End note.) Fang said that 
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this critique was a \"direct attack\" on the Chinese model that 
had only allowed foreign securities firms to invest in China as 
joint ventures and would have been noted as such by Chinese 
financial leaders. 


10. (C) Fang said that the U.S.-China Strategic Economic 
Dialogue (SED) was a useful forum for senior-level discussions. 
Regarding increased financial sector liberalization in China, he 
said that just because what the United States has asked China to 
do what was in China\'s own long-term interests did not mean that 
China would do it without concessions. The Chinese government 
had institutional issues it needed to overcome and domestic 
interest groups that were resistant to the reforms called for in 

the Secretary\'s speech. Furthermore, due to China\'s political 
calendar, Chinese officials would be unwilling to undertake any 
risky or controversial reforms until after the Party Congress in 

the fall. 


11. (C) Fang added that the Chinese side would expect to receive 
concessions from the U.S. side for any concessions it made. He 
pointed out that at the same time the United States was pushing 
China for access to its market, no Chinese bank had been 
licensed to open in the United States and, after such deals as 
CNOOC had been blocked, China was feeling that its access to 
U.S. markets was increasingly fragile and certain parts had been 


Column 3 
closed off to Chinese investors and goods. 


12. (U) Fang Xinghai has a PhD in Economics from Stanford 
University (1993) and a BS in engineering from Tsinghua 

University (1986). In 1993 he joined the World Bank\'s Young 
Professional Program as an economist/investment officer in 
Washington, DC. In 1998, he returned to China and worked at the 
China Construction Bank, China Galaxy Securities Company, and 
was Deputy Chief Executive Officer of the Shanghai Stock 
Exchange from 2001-2005. He became Deputy Director-General of 
the Shanghai Office for Financial Services in December 2005. He 
is married and speaks fluent English. 


13. (U) Yang Maijun was born in 1955 in Dali, Yunnan Province. 
In the early 1970s, he worked on a farm in Yunnan Province for 
two years and then at a factory for three years. He was one of 
the successful applicants in the first round of college entrance 
examinations at the end of the Cultural Revolution. He was 
appointed General Manager and CEO of the Shanghai Futures 
Exchange in August 2006. Prior to joining SHFE, Dr. Yang was 
Director of the Futures Supervision Department at the China 
Securities Regulatory Commission. He is married. He 
understands more English than he speaks and is able to 
communicate on financial issues in English at a 3 level. 
JARRETT 
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E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, NL 

SUBJECT: NETHERLANDS: DUTCH ACCEPT GLOBAL INITIATIVE TO 
COMBAT TERRORISM INVITATION 


REF: A. STATE 21535 
B. 4-06-07 WARDEN-BENTHIEN E-MAIL 


1. (SBU) Per reftels, MFA Director for Nuclear Affairs and 
Nonproliferation Henk Cor van der Kwaast reported April 10 
that the Dutch have decided to accept the invitation to join 

the Global Initiative to Combat Nuclear Terrorism. Van der 
Kwaast said Foreign Minister Maxime Verhagen approved the 
decision to join following the strong recommendation by Dutch 
nonproliferation agencies. FM Verhagen\'s decision is 
considered final; van der Kwaast said the GONL will initiate 
the procedure to join the initiative by submitting a written 
communication to the United States and the Russian Federation 
stating its endorsement of the Global Initiative Statement of 
Principles. 


2. (U) Per ref A, the following officers are designated as 
the \"Global Initiative Coordinating Officers\" to support 
Global Initiative efforts: 


-- Jason Grubb (primary POC) 
Unclassified e-mail: GrubbJB@state.gov 
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Classified e-mail: GrubbJB@state.sgov.gov 
Work telephone number: 31-70-310-2346 
Mobile telephone number: 31-61-315-1571 


-- Susan Garro (back-up POC) 
Unclassified e-mail: GarroSP@state.gov 
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Classified e-mail: GarroSP@state.sgov.gov 
Work telephone number: 31-70-310-2250 
Mobile telephone number: 31-65-181-6874 


ARNALL 
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USAID FOR ANE FOR D. WINSTON 

MANILA AND LONDON FOR ADB, EBRD USEDS 
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E.O. 12958: N/A 

TAGS: EINV, PREL, ETRD, EMIN, ENRG, MG 

SUBJECT: Mongolia, Rio Tinto/lvanhoe Reach Deal on Oyu Tolgoi Copper 
Mine 


Ref: a) 05 Ulaanbaatar 0266; b) Ulaanbaatar 0119, 
c) Ulaanbaatar 0123 
SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) SUMMARY AND COMMENT: Mongolia and Rio Tinto/lvanhoe broke 
through a four-year long negotiating logjam to reach a deal which 

will allow development of the world class Oyu Tolgoi copper mine. 

To try to counter reflexive public criticism by opposition MPs and 

civil movement populists, and to help ensure the deal will receive 

the necessary parliamentary endorsement, the Government of Mongolia 
(GOM) underlined the economic advantages to Mongolia, including tax 
revenues which will amount to at least 13% of the country\'s current 
GDP. While details of the deal have yet to be fully revealed, both 

sides appear to have compromised. The GOM agreed to pay for its 34% 
equity stake with its share of the future profits from the mine, 
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rather than its original request to receive the equity for free. 

Rio Tinto and partner Ivanhoe agreed to smelt the copper in 

Mongolia, rather than ship it out as concentrate, which avoided the 
government having to exempt the project from the Windfall Profits 

Tax on concentrate and also met the government\'s wish for more value 
added. GOM officials involved in the negotiations hope this will 

set a positive, useful precedent, and calm growing investor concerns 
about Mongolia\'s investment viability. END SUMMARY AND COMMENT. 


2. (U) Ministry of Finance State Secretary Kh. Hurelbaatar 
announced in an April 10 press conference that the Government has 
Mongolia has reached an agreement with mining giant Rio Tinto and 
Ivanhoe Mines of Canada that will allow the western commercial firms 
to develop the world class copper-gold Oyu-Tolgoi (OT) deposit 
located in the South Gobi desert. The deal, or investment agreement 
as it is termed in Mongolian law, has not been fully publicized yet, 

but Khurelbaatar stated that outstanding details on state equity, 

the windfall profits tax, financing, and other developments at the 

OT had been settled. Under Mongolian law, the agreement will need 
to be approved by Parliament. 


3. (U) Khurelbaatar said that the Ministry of Finance estimates 

that over the life time of its operations the GOM will receive some 
US$15.5 billion in revenues or about US$340 million per year. By 
contrast, lvanhoe has projected that government revenues would 
conservatively be some US$26 billion or nearly US$600 million/year 
for the 45-year life span of the mine. OT development costs are 
estimated at around US$2.1 billion dollars over the next three 
years, meaning that Rio-lvanhoe FDI will raise the Mongolian GDP -- 
hovering around US$2.6 billion -- by some 25% year-on-year during 
development. (Ref A describes the development and refs B and C 
overview U.S. interests in Mongolia\'s mining potential.) 


4. (SBU) The agreement followed four long years of often tortured, 

on and off again negotiations. Rio Tinto and Ivanhoe executives 
close to the negotiations had always told us that the key stumbling 
block had been the GOM\'s demand for an equity stake in OT, 
apparently without paying for it. Ivanhoe and RT have always held 
that the mine would not be commercially viable with a 34% free 

carry. For its part the GOM had painted itself into a corner by 
claiming that it would not pay for resources that already belonged 

to Mongolia, and could not face the public unless it could claim 

that it received some equity for free. A breakthrough in principle 
seems to have come last week when the Minister of Finance, in his 
capacity as acting Minister of Industry and Trade, told foreign and 
domestic miners that the GOM would pay for any equity share it chose 
to take under recently amended mining law of Mongolia. Compensation 
would be from: (a) state funds; (b) international financial markets; 

(c) tax exemptions. 


5. (SBU) At the press conference, Khurelbaatar stated that the 
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Mongolian Government would receive 34% of the \"Oyu Tolgoi\" project 
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free of charge and that RT-Ivanhoe will finance the project 

entirely. However, although vested in the project fully, the GOM 
will earn its share by deferring profits from its share. Based on 
available information, it seems as if the government has not 
exempted the mine from corporate taxes and royalty payments nor 
walked back from receiving a piece of the mine without paying 
anything up front, but it still has committed to paying for what it 
gets. 


6. (SBU) The other detail that has come out is a work around for the 
Windfall Profits Tax (WPT), which caused major consternation among 
miners when it was abruptly enacted in May 2006. Rio-Ivanhoe had 
always told emboffs that a 68% tax on copper profits for copper 
concentrate for all copper over US$2600 per metric ton imperiled 
OT\'s commercial viability. The GOM\'s position -- based on a clear 
and consistently expressed desire adding value in Mongolia -- was to 
note that the WPT does not apply to smelted ore. RT-Ivanhoe had 
always held that smelting in Mongolia would not be commercially 
viable. The GOM and several other mining industry experts 
questioned this position, wondering why it would be cheaper to ship 
out huge amounts of copper concentrate with its high percentage of 
money-loosing dross than it would be to send out value-added cathode 
or even copper wire or other copper products. 


7. (U) Rio-Ivanhoe has acceded to the GOM\'s policy in this area to 

get its WPT waiver. Under the agreement, the company has apparently 
agreed that from initial operations projected to begin in 2010 and 

run till 2055, that it will smelt copper from open pit and shaft 

operations at a mine-mouth, state of the art smelter. Such a 

decision will require development of energy, road, rail, and other 

related developments to service the mine and ore concentration and 
smelting facilities. 


8. (U) Post will continue to monitor and report on details of this 
pivotal agreement as they unfold. 


Goldbeck 
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E.O. 12958: DECL: 04/10/2017 

TAGS: PREL, PGOV, PTER, PINR, PBTS, MOPS, KDEM, KISL, PK, IN 
SUBJECT: INDO-PAK DISCUSSIONS ON SAARC SIDELINES HINT AT 
SOME PROGRESS 


REF: NEW DELHI 1295 
Classified By: PolCouns Ted Osius, Reason 1.5 (B,D) 


1. (C) Summary: The recently concluded SAARC Summit (April 
3-4) was notable for its lack of major tension over the 
perennially contentious issues between India and Pakistan. 
Indo-Pak experts on the sidelines of SAARC saw signals that a 
proposal may be just around the corner to try to resolve 
long-running disputes, but they also cautioned that time is 

of the highest essence. As Prime Minister Shaukat Aziz 
returned to Pakistan, he also left behind some positive 
indications with Kashmiri leaders with whom he met. While 
such optimism is helpful, details remain vague. Journalists 

in Delhi think Siachen Glacier and/or Sir Creek resolutions 
could be possible if Delhi and Islamabad muster the will to 
close out these problems. Adding a dose of reality after the 
SAARC meetings, the latest of eleven rounds of talks on 
Siachen went nowhere, as usual. At least the public vibes 
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remain good. End Summary. 


Kashmir Receives the Obligatory Public Mention at SAARC 


2. (C) At the Fourteenth Summit of the South Asian 
Association for Regional Cooperation (SAARC) in New Delhi 
April 3-4, Pakistani Prime Minister Shaukat Aziz labeled the 
difference of opinion with India over Kashmir as \"the core 
issue\" in their bilateral relationship. As reported in the 

press, however, Aziz is not believed to have broached the 
topic in \"any serious manner\" during a 50-minute meeting with 
Prime Minister Singh. Media also noted that Singh, for his 
part, did not use the word \"terrorism\" in his closing speech 

to SAARC delegates on April. Instead, he advised, \"We must 
also win the war against all forms of extremism and 
intolerance in our region.\" After the conclusion of the 
summit, Indian External Affairs Minister Pranab Mukherjee 
said that he was \"not very much perturbed\" by Aziz\'s 
statement, and that it was \"nothing new.\" This led some in 
the press to speculate that Aziz publicly mentioned Kashmir 
only to placate his domestic audience. In the evening of 

April 4, Aziz met with a delegation of Kashmiri separatist 
leaders, including Mirwaiz Umar Farooq, Shabir Shah, Bilal 
Ghani Lone, Fazal Haq Qureshi, Agha Syed Hassan Al-Moosvi, 
and perhaps others. Aziz reportedly told the Kashmiris that 
their fate is central to Pakistan-India relations, unity 

among Kashmiris is important, and demilitarization of Kashmir 
is only a step and not an end in and of itself. Bilal Lone 

also told us that Aziz hinted that the separatists should 
consider participating in Indian election if and when a deal 

is struck between the two capitals. 


Indo-Pak Proposal Almost Ready for Unveiling? 


3. (C) Assistant Secretary for South and Central Asian 

Affairs Richard Boucher met on April 4 with Indo-Pak scholar 
Dr. Radha Kumar, journalist and commentator Saeed Naqvi, and 
Hindustan Times editor Manoj Joshi to discuss the status of 
efforts toward the resolution of the Kashmir dispute and 

overall Indo-Pak relations. All agreed that public opinion 

in both countries was increasingly ready for a \"settlement\" 

on Kashmir, and that while several issues remained to be 
resolved, including the status of Pakistan\'s Northern Areas, 
none of these was \"insurmountable.\" Kumar, Naqvi, and Joshi 
estimated that India and Pakistan could come to a solution 
within just a few years, mainly requiring the political will 
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to see it completed. As a sign of how close the two sides 
were, Naqvi noted that last month he had attended a dinner 

for Foreign Minister Kasuri at the New Delhi Pakistani High 
Commission. Kasuri apparently spoke out of turn when he said 
at the dinner that discussions had progressed to the point 

that India and Pakistan were nearly ready to announce a 
proposal to both countries\' publics. Naqvi explained that 

the bureaucrats in the room looked very uncomfortable as 
Kasuri spoke and afterward the comments were muted in the 
press. 


4. (C) One issue that Joshi identified as still needing 
resolution was the difference between a proposed \"joint 
consultative mechanism\" for Jammu and Kashmir and a \"joint 
management mechanism,\" the former being India\'s suggestion 
and the latter being Pakistan\'s characterization of India\'s 
suggestion. Joshi explained that India would not agree to 

joint management because it infers less than full 

sovereignty, while a joint consultative framework could be 
applied to issues of water, trade, tourism, and agriculture 

that would not amount to a loss of sovereignty. Assistant 
Secretary Boucher explained that joint management may not 
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signify any loss of sovereignty, pointing to a joint 
U.S.-Canada water management body. 


The Fly in the Ointment: Terrorism 


5. (C) Boucher also met with former Indian Ambassador to the 
United States K. Shankar Bajpai on April 4 to discuss 

Indo-Pak relations. On the subject of cross-border terrorism, 
Boucher said that he has been disturbed by the Indian 
Government\'s tendency to assume that if a terrorist 
organization emerges in a country, then that country\'s 
government is automatically complicit in some way. Bajpai 
responded that the Indian Government is only now beginning to 
realize that some previously foreign-backed terrorist 
organizations have taken on an independent existence. With 
regard to Pakistan, Boucher advised that the government there 
must do its part by ceasing to differentiate between \"good\" 
and \"bad\" terrorists, particularly concerning Kashmir. Bajpai 
added that some Pakistani government officials also maintain 
\"warm relations\" with Taliban figures as they are 

anticipating an American withdrawal from Afghanistan in the 
near future. Bajpai further lamented that in addition to 

terrorist threats originating in Pakistan--and now 
Bangladesh--India has home-grown terrorist elements to 
combat, too. 
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Concessions Likely in Siachen and Sir Creek Disputes? 


6. (C) Even if Kashmir is not quite ready for settlement, 

Manoj Joshi predicted that the Siachen Glacier and Sir Creek 
border disputes, also components of the Composite Dialogue, 
could be resolved in a few months. This would happen because 
each side would make a concession on one issue and receive a 
concession on the other--Pakistan would concede on Siachen, 
India on Sir Creek. There was an approximate agreement where 
Pakistan said it would agree to a redeployment schedule. 

Joshi explained that since redeployment inferred movement 
from one place to another, a redeployment schedule implicitly 
recognizes the current locations of both Indian and Pakistani 
troops--something Pakistan had previously refused to 
acknowledge through formal troop demarcations. On Sir Creek, 
the recently completed joint survey shows that the river 

banks have moved into Indian territory, compelling India to 
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accept a new border there that gives more land to Pakistan. 


A Dose of Jarring Siachen Reality 


7. (SBU) Despite official statements indicating that the 
eleventh round of Siachen Glacier talks (April 6-7) \"were 
held in a candid and constructive atmosphere\" and that the 
meetings would continue, some blunt words by the Pakistani 
side after the talks were widely reported in the Indian 

press. One Times of India headline read: \"Indians are 
stubborn, arrogant: Pak officials.\" Other papers here said 
the Pakistanis balked at the customary Indian insistence on 
verification of actual ground positions. The article went on 

to say that unnamed Pakistani Defense Ministry officials had 
blamed \"Indian stubbornness\" for the failure and that India\'s 
growing relations with the U.S. were the source of its 
\"arrogance.\" Reportedly Pakistani Defense Secretary Kamran 
Rasool left the talks to go \"straight to his room,\" where his 
Indian counterpart found him and continued discussions. The 
lack of progress in these talks, coming right on the heels of 
the SAARC Summit, has no doubt disappointed Indo-Pak 
watchers, but they can derive hope from the fact that it 
appears that the talks will inexorably grind on, although no 
date has been fixed for the next meeting, according to the 
media. 


Column 3 
Better Sooner than Later 


8. (C) The three Indo-Pak observers also told Boucher that 

a resolution on Kashmir was better done sooner than later. 
Radha Kumar stated that the government of India should come 
to an agreement within six months, because she felt Musharraf 
was becoming \"weaker and weaker.\" Saeed Naqvi observed that 
both countries\' moderates gain from a settlement between 
India and Pakistan. By contrast, the lack of a settlement 

would bolster violence and radicalization in both countries. 
Manoj Joshi agreed, claiming that certain footprints of 

recent terrorist attacks in India did not lead to Pakistan, 

but were linked to domestic developments. If Kashmir was not 
solved soon, he predicted, Islamic radicalism could take root 

in India. 


Geelani Visa Refusal Good for U.S. and Kashmir 


9. (C) In aseparate meeting with Deputy PolCouns, Radha 
Kumar expressed agreement with our recent decision to deny a 
visa--ostensably for medical treatment in the U.S.--to Sayeed 
Ali Shah Geelani, a Kashmiri separatist leader with ties to 
terrorist group Hizbul Mujahideen (reftel). Kumar said the 
verdict made American opposition to violence crystal clear to 
all. In terms of the political scene in Kashmir, Kumar added 
that the decision has strengthened the hand of moderate 
Hurriyat separatist Mirwaiz Omar Farooq. She also thought 
that the situation could possibly give confidence to 
associates of Geelani who are too intimidated by him to talk 
and participate more in the peace process, such as Hizbul 
Mujahideen chief Syed Salahuddin or some members of the 
Jemaat al Islamiya. 


Greater Roles for Kashmiris and U.S. in Indo-Pak Talks 
Desired 
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10. (C) Shahbir Anmad Shah, President of the Jammu and 
Kashmir Democratic Freedom Party, spoke with Deputy PolCouns 
hours before he met with Shaukat Aziz on April 4. Shah 

grumbled that although there was talk of behind-the-scenes 
progress between India and Pakistan over Kashmir, there had 
been no change in the ground reality in Kashmir. He said 

that Kashmiris are confused because they are not involved in 
Indo-Pak discussions and it is not even clear who is 
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representing their interests in general--certainly not Mufti 
Mohammed Sayeed of the People\'s Democratic Party or any other 
mainstream politician, in his opinion. Shah lamented the 

lack of direct participation by the U.S. in the Kashmir 

talks, saying that the U.S. can still wield considerable 

influence over both Pakistan and India. He did acknowledge, 
however, that the U.S. has a more multi-faceted and 
complicated relationship with India these days. Also on the 
subject of the U.S., Shah expressed his surprise at the 
decision to refuse Geelani\'s visa at this time. He said that 
although he is not in touch with Geelani and the two have 
significant differences, Shah thought that the visa would be 
granted on humanitarian grounds and not center on a question 
of ideologies or advocacy of violence and terror. 


11. (C) K. Shankar Bajpai said that a soft-border deal 
between Pakistan and India would offer India a political \"fig 
leaf,\" but continued, \"I,m still far from convinced that the 
Pakistanis would go along with it.\" He added that he 
considers the U.S. a stakeholder in resolving the dispute 

over the Siachen Glacier. When Boucher asked what more the 
U.S. should do, he recommended that Secretary Rice engage 
Indian Minister of External Affairs Pranab Mukherjee, whom 
Bajpai called a \"political animal, not an ideologue.\" He also 
endorsed the reactivation of a now-dormant Indo-U.S. 
Commission founded during the time of former Secretary of 
State Schultz. Bajpai recommended a revision of the 
commission\'s four subcommittees as a starting point. 


A Hands-off American Policy Toward Kashmir is Better 


12. (S) In stark contrast, Deputy PolCouns talked with All 
Parties Hurriyat Conference leader Bilal Ghani Lone the 
morning after Lone\'s April 4 meeting with Shaukat Aziz. Lone 
said that Aziz did not elaborate what has been accomplished 
through backchannel discussions, but did say with cautious 
optimism that talks are \"moving at a positive pace. Aziz 
told Lone and others at the meeting that April, May, and June 
will be very crucial for discussions between India and 
Pakistan, with \"a lot of papers exchanged.\" According to 
Lone, Aziz said that India and Pakistan would \"go to the 
masses\" in perhaps some kind of special election, but 
purposely left that point vague, giving the Hurriyat leader 

the sense that he, too, may be able to stand for election if 

a deal goes through. 


13. (C) Despite the positive rhetoric, Lone said the lack of 
further headway on Kashmir was the reason why Aziz, and not 
President Pervez Musharraf, had represented Pakistan at the 
SAARC summit. When asked if the U.S. could do anything to 
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support the peace process, Lone responded that the U.S. 
should let things work themselves out \"in a natural way and 
without the U.S. pushing this guy or that guy.\" He 
envisioned a role for greater U.S. public diplomacy in 
Kashmir, particularly at the village-level. Lone did not see 

the visa refusal for \"tension-creating\" Geelani as having a 
great impact on perception of the U.S. in Kashmir; while 
Vcertain quarters\" were displeased, by and large \"the friends 
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and enemies of the U.S. won\'t change in Kashmir,\" he said. 
The Geelani visa, he stressed, was a finished issue in 

Kashmir. Nobody cared, he emphasized. Lone labeled 
Washington-based Kashmiri American Council executive director 
Ghulam Nabi Fai, whose tentative March 28 conference Geelani 
was invited to attend, as a \"dangerous man\" and a jihadi who 
was not to be trusted, and whom Lone would avoid in an 
upcoming trip. 


Comment: Optimism Only Sustainable with Progress 


14. (C) Comment: There is a great deal of optimism about 
the progress and future fruits of the Delhi-lslamabad 
discussions, with a lot of speculation as to what is exactly 
transpiring behind closed doors. The fact that Kashmiris 
themselves are feeling left out of the proceedings is 
somewhat troubling, but then again Kashmir will never have a 
chance at peace until majority stakeholders India and 
Pakistan have buried their own hatchets. This level of 
optimism in India cannot be sustained indefinitely, however. 

If both sides make progress on Siachen or Sir Creek 
negotiations, it may signal the possibility of agreement on 

far more tricky Kashmir. While our most recent meetings with 
Kashmiri and Delhi contacts have yielded two drastically 
different recommendations for future U.S. action, we believe 
that our private, but firm, push for peace between Pakistan 
and India is the best course of action at present. 

Ultimately, this SAARC summit will be remembered for the 
almost complete absence of rancor between India and Pakistan, 
even if the substance was lacking. That itself is a 
momentous achievement. End comment. 


15. (U) Assistant Secretary Boucher reviewed this message 
prior to its transmittal. 
MULFORD 
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E.O. 12958: N/A 

TAGS: KNNP, MNUGC, PARM, IR, NL 

SUBJECT: NETHERLANDS: NUCLEAR SUPPLIERSY GROUP INFORMATION 
EXCHANGE BRIEFING 


REF: STATE 47311 


1. (SBU) Polmiloff delivered reftel information on USG plans 

to make two presentations on Iran at the Information Exchange 
Meeting (IEM) of the Cape Town Nuclear Suppliers\' Group (NSG) 
Plenary to MFA Senior Advisor for Nuclear Affairs and 
Nonproliferation Ceta Noland on April 11. Noland said the 
Dutch NSG delegation is preparing an IEM presentation 
analyzing short-term and long-term prospects of P1 and P2 
hyper-centrifuge systems for Iran. She said the presentation 
will be a joint effort through the Dutch Ministry of Defense 

and intelligence services. While the presentation is not yet 
complete, Noland was hopeful that the Dutch will be able to 
circulate the briefing prior to the meeting in Cape Town. 


ARNALL 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: U.S.-ROK FREE TRADE AGREEMENT, CHINA-JAPAN 
RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies continued to 
focus news coverage April 11 on the dispute between the Executive 
Yuan and the National Communications Council; on the 2008 
presidential elections; and on other local political issues. In 

terms of editorials and commentaries, a column in the pro-status quo 
\"China Times\" discussed the U.S.-ROK Free Trade Agreement (FTA) and 
the potential China-ROK FTA. The article said China is eager to 
sign an FTA with Seoul because it wants to interrupt the joint 
counterbalance formed by the United States and South Korea. An 
op-ed piece in the limited-circulation, pro-independence, 
English-language \"Taipei Times,\" on the other hand, commented on 
Chinese Premier Wen Jiabao\'s visit to Japan. The article said 
\"Asia\'s peace, stability and prosperity hinge on whether the two 
powers can manage to live together and lead the region into the 21st 
century.\" End summary, 


2. U.S.-ROK Free Trade Agreement 


\"Connection between the U.S.-ROK Free Trade Agreement and China-ROK 
Free Trade Agreement\" 


The \"International Outlook\" column in the pro-status quo \"China 
Times\" [circulation: 400,000] noted (4/11): 


\"The United States and South Korea signed a Free Trade Agreement 
(FTA) and, besides economic objectives, the political objectives 
[behind such a move] are very obvious as well. China is also eager 
to push for signing an FTA with South Korea, with even more obvious 
political purposes. If the United States intends to counterbalance 
China by strengthening the U.S.-ROK relations, Beijing\'s plan to 
fortify relations with Seoul will naturally be aimed at interrupting 

the joint counterbalance by the United States and South Korea. ...\" 


Column 3 
3. China-Japan Relations 
\"Hopes Rise for China, Japan Thaw\" 


Jing-dong Yuan, director of the education program at the Center for 
Nonproliferation Studies and an associate professor of international 
policy studies at the Monterey Institute of International Studies in 
California, opined in the pro-independence, English-language \"Taipei 
Times\" [circulation: 30,000] (4/11): 


\"Chinese Premier Wen Jiabao will pay a visit to Japan this week. 
Five years after the last Sino-Japanese summit, Wen\'s visit brings 
with it high hopes for a thaw in bilateral relations. ... Wen\'s 

visit comes at a critical juncture in East Asian international 
relations -- never before have China and Japan both achieved 
prominence at the same time. ... One of the most sensitive issues 
in the relationship -- as Beijing sees it -- is related to the 

growing ties between Taipei and Tokyo. For the most part, the 
Japanese government did so by keeping ties between Tokyo and Taipei 
unofficial and low profile. However, three trends have emerged to 
challenge the stability of the relationship. 


\"First, Taiwan has evolved from a KMT-controlled authoritarian state 
to an emerging democracy. As a result, there is growing affinity 
between Taiwan and Japan. Second. China\'s 1995 and 1996 missile 
exercises in the Taiwan Strait raised the specter that Beijing could 
resort to the use of force to resolve the Taiwan issue. Because of 
Taiwan\'s strategic location along sea routes used by Japan, Tokyo 
has become more attentive to the cross-strait development. Third, 
economic transformation in eastern Asia and growing economic 
interdependence has promoted greater economic ties as Japanese 
companies seek to capitalize on Taiwanese business links to China. 


\"Beijing has plenty of reasons to be worried about the growing 
Tokyo-Taipei ties. ... But what is encouraging is that at least 

Beijing and Tokyo can explore ways to best manage these disputes, 
even if they are unable to resolve them. ... Asia\'s peace, 

stability and prosperity hinge on whether the two powers can manage 
to live together and lead the region into the 21st century. Wen\'s 
visit should keep the momentum going.\" 


WANG 
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SIPDIS 


STATE FOR EUR/NCE - AJENSEN, ISN/RA FOR RNEPHEW, IO/T FOR 
HVONBEHREN, TREASURY FOR JZARATE 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: KNNP, EFIN, IAEA, PARM, MNUC, TRGY, AORC, UNSC, RO 

SUBJECT: ROMANIA RECEIVES INFORMATION REGARDING THE ADOPTION OF 
UNSCR 1747 AND IMPOSITION OF SANCTIONS ON IRAN 


REF: A) STATE 37801; B) STATE 38553; C) STATE 40909 
MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE ACCORDINGLY. 


1. (SBU) Polmiloff delivered on April 2 to Ministry of Foreign 

Affairs Director for Non-proliferation, Arms Control and Combating 
Terrorism Mihaela Vasiu points raised in Refs B and C regarding the 
adoption of UN Security Council Resolution 1747 and the imposition 
of sanctions on Iran. Post had previously delivered Ref A points to 
Vasiu on March 26. 


2. (SBU) Vasiu welcomed the demarches and said she would ensure that 
the named entities were included on the GOR\'s list of proscribed 

actors, if they were not already so designated. Post also provided 

on April 5 all points to the National Agency for Fiscal 

Administration, the National Bank of Romania, General Prosecutor\'s 
Office, and Romania\'s FIU. Post will follow up and report any 

action taken. 


Taubman 
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DEPT FOR SA/FO, SCA/A, S/CT, S/CR, SCA/PAB, EUR/RPM 
STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 
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E.O. 12958: DECL: 04/10/2017 
TAGS: PREL, PGOV, IR, AF 
SUBJECT: NATIONAL FRONT OFFICIALLY LAUNCHED 


REF: A. KABUL 919 
B. KABUL 1031 


Classified By: Political Counselor Sara A. Rosenberry for Reasons 1.4 ( 
b) & (d) 


1. (C) On April 3, several parliamentarians and jihad 
leaders announced the formal launching of the United Front 
(reftel A). MP Rabbani was declared the group\'s leader, and 
MP Sayed Mustafa Kazimi its spokesperson. Vice President 
Massoud, Water and Energy Minister Ismail Khan and the 
ex-King\'s grandson Mustafa Zahir Shah are also members. 
Rabbani told the crowd of several hundred that the Front 
represents \"a new experience in the political life\" of 
Afghanistan. Its goals include creating a parliamentary 
system of government and direct elections for governors 
(versus presidential appointments). Despite the Front\'s 
claims that it is not interested in weakening the Karzai 
government, its goals appear to be aimed directly at limiting 
the President\'s authority. Karzai supporters claim Iran and 
Russian are encouraging the movement. The Foreign Ministry 
convened a meeting of resident Ambassadors on April 8 to 
argue that the National Front represented a threat to the 
Bonn Process and ask that donors make clear they will not 
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support the movement. The Embassy has taken the position 
that while the Front may be a potential threat to Karzai\'s 
power, its creation marks progress because political 
strongmen are attempting to use the political process to 
attain their goals as opposed to resorting to violence. END 
SUMMARY. 


2. (SBU) The mood was electric at the April 4 meeting at 

the Hotel Intercontinental in Kabul where a standing room 

only crowd of several hundred Afghans and international press 
crammed in to watch the theatrics. On stage, it was a who\'s 
who of the powerful opposition to Karzai announcing their 
membership in the Front: Inter alia, this included MP (and 
former President) Rabbani, Lower House Speaker Qanooni, the 
ex-King\'s grandson Mustafa Zahir, Water and Energy Minister 
Ismail Khan, Second Deputy Speaker of the Lower House Aref 
Noorzai (who is tied to the Karzai family by marriage), 

former Defense Minister Marshal Fahim, MP Kazimi, MPs 
Gulabzoy and Olumi (both communist era leaders) were among 
them. Two women members, including newly-elected chair of 
the Lower House Women\'s Committee Qadriya Yazdanparast, were 
also present. 


3. (C) At least six National Unity Council members were 
present (Note: Thus far separate from the Front, the Council 
seeks to limit foreign forces\' operations in Afghanistan- see 
reftel B.) In separate conversations with Front leader MP 
Noorulhag Olumi and Council leader Bashir Bezhan, both 
assured Poloff and Pol FSN that the Council and the Front had 
no intention of merging. Bezhan derided the Front\'s public 
announcement ceremony as pure theatrics. Olumi categorically 
rejected the possibility that the Front would sponsor or 

support the Council\'s draft bill to limit foreign military 
operations in any way. (Comment: If the two groups did merge 
in the future, it seems unlikely that National Front members 
would support a draft bill calling for the removal of foreign 
troops from Afghanistan. End Comment.) 


4. (SBU) Rabbani outlined the Front's Charter: 
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a. Follow Islam. 
b. Support the rule of law. 


c. Defend the freedom, independence, and sovereignty of 
Afghanistan. 


d. Amend the election law so governors are elected, not 
appointed. 


e. Form a parliamentary system of government based on 
Articles 149/150 of the Constitution. 


f. Develop civil society to maintain political and social 
rights. 


g. Fight against poppy. 

Rabbani lamented that \"The GOA and the international 
community have not created any programs to help farmers who 
have been victims of the poppy eradication.\" (Note: The 
Embassy has several alternative livelihood programs it has 
implemented to assist poppy farmers. End Note). 


h. Fight against Terrorism. 

Rabbani said that terrorism is completely against Islam, and 

is concerned about the term \"Islamic terrorism\" being used in 
the media. He stressed there is no relation between the two. 
Terrorism, he added, is completely illegal under Islam. 
Rabbani pointed out that many terrorism victims have been 
Muslims. 


i. Respect for Human Rights. 
Rabbani said the Front supports human rights but does not 
support the \"political and false\" Human Rights Watch report. 


j. Cooperation with the international community on security. 
Rabbani said The Front is \"committed\" to working with the 
international community, within the framework of the 
constitution, to strengthen both the quantity as well as the 
quality of soldiers and policemen who can defend Afghanistan 
with integrity. He thanked \"friendly countries\" for their 
assistance with this so far. 


5.(C) The ex-King\'s grandson Mustafa Zahir Shah gave an 
emotionally-charged motivational speech on the need to 
rebuild the house of Afghanistan \"that we helped destroy\" and 
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bring light to the darkness in which Afghans live. He made 
several references to the previous prosperity Afghanistan had 
known, and added \"we extend our hands to everyone to help us 
rebuild this house. (Note: Mustafa Zahir is believed to 

have strong presidential ambitions. End Note). Mustafa 
added that 50 years ago his grandfather had stood in the 
exact same spot and inaugurated the Hotel Intercontinental as 
a sign of prosperity in Afghanistan. Now, he noted, 50 years 
later, he was standing in the Hotel and staking the claim 

that Afghanistan was moving forward towards the light of a 
better future. 


6. (C) Rabbani said the Front was a \"new experience in the 
political life of our country.\" He lamented that, despite the 
international community\'s presence, the country was still in 
chaos. Rabbani called for political parties to build their 

trust in each other and to join hands. He urged that they 

put past conflicts behind them and work together to avoid the 
crisis the country was moving toward. Rabbani noted that 
other countries \"want to see us go up in flames\" and the 
\"corruption of officials make Afghanistan vulnerable to 
certain threats.\" Rabbani stressed that the Front was not 
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trying to disrupt the GOA or weaken it (Comment: Despite the 
Front\'s claims that it was not interested in weakening the 
Karzai government, its two main goals appear to be aimed 
directly at weakening the President\'s authority. End 
Comment). 


7. Karzai supporters make no bones about the fact that they 
see the United Front as a concerted effort to undermine the 
President. Several point to Iran and Russia as working 
behind the scenes. The Foreign Ministry took the unusual 
step of inviting representatives from missions to the 

ministry for a briefing on what ForMin Senior Policy Advisor, 
Davood Moradian, described as a domestic issue with a 
regional/international dimension. While the embassy was not 
able to attend, Moradian later provided his notes for the 
presentation which, without referring to the National Front 

by name (but confirming afterwards its founding was the 
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catalyst for the meeting), characterized it as an attempt to 
manipulate democratic institutions established at Bonn to 
return Afghanistan to the \"politics of the 90,s.\" He called 
this a threat more dangerous than the Taliban -- a cancer 
that could destroy the state-building efforts underway. 
Moradian told us after the briefing (which he acknowledged 
produced no questions or response from the diplomats 
attending) that he had no doubt that Iran and Russia were 
behind the National Front, and that the meeting was meant as 
an appeal to donors to make it clear they saw the National 
Front as a threat to Bonn. 


8. (C) Although basically Sunni Tajik, the National Front 
includes some Pashtuns and ShiVites. Some are individuals 
who fought each other fiercely in the past, and have 

histories of enmity simmering below their present facade of 
fellowship. The group appears to be unified on four major 
points: their shared criticism and suspicion of President 
Karzai, their interest in accumulating and maintaining as 
much power as they can for themselves at the expense of the 
central authority, their fear that Karzai (and some in the 
international community) may be working towards a 
reconciliation with the Taliban and/or Gulbuddin Hekmatyar, 
and their deep unease over the threat that they might have to 
answer for human rights abuses committed in the past. (Note: 
Indeed, in the first meeting last November that Emboff had 
with Rabbani,s people to hear about the potential new Front, 
the thrust of the discussion was their angry reaction to 
criticism of their human rights records and their suspicions 
that there were negotiations being conducted with Hekmatyar 
which could threaten their status and Karzai,s need for 

their support. End Note.) Afghan contacts have shared that 
Saddam\'s execution apparently heightened concerns about the 
international community\'s expectations/intent regarding 
individuals possibly being vulnerable for past actions. The 
recently passed amnesty law and the restrictive media law 
anticipated to be proposed in parliament are other 
manifestations of increased sensitivity in certain quarters, 
including the National Front, about what are perceived as 
liberal, internationalist movements by the government. 


9. (C) Modern Afghan history is a litany of political 

parties and movements forming and then splitting as various 
leaders jockeyed for power. These breakups were often very 
bloody. On paper, there is an almost endless list of official 
political parties, many of which only seem to serve the 
interests of very few people. Afghans are generally cynical 
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about such formations, and in recent conversations with 
Emboff, Afghan contacts have pointed out that the future of 
this new Front will follow the traditional pattern. They 

note that the personalities of the leaders, their greed and 
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ambitions, and their personal histories and vendettas against 
each other will outweigh the reasons the Front has now come 
together. 


10. (C) In one sense, there is some truth to the charge 

that the Front is an attempt to reintroduce the 

\"politics of the 90\'s\", when many of these same members 
joined and left temporary coalitions. At the same time, 

while the Front may be a potential threat to Karzai\'s power, 

its creation marks progress in that the members are 

attempting to use an open political process to attain very 
important goals instead of simply resorting to violence. The 
Embassy\'s position, when asked about the movement, is that it 
is a domestic political development involving elected members 
of parliament and leaders who have the right to discuss and 
recommend steps to address Afghanistan\'s future. END COMMENT. 
NORLAND 


103926 

RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHBS #1208/01 1010917 

ZNY CCCCC ZZH 

R 110917Z APR 07 

FM USEU BRUSSELS 

TO RUEHC/SECSTATE WASHDC 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 
RUEHAK/AMEMBASSY ANKARA 

RUEHTH/AMEMBASSY ATHENS 

RUEHBW/AMEMBASSY BELGRADE 

RUEHRL/AMEMBASSY BERLIN 

RUEHLI/AMEMBASSY LISBON 

RUEHLO/AMEMBASSY LONDON 

RUEHNC/AMEMBASSY NICOSIA 

RUEHFR/AMEMBASSY PARIS 

RUEHVB/AMEMBASSY ZAGREB 

RUCNDT/USMISSION USUN NEW YORK","C ON FIDENTIAL SECTION 01 OF 03 BRUSSELS 001208 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 04/04/2017 
TAGS: BE, CR, CY, EUN, PREL, TK, TU 


Column 3 
SUBJECT: EU AND US DISCUSS TURKEY, CROATIA AT COELA TROIKA 
AND OTHER MEETINGS 


REF: USEU BRUSSELS 1130 


Classified By: Institutional Affairs Unit Chief Courtney Nemroff for re 
asons 1.4 (b) & (d) 


1. (SBU) SUMMARY. EUR/SE Director Douglas Silliman and 
EUR/SCE Director Christopher Hoh met with counterparts in the 
European Council, Commission, and current and incoming 
presidencies to discuss EU candidate countries Turkey and 
Croatia at a regularly scheduled COELA troika March 21. EU 
interlocutors were positive about Turkey\'s steady progress in 
technical negotiations but expressed concern that discussions 
could become more difficult later in the year, particularly 
depending on actions the GOT might take to counter the PKK 
threat. The EU reported that Croatia is making relatively 
good progress in accession negotiations, but the Commission 
is still waiting for practical results from promising reform 

plans put forward by Zagreb. EU interlocutors highlighted 
judicial reform, anti-corruption, and human rights as issues 

of particular concern. Silliman and Hoh also held separate 
side meetings with EU and permrep counterparts on their 
respective portfolios; Hoh\'s private meetings are reported 
reftel. END SUMMARY. 


2. (SBU) The German MFAVs Special Envoy for Southeastern 
Europe and Turkey Emily Haber opened the meeting by stressing 
that the EU\'s December Council decision regarding how the EU 
would proceed with Turkish accession negotiations was a good 
decision and an appropriate reaction to Ankara\'s 
non-implementation of the Ankara Additional Protocol. 
European Commission ofith 

Silliman their concerns that a GOT intervention in Iraq could 
have a \"devastating\" effect on member state perceptions of 
Turkey, as it would reinforce their argument that the 

accession of state that bordered on Iraq would be dangerous 
for European security. Senior Commission officials stressed 
that Turkish intervention in Iraq could have grave 

repercussions for the entire Turkish accession process.) 


5. (SBU) In addition to the troika meeting, Silliman briefed 

27 members of the COELA working group, the forum in which all 
27 member states, the Council, and the Commission discuss 
enlargement issues. During his briefing, an official from 

the Dutch permanent representation noted his \"shock\" at 
statements by Turkish academics and others at a recent Wilton 


Column 3 
Park conference where they referred to the EU\'s December 
Council decision on Turkey as the EU\'s \"humiliation\" of 
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Turks. In response, Silliman noted the importance of 
reaching out to Turkish civil society and described USG 
efforts in this area, including our large student exchange 
program. 


6. (C) Silliman met separately with Commission and friendly 
Permanent Representation officials, as well as with the 
German presidency and incoming Portuguese presidency. 
Commission contacts noted steady progress in screening and 
opening Turkey\'s acquis chapters, with four chapters possibly 
opening by the end of the German presidency (note: one of the 
four, the chapter on enterprise and industrial policy, was 
opened March 28.) They added that progress should continue 
during the upcoming Portuguese presidency. 


7. (C) However, the Commission officials acknowledged the 
current sense of calm in negotiations would not last, 

especially when it came time to discuss more controversial 
political reforms in October or November 2007. They also 
noted they would need to take stock of progress on the Cyprus 
issue later this year. An official in Enlargement 

Commissioner Olli Rehn\'s cabinet noted Ali Babacan had been 
an active, regular visitor to Brussels and that his efforts 

were playing well in Brussels. She added that politically 

the EU wanted to renew cooperation with Turkey in the energy 
sector. The Commission was planning a high level conference 
in Istanbul on energy cooperation which Energy Commissioner 
Piebalgs and Rehn would likely attend, along with Turkish 
Foreign Minister Gul. German presidency officials noted they 
remained hopeful they could achieve \"something\" on direct 
trade with the Turkish Cypriots during their presidency, 
although not likely as much as they had hoped. 


8.. (C) A UK Permanent Representation official stressed that 
the French election could play heavily into the dynamics of 
negotiations, noting the danger that Sarkozy, if elected, 
could be tempted to make a clear statement about Turkey at 
the June European Council meeting within the context of 
discussions over EU Constitutional reform and the future of 
the Constitutional treaty. Our UK contact noted it would be 
helpful for France to be able to show some \"commercial wins\" 
from the negotiation process, for example on issues such as 
the beef ban or IPR, to help get French buy in. Overall, our 
source said \"we probably have 18 months\" before the EU 
re-focuses its attention on Turkey\'s lack of implementation 
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of the Ankara Additional Protocol, around the beginning of 
the French presidency, at which point Cyprus will start to 
make noises again. That, he said, would be a good time for 
Turkey to make more dramatic moves. He noted it might be 
useful for GOT officials to go to France, meet the new French 
President, and possibly announce some \"France-friendly\" 
concessions, possibly in the form of some sort of trade-off 
for Ankara given that the French will be assuming the 
presidency. 


9. (C) Our UK contact assessed that the more difficult acquis 
chapters to open would be those that got into issues of 
normalization and international organizations. He indicated 
that Turkey would likely at a minimum need to cease blocking 
Cyprus in Waasenaar in order to gain more member state 
sympathy on some of these points. Regarding direct trade for 
the Turkish Cypriots, the UK expert was pessimistic about the 
presidency\'s chances for finding a successful formula, but 
pointed to the fact of having direct trade \"on the table\" 

could be useful for ensuring \"good behavior\" by the Greek 
Cypriots. 


Croatia 


8. (SBU) European Commission Deputy Head of Unit for Croatia 
Hendrik Bendixen briefed the troika on the status of 

Croatia\'s accession negotiations and noted that the screening 
process will be finished by mid-April. Commission 

interlocutors reported that that Zagreb\'s institutional 

capacity for negotiations is good, but not deep, and the 
government has difficulty making some political decisions. 
Despite relatively good progress, Bendixen said that 

Croatia\'s 2009 accession target date is unrealistic, and 

while the government\'s plans for reform appear promising, the 
EU is waiting to see tangible results. The Commission has 
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closed two chapters (Education and Culture and Science and 
Research) and plans to open more by the end of the year. 
Other chapters will likely remain unopened until 2008, 
pending Croatian ability to meet key benchmarks. At the top 
of the Commission\'s agenda are issues of judicial reform, 
anti-corruption, and human rights. EU negotiators are 
concerned about the backlog of court cases and the lack of 
transparency in financial crimes and corruption cases. 
Bendixen also noted Croatia\'s slow progress on refugee 
returns. He said that shortcomings in all of these areas were 
indicative of broader questions about the functioning of rule 


Column 3 

of law in Croatia. He added that Zagreb had put forward a 
promising plan for 2007, however, the EU side cautioned that 
reform may slow later this year with the approach of the 
November elections. 


9. (SBU) Hoh noted that the U.S. viewed the accession process 
in a positive way and said that the U.S. shared EU concerns 
about the judicial system and refugee returns. Hoh observed 
that much of the corruption is a result of the Communist 
legacy; attention to economic reform will enhance prospects 
for growth. Washington is optimistic that the EU accession 
process will aid in this regard and the U.S. will be 

supportive. He said that while the U.S. and EU held differing 
views on closing the OSCE mission in Croatia, the potential 
closure will mean that the two sides will need to redouble 
cooperative efforts to ensure progress on refugee returns and 
minority rights. (Note: In a separate meeting, Commission 
Head of Unit for Croatia David Daly told Hoh that the EU 
highly valued the OSCE mission, and believed that replacing 
its countrywide monitoring function would be difficult, and 

that closure would be premature.) 


10. (SBU) Hoh also underscored the broader, regional 
circumstances of Croatia\'s role as EU candidate, observing 
that Croatia wanted to be a model for its neighbors by 
offering help them to prepare, but the effect of its actions 
was sometimes to leave them behind. In this context, he 
inquired about general accession standards for the rest of 
the region, and whether political considerations will come 
into play as other countries negotiate their accession. 
Bendixen argued that EU standards have probably become more 
stringent now than during previous enlargements. The EU is 
taking their lessons learned and applying them to current 
candidates. 


11. (U) EUR/SEA Doug Silliman and EUR/SCE Chris Hoh have 
cleared this cable. 


MCKINLEY 
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2. (SBU) The German My 

on a variety of economic iQsues. Silliman told his European 
counterparts to feel free to call on the USG for assistance 
on any of these issues, drawing on our relationship with 
Ankara. 


3. (C) Turning to the PKK, Haber expressed concern over the 
possibility of a Turkish incursion into Iraq to counter the 

PKK threat. She asked whether Europe could have an impact 
with the PKK. Silliman cautioned against EU member states\' 
tendency to connect PKK to Kurdish rights, which he said gave 
the PKK a base for operating in Europe. He noted it may be 
useful to increase cooperation between EU member states\' 
police and military services to counter PKK criminal 

activity, financing, recruting and propoganda activities in 
Europe. He also suggested that European leaders (perhaps 
bilaterally) stress in conversations with governing Iraqi 

Kurds that there will be implications if they do not push 

back against the PKK. 


4. (C) Portuguese Head of Enlargement and Western Balkans 
Pedro Antunes said the EU would be extremely interested in 
seeing how GOT authorities reacted to PKK actions. (Note: a 
number of EU contacts raised in separate meetings with 
Silliman their concerns that a GOT intervention in Iraq could 
have a \"devastating\" effect on member state perceptions of 
Turkey, as it would reinforce their argument that the 
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accession of state that bordered on Iraq would be dangerous 
for European security. Senior Commission officials stressed 
that Turkish intervention in Iraq could have grave 
repercussions for the entire Turkish accession process.) 


5. (SBU) In addition to the troika meeting, Silliman briefed 

27 members of the COELA working group, the forum in which all 
27 member states, the Council, and the Commission discuss 
enlargement issues. During his briefing, an official from 

the Dutch permanent representation noted his \"shock\" at 
statements by Turkish academics and others at a recent Wilton 
Park conference where they referred to the EU\'s December 
Council decision on Turkey as the EU\'s \"humiliation\" of 


BRUSSELS 00001209 002 OF 003 


Turks. In response, Silliman noted the importance of 
reaching out to Turkish civil society and described USG 
efforts in this area, including our large student exchange 
program. 


6. (C) Silliman met separately with Commission and friendly 
Permanent Representation officials, as well as with the 
German presidency and incoming Portuguese presidency. 
Commission contacts noted steady progress in screening and 
opening Turkey\'s acquis chapters, with four chapters possibly 
opening by the end of the German presidency (note: one of the 
four, the chapter on enterprise and industrial policy, was 
opened March 28.) They added that progress should continue 
during the upcoming Portuguese presidency. 


7. (C) However, the Commission officials acknowledged the 
current sense of calm in negotiations would not last, 

especially when it came time to discuss more controversial 
political reforms in October or November 2007. They also 
noted they would need to take stock of progress on the Cyprus 
issue later this year. An official in Enlargement 

Commissioner Olli Rehn\'s cabinet noted Ali Babacan had been 
an active, regular visitor to Brussels and that his efforts 

were playing well in Brussels. She added that politically 

the EU wanted to renew cooperation with Turkey in the energy 
sector. The Commission was planning a high level conference 
in Istanbul on energy cooperation which Energy Commissioner 
Piebalgs and Rehn would likely attend, along with Turkish 
Foreign Minister Gul. German presidency officials noted they 
remained hopeful they could achieve \"something\" on direct 
trade with the Turkish Cypriots during their presidency, 
although not likely as much as they had hoped. 


8.. (C) A UK Permanent Representation official stressed that 
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the French election could play heavily into the dynamics of 
negotiations, noting the danger that Sarkozy, if elected, 
could be tempted to make a clear statement about Turkey at 
the June European Council meeting within the context of 
discussions over EU Constitutional reform and the future of 
the Constitutional treaty. Our UK contact noted it would be 
helpful for France to be able to show some \"commercial wins\" 
from the negotiation process, for example on issues such as 
the beef ban or IPR, to help get French buy in. Overall, our 
source said \"we probably have 18 months\" before the EU 
re-focuses its attention on Turkey\'s lack of implementation 
of the Ankara Additional Protocol, around the beginning of 
the French presidency, at which point Cyprus will start to 
make noises again. That, he said, would be a good time for 
Turkey to make more dramatic moves. He noted it might be 
useful for GOT officials to go to France, meet the new French 
President, and possibly announce some \"France-friendly\" 
concessions, possibly in the form of some sort of trade-off 
for Ankara given that the French will be assuming the 
presidency. 


9. (C) Our UK contact assessed that the more difficult acquis 
chapters to open would be those that got into issues of 
normalization and international organizations. He indicated 
that Turkey would likely at a minimum need to cease blocking 
Cyprus in Waasenaar in order to gain more member state 
sympathy on some of these points. Regarding direct trade for 
the Turkish Cypriots, the UK expert was pessimistic about the 
presidency\'s chances for finding a successful formula, but 
pointed to the fact of having direct trade \"on the table\" 

could be useful for ensuring \"good behavior\" by the Greek 
Cypriots. 


Croatia 


8. (SBU) European Commission Deputy Head of Unit for Croatia 
Hendrik Bendixen briefed the troika on the status of 

Croatia\'s accession negotiations and noted that the screening 
process will be finished by mid-April. Commission 

interlocutors reported that that Zagreb\'s institutional 

capacity for negotiations is good, but not deep, and the 
government has difficulty making some political decisions. 
Despite relatively good progress, Bendixen said that 

Croatia\'s 2009 accession target date is unrealistic, and 

while the government\'s plans for reform appear promising, the 
EU is waiting to see tangible results. The Commission has 
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closed two chapters (Education and Culture and Science and 
Research) and plans to open more by the end of the year. 
Other chapters will likely remain unopened until 2008, 
pending Croatian ability to meet key benchmarks. At the top 
of the Commission\'s agenda are issues of judicial reform, 
anti-corruption, and human rights. EU negotiators are 
concerned about the backlog of court cases and the lack of 
transparency in financial crimes and corruption cases. 
Bendixen also noted Croatia\'s slow progress on refugee 
returns. He said that shortcomings in all of these areas were 
indicative of broader questions about the functioning of rule 
of law in Croatia. He added that Zagreb had put forward a 
promising plan for 2007, however, the EU side cautioned that 
reform may slow later this year with the approach of the 
November elections. 


9. (SBU) Hoh noted that the U.S. viewed the accession process 
in a positive way and said that the U.S. shared EU concerns 
about the judicial system and refugee returns. Hoh observed 
that much of the corruption is a result of the Communist 
legacy; attention to economic reform will enhance prospects 
for growth. Washington is optimistic that the EU accession 
process will aid in this regard and the U.S. will be 

supportive. He said that while the U.S. and EU held differing 
views on closing the OSCE mission in Croatia, the potential 
closure will mean that the two sides will need to redouble 
cooperative efforts to ensure progress on refugee returns and 
minority rights. (Note: In a separate meeting, Commission 
Head of Unit for Croatia David Daly told Hoh that the EU 
highly valued the OSCE mission, and believed that replacing 
its countrywide monitoring function would be difficult, and 

that closure would be premature.) 


10. (SBU) Hoh also underscored the broader, regional 
circumstances of Croatia\'s role as EU candidate, observing 
that Croatia wanted to be a model for its neighbors by 
offering help them to prepare, but the effect of its actions 
was sometimes to leave them behind. In this context, he 
inquired about general accession standards for the rest of 
the region, and whether political considerations will come 
into play as other countries negotiate their accession. 
Bendixen argued that EU standards have probably become more 
stringent now than during previous enlargements. The EU is 
taking their lessons learned and applying them to current 
candidates. 


11. (U) EUR/SEA Doug Silliman and EUR/SCE Chris Hoh have 
cleared this cable. 


MCKINLEY 
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1. (C) Summary: Congolese and MONUC military officials claim 
elements of the Allied Democratic Forces and National Army 

for the Liberation of Uganda (ADF-NALU) operating in the DRC 
no longer pose a significant security threat. They contend 
ADF-NALU numbers have been greatly reduced since joint 
FARDC-MONUC operations against the group in December 2005. 
This assessment follows recent fighting between ADF-NALU and 
Ugandan forces. The GOU is calling for the GDRC and MONUC to 
take \"immediate action\" against the group, saying Uganda 
\"cannot fold its arms when its security is threatened by 

these negative forces operating from GDRC territory.\" End 
summary. 


2. (SBU) Ugandan ministers protested to Congolese authorities 
and Western diplomats over alleged recent incursions by 
ADF-NALU fighters into Uganda from the DRC (ref A) following 
several clashes between the Ugandan People\'s Defense Forces 
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(UPDF) and ADF-NALU members near the Uganda-DRC border in 
late March. In a diplomatic note to the GDRC, the GOU claims 

it killed several dozen rebels in the fighting. Minister of 

State for International Relations Henry Okello Oryem urged 

the GDRC to take \"immediate actions\" to end the activities of 
ADF-NALU in its territory. Ugandan Minister of Defense 

Crispus Kiyonga called on MONUC to deal with the situation as 
well. 


3. (SBU) Following these appeals, Francis Butagira, Uganda\'s 
Permanent Representative to the UN, sent a letter April 5 to 

the UNSC stating the GOU viewed the recent fighting \"with a 

lot of concern.\" The letter charges that both the GDRC and 
MONUC have done \"nothing\" to deal with \"negative forces\" on 
DRC soil. Butagira warned that Uganda \"cannot remain silent 
or fold its arms when its security is threatened\" by groups 

such as ADF-NALU. 


4. (C) DRC military and defense officials told us they do not 

view ADF-NALU as a threat to security, and viewed Uganda\'s 
demands as the \"real threat.\" Vice Minister for National 

Defense Nelson Paluku, a native of North Kivu province where 
ADF-NALU elements are located, said April 6 he did not 
consider the group particularly dangerous or a priority for 

the military. Likewise, FARDC 8th Military Region (North 

Kivu) Deputy Commander Col. Delphin Kahimbi told PolOff 
during a February visit to Goma that ADF-NALU was not among 
the military\'s more pressing security concerns in the 

province. Paluku added that ADF-NALU no longer has many 
members, as its ranks were decimated or chased out of the DRC 
following joint FARDC-MONUC operations in December 2005 (ref 
B). He said he considered Uganda\'s pronouncements as an 
attempt to interfere in Congolese affairs. 


5. (C) MONUC officials similarly downplayed the influence and 
strength of ADF-NALU. MONUC Chief Intelligence Officer Lt. 
Col. George Coutts told us April 9 that ADF-NALU has perhaps 
500 to 1,500 fighters in the Grand Nord region of North Kivu, 
northeast of Beni toward the borders with Uganda and lturi 
District. He confirmed FARDC assessments that the group took 
heavy losses in the December 2005 fighting and has not been 
particularly active since. He said most of the group\'s 

members now engage in petty theft and extortion, but 
otherwise do not threaten the local population. Coutts added 
that as many as two-thirds of ADF-NALU members are believed 
to be Congolese. 


6. (C) MONUC North Kivu Brigade Chief Intelligence Officer 
Colonel Mallik told us April 9 MONUC military observers in 

the Grand Nord have reported only sporadic movements of small 
groups (10-15 people) of suspected ADF-NALU members over the 
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past two months, none of them particularly threatening. He 
said the region as a whole is now actually more stable, as 
many of those displaced in the December 2005 fighting are 
returning to their homes. Mallik said an early April 
assessment mission in the Grand Nord found that nearly 75 
percent of the 11,000 estimated displaced families in the 
area have returned home. 


7. (C) Comment: ADF-NALU forces have not posed a credible 
threat to Congolese or Ugandan interests since the group took 
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heavy losses in December 2005. While Congolese officials 
would downplay the potential danger the group poses because 
the FARDC lacks the capability to eliminate it, MONUC\'s 
assessment of ADF-NALU\'s relative weakness appears more 
reliable and accurate. GOU pronouncements indicate that 
Kampala thinks otherwise. Some Congolese authorities, who of 
course have their own agendas, claim that Uganda\'s recent 
sabre-rattling may be connected to: the Group of Experts\' 
investigation into Ugandan arms trafficking; the discovery of 
Ugandan-supplied weapons in an arms cache belonging to former 
Vice President Jean-Pierre Bemba (ref C); the disarmament of 
Ituri\'s militias (ref D), long believed to have been 

supported by certain Ugandan actors outside GOU control. End 
comment. 
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Summary 


1. (C) Admiral Keating: Welcome to Malaysia. Malaysia is 
important to us because it is a successful, moderate, 
predominantly Muslim country that, over the longer term, may 
be able to support us more strongly in places like the Middle 
East. It is strategically located on the Straits of Malacca, 
through which one quarter of the world\'s trade flows, and it 
borders five of the other nine ASEAN countries. Malaysia is 
also a good partner in the war on terror. It is our tenth 

largest trading partner, and many major American companies 
have invested here. The overall tone in Malaysian-American 
relations has improved considerably since Abdullah Badawi 
became Prime Minister in late-2003. Bilateral relations 
eroded under Abdullah\'s vituperative predecessor Dr. Mahathir 
Mohamad, but Abdullah brought with him a friendlier style and 
an interest in projecting a more moderate image, both for 
himself and for his country. CT cooperation remains strong. 
We have increased senior-level exchanges since Abdullah came 
aboard, for example conducting our first ever Senior Dialogue 
with the Foreign Ministry at the Assistant Secretary level in 
May 2005. Malaysia has acceded to the IAEA Additional 
Protocol, begun drafting export control legislation, and 
participated as an observer in PSI exercises. Malaysia has 
played a positive role in helping to stabilize Aceh, 

Mindanao, and East Timor. 


2. (C) Military-to-military cooperation is improving, with 23 
US Navy ship visits to Malaysian ports in 2007, up from three 
in 2003. Malaysia\'s traditional approach to global issues, 
which Abdullah has continued albeit at a lower decibel level, 
remains an impediment to closer bilateral cooperation. 
Malaysia actively participates in the NAM and the OIC, often 
adopting distinctly third-world positions on issues of 
importance to us. Our public affairs environment is also 
challenging. The Malaysian public is strongly opposed to our 
policies in the Middle East and the Persian Gulf. A strong 
\"post-colonial overhang\" also colors Malaysian attitudes 
toward the U.S. role in Southeast Asia. With Abdullah we 
have nevertheless been able to pursue a set of broad common 
interests, and pragmatism generally rules in bilateral 

security relations. Your visit will help us further cement 
military-to-military ties, and we look forward to your 

arrival. End Summary. 


Column 3 
Political/Economic Landscape 


3. (C) Malaysia has been a difficult political partner in 

the past. Malaysians nurse strong anti-colonial sentiments. 
They are fiercely protective of their sovereignty and (among 
the Muslim Malay majority) resent perceived ill treatment of 
Islam by the West. Malaysian intellectuals tend to hold a 
\"Euroskeptic\" view of U.S. foreign policy in general and like 
to cast themselves as defenders of \"third world\" interests. 
Former Prime Minister Mahathir played on these sentiments to 
generate political support for himself and his ambitious 
economic agenda. When he relinquished his post in 2003, he 
left behind a modernized economy but also strained relations 
with much of the West. Today, however, Malaysia presents us 
with important transformational opportunities. In terms of 

its economic development, educational achievement, public 
welfare, and political stability, Malaysia stands out among 
Muslim-majority nations. The Malaysians project a moderate 
version of Islam, and, over the longer term, could lend 
additional support to democratic forces in the Middle East 

and Iraq. We also share strong common East Asian regional 
interests in stability and prosperity. Malaysian 
counter-terrorism cooperation is indispensable in defeating 
Jemaah Islamiyah (Jl) in the region. Malaysia\'s economy is 
one of the most open, diverse and well-developed economies in 
the Islamic world and in ASEAN. Malaysia is our tenth 

largest trading partner, we are Malaysia\'s number one foreign 
investor, and economic ties could strengthen further if 

ongoing negotiations on a free trade agreement are successful. 


Bilateral Ties--Improving the Substance 


4. (S) In our bilateral relations, the GOM has begun 

matching improvements in tone with improvements in substance. 
PM Abdullah has openly espoused improved relations with the 
U.S., and values the good rapport he established in his 
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meetings with the President. Last summer, Secretary Rice met 

with PM Abdullah and FM Hamid at the ASEAN Regional Forum and 
President Bush met with PM Abdullah on the sidelines of the 

UNGA in September. Last year the GOM acceded to our 
long-standing urging and signed the IAEA Additional Protocol; 

the Malaysians have also started sending observers to recent 

PSI exercises; and the GOM is preparing to implement an 

export control regime. 
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5. (C) Although they keep the details closely held, the GOM 
has been a key partner on counterterrorism. Early round-ups 
in 2001-2002 of scores of Jemaah Islamiyah (Jl) suspects 
helped ensure there have been no terrorist attacks here. 
However, Malaysian extremists, as illustrated by a series of 
arrests in MalaysiaWs Borneo states last year, still have the 
capability to support JI operations elsewhere. Two 

Malaysian citizens were among the 14 high value U.S. 
detainees transferred to Guantanamo last year. In 2003, 
Malaysia established the Southeast Asia Regional Center for 
Counterterrorism (SEARCCT), which runs a full schedule of 
multilateral training courses, many conducted with U.S. 
support. We and our colleagues in Manila, Jakarta and other 
Southeast Asian posts have embarked on a regional effort to 
strengthen these countries\' border controls. In cooperation 
with GOM, we undertook a Border Control Assessment Initiative 
(BCAI) in eastern Sabah with participants from the Department 
of State, Homeland Security, USCG and JIATF West. The heads 
of the Embassy\'s Defense Attach and Defense Cooperation 
offices attended the field portion of this assessment. 


Security Cooperation 


6. (C) The strong state of U.S.-Malaysia bilateral defense 

ties finds expression in the very successful visit to the 

U.S. of former Malaysian Armed Forces (MAF) Chief Admiral 
Anwar in October, including Anwar\'s meeting with the Chairman 
of the Joint Chiefs of Staff; the Mid Year BITACG review in 
November; and the Chiefs of Defense Conference in November 
that was hosted jointly for the first time by PACOM-MAF. 

Anwar retired in March and was replaced by General Abdul Aziz 
bin Hj Zainal. Changes in the military leadership have not 
adversely impacted mil-mil cooperation between the United 
States and Malaysia which grew in recent years under Anwar\'s 
leadership. Ship visits have significantly increased and 
received greater visibility and security-related training 
sponsored by the United States for military and law 
enforcement participants has also been on the rise. Although 
the possibility of a terrorist threat to the Malacca Strait 

has received the bulk of international attention, the fact is 

that although pirate attacks illustrate vulnerabilities, we 

have never identified any terrorist activities in the 

Straits. Conversely, terrorists operate regularly in the 
Sulu/Sulawesi Sea corridor and we are focusing increasingly 

on this theater. 


7. (C) Malaysia has had success initiating the \"Eyes in the 

Sky\" program, a regional aerial monitoring of the Straits of 
Malacca. However, a reduction in incidents of piracy and 
improved risk assessment by Lloyds of London have lowered the 
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program\'s priority in the GOM and it moves cautiously forward 
in its multilateral efforts in this area. Malaysia 

concluded a new 505 agreement last year that will allow us to 
utilize 1206 funds to put CT equipment into the vulnerable 
Sulu and Sulawesi Seas border areas of Sabah where terrorists 
are known to transit. We are awaiting final approval of the 
1206 proposals made in conjunction with regional embassies. 
Malaysia has not signed either a PSI or Article 98 agreement. 
In general, Malaysia remains open to bilateral cooperation 
that strengthens its own defense capacity, but the GOM will 
quickly raise the principles of sovereignty and territorial 
integrity when discussing international security regimes and 
coordination, such as for the Straits of Malacca. Malaysia\'s 
only multilateral defense arrangement is the Five Power 
Defense Pact with the UK, Singapore, Australia and New 
Zealand. 


8. (S) We have been pleased by the overwhelmingly positive 
media coverage our ship visits have received, in contrast to 
the quiet arrivals of past years. The flip side to this is 

that our visits are getting increased attention from 
ideological foes on the Islamic right, and from some 
mainstream politicians pandering to the conservative Islamic 
vote. Deputy Prime Minister Najib has stoutly defended our 
cooperation before Parliament, and we do not see that our 
engagement is under threat. However, we do need to be 
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cognizant of our increased military visibility and sensitive 

to GOM concerns, particularly with high tensions in the 
Middle East. The GOM cited concerns about the growing 
visibility of training in eastern Sabah when it recently 
decided to review on a case by case basis proposed training 
events involving foreign military forces in that region. 


9. (C) Malaysia has one of the best records in UN 
Peacekeeping Operations. They have committed forces to 
operations in Timor in the past and are presently engaged 
there in police operations. 360 Malaysian troops are 
currently participating in UNIFIL and the GOM has offered a 
contingent of up to 1000 soldiers. We believe Malaysia is 
strongly considering a deployment in support of possible 
peacekeeping Missions to Sudan or Somalia. Malaysia has 
developed a Peacekeeping Training Center and updated the 
facility in recent years to provide specialized training for 

the troops it sends into the field as well as personnel from 
foreign militaries. The USG has obligated almost 1.1 million 
dollars for GPOI funds that will focus on a developing a 
multilateral peacekeeping operations exercise in 2009. 
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10. (C) Malaysia maintains friendly relations with Iran, 
including a growing commercial relationship. Malaysia has 
lent rhetorical support to Iran\'s right to develop \"peaceful\" 
nuclear technology but has also consistently maintained that 
it will implement UN decisions on Iran, including sanctions 
regimes. After the latest UNSC resolution, Prime Minister 
Abdullah called clearly and publicly for Iran to respect UNSC 
resolutions on its nuclear program. Recent actions by 
Malaysian firms have generated concerns of violations of U.S. 
laws and the Wassenaar Arrangement and a Malaysian company 
was among those recently sanctioned under the Iran Syria 
Non-proliferation Act (ISNA) for its role in shipping 

proscribed materials to Iran. The activities of local firms 
doing business with Iran need to be closely monitored and we 
continue to request Malaysia\'s assistance in investigating 
suspicious activity. One Malaysian firm has signed an 
agreement for a multi-billion dollar investment to develop 
enormous natural gas fields in Iran, a deal which has drawn 
condemnation from U.S. congressional voices in light of the 
Iran Sanctions Act. 


Recent Mil-Mil Talks 


11. (C) On 6 October 2006, PACOM staff and the Malaysian 

Armed Forces conducted mid-term bilateral defense talks. 

There were a good number of issues advanced during this forum 
such as counter-terrorism cooperation in the Sulu/Sulawesi 

seas, pandemic response, and peacekeeping. The annual BITACG 
meeting will take place in Port Dickson, Malaysia during the 

first week of May. Malaysia has recently agreed to co-host 

an annual conference for military intelligence chiefs in the 
Asia-Pacific region. 


12. (SBU) Malaysia has put forth a regional HA/DR Center 
initiative that is promising, and has wide support in the 
government. The MAF has identified Subang Airfield as a 
likely choice for the center which would be administered 
under UN auspices. Subang, the former international airport, 
served as the focal point for Malaysia\'s tsunami and 
Yogyakarta relief efforts. The facilities are modern and are 
available. Malaysia is an ideal location for a regional 

HA/DR center-centrally located, modern, stable, and Islamic. 
Malaysia is no further than two hours by air to almost any 
country in the region. Avian influenza preparedness is 
another promising area of bilateral cooperation. Last 
September, PACAF conducted a successful Al SMEE with the 
Ministry of Health. The U.S. team recommended changing 
Malaysia\'s Al preparedness rating from High risk to Partner 
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Nation. Building upon this success, the ODC has proposed a 
regional workshop on Bio-terrorism Defense-Strategic and 
Tactical Planning for spring 2007 with PACAF and the U.S. has 
provided personal protection gear and laboratory analysis 
equipment to the Malaysian government. Malaysia will co-host 
this multilateral/regional event as it has demonstrated 

capacity as a regional partner in preparing for the threat of 
avian/pandemic influenza. PACOM\'s efforts in furthering 
Malaysia\'s capacity as a regional responder are critical to 

the country teams in this regard. 


Malaysian Foreign Policy and U.S. -- A Mixed Bag 
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13. (S) Abdullah champions his moderate vision of Islam -- 
albeit with limited impact to date -- within the Organization 

of the Islamic Conference (OIC), which Malaysia will continue 
to chair through early 2008. Malaysia supports Abbas, the 
Palestinian Authority, the MEPP roadmap, and Iraqi 
reconstruction. However, the Malaysian public remains highly 
critical of our Middle East policies, and the GOM is 
consistently critical of Israel, with which it has no 

diplomatic relations. Malaysia volunteered 1,000 troops to 
participate in UNIFIL. After more than a month of lobbying, 
and in the face of objections from Israel, UN SYG Annan 
agreed to allow Malaysia to send a force of 376 soldiers to 
support UNIFIL. These soldiers deployed to Lebanon in 
January. 


14. (S) Malaysia surrendered the chairmanship of the 
Non-Aligned Movement in September last year, but as past 
chair remains a member of the leadership troika. During 
Malaysia\'s tenure it supported NAM positions on the Iranian 
nuclear program, and engaged with such problematic 
international players as Zimbabwe, Cuba and Venezuela. The 
GOM nevertheless tells us that they argued for moderate 
approaches with then the NAM on such issues as Iran. 
Abdullah hosted Hugo Chavez for a visit to Malaysia last 
August, and assured Chavez of his support for Venezuela\'s 
election to the Latin American chair on the UN Security 
Council. This was followed by a well publicized visit to 
Venezuela by Abdullah in December to explore stronger 
commercial ties. 


15. (C) The GOM issued a public condemnation of North 
Korea\'s nuclear test and publicly supports UNSCR 1718, 
although it has no enthusiasm for sanctions. They repeatedly 
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called for a return to the six-party DPRK nuclear talks and 
criticized North Korea\'s truculence. The Malaysian 
government is publicly supportive of China\'s \"peaceful rise\", 
welcoming in particular China\'s growing imports of Malaysian 
products, despite lingering suspicions among some officials 
of China\'s long-term intentions. 


16. (C) Malaysia has played an increasingly prominent role 

in addressing conflicts facing its Southeast Asian neighbors. 
Last year Malaysia completed its earlier peacekeeping 

mission to East Timor following the armed uprising that led 

to deployment of Australian, Malaysian and Portuguese forces, 
while a new deployment of Malaysian police personnel is in 

East Timor now. The GOM has also taken a leading role as the 
facilitator for the southern Philippines peace process. 
Malaysia\'s sympathies for the Muslim Moro population and 
geopolitical calculations vis-a-vis the Philippines do not 

make it an honest broker, but Malaysia has nonetheless hosted 
negotiations and contributed observers to the International 
Monitoring Team in the southern Philippines. Geography and 
cross-border ethnic bonds make Malaysia a de facto safe haven 
for southern Thai insurgents, though the GOM has not 
encouraged this. The Malaysians have urged the Thai 
government to resolve peacefully the unrest in Southern 
Thailand, with its ethnic Malay Muslim population, and 

Malaysia and Thailand are cooperating on new border security 
measures. Malaysia is especially chagrined by Burma\'s 
intransigence because it championed Burma\'s entry into ASEAN. 
Having publicly criticized the Burmese regime, however, FM 
Hamid appears to be at a loss as to what to do next. 

Malaysia spoke out against the UNSC draft resolution on 
Burma, which we championed before the UN Security Council in 
January, and firmly backed the ASEAN argument that Burma was 
not a threat to international peace and security. 


Malaysia\'s Moderate Islam 


17. (C) Malaysia, with its entrenched majority coalition, is 
hardly an ideal democracy, but it can still serve as a 

reference point for evolving Islamic societies elsewhere. 

The Malay people, long known for their tolerance, have become 
more religiously conservative in recent years, but Prime 
Minister Abdullah has enshrined the Malay political elite\'s 
continued preference for moderation in his \"Islam Hadhari\" or 
\"Civilizational Islam\" policy. Abdullah\'s key message is 

that Islam can become a leading world civilization again only 

if it embraces economic development, education, innovation 
and tolerance. Observers are wary of a longer-term trend 
toward greater divisions between the Muslim Malay majority 
and other ethnic groups, and religious minorities 
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increasingly complain of growing Islamization. Nevertheless, 
Malaysia has kept inter-ethnic tensions well under control by 
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regional and world standards for almost 40 years. 
LAFLEUR 


103930 

PP RUEHWEB 

DE RUEHKL #0652 1010926 

ZNY SSSSS ZZH 

P 110926Z APR 07 

FM AMEMBASSY KUALA LUMPUR 

TO SECSTATE WASHDC PRIORITY 8942 


SIPDIS 


NOFORN 
SIPDIS 


DEPT FOR ISN/CATR AND EAP/MTS 


E.O. 12958: DECL: 04/10/2027 

TAGS: PARM, PREL, ETTC, IR, MY 

SUBJECT: MALAYSIA INFORMED OF POSSIBLE FURTHER ISNA 
SANCTIONS AGAINST TARGET AIRFREIGHT 


REF: STATE 40030 


Classified By: Political Section Chief Mark Clark for reasons 1.4 b and 
d. 


(S/NF) We delivered reftel demarche concerning Target 
Airfreight, a Malaysian firm in violation of ISNA provisions 
on transfer of controlled items to Iran, to Bala Chandran 
Tharman, Principal Assistant Secretary, Multilateral 

Political Division in the Malaysian Foreign Ministry on April 
11. He expressed his gratitude that the Embassy was able to 
provide more information than in the previous case involving 
Target Airfreight. He offered his assurances that the issue 
would be looked into by the relevant authorities. Post will 
follow up accordingly. 
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SIPDIS 
FOR EAP/MTS AND G/TIP 


E.O. 12958: DECL: 04/11/2012 
TAGS: PHUM, PGOV, PREL, KCRM, MY 
SUBJECT: MALAYSIA\'S CABINET APPROVES DRAFT TIP LAW 


Classified By: Political Section Chief Mark D. Clark, reasons 1.4 (b an 
dd). 


1. (SBU) Ambassador-at-Large Ghazzali S.A. Khalid telephoned 
the Ambassador on April 11 in order to inform him that the 
Malaysian Cabinet, in its meeting earlier in the day, had 
approved the draft anti-trafficking in persons law. Ghazzali 
said the Malaysian Government intended to present the bill to 
Parliament and seek passage by June. He also explained the 
Malaysian Government had reconfirmed its decision to open a 
government shelter for trafficking victims, had identified 

the building, and hoped this could be opened in June. 

Ghazzali added that a senior Malaysian official soon would 
issue a public statement on Malaysia\'s commitment to combat 
trafficking. 


2. (C) Comment: The Attorney General\'s Office began 
drafting the anti-trafficking bill at the end of 2006. In 
meetings with the AGO drafters, we provided U.S. 
anti-trafficking legislation as well as references to other 
countries\' laws. The draft is not yet available to us; often 
we are only able to obtain draft legislation at the time of 

its introduction in Parliament. Once a bill is tabled, the 
Parliament can act swiftly on the proposed legislation at the 
government\'s direction. The Ambassador, DCM and Embassy 
officers have persistently lobbied Ghazzali, as well as the 
AGO and other government offices, for Malaysia to take 
meaningful anti-TIP actions, particularly the drafting and 
passage of the much needed law. This behind-the-scenes 
diplomacy appears to be making progress. We are seeking 
further information on the developments Ghazzali described. 
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SENSITIVE BUT UNCLASSIFIED - PLEASE HANDLE ACCORDINGLY 


1.(U) SUMMARY: ON APRIL 2, MONTENEGROYS PARLIAMENT SENT THE 

DRAFT CONSTITUTION TO THE PUBLIC FOR THIRTY DAYS OF DEBATE. MPS 
AGREED THAT \"85 PERCENT\" OF THE TEXT IS SETTLED, BUT CONTENTIOUS 
ISSUES TOUCHING ON ETHNIC IDENTITY, SUCH AS LANGUAGE, RELIGION, 
AND NATIONAL SYMBOLS, ARE EXTENSIVELY BRACKETED. THE PUBLIC 
DISCUSSION IS UNLIKELY TO REACH CLOSURE ON SUCH ISSUES. IN MAY 

THE PARLIAMENT WILL START HORSE-TRADING AS THE GOVERNMENT SEEKS 
13 VOTES TO REACH THE 54 OF 81 MPS (2/3) NEEDED TO ADOPT THE 
CONSTITUTION WITHOUT A PUBLIC REFERENDUM. END SUMMARY. 


2. (U) MONTENEGRO\S CURRENT CONSTITUTION DATES TO 1992, LONG 
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BEFORE INDEPENDENCE. THE PARLIAMENT ELECTED LAST SEPTEMBER HAS 
BEEN SITTING AS BOTH A CONSTITUTIVE AND LEGISLATIVE ASSEMBLY. 

OVER A PERIOD OF MONTHS, IT REACHED AGREEMENT ON \"85 PERCENT\" OF 
THE DRAFT CONSTITUTION, IN AREAS DEALING WITH GOVERNMENT 
STRUCTURE AND HUMAN RIGHTS. HOWEVER, THE PREAMBLE IS RIDDLED 
WITH PROPOSED CHANGES, AS PARTIES WRANGLE OVER MONTENEGRO\'S 
\"IDENTITY\" - AS EITHER A \"CIVIC STATE\" (A DEFINITION ENDORSED, 

EVEN REQUIRED, BY THE COUNCIL OF EUROPE), OR AS A AMALGAMATION 

OF SEVERAL ETHNIC PEOPLES. THIS HAS MANIFESTED ITSELF AS A 
CONTEST OVER SUCH ISSUES AS THE NATIONAL ANTHEM, FLAG, THE NAME 
(BUT NOT THE ESSENTIAL CHARACTER) OF THE PREDOMINANT LANGUAGE, 
AND THE RELATIVE STATUS OF THE SERBIAN AND MONTENEGRIN ORTHODOX 
CHURCHES. 


3. (U) POLOFF DISCUSSED THE SUBSTANCE AND PROCESS OF ADOPTING 
THE CONSTITUTION WITH GOVERNMENT AND MODERATE OPPOSITION MPS 
APRIL 4-5, AND WITH ONE OF MONTENEGROYS REPRESENTATIVES TO THE 
COUNCIL OF EUROPE\'S \"VENICE COMMISSION," WHICH ADVISES ON 
CONSTITUTIONAL MATTERS. 


DPS: \"ALL COMPROMISES\" OK, EXCEPT ... 


4. (SBU) MIODRAG VUKOVIC IS THE PARTY WHIP FOR THE LARGEST 
GOVERNING PARTY, THE DEMOCRATIC PARTY OF SOCIALISTS (DPS), AND 

THE DPS\S LEADING CONSTITUTIONAL EXPERT IN PARLIAMENT. HE TOLD 
POLOFF THAT 62-63 PERCENT OF MPS WOULD VOTE FOR THE GOVERNMENTYS 
TEXT TODAY, JUST SHORT OF THE 2/3 NEEDED FOR PASSAGE WITHOUT A 
REFERENDUM. HE SURMISED THAT AN \"ANTI-CONSTITUTIONAL\" BLOC WAS 
FORMING, CENTERED ON THE SERBIAN PEOPLES PARTY (SNS) AND THE 12 
SEATS OF THE \"SERBIAN LIST.\" TO FORESTALL ITS EFFORTS, THE DPS 

IS READY FOR \"ALL COMPROMISES\" ON THE TEXT, EXCEPT THOSE THAT 

ARE \"COMPOSED OF SOMEBODY\'S SHORT-TERM POLITICAL AGENDA\", DO NOT 
\"REFLECT THE MAJORITY WILL OF THE CITIZENS\", OR ARE NOT \"IN 

ACCORD WITH THE REQUIREMENTS OF EUROPEAN AND EURO-ATLANTIC 
INTEGRATION.\" 


PZP: ANGLING FOR EARLY ELECTIONS 
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5. (SBU) NEBOJSA MEDOJEVIC, LEADER OF THE MODERATE MOVEMENT FOR 
CHANGES (PZP), TOLD POLOFF THAT HE IS LOOKING TO LEVERAGE HIS 
PARTY\'S 11 VOTES FOR POLITICAL ADVANTAGE. \"EVEN IF WE ARE IN 100 
PERCENT AGREEMENT WITH THE TEXT, THERE WILL BE NO PZP VOTES FOR 
THE CONSTITUTION WITHOUT AGREEMENT THAT PARLIAMENTARY ELECTIONS 
WILL BE HELD IN 2008.\" (NOTE: TWO YEARS EARLY. END NOTE.) BOTH 

DPS\'S VUKOVIC AND SNP LEADER SRDJAN MILIC REJECTED MEDOJEVIC\'S 
\"FALSE COMPROMISES.\" 


JUDICIAL REFORM 


6. (U) WITHIN THE TEXT, MEDOJEVIC FOCUSED ON THE PROCESS FOR 
SELECTING JUDGES. HE SAID PZP FAVORS MINIMIZING PARLIAMENT\'S 
CURRENT ROLE IN FAVOR OF A JUDICIAL COUNCIL, ITSELF APPROVED BY 
BT 
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A 2/3 VOTE IN PARLIAMENT, THAT WOULD SELECT JUDGES AND 
PROSECUTORS BASED ON THE \"HIGHEST INTERNATIONAL STANDARDS.\" 
ADDITIONALLY, THE ENTIRE JUDICIARY SHOULD RESIGN, TO SWEEP OUT 
CORRUPT JUDGES, WHILE ALLOWING COMPETENT OFFICIALS TO BE 
RE-INSTATED. SNP\'S MILIC WAS IN BROAD AGREEMENT, PROPOSING A 
DETAILED JUDICIAL COUNCIL COMPOSITION LIKE THAT IN BULGARIA, TO 
REMOVE \"OVERLY PARTISAN\" JUDGES. 


DEFENSE ISSUES 


7. (SBU) MEDOJEVIC DEFENDED PZP\'S PROPOSAL TO REQUIRE A 2/3 
PARLIAMENTARY VOTE TO PERMIT UNITS OF MONTENEGRO\'S ARMED FORCES 
TO JOIN "INTERNATIONAL FORCES,\" AS PROVIDING OVERSIGHT ON 
MONTENEGROYS ACTIVITIES IN NATO. HOWEVER, PZP IS ISOLATED ON 

THIS POINT, WITH DPS\'S VUKOVIC DISMISSING THE AMENDMENT, AND 

SNP\'S MILIC FAVORING AN OVERSIGHT ROLE FOR PARLIAMENT PATTERNED 
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ON THAT WHICH HE WITNESSED LAST MONTH AS NDIVS GUEST ON THE HILL 
IN WASHINGTON. 


SNP: LEGISLATIVE OVERSIGHT KEY 


8. (SBU) THE SOCIALIST PEOPLE\'S PARTY (SNP) HAS EIGHT SEATS AND, 

IN THE WORDS OF ITS LEADER SRDJAN MILIC, A STRONG VWISH TO BE 

AMONG THE 2/3 OR 3/4 OF THE PARLIAMENT THAT SUPPORTS THE 
CONSTITUTION.\" A KEY GOAL OF THE SNP IS TO CREATE AND ENSURE A 
STRONG ROLE FOR THE PARLIAMENT, WITH INVESTIGATIVE AND OVERSIGHT 
POWERS WITH RESPECT TO THE GOVERNMENT. A KEY SNP AMENDMENT WOULD 
ALLOW ANY 15 MPS TO DEMAND THAT AN OVERSIGHT COMMITTEE BE 
ESTABLISHED ON ANY GIVEN ISSUE. (NOTE: NEW RULES ADOPTED BY THE 
CURRENT PARLIAMENT CREATED A STRONGER COMMITTEE SYSTEM, AND WITH 
IT THE BEGINNING OF A PARLIAMENTARY INVESTIGATIVE AND OVERSIGHT 
ROLE. THE RULES WERE DRAFTED AND PROPOSED BY USAID IMPLEMENTER 
NDI. END NOTE.) 


VENICE COMMISSION: OBSERVATIONS, BUT NO REPORT 


9. (U) SRDJAN DARMANOVIC, WHO REPRESENTS MONTENEGRO ON THE 
COUNCIL OF EUROPE\'S VENICE COMMISSION, OBSERVED THAT 5/6 OF THE 
PROPOSED AMENDMENTS TOUCH ON ISSUES IN THE PREAMBLE, WHICH ARE 
THEMSELVES ISSUES NOT NORMALLY ADDRESSED IN A CONSTITUTION, SUCH 
AS NATIONAL SYMBOLS, RELIGIONS, AND ETHNIC COMPOSITION. HE 
DOUBTED THAT THE CURRENT PUBLIC DISCUSSION WOULD RESOLVE ANY 
SUCH ISSUES. HE NOTED THAT WHILE THE VENICE COMMISSION WILL 

HOLD A ROUNDTABLE ON THE DRAFT THIS MONTH, AND MAKE (EXTENSIVE) 
COMMENTS ON THE TEXT, IT WOULD NOT ISSUE A FORMAL REPORT. THE 
COMMISSION CANNOT ISSUE A REPORT OUTSIDE OF ITS FORMAL MEETING 
STRUCTURE, AND IT DOES NOT MEET AGAIN UNTIL JUNE. 


10. (SBU) DARMANOVIC IS ALSO AN EXPERIENCED OBSERVER OF 
MONTENEGRIN POLITICS. HE SAW THE SERBIAN LIST AND SNS ISOLATING 
ITSELF BY INSISTING ON AN ETHNICITY-BASED CONSTITUTION, WHEN THE 
GOVERNING PARTIES HAD CLEAR SUPPORT FOR A CIVIC STATE FROM PZP 
AND SNP. HE FORESAW COMPROMISES ON THE CONTENTIOUS PREAMBULAR 
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ISSUES, FORESHADOWED BY PRESIDENT VUJANOVIC\'S PROPOSALS ON A 
NAME FOR THE PREDOMINANT LANGUAGE, \"MONTENEGRIN-SERB.\" HE ALSO 
DID NOT SEE PZP GETTING ITS WAY ON EARLY ELECTIONS, AND EXPECTS 

THAT A PROLONGED PUSH FOR SUCH WOULD DRAW A \"EUROPEAN\" REACTION 
AGAINST MEDOJEVIC. 


COMMENT 


11. (SBU) THE COUNCIL OF EUROPE MADE CLEAR EARLY ON ITS DEMANDS 
THAT MONTENEGRO BE CONSTITUTIONALLY CHARACTERIZED AS A \"CIVIC\" 
STATE, A STANCE ALREADY ACCEPTED BY A 2/3 MAJORITY IN 
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PARLIAMENT. THE RULING COALITION IS, UNDERSTANDABLY, NOT 
CONCERNED THAT IT COULD LOSE A PUBLIC REFERENDUM ON THE 
CONSTITUTION (IT WOULD ONLY NEED MAJORITY SUPPORT). IT WOULD 
PREFER HOWEVER A \"CONSENSUS\" TEXT, ONE THAT GARNERED 54 VOTES OR 
MORE IN PARLIAMENT, TO OBVIATE THE NEED FOR A REFERENDUM. POST 
CONSEQUENTLY EXPECTS DPS AND SDP TO GIVE GROUND ON APPOINTMENT 
OF JUDGES AND PERHAPS ON PARLIAMENTARY OVERSIGHT TO GET THE 
NEEDED VOTES FROM THE PZP AND SNP IN THE MODERATE OPPOSITION, 
AND TO MAKE OTHER REFINEMENTS TO THE TEXT TO ENHANCE PROTECTION 
OF MINORITY RIGHTS (E.G., SUPERMAJORITY TO ALTER MINORITY 
PROTECTIONS; A LOWERED THRESHOLD FOR ETHNIC PARTIES TO ENTER 
PARLIAMENT, WHILE ABOLISHING \"SET-ASIDE\" SEATS; AND THE LIKE). 

WHILE IT IS ISSUES LIKE RELIGION AND THE FLAG THAT HAVE BEEN AT 

THE CENTER OF DEBATE, POST EXPECTS A SERIES OF MODERATING 
COMPROMISES TO BE MADE ON THESE ISSUES. AFTER THE TEXT RETURNS 
TO PARLIAMENT, POST FORESEES SEVERAL MORE WEEKS OF DEBATE AND 
NEGOTIATION BEFORE THE VOTE TO ADOPT THE CONSTITUTION IS TAKEN. 

IF THE VOTE FAILS TO GET 2/3 SUPPORT, THE REQUIRED REFERENDUM 

WILL LIKELY BE HELD IN THE FALL. END COMMENT. 

FERRILL 
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SUBJECT: BECKSTEIN LEADS BAVARIA\'S GET-TOUGH APPROACH TO ISLAMIC 
EXTREMISM 


SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION. 


REFS: (A) MUNICH 28, (B) MUNICH 196 


1. (SBU) Guenther Beckstein, Germany\'s longest-serving state 
Interior Minister and presumptive future Bavarian Minister President 
(REF A), has for years identified Islamic terrorism as the greatest 
risk to domestic security in Germany. According to Beckstein, about 
50 people living in Bavaria have direct links to Islamic terrorist 
networks while another 500 Islamic extremists support violence as a 
means to achieve their political goals. More than any other German 
state, Bavaria has developed innovative strategies and instruments 
to cope with this challenge, particularly through the programs known 
as AKIS and BIRGIT. While Beckstein\'s success at fighting crime, 
including Islamic extremism, is noteworthy, this success comes with 
the perception that Bavaria is unfriendly toward Muslims in general. 
Additionally, there remains the danger that Bavarian officials may 
have become over-confident about their ability to prevent a 

potential terrorist attack. End summary. 


2. (U) According to the latest Bavarian Office for the Protection 
of the Constitution (OPC) report published on March 28, about 9,000 
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\"extremist\" foreigners are currently living in Bavaria. Ninety 
percent of them are Turks (including Kurdish Turks). Approximately 
half are believed to be involved with Islamic fundamentalism (Note: 
There are believed to be approximately 317,000 Muslims in Bavaria, 
out of a total population of about 12.5 million.). According to 
Beckstein, there are only about 50 people in Bavaria directly 
affiliated with terrorist networks, mainly individuals independent 
from fixed organizational structures. However, Beckstein said, 
another 500 persons are willing to resort to violence to achieve 

their political goals. The threat from the extremists is primarily 
targeted at their home countries, rather than Germany, he added, 
when he presented the latest OPC report to the media. 


3. (U) Some have questioned Beckstein\'s use of the word 
\"extremist,\" which they say he applies too liberally. Such liberal 
use of the term would be true-to-form for Beckstein, who as an 
adherent of the proactive \"Broken Window Theory\" of law enforcement, 
seeks to shine a spotlight on all and any criminal activity in 

Bavaria. When it comes to deterring and solving crime, Beckstein 
can rightly claim success. Notably, he announced earlier this year 
that his police had not only solved every murder in the state, but 
had actually achieved a case-closing rate in excess of 100 percent 
in 2006 (the statistic actually includes a case from a prior year 
which had not been solved until 2006, distorting the number). 
Regardless of occasional statistical distortions, Bavaria has, in 

fact, achieved a remarkably low crime rate - the lowest in Germany, 
and one of the lowest in Europe. 


4. (U) Bavarian prosecutors are also known for their pro-active 
measures. They were the first in Germany to achieve a conviction 

(in the case of Ansar al-Islam member Lokman Amin Mohammed) under 
the new (2002) section \"129B\" of the Germany penal code, which gives 
authorities the ability to prosecute individuals for membership in a 
foreign terrorist organization. Another trial of two Iraqis, also 

pursuant to section 129B, is currently underway in Munich. Ina 
January 2007 decision, the Bavarian Administrative Court upheld the 
Bavarian government\'s September 2006 closing of the so-called 
\"Multi-Cultural House\" in Ulm on the grounds that it was serving as 

a haven for Muslim extremists. In one instance, the Bavarian 
government has even taken action to head off the spreading of 
extremist ideas via film. When the Turkish film \"Tal der Woelfe\" 
(Valley of the Wolves), with its graphically negative portrayal of 

the U.S. military, was scheduled to be shown in several theaters, 

the Bavarian government requested that the theaters voluntarily 

curtail the film\'s engagement (most did), out of concern that it 

could stoke violence and anti-western feelings among certain 
audiences. 


AKIS 
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5. (U) For Bavarian law enforcement authorities, September 11, 2001 
served as a wake-up call. Following the attacks, the Bavarian 
Criminal Office (LKA) created a \"Strategic Innovation Center\" -- a 
think tank of academics and police to examine the problem of Islamic 
fundamentalism. In June 2002, the LKA set up a new division named 
\"Investigation of Criminal Extremist Islamic Structures,\" know by 
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its German acronym \"AKIS.\" AKIS units were set up in all police 
headquarters in Bavaria, coordinating cooperation of police, 
prosecutors, the OPC, tax authorities and other agencies. AKIS\' 
mission is the early identification of Islamic extremists, 

particularly \"sleepers,\" and terrorist planning using a variety of 
tools ranging from direct surveillance to electronic eavesdropping 
and financial investigations. A key element of AKIS is 
information-sharing with other state and federal agencies, including 
the German Intelligence Service (BND). 


6. (SBU) Following the success of AKIS, the Bavarian Interior 
Ministry set up a new program in November 2004. The program has the 
unwieldy name of \"Accelerated Identification and Expulsion of People 
Considered Dangerous in Conjunction with Islamic Terrorism and 
Extremism,\" and is known by its less-unwieldy German acronym 
\"BIRGiT.\" BIRGIT is a task force of specialists from police, 
immigration authorities, the OPC, and other agencies. While AKIS 
gathers information, BIRGiT\'s mission is to act on the information. 
Simply put, BIRGIT aims to take Islamic extremists off the streets 

of Bavaria through prosecution or deportation (either voluntary or 
forced). 


7. (SBU) BIRGIT can be very aggressive with respect to those 
alleged extremists that fall under its gaze. Those identified as 
extremists can expect to find authorities overtly following their 
every move and listening-in on every conversation. One of the 
implied objectives of the program is to make Islamic extremists feel 
so unwelcome in Bavaria, that they will leave the state willingly 
(although perhaps not leave Germany). Presenting the latest OPC 
report for 2006, Beckstein said that with the help of BIRGIT, his 
ministry was able to obtain 65 expulsion orders against potential 
terrorists last year. In 40 cases, people were deported and 
permanently denied reentry into Germany. 


MUSLIM POLICE OFFICERS 
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8. (U) Beckstein has recognized that native-Bavarian police 

officers would not be able to successfully penetrate Islamic 
extremist groups. He was one of the first in Germany to understand 
that incorporating foreign-born police officers into the force could 

be an asset both in penetrating extremist groups and in helping 

build confidence and understanding between foreigners and the 
police. Beckstein explained that, when he opened the police to 
non-citizens in 1993, he did so in order to help foreigners identify 
with German society. Since 1993, about 100 foreigners of various 
nationalities have been employed by the Bavarian state police, about 
half of them Turks. They are admitted upon successful completion of 
the normal test required of all police recruits. Additionally, they 

must posses a valid residence permit - German citizenship is not 
required -- and be fluent in both German and their native language. 


9. (SBU) Given the thorough scrutiny that Bavarian authorities give 
any individual or group that could be perceived as \"extremist,\" 
officials here are confident that a \"Hamburg Cell\" could not operate 
unfettered in Bavaria today. When it comes to preventing and 
fighting crime (perhaps with the exception of white-collar crime - 
see Ref B on the Siemens corruption scandal), Bavarian authorities 
are in the forefront. Still, it is possible that the past successes 

and supreme self-confidence of the Bavarian law enforcement 
community have bred a bit of complacency. There is a real sense 
that \"it can\'t happen here\" in Bavaria - not unlike what many 
Americans felt prior to September 11, 2001. 


10. (SBU) We also note that the line between ensuring a secure 
society and protecting civil-liberties can be a thin one. While 
Bavaria\'s secure streets are a significant factor in the quality of 
life of its citizens, the scrutiny of non-western outsiders and 

their ideas can make many uncomfortable. Bavaria\'s Interior 
Minister Beckstein has clearly tilted the scales toward security 
(and thus-far managed not to run afoul of the German or Bavarian 
constitutions in the process) -- and there is no reason to expect he 
will alter course when he moves into the State Chancellery this 
fall. 


11. (U) This report has been coordinated with Embassy Berlin. 


12. (U) Previous reporting from Munich is available on our SIPRNET 
website at www.state.sgov.gov/p/eur/munich/ . 
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E.O. 12958: DECL: 04/08/2016 

TAGS: PTER, PREL, PGOV, EAID, CASC, PHUM, BG 

SUBJECT: HOME SECRETARY ON JMB EXECUTIONS, KIBRIA AND OTHER 
ISSUES 


REF: A. DHAKA 0546 
B. DHAKA 0529 
C. DHAKA 0467 
D. DHAKA 0390 
E. HQ ICE DRO 291717Z MAR 07 


Classified By: Deputy Chief of Mission Geeta Pasi; Reason 1.4(d) 


1. (C) Summary. On April 5, Deputy Chief of Mission and 
Ministry of Home Affairs (MHA) Secretary Abdul Karim met to 
discuss issues, including the recent Jamaatul Mujahedin 
Bangladesh (JMB) executions, GOB changes to its visa regime, 
trafficking in persons, the restarting of the Kibria 

investigation, and the sedition trial of Shoaib Choudhury. 

Also present were MHA Joint Secretary Mojibur Rahman and 
poloff (notetaker). End summary. 


JMB TERRORISTS EXECUTED 
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2. (C) The Home Secretary explained the secrecy around the 
executions of JMB. Karim said he gave the order to execute 
the sentenced JMB militants on March 7 and that the March 29 
executions met the minimum 21 days notice required following 
the denial of the appeal (ref A). Karim noted that he led 

the public and even the police to believe that the date of 
execution would be 21 to 28 days after March 12, the date he 
publicly said the militants were informed. To further 

confuse people, he relocated the death row inmates to other 
prisons several times. 


3. (C) "The executions took place at 11:45 PM on March 29,\" 
Karim said, \"and by 5:30 AM the next morning all of the 
bodies had been delivered to their families for burial after 
morning prayers.\" He added that the family of Siddiqul Islam, 
alias Bangla Bhai (the most notorious of the terrorists), did 
not permit his body to be buried until after afternoon 

prayers (at midday) attracting a large crowd of onlookers in 
Bangla Bhai\'s village. On the day of the execution, Karim 
said Bangla Bhai\'s last remarks made reference to the fact 
that it was \"too early\" for him to die as \"he had more to do 
to support Islam." Karim downplayed the likelihood of JMB 
reprisals. \"If there was popular support for JMB, we would 
have seen demonstrations following their executions.\" 


KIBRIA INVESTIGATION TO BE RESTARTED 


4. (C) Media reported the GOB planned to restart the 
investigation of the murder of Awami League leader Shah A.M.S 
Kibria. Karim confirmed the restarted investigation and said 

he instructed the lead GOB agency, the police, to contact the 
Embassy if the MHA required any assistance adding that \"we 
want it to be done in a professional way.\" Karim also said 

that the GOB might contact the Embassy on other cases such as 
the August 2004 Awami League bombing. 


VISAS AND TRAFFICKING IN PERSONS 


5. (C) Karim said the GOB has eased registration requirements 
for Americans, explaining that those staying for 90 days or 
more need to register at the airport, but those who stay less 
than that do not have to register at all. He added that 

those working for NGOs are also not required to register, 
noting they need appropriate visas before their arrival. 

\"This is the most liberal visa policy possible,\" he said (ref 

B). 


6. (C) We noted that the USG is very interested in child 
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trafficking, and requested enhanced efforts to prosecute 
traffickers of child laborers and migrant workers. Karim 
provided the draft GOB 2007 report on trafficking and 
promised to \"track and prosecute traffickers of migrant 
workers.\" 


ARRESTS NUMBERS 


7. (C) In March, the reputable human rights groups Odikhar 
released a report culled from news reporting that during the 
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first 60 days of the State of Emergency security forces 
arrested 95,000 people (ref C). The DCM asked Karim about 
Odikhar numbers. He did not challenge Odikhar\'s report but 
attributed any increase to police executing outstanding 

arrest warrants. 


DEPORTATION OF MOHIUDDIN AHMED 


8. (C) In early April, U.S. Immigration and Customs 

Enforcement (ICE) announced plans to deport Mohiuddin Ahmed, 
who was sentenced to death in abstentia for the 1975 killing 

of President Sheikh Mujibur Rahman, to Bangladesh. The 
deportation was postponed after a U.S. court granted a stay 

of removal (ref E). Aware of the temporary stay he said, \"We 

are ready to arrest him as soon as he arrives.\" 


SHOAIB CHOUDHURY SEDITION TRIAL 


9. (C) Commenting upon the Shoaib Choudhury sedition trial 

(ref B), the DCM noted US interest, including Congressional 
interest, in this issue and gave the Home Secretary a copy of 
sense of the House Resolution 64 supporting Shoaib Choudhury. 
BUTENIS 
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SUBJECT: HOME SECRETARY ON JMB EXECUTIONS, KIBRIA AND OTHER 
ISSUES 


REF: A. DHAKA 0546 
B. DHAKA 0529 
C. DHAKA 0467 
D. DHAKA 0390 
E. HQ ICE DRO 291717Z MAR 07 


Classified By: Deputy Chief of Mission Geeta Pasi; Reason 1.4(d) 


1. (C) Summary. On April 5, Deputy Chief of Mission and 
Ministry of Home Affairs (MHA) Secretary Abdul Karim met to 
discuss issues, including the recent Jamaatul Mujahedin 
Bangladesh (JMB) executions, GOB changes to its visa regime, 
trafficking in persons, the restarting of the Kibria 

investigation, and the sedition trial of Shoaib Choudhury. 

Also present were MHA Joint Secretary Mojibur Rahman and 
poloff (notetaker). End summary. 


JMB TERRORISTS EXECUTED 


2. (C) The Home Secretary explained the secrecy around the 
executions of JMB. Karim said he gave the order to execute 
the sentenced JMB militants on March 7 and that the March 29 
executions met the minimum 21 days notice required following 
the denial of the appeal (ref A). Karim noted that he led 

the public and even the police to believe that the date of 
execution would be 21 to 28 days after March 12, the date he 
publicly said the militants were informed. To further 

confuse people, he relocated the death row inmates to other 
prisons several times. 


3. (C) \"The executions took place at 11:45 PM on March 29,\" 
Karim said, \"and by 5:30 AM the next morning all of the 
bodies had been delivered to their families for burial after 
morning prayers.\" He added that the family of Siddiqul Islam, 
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alias Bangla Bhai (the most notorious of the terrorists), did 
not permit his body to be buried until after afternoon 
prayers (at midday) attracting a large crowd of onlookers in 
Bangla Bhai\'s village. On the day of the execution, Karim 
said Bangla Bhai\'s last remarks made reference to the fact 
that it was \"too early\" for him to die as \"he had more to do 
to support Islam." Karim downplayed the likelihood of JMB 
reprisals. \"If there was popular support for JMB, we would 
have seen demonstrations following their executions.\" 


KIBRIA INVESTIGATION TO BE RESTARTED 


4. (C) Media reported the GOB planned to restart the 
investigation of the murder of Awami League leader Shah A.M.S 
Kibria. Karim confirmed the restarted investigation and said 

he instructed the lead GOB agency, the police, to contact the 
Embassy if the MHA required any assistance adding that \"we 
want it to be done in a professional way.\" Karim also said 

that the GOB might contact the Embassy on other cases such as 
the August 2004 Awami League bombing. 


VISAS AND TRAFFICKING IN PERSONS 


5. (C) Karim said the GOB has eased registration requirements 
for Americans, explaining that those staying for 90 days or 
more need to register at the airport, but those who stay less 
than that do not have to register at all. He added that 

those working for NGOs are also not required to register, 
noting they need appropriate visas before their arrival. 

\"This is the most liberal visa policy possible,\" he said (ref 

B). 


6. (C) We noted that the USG is very interested in child 
trafficking, and requested enhanced efforts to prosecute 
traffickers of child laborers and migrant workers. Karim 
provided the draft GOB 2007 report on trafficking and 
promised to \"track and prosecute traffickers of migrant 
workers.\" 


ARRESTS NUMBERS 


7. (C) In March, the reputable human rights groups Odikhar 
released a report culled from news reporting that during the 
first 60 days of the State of Emergency security forces 
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arrested 95,000 people (ref C). The DCM asked Karim about 
Odikhar numbers. He did not challenge Odikhar\'s report but 
attributed any increase to police executing outstanding 

arrest warrants. 


DEPORTATION OF MOHIUDDIN AHMED 


8. (C) In early April, U.S. Immigration and Customs 

Enforcement (ICE) announced plans to deport Mohiuddin Ahmed, 
who was sentenced to death in abstentia for the 1975 killing 

of President Sheikh Mujibur Rahman, to Bangladesh. The 
deportation was postponed after a U.S. court granted a stay 

of removal (ref E). Aware of the temporary stay he said, \"We 

are ready to arrest him as soon as he arrives.\" 


SHOAIB CHOUDHURY SEDITION TRIAL 


9. (C) Commenting upon the Shoaib Choudhury sedition trial 

(ref B), the DCM noted US interest, including Congressional 
interest, in this issue and gave the Home Secretary a copy of 
sense of the House Resolution 64 supporting Shoaib Choudhury. 
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SUBJECT: ISRAEL MEDIA REACTION 


The media cited a statement released on Tuesday by PM Ehud OlmertYs 
office that Israel has Israel is \"disappointed\" with the list of 

prisoners Palestinians are demanding in exchange for captured IDF 
soldier Gilad Shalit. The statement said Olmert convened a meeting 
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of senior officials and intelligence commanders Tuesday afternoon to 
discuss the list, and expressed disappointment and reservations. It 
also said there has been some progress in negotiations, but the road 
to completion is still long. The Jerusalem Post quoted GOI 

officials in Jerusalem as saying that there is no guarantee that the 
Durmush clan in the southern Gaza Strip, believed to be one of the 
groups holding kidnapped soldier Gilad Shalit, will free him even if 
Egypt succeeds in brokering a swap for Palestinian security 
prisoners. The sources were quoted as saying that there was no 
certainty that the clan would obey Damascus-based Hamas head Khaled 
Mashal if he told them to release Shalit. Israel Radio quoted Arab 
sources in Cairo as saying that jailed Fatah/Tanzim leader Marwan 
Barghouti is not included in the list of Palestinian prisoners that 

was allegedly presented to Israel. The media reported that on 
Tuesday the Almagor Terror Victims Association urged Olmert not to 
free terrorists for Shalit. 


HaVaretz quoted Palestinian President Mahmoud Abbas\'s political 
adviser Nimmer Hamad as saying on Tuesday in an interview with Al 
Arabiya-TV that Abbas and Olmert will start their twice-monthly 
meetings next week. Hamad was quoted as saying that during the 
meeting, Abbas intends to raise the contested issues delaying 
agreement on a future permanent agreement between Israel and the PA. 
According to Hamad, the issues include the question of Jerusalem, 
the borders of the future Palestinian state, the refugees, and other 
problems affecting the lives of Palestinian citizens, among them 
humanitarian conditions. The prime objective of the talks, 

according to Hamad, is to help build trust between the two parties. 
He added that the meetings were meant to reach a \"political 
horizon\". In conclusion, Hamad called on Israel \"not to delay 
contacts toward Shalit\'s release.\" 

The Jerusalem Post reported that on Tuesday a Shas party spokesman 
rejected Rabbi David Yosef\'s claim that his father, Shas mentor 
Rabbi Ovadia Yosef, supports releasing Palestinian security 
prisoners \"with blood on their hands\" in exchange for Shalit. The 
spokesman was quoted as saying that Ovadia Yosef was waiting to 
receive an intelligence update from party chairman Eli Yishai before 
issuing a final decision. Earlier Tuesday, David Yosef reiterated 

that his father supported such a move. 


All media continued to report on MK Azmi Bishara\'s stay abroad: 
HaVaretz and other media reported that on Tuesday Bishara (Balad - 
National Democratic Assembly) left Jordan for a tour of Europe. 
HaVaretz quoted sources in his party as saying that he will visit 

Spain and France and participate in international conferences. He 
will then travel to a conference in Bahrain, and then possibly to 

India. Media reported that Bishara met with Jordanian FM Abdelelah 
al-Khatib. HaVaretz said that the Balad-associated Web site Arabs48 
reported the two discussed regional events. HaVaretz and other 
media wrote that on Tuesday Balad continued to claim vehemently that 
the rumors that Bishara is planning not to return to Israel are 
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Leading media reported that an Israeli civilian was moderately 

wounded on Tuesday in a shooting attack west of the settlement of 
Kedumim near Nablus. The wounded man, a resident of the settlement 
of Emmanuel, was standing at a transport station when he was wounded 
by a bullet fired from a passing Palestinian vehicle, apparently 

carrying large amounts of weapons. 


Citing press agencies, HaVaretz, The Jerusalem Post, and Hatzofe 
quoted a State Department official as saying on Tuesday that USD 59 
million in US aid to help the Palestinian security forces has 

cleared congressional hurdles and is now ready to spend. The 
official was quoted as saying that the package, reduced from USD 86 
million to avoid having some of the money go to radical groups, met 
with no objections from lawmakers and will soon be distributed to 
security organizations controlled by Abbas. \"We are now approved to 
spend this money,\" the official was quoted as saying, speaking on 
condition of anonymity because a formal statement on the matter had 
not yet been made. The media reported that the State Department 
notified Congress of the revised package on March 23, and under 
rules for such notifications, the program is implemented 15 days 

later unless lawmakers file objections ahead of the deadline. The 
money includes USD 43.4 million in non-lethal training and equipment 
for Abbas\'s presidential guard and USD 16 million to upgrade Karni 
Crossing. 


Israel Radio reported that Defense Minister Amir Peretz has ordered 
Yosef Mishlav, the coordinator of GOI Actions in the Territories, to 
evacuate the house that settlers are occupying in Hebron. The radio 
said that the IDF will carry out the order in two weeks. This 

morning Israel Radio reported that Attorney General Menachem Mazuz 
turned down Peretz\'s request that the house be evacuated 
immediately. 


HaVaretz reported that on Tuesday PA police officials denied Shin 

Bet claims that a Hamas operative who intended to carry out a 
suicide attack during Passover had managed to infiltrate Tel Aviv 
from Qalqilya last month in a car laden with about 100 kilograms of 
explosives. The Jerusalem Post reported that on Tuesday Israeli 
defense officials called for a revision of security procedures at 

IDF checkpoints in the West Bank. The Jerusalem Post reported that 
most checkpoints lack bomb-detection systems. 


Leading media reported that on Tuesday the High Court of Justice 
gave the state five more days to prepare in response to a petition 
demanding that it publish the censored testimonies of the PM, 
Defense Minister, and former chief of staff to the Winograd 
Commission probing the Second Lebanon War before the commission 
releases its interim report later this month. 
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Maariv cited the London-based daily Ash-Sharq Al-Awsat as quoting a 
senior official in Paris as saying that France has warned Iran about 

a possible attack against its nuclear installations by the end of 

the year if it continues its nuclear program. 


HaVaretz said that agricultural connections are being forged in 
secret between Israel and a number of Southeast Asian Muslim 
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countries. The recent contacts are with nations that do not have 
diplomatic relations with Israel, and have also previously avoided 
economic relations. HaVaretz reported that Indonesia, the largest 
of these countries, recently approved the travel of a large 
delegation of businessmen and agricultural experts to the privately 
run Agro-Mashov agricultural exhibition to be held in Tel Aviv on 
April 18-19. 


The Jerusalem Post reported that, following years of deliberations 

and as one of the many lessons drawn from the Second Lebanon War, 
the IDF has decided to establish a new command that will unite and 

be responsible for utilization and operations of all Israeli special 

forces. 


Major media reported that on Tuesday the police interrogated PM 
Olmert for four hours about the Tax Authority bribing scandal. 


The Jerusalem Post reported that the full-feature documentary, 
\"Withdrawal From Gaza,\" which offers a sympathetic portrait of the 
Gush Katif settlers, premiered in Los Angeles on March 23 \"to 
skeptical local reviews.\" 


All media quoted Internal Security Minister Avi Dichter as saying on 
Tuesday that Central District head Cmdr. David (Dudi) Cohen is his 
candidate to be the Israeli Police\'s next inspector-general. 


Yediot cited the results of a poll conducted in Switzerland by the 
local statistics institute GFS: 54 percent of the Swiss public 
believes that religious fanatics rule Israel; 50 percent of the 

Swiss believe that Israel runs a \"war of extermination\" against the 
Palestinians in the territories. 


Palestinian affairs researcher Moshe Elad, a former senior IDF 
official in the West Bank and former head of Israel-PA coordination, 
wrote in the mass-circulation, pluralist Yediot Aharonot: \"One can 
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only envy the way the US handles terrorists and their family 
members.\" 


Palestinian affairs correspondent and far-left Palestinian 
sympathizer Amira Hass opined in the independent, left-leaning 
HaVaretz: \"Even though this is defined as a war, the prevailing 
axiom is that the Palestinians are always \'terrorists,\' even when 
they act against soldiers and not civilians.\" 


Zalman Shoval, senior Likud member and former ambassador to the US, 
wrote in Yediot Aharonot: \"For the first time in years, the United 

States and Israel are not broadcasting on the same wavelength on 

very major issues.... The American lifeline could become a millstone 

for Israel.\" 


Washington correspondent Shmuel Rosner wrote in HaVaretz: \"Pelosi is 
not setting independent foreign policy, but domestic policy -- feet 
in Damascus, head in New Hampshire. It was not Israel\'s interest 


nor Syria\'s that guided her, but the good of the Democratic party.\" 


The conservative, independent Jerusalem Post editorialized: \"It\'s 
hard to imagine any democracy which would abide similar outright 
disloyalty, least of all a country at war and facing such 
unparalleled existential threats as Israel.\" 


Block Quotes: 


I. \"Things Are Different in America\" 


Palestinian affairs researcher Moshe Elad, a former senior IDF 
official in the West Bank and former head of Israel-PA coordination, 
wrote in the mass-circulation, pluralist Yediot Aharonot (4/11): 

\"One can only envy the way the US handles terrorists and their 
family members. America has proven over the years that it advocates 
an uncompromising war against every terrorist, until he is brought 
to trial. An entire system of investigators and jurists zealously 
devotes itself to tireless pursuit until the criminal is brought to 
justice, the money and assets of the individual and the organization 
that sent him are impounded, and huge compensation suits are filed 
on behalf of the victims\' families. The US citizen knows that he 

will never be abandoned, and that he will never be a pawn of 
\'confidence building measures!.... In the US, [a major terrorist] 

will not be released before he finishes serving the sentence for his 
heinous crimes.\" 


Il. \"Prisoners or Criminals ?\" 


Palestinian affairs correspondent and far-left Palestinian 
sympathizer Amira Hass opined in the independent, left-leaning 
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HaVaretz (4/11): \"The failing political and security mechanisms are 
the ones that for years have formulated the axioms in Israel 
concerning the Palestinian prisoners. The first axiom is that every 
Palestinian security prisoner is a criminal.... Since the signing of 

the Oslo agreement, most Israelis have been denying the fact that we 
are the citizens of an occupying state. They define the current 

Intifada as a war that has been declared against us by the fictive 
Palestinian state. And even though this is defined as a war, the 
prevailing axiom is that the Palestinians are always \'terrorists,\' 

even when they act against soldiers and not civilians. The 

companion axiom to this is that only on our side are there 

\'soldiers,\' even when they are sent to act against an occupied 

civilian population. The common denominator of these axioms is the 
distinction between blood and blood and person and person. The Jew 
is always worth more, much, much more, when he is a victim, when he 
is a soldier, when he is a POW. This distinction plays a 

significant role in Palestinian support for the tactic of 

abduction.\" 


lll. \"Bush\'s Lifeline is Israel\'s Millstone\" 


Zalman Shoval, senior Likud member and former ambassador to the US, 
wrote in Yediot Aharonot (4/11): \"For the first time in years, the 
United States and Israel are not broadcasting on the same wavelength 
on very major issues. The American policy, in the last lap of the 

Bush administration, has two main and parallel goals: To mobilize 

the support of the YmoderateW Arab states, headed by Saudi Arabia, 
on behalf of calm in Iraq (the aggressive speech of the Saudi King 
against the US may destroy this illusion), and prevent a ShiVite and 
Iranian takeover of the Middle East and its oil. These two 

objectives are not connected to the Israeli-Palestinian conflict, 

but the battered administration has been forced to change its policy 
and make gestures towards those, including the European Union, who 
argue that linkage should be created -- even artificially -- between 

the two issues, in order to appease Saudi Arabia and the Arab world 
in general. In other words, any progress, even ostensible 

progress, on the Israeli-Palestinian issue could provide the 

Americans with a lifeline on other topics. The trouble is that the 
American lifeline could become a millstone for Israel. Israel, no 

less than the United States and perhaps more, is interested in the 
same goals: Peace with the Arab world and blocking the increase in 
Iran\'s strength -- but not at the excessive price demanded, for 
example, by the participants of the Arab summit in Riyadh. Despite 
this, Olmert has already been compelled to agree to meetings with 
Abu Mazen, despite the fact that the latter continues to break all 

his commitments, and despite the fact that since the forming of the 
\unity government\' he has effectively become a servant of Hamas. 
And these pressures will mount, if the trend of pushing Israel to 
accept the \'Saudi initiative\' continues.... How did we reach this 
unfortunate situation? Israel\'s political and diplomatic activity 

in the past year was fraught with failures and errors. Whether 
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these stemmed from inexperience or from neglect, Israel\'s diplomatic 
situation is now more complicated than ever, and at a period that is 
critical for its future.\" 


IV. \"In Pelosi\'s Playground\" 


Washington correspondent Shmuel Rosner wrote in HaVaretz (4/11): 
\"Pelosi is not setting independent foreign policy, but domestic 
policy -- feet in Damascus, head in New Hampshire. It was not 
Israel\'s interest nor Syria\'s that guided her, but the good of the 
Democratic party. This is not the first time that a senior 

legislator has decided to sting the administration with a 
high-ranking visit to a hostile capital. This is also not the first 

time Israel has been used to rack up points in a domestic American 
struggle. However, in the race for 2008, the risk to Israel is 
increasing. The Middle East is at the center of the American 
agenda. Every detail in US policy regarding Iraq, Iran, Syria, 
Lebanon, Saudi Arabia, Egypt, Hamas, radical Islam, and terror 
affects Israel directly. Every detail affecting that policy is at 

the center of a profound debate, at least on the rhetorical level. 
This development will mandate Israel\'s extreme caution in talks with 
the administration and Congress. Standing Israeli policy -- trying 

to remain in the American political middle ground -- will be more 
complicated than ever this year.... Therefore, even if Olmert is 
correct in his understanding of Israel\'s political interest, it is 
unlikely his actions reflect careful consideration of American 
political sensitivity. He would have done better to hold his tongue. 
From now until November 2008, it\'s not a good idea to get on the 
seesaw in Pelosi\'s playground.\" 


V. \"Azmi Bishara\'s Primary Victims\" 


The conservative, independent Jerusalem Post editorialized (4/11): 
\"Arab-Israeli Knesset Member Azmi Bishara of Balad -- a nonstop 
source of provocative antics and brazen agitation -- has seemingly 
pulled off his most riveting exploit to date by keeping this 

country\'s entire body-politic and general public on tenterhooks, 
awaiting any hint of his future plans. Will he return from his 
current stay in Jordan, or will he abscond? The mystery is further 
deepened by leaked reports -- despite a thick veil of official 
secrecy -- of possibly severe charges in the offing against him for 
\'endangering Israel\'s security\.... Bishara had traveled to enemy 
states like Syria and Lebanon on a number of occasions, and ... 
proceeded to unabashedly identify with Israel\'s worst enemies, whom 
he egged on to confront Israel. Last September, in Damascus, he 
\'warned\' Syria\'s regime that \Israel might launch a preliminary 
offensive,\' in an attempt \'to overcome internal crisis and restore 
deterrence!.... Bishara never equivocated about his loyalties, 
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which invariably lay with Israel\'s foes. After the IDF\'s retreat 

from Lebanon in 2000, he crowed at an Umm el-Fahm rally [in Israel]: 
\'Hizbullah won and for the first time since 1967 we taste victory. 
Hizbullah is justly proud of its achievement in humiliating Israel. 

He later repeated the same sentiments in Damascus....Despite 
[Israel\'s] tolerance, Bishara hectored in Beirut: \'We don\'t want 
your [Israel's] democracy. Give us Palestine.\' It's hard to 

imagine any democracy which would abide similar outright disloyalty, 
least of all a country at war and facing such unparalleled 

existential threats as Israel.... Bishara is a potent symbol of a 
radicalizing politician, who deliberately fans the flames, whips up 
discord and jeopardizes Israel\'s fragile intercommunal equilibrium. 
His radicalized electorate is in turn likely to vote for ever-more 
extreme representatives, thereby triggering a truly vicious cycle. 

The sooner this cycle is broken, the better Israeli Arabs would 

fare. The sooner they recognize that cynical politicians 
unconscionably make political capital at their expense, while doing 
nothing to improve their lot, the faster Israeli Arabs will disprove 
growing perceptions of them as strategic risks from within.\" 
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SUBJECT: Guinean National Assembly to Address Electoral Bills, Prep 
for Legislative Elections 


REF: Conakry 155 
1. (SBU) Summary. As the Guinean National Assembly begins its 


annual 45-day session, the details of the 2007 legislative elections 
are both a matter of focus and very much in flux. Four bills on the 


Column 3 

electoral process, negotiated during the political dialogues of the 

ad hoc committee last August-September, are before the legislature. 
Some members, of both the majority and opposition, believe the new 
Minister of Internal Affairs and Security should be permitted to 
review the draft legislation; members of the opposition would also 
like to reopen two of the bills given the new political climate. 

That said, these bills are likely to move forward through the 
legislative process over the next few weeks. 


2. (SBU) Opposition members plan to propose that large numbers of 
local officials, now centrally appointed, should become elected 
positions in order to provide better assurance that electoral 

reforms are carried out. They seek to implement this change, which 
would require constitutional amendment, before any legislative 
elections. Even if this proposal fails, as it is likely to in the 

near term, ruling and opposition legislators agree, and the donor 
community concurs, that Guinea will not be prepared to hold 
legislative elections by their scheduled June 2007 date, if such 
elections are to be free and fair. End Summary. 


3. (SBU) State and USAID officers, along with other donorsY 
technical staff, met April 2 with Elhadj Banire Diallo, chair of the 
majority party PUP\'s parliamentary committee to discuss the status 
of 2007 legislative election preparations. Noting that he is a 
professor of statistics and probability, Diallo said his formal 

training and life experience tell him Guinea will not hold 

legislative elections in June 2007. 


4. (SBU) there are four electoral bills before the current session. 

If passed, these would modify the electoral code; define the status 
of opposition parties; finance political parties, and create an 
independent national electoral commission (CENI) to co-administer 
the elections with the government. 


5. (SBU) Diallo said some National Assembly members, including 
members of his own party, want the new Minister of Internal Affairs 
and Security, Beau Keita, to review the draft legislation and 
present it to the new cabinet, as was done by his predecessor. 
Diallo, while not wholly opposed, feared another revision would 
further delay the legislative elections, which most Guineans and 
international observers already agree cannot take place in June, as 
scheduled. The draft legislation was to be presented to the plenary 
session of legislature in December 2006. Civil unrest and strikes 
in January and February of this year further prevented any special 
session. 
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Opposition Trying for More 


6. (SBU) The donor group also met with Ousmane Bah, parliamentary 
group chair of opposition party Union pour le Progres et le 
Renouveau (UPR). UPR is the only opposition political party 
currently represented in the National Assembly, so Bah served as 
informal spokesman for all the opposition parties in this forum. 

Bah claimed the opposition has not yet had a chance to debate the 
draft legislation in plenary, but conceded that most opposition 
party members would support it if it were put up for a vote. 
(Comment: So far, the bills on the agenda have not come up for 
parliamentary action, so it is not certain if, as Bah seems to fear, 
PUP will curtail debate. In any event, his party, along with other 
opposition members, was involved in negotiating the texts of these 
bills in mid-2006. Bah told us in a lunch at the Ambassador\'s in 
late March, however, that he wanted to seize the opportunity of a 
new government to reopen the texts for further negotiation, seeing 
the opposition in a stronger position now). 


7. (SBU) Bah outlined concerns regarding financing the CENI. The 
draft legislation calls only for the creation of the body, and not 
financing. Bah said he sought to ensure the CENI financing would be 
on the agenda for the first budgetary session. (Note: As of this 
writing, the item is not/not on the agenda for the first budgetary 
session, but that session is delayed in any event since the budget 
has not yet been submitted.) 


Local Representation is Key to Reform 
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8. (SBU) Bah argued electoral reforms can not be fully carried out 
unless there is direct representation at the local level. Therefore, 
he seeks to have positions that are now centrally appointed by the 
executive (chef de quartier and chef du district) become elected 
positions. Bah said ensuring that these positions are elected will 
ensure accountability, and prepare the base for broader electoral 
reforms. The opposition wants this concession in place before 
legislative elections, even if the administration of the concession 
necessitates delaying the elections until 2008, or beyond. 


9. (SBU) The donor group cautioned Bah that reforming the electoral 
process should be a work in progress; otherwise, significant delay 
and obstacles could arise. The world and the Guinean people 
themselves were watching and would not appreciate lost momentum. 
(Note: at the biwekkly G-8 ambassadorial meeting April 10, 
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participants concurred that donors should push back on this 
opposition initiative. The bills negotiated last fall should go 
forward, we agreed, and legislative elections should not await 
revamping Guinea\'s entire administrative structure. That said, the 
G-8 reps agreed that preparations for4 the legislative elections 
would require a delay of several months from June.) 


9. (SBU) The donor community has speculated that Guinea would not 
be prepared for legislative elections in June 2007. That members of 
the National Assembly are openly saying so is not surprising. The 
opposition is clearly feeling its oats. The Prime Minister and his 

team will need to meet their commitment for ongoing political 

dialogue to design a path forward that adequately addresses all 
parties\' concerns. 


WINN 
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SUBJECT: BEMBA LEAVES KINSHASA FOR PORTUGAL 
REF: A. KINSHASA 353 
B. KINSHASA 375 


1. (U) Senator and former Vice President Jean-Pierre Bemba 
departed Kinshasa for Portugal aboard his private jet at 2:10 
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a.m. April 11. Bemba, accompanied by his wife and five 
children, officially left for follow-up surgery for a broken 

leg suffered in December 2006. He had been at a South African 
embassy compound since March 22 during fighting between his 
guard forces and the Congolese military (ref A). 


2. (SBU) Arrangements for Bemba\'s departure were finalized 
after the provisional president of the Senate, Mbueshi Kuongo 
Mulendu, signed a letter to Portuguese authorities April 10 
authorizing him to leave the country for 60 days for medical 
care. Bemba also signed a letter last week promising not to 
engage in any political activities while in Portugal. 


3. (U) MONUC peacekeepers provided a security escort for 
Bemba and his family en route to Kinshasa\'s N\'Djili airport. 
No incidents occurred following Bemba\'s departure, and the 
downtown Gombe district was open for business as usual the 
morning of April 11, as were all other parts of Kinshasa. 


4. (SBU) Some media reports claimed the GDRC allowed Bemba to 
leave after lifting an arrest warrant against him. In fact, 
as reported ref B, no warrant ever was issued. 


5. (SBU) Comment: There is already a great deal of 
speculation about Bemba\'s future, most of it premature and 
ill-informed. What is clear, however, is that Bemba\'s MLC 
party now has the potential to emerge from the former vice 
president\'s very large shadow. It is hoped party leaders will 
seize the opportunity to play an active role as part of a 
constructive and loyal opposition. End comment. 

MEECE 
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E.O. 12958: DECL: 04/11/2017 
TAGS: PREL, PGOV, NP 
SUBJECT: NEPAL: SENIOR MP CALLS FOR PEACE AND SECURITY 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) Hirdayaram Thani, a Nepali Congress Member of the 
Interim Parliament and the former chairman of the State 

Affairs Committee, told Emboff recently that the Maoists had 
failed to abide by their peace commitments. Thani, whose 
committee has oversight over the police and the Election 
Commission, worried whether the election laws would be passed 
in time to hold the Constituent Assembly election in June. 

Peace and security were prerequisites to conducting a free 

and fair election. Thani expressed interest in establishing 

a strong relationship with the U.S. Congress. 


Maoists Not Serious About Commitments 


2. (C) Hirdayaram Thani, a Nepali Congress Member of 
Parliament and former chairman of the State Affairs 
Committee, stated to Emboff recently that the Maoists had 
failed to translate their peace commitments into action. 

Thani, whose committee has oversight over the police and the 
Election Commission, remarked that the Maoists continued to 
abduct and extort, and had yet to return any confiscated 

land. The Maoists needed to correct their behavior before 
they could be included in an interim government. Instead, 
they had been chanting slogans inside the Parliament to exert 
pressure on the government to include them immediately. 
(Note: The Maoists were subsequently included in the Interim 
Government on April 1 without any change in their behavior. 
End note.) The Maoist leaders had threatened to start Jana 
Andolan Ill (a third People\'s Movement) if the government did 
not hold the Constituent Assembly election by June, Thani 
complained. 


Inclusion Important, but Must Be Prioritized 


Column 3 


3. (C) Thani made contradictory remarks while discussing the 
demands raised by the Madhesis, ethnic communities, dalits, 
and women to be included in Nepal\'s political process. On 
one hand, the MP stated that the demands of each group had to 
be prioritized and considered by the government ina 
piecemeal approach. It was ironic, he noted, that the ethnic 
communities were trying to dismantle the state by demanding a 
federal structure at a time when Nepal needed a strong 
government to control Maoist behavior. However, he later 

said the government would address the demands of the 
marginalized communities in a comprehensive package. Thani 
did not make it clear how this would be done, or if the 

principal election law would include a provision to ensure 
representation for marginalized groups. 


Peace and Security Required for Election 


4. (C) Thani stated that the Constituent Assembly election 
would likely not be possible in June due to the deteriorating 
peace and security situation in the countryside. Peace and 
security would be prerequisites to holding the election. 

Before the election could be held, the government needed to 
address the undemocratic behavior the Maoists had shown both 
within and outside the Interim Parliament, the violent 

activities by the Madhesi People\'s Rights Forum (MPRF), and 
the rapid increase in extremist groups. Thani stated that 

the government could, at the most, provide three police 
officers in each polling station (if all police officers were 
deployed equally across the country); that would not be 
enough to keep the Maoists or other political parties from 
rigging the election. 


Future Cooperation with Congress 


5. (SBU) Thani told Emboff that the State Affairs Committee 
was interested in establishing a stronger relationship with 
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the corresponding Committees in the U.S. Congress to exchange 
views. He hoped that such a relationship would augment the 
existing friendly relationship between the U.S. and Nepal and 
help guide the Committees in the Interim Parliament as they 
moved forward with various new laws. 


Comment 
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6. (C) We see little to indicate that the requisite peace and 
security will be in place for the Constituent Assembly 

election in June. While the April 9 decision by the Cabinet 

to create a team headed by Peace Minister Ram Chandra Poudel 
to talk to the Madhesis and ethnic communities is good news, 
it remains to be seen whether the talks will be successful in 
bringing those groups into the process -- or indeed whether 
the Madhesis in particular will talk seriously to any 
government team as long as their bete noire, K.P. Sitaula, 
remains Home Minister. There is a strong likelihood that the 
Interim Parliament will pass the key election bill this week 
before the talks team can even get started. Thani\'s desire 

to build stronger relations between the Interim Parliament 
and the U.S. Congress is well intended but, given the 
anticipated short lifespan of the Interim Parliament, 

building that relationship will probably fall to the 

Constituent Assembly and its members. 

MORIARTY 
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1. Summary: Two USG nuclear smuggling and forensic experts 
met with Turkish Atomic Energy scientists to continue 
cooperation on nuclear forensic review. EXBS Advisor 
completed mid-year program review and consultation trip to 
Washington DC. EXBS Advisor continued work with Turkish 
Customs to increase opportunities for more cooperation, 
including training opportunities and replacement of portal 
monitors at border crossing. Sixteen Customs Officials 
participated in the CBP International Border Interdiction 

Training. End Summary. 


2. Completed Actions for the Reporting Period 


A. Site Assessment and Meetings During Recent 
Reporting Period 


1) Mar2- EXBS Advisor coordinated and attended 
meeting between Turkish Nuclear Experts at Cekmece Research 
Center and U.S. Nuclear Experts from Lawrence Livermore 
National Laboratory The meeting was a follow-up to the 2006 
meetings concerning forensic testing of LEU seized by Turkish 
National Police in 2005. The U.S. and Turkish Atomic Energy 
Authority have been cooperating in attempts to determine the 
origin of the LEU and possible route/method by which it could 
have been brought to Turkey. Also discussed were latest 
advances in nuclear forensic testing and additional areas of 
cooperation. 


2) Mar 6 - EXBS Advisor met with Customs Enforcement 
Deputy Director General Mehmet Guzel to finalize the planning 
for the Turkish Customs delegation which will participate in 
the International Border Interdiction Training later in the 
month. EXBS Advisor also discussed dates for a visit by a 
CBP training expert to begin coordination with Turkish 
Customs in the development of their new training academy. 
Guzel informed EXBS Advisor that this project has created 
increased interest through Turkish Customs and that it has 
shifted to the External Affairs Directorate for coordination. 
Finally, EXBS Advisor reviewed the status of the equipment 
which is ready for delivery to Turkey for use by Turkish 
Customs and awaiting final implementation procedures by the 
GOT for shipping. 


3) Mar 8-  EXBS Advisor met with MFA Arms Control 
and Disarmament Head of Department Serhan Yigit to discuss 
current projects in Turkey, including Internal Control 

Program (ICP), Commodity Identification Training (CIT) and 
Second Line of Defense (SLD). EXBS Advisor updated Yigit on 
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activities that are being planned with Turkish Foreign Trade 
Undersecretariat concerning the ICP projects and also the 
training that Turkish Customs officials will attend in 

McAllen Texas. Yigit commented that, while this increased 
cooperation between US and Turkey is beneficial, we should be 
aware that the GOT must complete the implementation law for 
the NP Agreement before we can fully engage in all activities 
covered by the Agreement. EXBS Advisor agreed and informed 
Yigit that all activities planned are either general in 

nature or assist in preparing for full engagement in the near 
future. 


4) Mar 13- 14- EXBS Advisor conducted program 

consultations in Washington DC with representatives from 

ISN/ECC, ISN/CPI, ISN/CTR, DOE/INECP, DOE/SLD, CBP and DOC 
personnel. EXBS Advisor provided updates on program and all 
projects underway in Turkey, along with planning for future 

activities. ISN/ECC reviewed planning for future projects 

and development of a proposed schedule of activities to 

increase engagement with Turkey following the ratification of 

the NP Cooperation Agreement. 


5) Mar 21 - EXBS Advisor met with MFA Arms Control and 
Disarmament Head of Department Serhan Yigit to review 
information from DC consultations and to begin scheduling for 
upcoming events, including Wisconsin Risk Report review, High 
Level Nuclear Smuggling discussions and DOE meetings with 
TAEK. Yigit stated while MFA is prepared to move forward 
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with several of the EXBS projects, there is still some 

concern about getting too far in front of the Prime Ministry 

as it completes the law required to implement the NP 
Cooperation Agreement. Once this required law is completed, 
the NP Agreement will be in force and all programs can move 
forward. Yigit did emphasize that MFA supports the efforts 

to provide new SLD equipment to replace the currently 
installed equipment and that they have notified Turkish 
Customs of this fact. 


6) Mar 22- 23 - EXBS Advisor conducted departure briefing 
with Turkish Customs delegation traveling to the United 
States to participate in the International Border 

Interdiction Training in McAllen Texas. 


7) Mar26- EXBS Advisor met with Customs Enforcement 
Deputy Director General Mehmet Guzel to further discuss the 
proposed training opportunities for Turkish Customs officials 
with CBP. EXBS Advisor presented an invitation for Turkish 
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officials to participate in the International Rail 

Interdiction Training in June and also began planning for a 
land based Targeting and Risk Management workshop in July. 
Guzel informed EXBS Advisor that they desire to hold the 
workshop in Ankara, which would allow participation by some 
HQ personnel as well as field officials and that the Customs 
Processing Center could be utilized for the practical 

exercises. EXBS Advisor agreed with the idea and stated they 
would now need to establish a location for the classroom 
discussions and housing of participants. 


EXBS Advisor met with new Customs Enforcement Director 
General Hayrettin Cevher. EXBS Advisor outlined the EXBS 
program and the upcoming cooperation events that are 
scheduled for this year including CBP International 

Interdiction Training, Targeting and Risk Management Workshop 
and SLD upgrades to portal monitors. Finally, EXBS Advisor 
reviewed equipment that was ready to be delivered to Turkey 
for Turkish Customs and stressed to Cevher the importance of 
quickly completing the Implementation Law for the NP 
Cooperation Agreement. Cevher added that he looks forward to 
increased cooperation with the United States in the fight 

against those that want to carry out illegal activities. 


B. Training Conducted During Reporting Period: 


1) Mar 26- 30- International Border Interdiction Training 
in McAllen, Texas for 16 Turkish Customs Officials. 


C. Equipment Delivered During Reporting Period: None 

D. Imminent Training or Equipment Status Update: 

1) ICP Instructor Training to take place in Ankara for 3 
Foreign Trade and 2 Istanbul Mineral and Metal Association 
officials. These officials will be responsible for the 


training of industry internal control officials. 


E. Significant Developments in Export Controls, 
Nonproliferation, or Related Border Security: None 


3. Future Activities 


A. Apr - 24-25 - Wisconsin Risk Report Presentation to 
Government of Turkey Representatives. 


B. Apr 27 (proposed) - High Level Nuclear Smuggling 
Discussions with Government of Turkey Representatives, Ankara. 


C. Apr 30- May 4 - ICP Instructor Training, Ankara. 
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D. June (proposed) - Visit by CBP Training Expert to 
develop course of action to support development of Turkish 
Customs Officer Academy. 


E. Jun 8-17 - Turkish Customs Officers to attend 
International Rail Interdiction Training Course, El Paso, 
Texas. 
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F. Jul 8-14 - CBP to conduct Land Based Targeting and 
Risk Management Course, Ankara. 


G. Jul 20 - 28- Turkish Customs Officers to attend 
International Air Cargo Interdiction Training Course, New 
York, NY. 


H. Sep 7-15 - Turkish Customs Officers to attend 
International Sea Port Interdiction Training Course, 
Charleston, SC. 


4. Red Flag Issues: None 


5. Contact Information for EXBS Adviser ) Kevin Lyon, 
phone (90)(312) 455-5555 ext 2525, fax (90)(312) 468-4775, 
email LyonK@state.gov. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PREL, PHUM, KDEM, ENRG, EPET, AMGT, ABLD, CASC, AJ 
SUBJECT: AMBASSADORYS APRIL 6 MEETING WITH FOREIGN MINISTER 
MAMMDYAROV: IRAN, ENERGY, AND A ROUNDUP OF BILATERAL ISSUES 


REF: A. BAKU 000374 
B. STATE 41602 
Classified By: Ambassador Anne E. Derse for reasons 1.4 (b, d) 


1. (C) Summary: In an April 6 meeting with the Ambassador, 
Foreign Minister Mammadyarov clarified recent press rumors 

that Iran closed the border with Azerbaijan in early April, 

explaining that Iranian passport machines had malfunctioned 

and caused a brief delay for those crossing the border. This 

had been deliberately spun up by those seeking to fuel 

tensions. On energy issues, Mammadyarov reported that 
Azerbaijan, Turkey and possibly Georgia would meet in early 

May to review gas transit issues, but he was noncommittal to 

a June IEA conference in Baku. Mammadyarov said the April 

visit of Kazakh Prime Minister Karim Massimov demonstrated 

that the Kazakhs are \"strong and interested\" in a regional 
transport corridor; Mammadyarov,s planned April 18-19 visit 

to Turkmenistan, however, has been postponed because Turkmen 
President Berdimuhammedov plans a trip to Saudi Arabia at 

that time. Following his democracy discussions in 

Washington, Mammadyarov reported that Minister of Internal 
Affairs (MIA) Usubov is not interested in hosting the new USG 
police advisor at the MIA, proposing he work from the 

Embassy; Mammadyarov also gave further background on the new 
human rights commission. Mammadyarov welcomed the agenda for 
our April 19 security talks, but said DFM Azimov would be 

unable to participate in the CENTCOM Iraq conference. The 
Ambassador updated Mammadyarov on our efforts to identify a 
site for the NEC and emphasized that we must sign a 

conditional lease before the end of May. She also asked for 
Mammadyarov,s assistance in resolving eight outstanding 
adoption cases and pressed for more information on the April 
26-28 OIC conference on the media,s role in promoting 

tolerance. End Summary. 


Countering War-Related Rumors about Iran 


2. (C) In an April 6 meeting with Foreign Minister 
Mammadyarov, the Ambassador reviewed her efforts through 
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interviews with local media to dispel press rumors that the 

US is preparing to attack Iran. Mammadyarov said there are 
\"lots of forces circulating information\" that is inaccurate, 
including through the internet, with the goal of \"increasing 
tensions,\" adding that Minister of National Security Mahmudov 
seeks to identify those responsible for circulating this 

false information. Mammadyarov clarified recent press rumors 
that Iran had closed the border with Azerbaijan (ref A). He 
explained that Iran recently installed new passport reading 
devices on the Azerbaijani-lranian border, and that some of 
these devices had slowed down border traffic for two hours on 
April 3. Local press quickly ran with the story and reported 

that Iran had closed the border, according to the Foreign 
Minister. Mammadyarov criticized local media as \"immature\" 
and unwilling to check the facts before going to print. 
Mammadyarov noted that he has not heard any updates from the 
Azerbaijani ambassador posted to Tehran. The Ambassador 
assured Mammadyarov that the USG is sensitive to the GOAu\'s 
difficult position vis-a-vis Iran. The Ambassador shared U/S 
Burn\'s March 29 testimony before the Senate Foreign Relations 
Committee as an overview of US strategy toward Iran. 


Regional Energy Tidbits 


3. (C) The Ambassador said EUR DAS Matthew Bryza would like 
to have the first meeting of our bilateral energy security 

dialogue in June in Baku. The Ambassador remarked that Bryza 
also prefers an early meeting hosted by the IEA in Baku to 
reassure European states who are doubting Azerbaijan\'s 

ability to provide them with gas. Mammadyarov said he 
preferred a later date to ensure the first meeting will have 
\"serious results.\" The Ambassador replied that at Energy 
Ambassador Aleskerov\'s request, the USG is preparing a 
concept paper, to be discussed with the MFA after its 
completion. 


4. (C) In response to the Ambassador\'s request for an update 
on the GOAJVs attempt to secure a gas transit agreement with 
Turkey, Mammadyarov said representatives from Azerbaijan and 
Turkey -- with possible Georgian representation --will meet 

in the beginning of May for consultations on this issue. The 
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Ambassador pressed Mammadyarov whether the meeting would 
include a political agreement on the transit issue. 

Mammadyarov suggested that while Baku and Ankara are 
discussing an agreement in principle, they have not begun 

talks on a specific written agreement. Mammadyarov remarked 
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that the issue \"is a question of cost\" and that Azerbaijan 

does not want a \"mini-Gazprom.\" Mammadyarov said he would 
consult with Finance Minister Sharifov next week about next 
steps in this process. 


5. (C) On Azerbaijani discussions with Greece, Mammadyarov 
said he is still waiting for an invitation from the Greek 

Foreign Ministry, per his discussions with Bryza during his 

visit to DC. Mammadyarov claimed he was ready to go to 
Greece to discuss gas and welcomed any assistance we could 
provide in pushing Athens for an invitation. 


6. (C) On Kazkahstan, Mammadyarov said that Kazakh Prime 
Minister Karim Massimov -- who visited Baku on April 4 -- 

was \"strong and interested\" in a South Caucasus transport 
corridor, referring to gas transit and the Baku-Tbilisi-Kars 
(BTK) railroad. Mammadyarov cautioned, however, that the 
Kazakhs are \"scared to death\" of Russia, perhaps because of 
Nazarbayev\'s concerns about his political future. 


7. (C) Regarding Turkmenistan, Mammadyarov complained that 
Ashgabat recently changed the timing for Mammadyarov\'s 
planned April 18-19 visit. Mammadyarov remarked that Turkmen 
President Berdimuhammedov has decided to go to Saudi Arabia 
for his first foreign visit, and Mammadyarov did not see a 

point in going to Ashgabat if he could not meet with 
Berdimuhammedov. Mammadyarov said Turkmen Foreign Minister 
Meredov was a \"nice guy, but cannot decide anything.\" 
Mammadyarov said that the ball is now in Turkmenistan\'s court 
regarding the timing for his visit, but he noted that the 

trip would probably occur in May. Mammadyarov said that he 
has not discussed opening an Azerbaijani embassy in 
Turkmenistan with Ashgabat yet. (Septel on April 9 meeting 
between the Ambassador and Deputy Foreign Minister Khalafov 
provides more detail on Azerbaijan-Turkmen relations.) 


Democracy Dialogue Follow-up 


8. (C) Mammadyarov opened the meeting by reviewing several 
follow-up steps he has taken on our bilateral democracy 
agenda since returning from his March visit to Washington. 
Mammayarov said he had spoken with Minister of Internal 
Affairs (MIA) Usubov regarding the USG offer of additional 
training courses and a proposed USG resident police advisor 
based in the MIA. Usubov supported expanding the types of 
courses offered, and accepted the police advisor, but was not 
open to having the advisor based at the MIA, citing space 
constraints. The Ambassador noted that she would follow up 
with Usubov regarding the advisor proposal to see if the 
spacing issue could be addressed. 
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9. (C) Mammadyarov said Central Election Commission (CEC) 
Chair Panahov found his meetings in the US \"useful.\" 
Mammadyarov agreed on the need for the CEC to be composed of 
non-partisan members and said he had suggested that Panahov 
examine how Georgia\'s CEC is composed, since this is a 
democratic model. Mammadyarov affirmed that he was following 
up with this issue. 


10. (C) Referring to Azerbaijan,s new National Action Plan 
on Human Rights, Mammadyarov said he thought the 
newly-established human rights commission fell under 
Presidential Apparat Chief Ramiz Mehdiyev\'s authority, not 
the Cabinet of Ministers. This commission will develop an 
action plan to promote human rights in Azerbaijan. The 
Ambassador raised the possibility of A/S Lowenkron visiting 
Azerbaijan to consult with the GOAJ before the plan is 
finalized as discussed in Washington. The Ambassador also 
raised USG concerns regarding the collegium\'s (the 
Azerbaijani bar association) lack of independence. 


11. (C) Despite President Aliyev\'s stated commitment to 
holding a dialogue with political parties, the Ambassador 

said the Embassy has received some mixed signals. Notably, 
the executive director of the pro-government New Azerbaijan 
Party (YAP) Ali Anmadov appeared to have little enthusiasm 
for dialogue with other political parties. Mammadyarov 
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suggested that the Embassy speak with the OSCE and Mehdiyev. 
On the issue of opposition politicians going to PACE, 
Mammadyarov said that in his personal opinion, Musavat leader 
Isa Gamber should make a public statement recognizing the 
legitimacy of the Azerbaijani parliament, and said he has 
discussed this with Samad Seyidov, who is the head of the 
Azerbaijani PACE delegation to PACE. 


New Embassy Compound 


12. (C) The Ambassador noted that Presidential Aide for 
Economic Affairs, Ali Asadov, has been assisting the Embassy 
in its search for a suitable property. The Ambassador also 

said that Mammadyarov\'s statement to the Secretary regarding 
the GOAJYs commitment to help the USG find a suitable 
property was helpful. The Ambassador emphasized that we now 
need to secure conditional leases on several properties by 

the end of May that will enable an inspection team to begin 

its initial work. Mammadyarov remarked that he would talk 
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with Asadov to keep this process moving in the right 
direction. 


Bilateral Security Dialogue 


13. (C) The Ambassador provided Mammadyarov with a draft 
agenda for the April 19 dialogue, noting that security is one 

of the three pillars in our bilateral relationship. 

Mammadyarov welcome the agenda and stated that the dialogue 
should be \"very good.\" 


Adoptions 


14. (C) Ambassador raised concern about the issue of eight 
pending adoptions, which appear to be caught between the 
Presidential Administration and the State Committee on Women 
and Children. (Note: We followed up after the meeting with 
Americas desk officer Tamerlan Vahabov concerning this issue. 
Vahabov promised to raise this point with Deputy Foreign 
Minister Khalafov, who deals with these legal issues.) 


OIC Conference on Religious Tolerance 


15. (C) The Ambassador requested more details on the 
conference, as the Department seeks to develop a position on 
how the USG should be represented. Mammadyarov suggested 
that the Ambassador follow up with Deputy Foreign Minister 
Sadikov, who is responsible for the conference. Mammadyarov 
also said Americas desk officer Tamerlan Vahabov could 
provide us with more information. 


CENTCOM Conference on Iraq 


16. (C) Ambassador provided Mammadyarov with information 
regarding reftel B conference on Iraq. The Ambassador 
suggested Deputy Foreign Minister Araz Azimov would be an 
appropriate attendee from the Azerbaijani MFA. Mammadyarov 
noted that he and Azimov will be in Brussels for 

consultations on Azerbaijan\'s IPAP during the conference. 
DERSE 
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E.O. 12958: DECL: 04/10/2012 
TAGS: TBIO, PREL, WHO, CH, TW 
SUBJECT: TAIWAN APPEALS FOR FLEXIBILITY ON WHO INITIATIVE 


REF: A. TAIPEI 0783 
B. STATE 46031 
C. TAIPEI 0719 


Classified By: Acting Director Robert S. Wang for reasons 1.4 B/D 


1. (C) SUMMARY. Responding to AIT\'s demarche on April 9 
(Taipei 783), Foreign Minister James Huang told AIT Acting 
Director on April 10 that Taiwan still intends to apply for 

WHO membership in the name of \"Taiwan\" this week but will 
adopt a \"flexible\" approach in consultations with its friends 

in the run-up to the WHA meeting in May. Huang said he knows 
that this effort will fail and that Taiwan\'s goal is still to 

gain observer status and meaningful participation in WHO. He 
reiterated Taiwan\'s deep frustration with the lack of 

progress in its ten-year effort to gain observership status 

at the WHA. He also stressed that Taiwan had not intended to 
\"surprise\" the U.S., explaining the final decision was made 
only on April 4. ADIR responded that he would relay the 
message to Washington but also repeated that the application 
for membership could jeopardize Taiwan\'s chances to achieve 
observership and meaningful participation in WHO. END SUMMARY 


2. (C) At FM Huang\'s request, Acting AIT Director Robert 
Wang met with him at MOFA on April 10 to discuss the U.S. 
demarche that ADIR had relayed to Presidential Secretary 
General Chiou I-jen the previous day (ref A). Referring to 

the discussion between TECRO chief David Lee and DAS Tom 
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Christensen over this issue, Huang acknowledged that Taiwan 
expects the PRC to react negatively. But Beijing, he said, 
invariably rejects every Taiwan initiative, even on domestic 
reform issues, and Taiwan cannot tie its policy to PRC 
reaction. Rather, Taiwan must pursue its own diplomatic and 
domestic reform objectives and hopes the USG will take a 
\"creative\" approach and not be limited by Beijing\'s expected 
reaction. ADIR responded that the U.S. government does 
pursue its own interests and foreign policy objectives, as 
demonstrated most recently in our decision to sell AMRAAM 
missiles to Taiwan over Beijing\'s vigorous protest. 


3. (C) Noting David Lee\'s discussion with DAS Christensen, 
Huang stated that in making its decision to apply for full 

WHO membership, Taiwan had not intended to \"surprise\" the 
U.S. The membership decision, he explained, was not made 
until April 4, after which he immediately contacted AIT to 

ask for a meeting in order to inform us. Thus, repeating 

what Presidential Office SG Chiou said on April 9, Taiwan did 
its best to provide advance notice. ADIR responded that we 
were nonetheless surprised by the decision at this stage in 

the run up to the WHA meeting. 


4. (C) FM Huang explained that Taiwan was moved to take this 
step out of its deep frustration after ten years of trying to 

gain WHO observership and meaningful participation. Beijing 
has objected to virtually every Taiwan effort to participate 

in international organizations, claiming these were moves 
towards achieving independence. Taiwan is the 16th largest 
trading nation and the 19th largest economy in the world. If 
Taiwan did nothing to advance its diplomatic objectives at 
WHO, its domestic constituency, including many medical 
profession associations, would find it hard to accept. Huang 
urged the U.S. to take into consideration the wishes of the 
people of Taiwan. 


5. (C) Huang told ADIR that applying for WHO membership 
would allow Taiwan to raise its voice and maximize its 
chances to achieve both observership and meaningful 
participation in WHO. He said he hoped Washington would 
understand the need for Taiwan to file the application and 
emphasized that Taiwan remains open to consult on this issue 
in the coming days. Even though Taiwan intends to apply for 
WHO membership later this week, on April 12 or 13, he 
reiterated it is prepared to be \"flexible\" and to continue 
discussions with the USG and others. 


6. (C) FM Huang noted that the WHA would not convene in 
Geneva until mid-May when it would then address the issue of 
Taiwan\'s application. In the interim, he said, there would 

be about 30 days for discussions between Taiwan and its 
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friends. Taiwan wants to continue to pursue observer status 
and meaningful participation in the WHO, he stressed, 
expressing appreciation for past U.S. support and urging a 
&more creative8 approach from the U.S. He also said Taiwan 
would be approaching Japan along those lines. 


7. (C) ADIR told FM Huang he would convey Taiwan\'s message 
to Washington, but he cautioned that Washington had already 
made clear that if Taiwan went forth with the WHO 

application, there would be no reason to have consultations 

on the issue of observership. Hence, a Taiwan application 

for membership could negatively affect its effort to gain 

observer status and meaningful participation. Huang 

responded by stressing once again that both sides should 
continue discussing this issue in the coming days through 
TECRO and AIT/T. After the meeting, MOFA IO Chief David Lin 
separately told AIT that Taiwan\'s end goal remained obtaining 
observer status at the WHA. 


8. (C) COMMENT. Taiwan\'s gambit appears intended to raise 
its profile at the WHA in order to break the long deadlock 

over its quest for observership. It intends to file an 

application for membership before the deadline to get the 

issue on the WHA agenda. Taiwan hopes this will initiate 
discussion on observer status and meaningful participation in 
the run-up to the WHA meeting, offering the possibility that 

it would withdraw its application or otherwise take the issue 

off the agenda before the WHA annual meeting begins. END 
COMMENT 


WANG 
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E.O. 12958: N/A 
TAGS: PREL, PGOV, VM 
SUBJECT: LIKELY MFA RESHUFFLE WOULD SEND NEW AMBASSADOR TO 
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WASHINGTON 


1. (SBU) Summary: Embassy contacts are suggesting that the MFA\'s 
leadership will soon undergo a reshuffle, probably in May. If these 
reports bear out, three current vice foreign ministers will become 
ambassadors in Washington, Beijing and Tokyo, and high-level 
responsibility for the U.S. portfolio at the MFA will change hands. 

End Summary. 


2. (SBU) According to MFA sources, Vice Foreign Minister Le Cong 
Phung is \"likely, though not finally confirmed\" to be the next 
Vietnamese Ambassador to the United States. His nomination process 
is still underway, but \"there\'s only one nomination for this 

position,\" according to one MFA contact. Since March 2004, Phung 
has been the most senior of the MFA\'s four vice ministers and 
oversees the Asia portfolio at the Ministry. In 2000, he headed the 
delegation that negotiated border issues with China. He served as 
ambassador to Thailand during 1993-97. 


3. (SBU) A third-country embassy colleague who has worked with Phung 
described him as \"reserved, measured and cautious.\" He is said to 
speak so softly in meetings that it can be difficult to hear him. 

His role in the border negotiations with China was cited as an 

indication that he has the confidence of high-level GVN leadership. 
Phung\'s son reportedly began an assignment at the Vietnam Embassy in 
Washington in 2005, and since that time there has been speculation 

that Phung would follow. He is known to be a heavy smoker and avid 
golfer. MFA colleagues respect Phung and have indicated to us that 

his assignment to Washington is a sign of Hanoi\'s focus on the 

bilateral relationship, despite his lack of recent experience in 

U.S. affairs. 


4. (SBU) Vice Foreign Minister Le Van Bang, who currently covers the 
Americas portfolio, is expected become the Vietnamese ambassador in 
Beijing. VFM Bang himself has told us he is resisting the 

appointment to Beijing (he says he would rather lead Vietnam\'s 
expanded UN Mission as the country sits on the UNSC), but the fact 
he accompanied DPM/FM Pham Gia Khiem on his recent trip to Beijing 
indicates that he has probably lost that battle. 


5. (SBU) VFM Bang\'s departure raises the question who will replace 
him as the VFM in charge of U.S. affairs. We have heard from an MFA 
source that, while again \"nothing has been decided definitely,\" 
Assistant Foreign Minister Pham Binh Minh is in line to take over 

for VFM Bang. AFM Minh previously ran the MFA\'s International 
Organizations Department and is in charge of the various human 
rights dialogues. At present, he is reportedly already \"handling\" 

the U.S. account. He is slated to head the GVN delegation to our 
April 24 bilateral Human Rights Dialogue in Washington. Our 
previous contacts with AFM Minh have shown him to be effective and 
sharp, but also pretty tough. 
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6. (SBU) According to another MFA source, AFM Minh is also mentioned 
as having good long-term prospects for the Foreign Minister 

position. He was the only MFA official included in the new Central 

Party Committee last April (as an alternate), apart from the Foreign 
Minister himself, who is a Politburo member. In addition, Minh is 

the son of former Vietnamese Foreign Minister Nguyen Co Thach, who, 
during his tenure (1980-91), reportedly helped lead Vietnam into 

\"Doi Moi.\" He attended the Fletcher School of Law and Diplomacy 
during 1992-93. 


7. (SBU) In other changes, we have heard that current MFA spokesman 
Le Dzung will head the Vietnamese Consulate General in San 

Francisco, VFM Nguyen Phu Binh will be sent as ambassador to Tokyo 
and AFM Nguyen Trung Thanh will be the new ambassador in Singapore. 


8. (SBU) Comment: In the past, Phung has performed well in tough 
assignments. If he is indeed sent to Washington, it would suggest 
that, far from seeing its bilateral agenda fulfilled, the GVN 

predicts a lot of work ahead. Post will continue to track the 
progress of the MFA\'s personnel changes. 
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E.O. 12958: N/A 

TAGS: PREL, ETRD, ECON, CH, TW 

SUBJECT: APRIL 11 TAO PRESS BRIEFING: LIEN CHAN TO VISIT 
BEIJING, OPPOSITION TO CONSTITUTION REFORM, TAIWAN 
INVESTMENT FEDERATION 


Summary 


1. Key points at the April 11 Taiwan Affairs Office 
(TAO) press briefing were: 


-- Honorary KMT Chairman Lien Chan will attend the Third 
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CCP-KMT sponsored \"Cross-Strait Forum on Trade and Culture\" 
April 28-29 in Beijing. 


-- The spokesman did not comment on the possibility of new 
KMT Chairman Wu Poh-hsiung visiting the Mainland. 


-- The spokesman voiced the Mainland\'s strong disapproval of 
DPP \"ploys to manipulate public opinion\" to achieve de jure 
Taiwan independence. 


-- According to the International Olympic Committee\'s 
request, China will announce this month the route of the 
Olympic torch for the 2008 Games. End Summary. 


Lien Chan to Visit Beijing 


2. Taiwan Affairs Office (TAO) spokesman Yang Yi announced 
that Honorary KMT Chairman Lien Chan will attend the Third 
CCP-KMT sponsored \"Cross-Strait Forum on Trade and Culture\" 
April 28-29 in Beijing. Lien will also visit Henan to attend 

a ceremony paying respect to ancestors. Asked whether 
President Hu would meet with Lien or if new KMT Chairman Wu 
Poh-hsiung would accompany Lien, Yang said the details are 

still under discussion between the two parties. Issues 

addressed in the forum will include direct flights, education 

and tourism. 


No Comment New Chairmen of KMT, MAC 


3. Asked for comment on the appointment of pro-Taiwan 
independence Professor Chen Ming-tong as chairman of Taiwan\'s 
Mainland Affairs Committee, the sookesman expressed the hope 
of all those on both sides of the Strait for peaceful and 

stable development. When asked for his impression of Wu 
Poh-hsiung and the differences between Wu and Lien Chan, Yang 
said has had no contact with Wu, but can ask his colleagues 

for their impressions. 


Constitution Reform 


4. In response to a question about \"constitutional reforms\" 
which propose revising the \"state name, territorial 

definition and national flag,\" Yang voiced the Mainland\'s 
strong disapproval of such ploys used by Chen Shui-bian, the 
DPP and \"Taiwan independence\" forces to \"manipulate public 
opinion\" and achieve de jure Taiwan independence. The 
Mainland ardently opposes any person or group who by any 
method attempts to separate Taiwan from China. 
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DPP\'s Yu Calls on U.S. to Clarify Taiwan Policy? 


5. Asked for comment on DPP Chairman Yu Shyi-kun\'s appeal 
yesterday to the United States to clarify its One China, One 
Taiwan!" policy, the spokesman stated that it is an immutable 
fact that there is only one China including both the Mainland 
and Taiwan. 


Taiwan Investment Federation to Open in Beijing 


6. The spokesman confirmed that the Federation of Taiwan 
Compatriots Investments and Enterprises will hold a meeting 

of representatives on April 15 and a formal opening ceremony 
on April 16. Responding to accusations that the attendance 

of TAO Director Chen Yunlin and Economic Director He Shizhong 
at the events will taint activities in some way, Yang said 

the Federation may invite members of various departments and 
ministries to participate as advisors, council members and 
other positions to build a bridge of communication between 

the Federation and Government. Such cooperation safeguards 
the rights and interests of the member enterprises and 
promotes their development. 


Taiwan\'s Restrictions Harm Own Industries 


7. Yang agreed with media commentary that Taiwan\'s 
semi-conductor industry, in light of Intel\'s decision to 
invest USD 2.5 billion in building a 12-inch IC fabrication 
plant in Dalian, will be harmed by two Taiwan companies\' 
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previous inability to enter the Mainland\'s market because of 
restrictions of the Taiwan authorities. Yang expressed 
regret over such hindrances by the Taiwan authorities, 
holding that the Mainland has an open market and welcomes 
investment from Taiwan\'s semiconductor industry. 


Olympic Torch Route to be Released Soon 


8. At the invitation of the China Taipei Olympic Committee, 
Vice Chairman Hu Jiayan of the Mainland\'s China Olympic 
Committee traveled to Taiwan yesterday to attend the Tenth 
Cross-Strait Olympic Committee Forum on Athletics and 
Exchange and discuss the issue of the Olympic torch. 
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According to the International Olympic Committee\'s request, 
China will announce this month the route of the Olympic torch 
for the 2008 Games. 


Mini-Three Links 


9. Asked for comment on reports that Taiwan authorities 
recently announced the opening of Kinmen, Matsu and Penghu to 
residents of Fujian Province, the spokesman reminded 
journalists that the Mainland approved travel for Fujian 

residents to these three cities in October 2004, but the 

Taiwan authorities maintained prohibitions on travel to 

Penghu. Yang hopes Fujian residents can visit Penghu at an 
early date and urges relevant departments to support Fujian 
Province in carrying out preparations. 

RANDT 
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SUBJECT: NEPAL: NEPAL BAR ASSOCIATION WILL OBSERVE ELECTIONS 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 
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1. (SBU) On April 9, Bishwa Kanta Mainali, President of the 
Nepal Bar Association (NBA), told the Ambassador that the NBA 
planned to monitor the June 20 Constituent Assembly election. 
Mainali had recently been elected President of the NBA and 
planned to make the NBA an apolitical association. The NBA 
had three priorities for the coming months: rule of law, 

human rights, and the independence of the judiciary. The 
NBA\'s project with the American Bar Association (ABA) was 
moving forward; Mainali planned to visit the U.S. in June to 
discuss the project and meet with ABA and U.S. government 
officials. 


NBA to Monitor Elections 


2. (SBU) Bishwa Kanta Mainali, President of the NBA, told the 
Ambassador April 9 that the NBA planned to monitor the 
Constituent Assembly election slated for June 20. Mainali 
had been on the National Election Observation Committee 
during the 1991 and 1996 elections and planned to put his 
expertise to work. The NBA would use its 81 units in most 
districts of the country to monitor elections and hold the 
offending parties responsible for election-related misconduct 
and violations of human rights. The NBA had not yet applied 
for funding, but planned to do so soon. 


NBA to Become Apolitical 


3. (SBU) Mainali believed it was important that the NBA 
maintain impartiality in the current political situation. 

While the NBA membership ran the political spectrum from the 
far-right to the far-left, the NBA would promote human rights 
and democracy in a nonpartisan manner. 


Three Priorities for the NBA 


4. (SBU) Mainali stated that the NBA had three goals over the 
coming year. First, the NBA would work to strengthen the 

rule of law in the country, making the public aware of their 
rights and ensuring that they could legally pursue those 

rights. Second, the NBA would defend human rights across the 
country, monitoring the situation and bringing cases against 
human rights violators. Third, the NBA would promote the 
independence of the judiciary. The judiciary did not need to 

be dismantled, as others had suggested in recent days, but 
needed instead to be strengthened and made more independent. 
The NBA planned to help identify and root out corruption in 
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the judiciary to improve its public image and strengthen its 
independence. 


ABA Project Going Well; Travel to the U.S. 


5. (SBU) Mainali said that the DRL-funded project with the 
NBA and the ABA was moving along well. A planning meeting 
had successfully concluded and the community awareness 
project was about to get underway in earnest. Mainali 
planned to travel to the U.S. in June, and requested 
assistance in planning meetings with U.S Department of 
Justice officials and American intellectuals conversant in 
federalism and the rule of law. Mainali will travel to 
Washington, New York, and Boston. Post will assist him with 
his appointments. 


Comment 


6. (C) The Nepal Bar Association has been a political force 

in the past, generally helping whichever political party its 
President is affiliated with. If Mainali, who has strong 

ties to the Communist Party of Nepal-United Marxist Leninist 
(CPN-UML), is able to move the NBA into nonpartisan support 
for human rights, democracy, and an independent judiciary, 
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the Nepali people will benefit. We will continue to work 
closely with the NBA not only to assess the ABA-NBA project, 
but also to promote its work with election monitoring in the 
upcoming election -- and to ensure that Mainali moves the 
organization in an apolitical direction. 

MORIARTY 
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E.O. 12958: DECL: 4/10/2017 
TAGS: ASEC, PTER, AMGT, IZ 
SUBJECT: REO BASRAH EAC MEETING ON 04/10/2007 


CLASSIFIED BY: Dan Wilhelm, ARSO, REO Basrah, Department of 
State. 
REASON: 1.4 (d) 


1. (S) The Regional Director chaired a meeting of the expanded 
Emergency Action Committee (EAC) on April 10, 2007 to discuss 
concerns raised in Baghdad over the amount of Indirect Fire 
(IDF) attacks against the Basrah Palace Compound (BPC). 
Attending the meeting were the Acting Regional Security Officer, 
Management Officer, Information Management Officer, Public 
Affairs Officer, Acting ORA Chief, and representatives from the 
Strategic Counter-Intelligence Directorate (SCID), KBR, and 
Triple Canopy. The consensus of the Committee was that current 
conditions do not warrant a change in REO operations. Current 
security measures, including the use of hardened cover, the 
wearing of PPE, and limits set for time spent in trailers were 
deemed adequate to minimize the risk of casualties. All 
acknowledged that the possibility of injury still exists, but 

that the personnel and tenants of the REO are aware of the risks 
and are willing to remain at the BPC in order to accomplish the 
upcoming move to the Basrah Air Station (BAS). In short, it was 
agreed that we have experienced worse, and that the current 
threat is manageable. 


2. (S) The Committee agreed that an expedited departure in the 
face of adversity would send the wrong message to the attackers 
and to the people of Basrah. No one present advocated for an 
immediate withdrawal. Further, it was agreed that a hasty 
departure would severely affect our ability to re-establish 
operations at the BAS. The Committee decided that all efforts at 
the REO should be directed towards an organized and timely move 
to the BAS. 


BONO 
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SIPDIS 
SIPDIS 


DEPT FOR NEA/ELA, NEA/RA, G/TIP 
NSC STAFF FOR RICK WATERS, PAT DAVIS 


E.O. 12958: DECL: 04/11/2017 

TAGS: PGOV, KCRIM, KWMN, EG 

SUBJECT: EMBASSY CAIRO ASSESSMENT OF CHILD PROSTITUTION AND 
FORCED MARRIAGES AS FACTORS IN TIP IN EGYPT 


REF: A. CAIRO 580 
B. JONES-ABERCROMBIE-WINSTANLEY E-MAIL OF 3/22/2007 


Classified by Charge Stuart Jones for reasons 1.4 (b) and (d). 


1. (C) Embassy Cairo has met with key Egyptian civil 

society advocates for women\'s and children\'s issues, and has 
reviewed the available literature on trafficking. We have 

seen no evidence that confirms that child prostitution and 
forced or temporary marriages are occurring on any 
significant, documented scale in Egypt. Considerably more 
research must be done in order to make a conclusive 
determination. We have commissioned, through USAID, an 
assessment on these issues. This assessment will be led by 
trafficking expert Mohamed Mattar, under a contract with 
Chemonics, and is scheduled for May-July 2007. It would be 
premature and counter-productive to downgrade Egypt to Tier 3 
on the basis of the extremely limited, anecdotal, and poorly 
sourced information that is currently available. The GOE, 

and leading civil society groups closely linked to the GOE, 

are engaged in the fight against TIP and in protecting 

Egypt\'s street children. A Tier 3 determination without 
thorough documentation will likely make the GOE very 
reluctant to cooperate with the USG in future efforts to 

tackle trafficking. End summary. 


2. (C) The DCM met on March 28 with Ambassador Moushira 
Khattab, director of the GOE\'s National Council for Childhood 
and Motherhood (NCCM). Khattab outlined the Council\'s 
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ongoing efforts to protect street children, but lamented that 
there has been no research on this at-risk population. The 
Council is now conducting its own study in cooperation with 
Cairo University and several NGOs. Khattab expressed 
surprise that the USG would make any formal determination 
regarding Egypt in the absence of reliable documentary 
evidence about child prostitution and temporary marriages. 
Khattab acknowledged that Egypt faces major child protection 
challenges and welcomes USG support. But she insisted that 
she knows of no evidence that would suggest that street 
children or other minors are being trafficked for 

prostitution. Khattab also outlined NCCM efforts on broader 
child protection issues, including regional coordination 
meetings, assessment studies, and major input into a revised 
child protection law which will explicitly ban child 

trafficking. 


3. (C) Poloff discussed trafficking issues on March 20 with 
UNICEF Child Protection Officer Nadra Zaki who said that 
UNICEF data indicates that abuse, including rape, of street 
children (by both their peers and by adults) are much more 
pressing issues than allegations of child prostitution. Zaki 
noted that a GOE study by the Ministry of Health indicated 
that some street children engaged in commercial sexual 
activity, but warned that it was not clear if their clients 

were other street children or adults. Zaki said that despite 
the indications of some commercial sexual activity by street 
children, there was no evidence that this activity was 
controlled or coordinated by traffickers. 


4. (SBU) In a similar vein, the Egyptian Center for the 

Rights of the Child, in a report sent to Embassy Cairo based 
on data from 2001-2002, indicated that sexual abuse of street 
children is a significant problem in Egypt, but was unable to 
provide any evidence that this involved commercial sexual 
activity. 


5. (C) Abla El-Badry, the director of the Hope Village 
organization, which operates shelters for street children, 

told A/IO that there is anecdotal evidence that gangs of 
youths and young men do engage in detentions and sexual 
assaults on girls and young women from the street children 
community. El-Badry noted that there are some unconfirmed 
reports that kidnappers have prostituted their victims, but 
said that a survey is needed to understand the extent of the 
problem and to design solutions. 
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6. (SBU) A review of the available literature also suggests 


that reports of child prostitution, and of temporary or 

forced marriages used to mask prostitution, must be examined 
critically. For example, a 2001 ECPAT report notes that 

\"there is still insufficient data and awareness concerning 

the phenomenon.\" A 2003 ECPAT report on Commercial Sexual 
Exploitation of Children (CSEC) in North Africa noted that 

due to cultural taboos, Egyptians were not inclined to admit 

that child prostitution was a problem, and that CSEC \"through 
prostitution is thus even more difficult to document.\" 


7. (C) ECPAT\'s most recent country profile for Egypt 
(available on www.ecpat.net, and which is undated but appears 
to have been drafted in late 2006) noted that \"only limited 
information is available concerning CSEC in Egypt\" and that 
there is a dearth of \"reference resources or previous 

studies.\" The statistics that ECPAT does cite to support its 
contention that \"child prostitution in Egypt is significantly 
spreading\" date from 1995-96. ECPAT also asserts that 
according to \"recent research by Dr. Nicholas Ciaccio, 
associate professor of sociology at AUC, more than 80 percent 
of the estimated 93,000 street children in Egypt are 

exploited sexually.\" Dr. Ciaccio retired from AUC in 2004 

and does not appear to have conducted any research since 
then. Ciaccio has relocated to the USA and has not responded 
to Embassy queries for clarification of his research. ECPAT 
also cites an Arabic-language UNICEF study undertaken with 
the GOE\'s Ministry of Social Affairs as evidence of child 
prostitution. According to UNICEF Nadra Zaki, the study in 
fact focuses strictly on the matter of early marriage of 

Egyptian girls to foreigners (especially Gulf Arab visitors), 

and asserts that in 4.4 percent of a sample of 500 families, 
there was evidence of early marriage to foreigners. UNICEF 
stressed that this study should not be seen as evidence of a 
child prostitution problem. 


8. (SBU) Cairo\'s Land Center for Human Rights, one of 
Egypt\'s leading human rights NGOs, in a 2007 report, detailed 
the many child protection issues that Egypt faces, including 
sexual abuse, domestic violence, parental negligence, and 
several instances of detentions for domestic servitude. The 
Land Center did not, however, report any instances of CSEC. 


9. (SBU) A 2006 IRIN report (Egypt: Minors Sold for 
Prostitution under the Guise of Marriage\") offered anecdotal 
reports of children \"sold\" into temporary marriages, but 
concluded that \"few statistics or studies on the matter 
exist.\" 
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U.N. Special Rapporteur on the sale of children, child 
prostitution, and child pornography 


10. (SBU) In a 2004 note addressed to the U.N. Special 
Rapporteur on the sale of children, child prostitution, and 
child pornography, the Government of Egypt asserted that 
there had been no \"cases of sex tourism or trafficking of 
children for the purposes of sexual exploitation abroad.\" 

The U.N. Special Rapporteur has not challenged the GOE on 
this point, neither prior to or subsequent to 2004. 


11. (C) Embassy Cairo is working with the GOE and Egyptian 
civil society to address trafficking and to evaluate the 

sketchy reports that alleged child prostitution (especially 

of street children) and temporary marriages are a problem in 
Egypt. In addition to the above-mentioned Chemonics 
assessment, USDOL has funded a major new initiative focused 
on eradicating child labor (implemented by UNICEF and WFP, in 
close coordination with the GOE) and we are currently working 
with CEDPA and IREX as they prepare proposals in response to 
G/TIP\'s recent solicitation. Egypt clearly does face 

significant child protection issues. While more information 

is needed, the evidence available does not lead to a 

conclusion that Egypt faces problems with CSEC, temporary 
marriages, or the more lurid allegations that Cairo, 

Alexandria, and Aswan are sex tourism destinations. 


12. (C) We anticipate that the planned Chemonics study, 
headed by the respected Mohamed Mattar of the Johns Hopkins 
Protection Project, will shed considerable new light on this 
murky subject. Moreover, we are hopeful that Mattar, will be 
able to connect with key GOE officials as well as NGO 

leaders, to build the necessary political will and commitment 

to tackling trafficking in all its forms. We judge that a 
downgrade to Tier 3, over the undocumented allegations of 


child prostitution and temporary marriages, without more 
conclusive proof, would generate a strong pushback from the 
GOE, undermine our credibility, and make future collaboration 
on this issue much more difficult. 


13. (C) In order to address possible trafficking in Egypt 
related to child prostitution and other such issues, we first 
need to obtain more reliable information. Accordingly, we 
strongly recommend that the Department not proceed with a 
downgrade for Egypt to Tier 3 on the basis of the currently 
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available information. If the Chemonics study, or any other 
studies, document with greater certainty that child 
prostitution and forced marriages are a significant piece of 
Egypt\'s TIP problem, we will be able to engage the GOE on 
this issue on the basis of facts. 

JONES 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, KWMN, SMIG, UZ 

SUBJECT: GOVERNMENT PROVIDES FREE LONG-TERM HOUSING TO 
TRAFFICKING VICTIM 


REF: A. TASHKENT 722 
B. TASHKENT 723 


1. The Uzbek Government has provided free long-term housing 
to a trafficking victim, a minor who was repatriated from the 
United Arab Emirates in January 2005. Upon her return to 
Uzbekistan, the victim was provided medical and other support 
services and housed until June 2005 at the International 
Organization for Migration-operated shelter for trafficking 
victims in Tashkent. Following her stay at the shelter, 

Officials from the Tashkent City Hokimiyat (Administration) 
Women\'s Committee provided her with free lodging at a 
government-run hostel in Tashkent\'s Sergeli district until 
January 2007 (one and a half years). In February the victim 
moved into a rented apartment. 


2. Comment: The Government\'s provision of one and a half 
years of free housing to a trafficking victim is another 
example of its efforts to protect trafficking victims. The 
Government is making significant efforts to fight 

trafficking. Actions include holding multiple 
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trafficking-focused Government inter-agency meetings, 
increased broadcasting of highly visible Government-produced 
national media programming, sentencing of a law enforcement 
official to ten years in prison on trafficking-related 

criminal corruption charges, and a Foreign Ministry 

official\'s visit to the Tashkent shelter to discuss 

collaboration and forms of support (reftels). 


PURNELL 
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NEW DELHI 00001715 001.2 OF 005 


Classified By: Political Minister Counselor Ted Osius for reasons (b,d) 


THIS TELEGRAM HAS BEEN CANCELED - PLEASE DISREGARD TEXT 


NEW DELHI 00001715 002.2 OF 005 


THIS TELEGRAM IS CANCELLED - DISREGARD TEXT 


NEW DELHI 00001715 003.2 OF 005 


THIS TELEGRAM HAS BEEN CANCELLED - DISREGARD TEXT 


NEW DELHI 00001715 004.2 OF 005 


DISREGARD THIS TELEGRAM - THIS TELEGRAM HAS BEEN CANCELLED 


NEW DELHI 00001715 005.2 OF 005 


THIS TELEGRAM HAS BEEN CANCELLED - PLEASE DISREGARD TEXT 
MULFORD 
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E.O. 12958: DECL: 04/11/2017 

TAGS: OIIP, KPAO, KMDR, EINT, PHUM, MU 

SUBJECT: INTERNET TRIAL REINFORCES ONLINE CHILL 


REF: A. 06 MUSCAT 1627 
B. 06 MUSCAT 1684 


Classified By: Ambassador Gary A. Grappo, reasons 1.4 b and d 


1. (C) Online discussion in Oman remains muted in the wake 

of the November 2006 closure of the Sultanate\'s most popular 
online forum, \"Al-Sablah.\" In early 2007, the site\'s founder 

and nine colleagues were tried on charges including 

violations of Oman\'s press and communications laws. Although 
a March 2007 verdict acquitted the principal defendants (the 
remainder were subject to fines and, in one case, a brief 

jail term), the site remains closed and its successors in 

general studiously avoid possible controversy. END SUMMARY. 


2. (U) The term \"Al-Sablah\" refers to a traditional Omani 
meeting place used for discussing important social and 
political issues. Since its founding in 1999, the Al-Sablah 
site (www.omania.net) reflected that tradition, with lively 
discussion on a broad range of international and domestic 
issues. Al-Sablah\'s influence (and capacity to mobilize 
participants) was demonstrated in 2003 by an anti-war 
demonstration in Muscat ) small, but significant given Omani 
reticence about public expressions of political opinion ) 

the organization of which the site facilitated. At its 

height, the site had more than 10,000 registered members and 
received up to 300,000 hits per day. 


3. (U) On November 22, 2006, Omani authorities closed 
\"Al-Sablah\" (Ref A). Subsequently, site administrator Said 
Al-Rashdi and nine other participants were briefly detained 
and scheduled for a January 2007 court appearance. 


4. (C) Inthe months preceding the Al-Sablah closure, Omani 
authorities apparently began tracing the IP addresses of 
participants through Omantel, the Sultanate\'s sole Internet 
Service Provider (ISP). According to Embassy sources, the 
authorities reportedly confiscated the computers of those 
whose comments violated Omani norms of self-censorship in 
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regard to discussion of public officials and aspects of Omani 
domestic policies. 


5. (U) There was no press reporting on the site\'s closure. 
However, a December 20, 2006 editorial in \"Al-Watan\", the 
Sultanate\'s widest-circulating Arabic-language daily 
(circulation 42,000), laid out some of the official concerns 
regarding the site\'s contents in a column that accused the 
site of being \"an electronic hiding place\": 


\"Al-Sablah was an important electronic channel for 
individuals to learn about domestic developments, but it 
crossed a red line when it started to defame peoples\' 
reputation. It went beyond even that when it initiated 
discussion about sectarian and minority issues, discussions 
that are prohibited by religion and law. It also interfered 
with other countries\' internal affairs and defamed their 
people. This electronic media provided a forum for anyone, 
even those with no journalistic training, to discuss the 

lives of others without any moral limits.\" 


6. (U) Al-Rashdi and the other Al Sablah defendants first 
appeared in court on Sunday, January 28, 2007, when, 
according to youth-oriented daily \"Al-Shabiba\" (circulation 
20,000) - the only paper to report on the trial - the 

hearings were postponed until mid-February. \"Al-Shabiba\" 
reported that \"among the charges brought against Al-Sablah\'s 
administrator are violating the law of printing and 

publishing, while others who had posted comments on the site 
are accused of violating the Omani penal code and the 
communications law. The public prosecutor has called for 
closing Al-Sablah once and for all, labeling it Va crime 
scene.\\" 


7. (SBU) On March 25, 2007, after at least three additional 

trial sessions that were not reported, the public prosecutor 
announced a verdict: not guilty for Al-Rashdi and two other 
defendants; fines between 300 and 1,500 Omani Rials (between 
approximately $800 and $3,900) for six others; and a fine of 
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4,000 Omani Rials (approximately $10,400) and one month\'s 
imprisonment for the remaining defendant (this proportionally 
harsh judgment was apparently reserved for the defendant who 
had made personal attacks on at least one senior official). 
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8. (SBU) The original Al-Sablah site remains closed, with the 
site carrying only a graphic praising Sultan Qaboos and a 
message from al-Rashdi confirming that he was found innocent 
and thanking supporters for standing with him in his work. 
Several alternative sites have sprung up in reaction to the 
Al-Sablah closure (Ref B), including \"Al-Sablah 2\" at 
www.omania2.net. Many of these sites carry messages to the 
effect that Omanis are capable of creating numerous other 
Al-Sablahs for each one the government closes. Beyond 
expressing solidarity with Al-Rashdi and the other Al-Sablah 
participants on trial, however, there has not been 

significant online discussion of the trial and its outcome, 

and with the exception of the two articles in \"Al-Shabiba\", 
nothing in the press. 


9. (U) On April 11, \"Al-Shabiba\" interviewed Said Al-Rashdi, 
front-paging the story under the headline \"The Return of 
Al-Sablah or its Permanent Closure...A Matter of Time!\" 
Al-Rashdi both affirmed his belief that the site served a 
useful purpose in expanding the boundaries of Omani free 
expression and distanced himself from its more controversial 
content, saying it had \"gone beyond the limits\". He 
expressed satisfaction with the judicial process and his own 
verdict, refraining from comment on the others. He 
characterized the site\'s future as a \"personal decision\" for 
him to make, and said that if it were to return, it would 

only be with significantly greater supervision and 

monitoring. 


10. (C) The Al-Sablah trial and the mixed signals sent by 
its verdict have done nothing to alleviate the chill in 
OmanVs climate for public discourse first reported at the 
time of the site\'s shutdown. Al-Rashdi\'s comments confirm 
consistent local speculation that should Al-Sablah return, it 
would require yet further self-censorship by participants to 
avoid content offensive to local sensitivities and would be 
subject to even heavier-handed monitoring and editing. In 
the short term at least, neither Al-Sablah (should it 
reappear) nor Oman\'s other fledgling fora are likely to 
permit discussion as free and relatively uninhibited as was 
the case before the trial. Were Post to search for a bright 
spot, however limited, in the situation, it would be that at 
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least one Arabic-language paper has reported, albeit 
cautiously, on both the trial and verdict, and that much of 
that reporting was carried out by a 2006 Edward R. Murrow 
Fellow. END COMMENT. 

GRAPPO 
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STATE FOR NEA/IR, NEA/ARP, ISN/CPI, EEB 
TREASURY FOR U/S LEVEY, RACHEL LOEFFLER 
NSC FOR DAVID STEVENS, JUAN ZARATE 


E.O. 12958: DECL: 04/11/2017 
TAGS: EFIN, KNNP, PARM, IR, AE 
SUBJECT: UAE CENTRAL BANK ACTIONS WITH REGARDS TO BANK SEPAH 


REF: A. ABU DHABI 547 


B. STATE 40440 

C. ABU DHABI 526 
D. ABU DHABI 510 
E. ABU DHABI 473 


Classified By: (U) Classified by Ambassador Michele J. Sison for reason 
s 1.4 (b) and (d). 


1. (S//NF) On April 11, 2007 Ahmed Al-Qamzi, Head of the UAE 
Anti Money Laundering and Suspicious Cases Unit\'s (AMLSCU) 
International Division (protect) told OFAC Attach that UAE 
Banks had frozen &many accounts8 in response to the Central 
Bank\'s UNSCR 1747 search and freeze order. In particular, he 
added, the Iranian Banks Melli and Saderat were the first 

banks to report to the Central Bank that they had frozen 
accounts of Bank Sepah. Al-Qamzi also said that he had been 
busily following up with other banks, which were \"of concern\" 
with regard to implementing the UNSCR. He added that he 


Column 3 

thought the financial sanctions would have a serious effect 

on Iran and that they would make trade between the UAE and 
Iran more difficult. 

SISON 
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53 WRS KEESLER AFB MS//DO//LT COL JOHN M. SHANNON 
HQ USAF WASHINGTON DC//A3SPI//MR. DALE CHENEY 


E.O. 12958: N/A 

TAGS: EAIR, MARR, MOPS, SENV, DR 

SUBJECT: DOMINICAN GOVERNMENT APPROVES REQUEST FOR BLANKET 
DIPLOMATIC OVERFLIGHT CLEARANCE FOR TROPICAL 
STORM/HURRICANE RECONNAISSANCE MISSIONS 


REF: A. STATE 022990 
B. SANTO DOMINGO 0586 


The Dominican government grants permanent blanket approval 
for short-notice weather observation flights to track and 
forecast the path and intensity of tropical storms and 
hurricanes, per reftel A. Notice of approval was sent via 
diplomatic note 9628 from the Dominican Republic\'s Secretary 
of Armed Forces, LTG Ramon Antonio Aquino Garcia. 
HERTELL 
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DOE NNSA FOR DTAMAYO, PSMITH, VMCCOY, DROBERTS, GVERRY, 
BSHORTER 


E.O. 12958: N/A 

TAGS: ETTC, KNNP, OTRA, PREL, TU 

SUBJECT: TURKEY COUNTRY CLEARANCE GRANTED FOR 
DOE/NNSA/NA25/NNTRAV SHELLEY + 0 (04/1 7/2007- 04/22/2007) 


REF: STATE 46191 


1. Embassy Ankara grants country clearance to Dr. Louise 
Shelley to travel to Ankara to meet with Turkish National 
Police representatives to discuss the NNSA\'s research project 
on nuclear smuggling from April 19 to 21, 2007. 


2. Embassy Control Officer is Kevin Lyon who can be contacted 
via the IVG 295-2524 or Commercial (90)(312)455-5555 ext.2524 
or through Embassy switchboard ext 0. 


3. Local contact and lodging arrangements have been provided 
via separate communication. 


4. Visas: All Americans entering Turkey must have a valid 
visa. Travelers without a visa can obtain a visa (valid for 
one entry for three months at ports of entry upon payment of 
a USD 20 fee payable in cash). There is no fee for official 
travel if the visa is obtained outside of Turkey. 


5. Health Safety: Information on vaccinations and other 
health precautions can be obtained from the Center for 
Disease Control and Prevention. The hotline for 
international travelers (tel: 1- 877-394-8747), fax: 
1-800-cdc-fax(1-800-232-3299), or via their internet site at: 
HTTP://WWW.CSC.GO. 


6. Security Assessment: In light of ongoing military 

operations in Iraq and continued operations in support of the 
war on terrorism, there remains the potential for both 
transnational and indigenous terrorist groups with 

anti-Western sympathies, to include Kongra Gel (formerly 

PKK), Revolutionary People\'s Liberation/Front (DHKP/C), 
Marxist-Leninist Communist Party (MLKP) Turkish Communist 
Party/Marxist Leninist (TKP/ML), Turkish Workers and Peasants 
Revolutionary Army (TIKKO) and Islamic Greater Eastern 
Raiders/Front (IBDA/C) continue to operate in Turkey. 


Attacks over the last few years, attributed to these groups, 
have occurred in the Aegean and Mediterranean coastal resort 
areas, as well as in Istanbul. In Istanbul, most of the 
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attacks, generally small-scale bombings, have occurred in 
neighborhoods not generally frequented by official Americans 
or tourists. Also in 2005 and 2006 public buses have been 
set on fire, with the most recent incident resulting in three 
deaths. Thus far, these attacks on buses also have taken 
place in areas of Istanbul distant from official American or 
tourist destinations. 


The Kurdish Freedom Falcons (TAK), a group ostensibly aligned 
with the PKK terrorists, claimed responsibility for many of 

the incidents noted above, and in April 2006 this group 

issued a statement renewing a threat to target Turkey,s 

tourism industry. The most recent incidents claimed by this 
group occurred in summer 2006 and included explosions in the 
town of Manavgat (Antalya Province), Marmaris, and in the 

city of Antalya. Both Turkish and foreign citizens were 

injured and killed. 


Violent demonstrations have occurred throughout Turkey, the 
most recent in Istanbul and in several cities in Southeastern 
Turkey. Just as with members of Mission Turkey, USG visitors 
are required to obtain RSO Ankara and DCM approval for travel 
to the Southeast 


Al-QaVida threats to target U.S. facilities in Turkey have 

been public knowledge for some time. On November 15. 2003, 
two synagogues in Istanbul were the targets of suicide truck 
bombs. On November 20, 2003, the British Consulate General 
and the London based HSBC Bank in Istanbul were struck by 
powerful explosions, killing dozens and wounding hundreds. 
Though prosecutions of those responsible are still ongoing, 
indications are that the Al-Qa,ida network supported the 
indigenous radical Islamic terrorist group responsible. The 
August 2005 discovery in Antalya of a potential plot against 
maritime interests and subsequent arrest of a Syrian 
Al-QaVida facilitator and planner further attest to the 

ongoing transnational threat. 


The incidence of crime, both violent and the more traditional 
tourists crimes (pick pocketing, purse-snatching, etc.), is 
relatively low throughout Turkey. However, over the last 
year, there has been a marked increase in the number of 
crimes reported to Consulate General Istanbul. Much of the 
crime is centered in the areas frequented by tourists, 
Consulate employees and official visitors. Visitors should 
be particularly attentive for pick pockets in and around the 
Sultanahmet, Taksim Square, and Istiklal Caddesi areas of 


Istanbul. Often pick pocketing is preceded by some sort of 
diversion, such as an argument or fight, or children asking 
to assist tourists, for example with their bags. If you 
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encounter such activity, secure your wallet or purse and 
quickly leave the area. Another scam that is becoming more 
prevalent is that of a stranger approaching a visitor and 
striking up a conversation, which is continued inside a 
restaurant or club, at which point one is either drugged and 
robbed or presented with an enormous bill and intimidated 
into paying it. The security office encourages visitors to 
report any security incidents, including surveillance, to the 
RSO immediately. Useful security information about Turkey is 
available on the following websites. 


--Embassy Ankara: HTTP://WWW.USEMB-ANKARA.ORG.TR (Click on 
Security Matters) 


--Consulate General Istanbul: 
HTTP://WWW.USCONSULATE-ISTANBUL.ORG.TR 


7. For further information regarding travel in Turkey, 

consult the Consular information sheet. The Consular 
information sheet and public announcements are available on 
the internet at: HTTP://TRAVEL.STATE.GOV 


Other information is available on the following websites: 


--The State Department Consular Affairs (CA) website: 
HTTP://WWW.TRAVEL.STATE.GOV/TURKEY.HTML 


--Turkish Daily News (English Language Turkish newspaper): 
HTTP://WWW.TURKISHDAILYNEWS.COM 


--Turkish Ministry of Foreign Affairs: HTTP://WWW.MFA.GOV.TR 


--The Republic of Turkey Home Page: 
HTTP://WWW.TURKEY/INDEX.HTML 


--Weather for Turkey: 
HTTP://WWW.WUNDERGROUND.COM/GLOBAL/TU.HTML 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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SUBJECT: INITIAL ELECTION RESULTS ANNOUNCED, BUT DISPUTES LOOM 


REF: DILI 141 
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CLASSIFIED BY: Elizabeth S. Wharton, Political / Economic 
Officer, U.S. Embassy, Dili, East Timor, Department of State. 


REASON: 1.4 (b) 


1. (SBU) Summary: Amidst emerging disputes over the counting of 
votes after a calm and smooth election day, East Timor\'s 

National Election Commission (CNE) today announced provisional 
results for the first round of the presidential elections, 

indicating Fretilin candidate Francisco \"Lu\'olo\" Guterres in the 
lead, followed by Prime Minister Jose Ramos-Horta and Fernando 
\"La Sama\" Araujo, president of the opposition Democratic Party 
(PD). Should these results be confirmed, Lu\'olo and Ramos-Horta 
will face each other in a runoff on May 9. However, the parties 
and candidates have begun to respond to the emerging results, 
foreshadowing a possibly contentious verification process. 

Fretilin initially alleged manipulation, but appears to have 

backed away from this approach in the face of Lu\'olo\'s first 

place position. A group of five opposition parties, including 

PD, have expressed dissatisfaction with the counting process, 
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demanding an immediate suspension of the counting to address 
alleged irregularities. Although he harshly criticized Fretilin 

in a mid-day press conference, Ramos-Horta stated that he has no 
intent to dispute the results regardless of the ultimate 

outcome. The next few days will be a test both of the ability 

of the electoral system to handle complaints and disputes and of 
the ability of the respective parties to pursue their grievances 
responsibly. End summary. 


2. (U) At their final press conference at 5:00pm local time 
April 11, the National Election Commission (CNE) announced the 
following initial presidential election results: 


-- Francisco \"Lu\'olo\" Guterres, president of the ruling Fretilin 
party, in first place with 28.79 percent. 


-- Jose Ramos Horta, the current Prime Minister, in second place 
with 22.60 percent. 


-- Fernando \"La Sama\" Araujo, president of the opposition 
Democratic Party (PD), in third place with 18.52 percent. 


-- Francisco Xavier do Amaral, president of the Timorese Social 
Democrat Association (ASDT), 12.82 percent. 


-- Lucia Lobato of the Social Democratic Party (PSD), 9.24 
percent. 


-- Manuel Tilman (Kota), Joao Carrascalao (UDT), and Avelinho 
Coelho (PST) each received less than five percent. 


While officially announced, these results could still change 
significantly. This informal calculation was based on district 
tabulations received thus far; it appears to include the vast 
majority of valid votes cast, but at least nine Dili stations 

have yet to be counted, and there may be other counts pending as 
well. The CNE is scheduled to begin its official national 

tabulation process tomorrow and will post the formal provisional 
national results no later than April 14, after which they will 

be subject to the final step of Court of Appeal verification. 


3. (SBU) The CNE announcement followed two days during which the 
results picture was in constant flux. While Ramos-Horta 

maintained a strong lead in Dili, from which the first results 

were announced, Luolo and Lasama subsequently gained in the 
eastern and western districts respectively. Results from the 

eastern districts were the latest to arrive and gave a 
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significant final boost to Luolo\'s numbers. CNE twice daily 
press conferences at which it frequently announced erroneous 
information compounded the confusion. Father Martinho, CNE 
spokesperson, at times appeared to be making proclamations 
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without solid verification, and also on occasion cited 
preliminary and incomplete numbers as final. 


4. (C) Last night, as publicly announced results were trending 
unfavorable to Lu\olo, Fretilin held a secretive press 
conference, inviting only a select group of media. Announcing 
that Lu\'olo had already garnered 40 percent of the vote 
according to their parallel count (tabulated by candidate agents 
in the field), Fretilin declared that Lu\'olo was still expected 

to win the first round outright with over 50 percent, and that 

it intended to file complaints regarding alleged manipulation. 
However, at this afternoon\'s CNE announcement, Lu\'olo\'s chief 
advisor expressed a significant change of tune, indicating that 
the party was now happy with the results. Of note, he also 
added that according to the Fretilin count, Lasama was actually 
in second place and that the CNE count reflected a shortfall of 
8,000 - 10,000 votes. It is not clear at this time whether 

Fretilin will be pursuing any complaints; it appears more likely 
that as long as Lu\'olo retains his first place position, 

Fretilin will focus its efforts on the runoff. 


5. (U) Ramos-Horta also held a press conference April 11 at 
which he denounced Fretilin intimidation tactics that prevented 
some from voting, particularly in the eastern district of 
Viqueque, and use of state resources during the campaign. 
Despite these allegations, he emphasized that he would not 
dispute the results should he fail to make the run off in the 

final outcome, reciting his oft repeated line that, \"I will 
celebrate my own political demise.\" Already anticipating a 
runoff against Lu\'olo, Horta outlined why he believed LuVolo 
would be a poor choice for East Timor, noting that not only 
would it have negative domestic consequences, it would also 
reduce the nation\'s international standing. Emphasizing the 
importance of relations with Australia and Indonesia, 
Ramos-Horta cited the \"radical\" Fretilin group\'s anti-Australian 
tendencies and the fact that in five years as President of 
Parliament, Lu\'olo had never visited Indonesia or reached out to 
members of Indonesia\'s legislature. 
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6. (SBU) The final press conference today, held by the 
opposition parties, raised the specter of a disputed outcome. 
Five candidates, who according to the current numbers failed to 
make the runoff including Lasama (PD), Xavier do Amaral (ASDT), 
Lucia Lobato (PSD), Manuel Tilman (Kota), and Avelino Coelho 
(PST), read out loud a letter later delivered to the CNE. The 
letter demanded an immediate cessation to the counting in light 
of multiple irregularities in the counting process, and stated 

that if counting continued, they would not be able to accept the 
results. The single piece of evidence presented at the press 
conference was the Dili district tabulation results, which they 
claimed included numerous discrepancies. Indeed, the number of 
total valid votes listed does not match up with a tally of the 

votes received by all eight candidates, showing a difference of 
over 600. When asked by a journalist the legal basis of the 
request to suspend counting, the candidates were unable to 
answer. Sources here confirm that there is no provision for 
such a request. However, having received the letter, CNE could 
choose to investigate the complaint if there is sufficient 
accompanying evidence. Despite this confrontational stance, 
however, our sources indicate that ASDT and PSD are already 
discussing a possible coalition to support Ramos-Horta. (PD, 
ASDT and PSD recently signed a coalition agreement for 
post-election governance arrangements.) 


7. (SBU) Comment: The overall assessment by national and 
international observers of the election day process and the 

counting that has followed continues to be positive, although 
there are clearly some discrepancies in the district tabulation 
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results that will need to be addressed by the CNE. Whether the 
issues cited by the various candidates have legs, therefore, 
remains to be seen. Post will be pressing the message that 
complaints are a valid part of the process but must be pursued 
through the legitimate means outlined in the electoral laws and 
regulations. Whether the respective parties abide by these 
processes will be a test of their political maturity and 
commitment to the democratic process. How their complaints are 
handled by the relevant institutions will be a vital indicator 

of their credibility as we move toward the next rounds of 
national polling. End comment. 

NAGY 
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SUBJECT: NEW BIOTECH DEVELOPMENTS - FRANCE 


REF: (A) 2006 PARIS 7639; (B) 2006 PARIS 7802; 
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1. Summary: Biotech issues continue to make 
headlines in France. An anti-biotech lobby 
reported on health risks associated with MON863 
biotech corn, while the President and Director of 
Greenpeace France were charged with an ?incentive 
or direct provocation of GMO destruction? in a 
lawsuit. For 2007, the Ministry of Agriculture 
(MinAg) authorized 13 biotech products for open 
field testing; published new regulations 
transposing the EU Directive 2001/18 (relative to 
biotech authorization), adopted biotech and non- 
biotech coexistence measures and created a 
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requirement that biotech farmers register crop 
locations to provide transparency in biotech 
production. French farmers are expected to 
increase biotech corn planting from 5,200 
hectares in 2006 to 30,000 to 50,000 hectares 
this year, despite activists? threats. End 
summary. 


Anti-Biotech Lobby Allege MON863 Health Risks 


2. On March 13, the anti-biotech lobby CRII-GEN 
held a press conference to present the findings 

of a Greenpeace funded study which concluded that 
MON863 was not safe for consumption due to 
toxicity on kidneys and liver. CRIIGEN asked for 
additional research from the European Food Safety 
Agency (EFSA) on MON863, and an immediate ban of 
GM corn MON863. According to 7EU Food Law 
Weekly,? (March 23, 2007), EFSA was to have 
discussed the study during its March 22-23 

meeting, but did not invite its author to present 

his results to the GMO panel. 


3. The CRII-GEN study reinterpreted the 
toxicological survey conducted by Monsanto on 
MON863. The French authority for biotech 
approval (Biomolecular Engineering Committee, or 
?Commission du Genie Biomoleculaire? in French, 
or CGB) reviewed the Monsanto data and approved 
the product. 


4. The CRII-GEN allegations received wide press 
coverage in France. Le Figaro, a well-known 
French daily newspaper, published an article on 
CRII-GEN?s assertions on March 15, translated as 
follows: 


Begin informal translation: New Controversy 
Over the Toxicity of a Transgenic Corn. 


Gerard Pascal is \'exasperated\' with the new 
attack launched on Tuesday by two anti-biotech 
organizations, Greenpeace and the CRII-GEN, 
against Monsanto?s transgenic corn MON863, 
suspected damaging liver and kidneys in rats. 


Contacted by Le Figaro, this highly regarded 
toxicologist, a member of the Biomolecular 
Engineering Committee (note: in French 
\'Commission du Genie Biomoleculaire,\' or CGB, is 
the French competent authority for approving 
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biotech products) regrets finding himself 
involuntarily at the origin of the concern. \' If | 
had not said anything, in other words, if | had 
not scrupulously done my job of expert, no-one 
would have ever known and especially not those 
who aim to manipulate this issue launching 
another press campaign,\ he bitterly divulged. 


Thus, Gerard Pascal is the one who, as early as 
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October 2003, discovered some \'anomalies\' in the 
weight of the kidneys, the level of white blood 

cells and the glycaemia of rats fed on the corn 

in question. However, the counter-research 
conducted by the CGB indicated one year later 

that these differences are considered within the 
natural variability range and are not related to 

the consumption of this biotech product 

authorized since then for human consumption in 
Europe. 


In an article published in a little-known 

scientific journal, the biologist Gilles-Eric 
Seralini, scientific director of CRII-GEN, 

strikes again stating that \MON863 is not a safe 
product.\' After obtaining the raw data of the 
research, and implementing a new statistical 
appraisal of this data, he suggests that the 
liver-kidney anomalies are of a hormonal origin. 
But he is careful not to prove anything? 


\'This is simply a way to hide the absence of 
correlation between the ingested dose and the 
biological effects induced. These results are 
therefore not significant, says Gerard Pascal. 
Gilles-Eric Seralini probably wants to reinvent 
toxicology by himself while he is not a 
toxicologist!?\' End informal translation. 


Greenpeace Demonstrates and is Charged by a Court 


5. On March 14, the President and the Director 

of Greenpeace France were charged for Vincentive 
or direct provocation for committing a crime or 

an offence, here the destruction of a biotech 

field.\ The complaints were filed last July by 

two biotech corn producers whose biotech field 
locations were published on the Greenpeace 
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website. Their crops were subsequently destroyed 
by activists. The public prosecutor now has 

three months to decide to prosecute the cases. 


6. On March 15, Greenpeace unloaded several tons 
of so-called biotech corn in front of the 

headquarters of the conservative presidential 
candidate Nicolas Sarkozy to highlight the fact 

that he is the only one of three leading 

presidential contenders who does not support a 
moratorium on all biotech activities beyond 

confined environments. 


New French Biotech Regulation 


7. On March 19, the MinAg authorized 13 biotech 
open field trials (12 corn products and 1 

tobacco) for 2007 and rejected one request for a 
potato trial. There were fewer products 

authorized this year but the authorizations came 
earlier than in 2006, when 17 products were 
approved in May. For more information on the 
dossiers approved, see: 
http://www.ogm.gouv.fr/experimentations/decis ions 
/decisions.htm. 


8. On March 20, the French Official Journal 
(Federal Register equivalent) published the 
decrees (2007-358 and 2007-359) transposing EU 
Directive 2001/18 (EU framework on the release of 
biotech products for both experimentation and 
commercialization) into French law. France thus 
avoids paying heavy penalties for failure to 
transpose in a timely manner. The decrees are 
supplemented by two \'arretes\' (complementary 
documents) relative to environmental 
dissemination and commercialization of biotech 
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products as well as information gathering on 
biotech crop cultivation. 


9. Also on March 20, the MinAg created a public 
register to identify the number of farms and 
acreage of biotech plots present in each canton 
(administrative group of cities and villages). 

This list will be available at the GOF?s inter- 
ministerial website on biotech at: 
http://www.ogm.gouv.fr. Farmers were pleased 
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that the government retreated from a position 
requiring more specific biotech crop location 
information, which would have made them more 
vulnerable to anti-GMO attacks. 


10. The MinAg further published coexistence 
recommendations for biotech crops, including 50- 
meter buffer zones and obligatory notice to 
neighboring farmers of biotech cultivation. The 
Government will monitor farmer compliance, but 
the recommendation on buffer zones cannot be 
enforced without legislative approval. 


EU Action Impacts French Biotech Bans 


11. (SBU) Despite the WTO ruling that France\'s 
national bans on biotech rapeseed were 
inconsistent with the WTO, France subsequently 
voted to renew its ban on these products through 
April 18, 2007 (ref A). Interestingly, the EU 
Commission and Member States recently voted to 
withdraw approval for five biotech products, 
including the two rapeseed products banned in 
France. Consequently, France will be in 
conformity with the WTO when its ban expires on 
April 18. In addition, EU authorities decided to 
authorize 0.9 percent adventitious presence of 
these products for the next five years. This 
decision means an increased tolerance in France 
from zero to 0.9 percent of the two banned 
rapeseed products, starting on April 18. 


12. Comment: Despite interruptions orchestrated 
by anti-biotech lobbies, the GOF continues its 
actions regulating biotech research and 

commercial production. The recent French decrees 
published in the Official Journal bring France 

into conformity with the EU legislation (ref B). 

In addition, France\'s biotech rapeseed bans will 

be irrelevant once these same products are no 
longer approved at the EU level. While the 
government\'s biotech crop registry provides 
additional transparency for consumers, it does 

not contain details about farmer\'s fields that 

would make them vulnerable to attacks by anti-GMO 
activists (ref C). Farmers now benefit by 
coexistence measures in place before the planting 
season and can hopefully use these new measures 
to maximize potential this year for planting 

30,000 to 50,000 hectares of biotech corn, up 

from 5,200 hectares in 2006. End comment. 
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AND EUROPE\'S UNCLEAR ENERGY POLICY WITH REP. HOEKSTRA 


REF: BAKU 264 
Classified By: Ambassador Anne E. Derse for Reasons 1.4 (b) and (d). 


1. (C) Summary: In an April 3 meeting with Representative 
Hoekstra and the Ambassador, President Ilham Aliyev provided 
a tour d\'horizon of Azerbaijan\'s foreign policy, regional 
geopolitics, energy policy and domestic development. Aliyev 
argued that Azerbaijan was unique, bordered by its former 
colonial rulers Russia and Iran. Aliyev said that since 
obtaining independence from the USSR in 1992, Azerbaijan had 
made great strides to secure its sovereignty and advance its 
domestic development. He described relations with Russia as 
predictable but said the Iranian regime was unpredictable, 
noting that IRI President Anmadinejad was not \"a 
straightforward man.\" Aliyev said military action against 

Iran would be a disaster for Azerbaijan and ultimately 
counterproductive for the United States. He added that US 
support in the Muslim world was nonexistent today, largely 
the result of the Iraq war and the ensuing sectarian 

violence. Aliyev welcomed Azerbaijan\'s close partnership with 
the US on energy and security, highlighting Azerbaijan\'s 
increasing role as a regional energy leader, but believed 
Caspian neighbors Kazakhstan and Turkmenistan were too 
heavily influenced by Russian policy. Aliyev said that 
Azerbaijan would deliver gas to the EU this year despite 
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Russian pressure to the contrary. Separately, Aliyev also 
affirmed his support for USG efforts to secure three New 
Embassy Compound (NEC) conditional leases, and for USG 
efforts on behalf of American families seeking to adopt 
Azerbaijani children. End Summary. 


AZERBAIJAN: BETWEEN IRAN AND A HARD PLACE 


2. (C) In a 90-minute meeting with Representative Peter 
Hoekstra, ranking member of the House Permanent Select 
Committee on Intelligence, and the Ambassador, President 
Aliyev stressed that Azerbaijan\'s geopolitical situation was 
unique, \"the only country bordered by both Russia and Iran.\" 
Aliyev described Azerbaijan\'s relationship with Iran as 
dominated by the fact that \"30 million\" ethnic Azeri Iranians 
comprised the majority population of northern Iran. In this 
sense, Aliyev opined, Azerbaijan was \"a nation divided\" not 
of its own volition but by the actions of previous \"colonial 
rulers,\" the Persians and more recently the Soviets. The 
historical effect of these \"colonizations\" and the geographic 
location of modern Azerbaijan, sandwiched between its former 
colonial rulers, had, in Aliyev\'s assessment, profoundly 
shaped Azerbaijan\'s foreign policy: protecting and 
consolidating Azerbaijan\'s sovereignty as a free and 
independent country was the GOAu\'s paramount objective. 


THE IRANIANS ARE COMING...TO OUR DISCOS 


3. (C) Aliyev said that immediately following Azerbaijan\'s 
independence in 1992, Iran\'s influence within Azerbaijan 
began to grow quickly, the result of the IRI\'s deliberate 
export of its theocratic nationalism. Aliyev said that during 
the early 1990s the IRI\'s policies led to an increase in the 
number of Iranian Mullahs proselytizing in Azerbaijan and the 
widespread dissemination of lranian propaganda, and with it, 
the more conservative Iranian version of Shiite Islam. Aliyev 
placed the blame for Iran\'s early 1990s role squarely on 
Azerbaijan\'s first post-Soviet government (led by then 
President Elchibey) and its \"unprofessionalism,\" which played 
into the Iranians hands. Aliyev added that Iranian influence 
at that time was especially pronounced in Karabakh refugee 
communities where impoverished conditions prevailed. 


4. (C) Aliyev contended that the strong policies of the past 

15 years had successfully turned this situation around. Life 

was better, Aliyev remarked, in Azerbaijan than in lran today 
and \"their people are coming here\" because \"our women don\'t 
wear headscarves and our men are free to drink and dance at 
discotheques.\" Aliyev added that Westerners born into free 
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societies \"could not understand how much being free\" means 
for Azerbaijanis. Today, Aliyev commented, Azerbaijan had 
predictable relations with both neighbors, especially Russia, 
and he underscored that these relations were formed on the 
basis on equality and mutual interest not subservience. 

Aliyev added that just as they (Russian and Iran) \"could 
create problems for us, we can create problems for them too,\" 
which contributed to the reliable nature of present-day 

bilateral relations with Moscow and Tehran. 


ALIYEV STRONGLY AGAINST AN ATTACK ON IRAN 
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5. (C) Aliyev laughed when Hoekstra asked him to assess 
Ahmadinejad\'s intentions, opining that \"frankly, nobody 
knows.\" He prefaced his comments on Iran saying that the US 
war in Iraq had had a negative impact throughout the region 
but waved off further criticism, noting that \"what happened, 
happened.\" Aliyev emphasized that a similar US-led attack on 
Iran would \"be a disaster for us\" on two levels. First, 

Aliyev said, Ahmadinejad told him that \"Iran would attack 
countries from where it was attacked.\" Second, Aliyev said 
that he feared the flood of refugees that would cross the 
border into Azerbaijan. In Aliyev\'s assessment, \"if only ten 
percent of the ethnic Azeri population\" crossed the border, 
\"Azerbaijan will end.\" Azerbaijan, Aliyev stressed, lacked 

the ability to absorb such a large refugee population, and 
moreover, Iranians - even ethnic Azeris - would bring with 
them Iran\'s Islamic culture which would irrevocably change 
Azerbaijan for the worse. 


6. (C) Aliyev emphasized that Azerbaijan is \"strongly against 
an attack on Iran.\" He noted that Iran has a strong army and 
military infrastructure that produces its own weaponry. 
Moreover, in Aliyev\'s view, an attack on Iran would only 
strengthen hard-liners in the regime. Aliyev\'s counterparts 

in the region have told him that an attack on Iran would 
strengthen Iran\'s position in the Muslim world. Aliyev cited 
the Saddam Hussein execution as an example, arguing that it 
had turned Hussein into a hero throughout the Muslim world 
despite common knowledge of the heinous crimes and human 
rights violations for which he was responsible. Aliyev 

further added that many (without specifying who) in Iran were 
frightened of the prospect of a US invasion, evidenced, he 
opined, by the increase in the number of Iranians moving 
across the border, buying property in Baku. Aliyev said that 
former Iranian Ambassador to Baku, Afshar Suleymani, asked 
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him for permission to return to Baku and work in the future 
during his farewell call (reftel) and further that Suleymani 
had left his wife and family behind in Baku. 


7.(C) Aliyev remarked that he was not sure how the US 
should proceed in handling Iran; if the US makes concessions 
in the negotiation process, the IRI\'s position will be 

stronger. However, alternatives, Aliyev opined, were not at 

all clear. US policy toward Iran over the past two decades 

has not, Aliyev argued, been able to isolate the country 
because of Iran\'s continuing relations with the rest of the 
world and because of its successful propaganda campaigns. 
Aliyev commented that President Bush has already issued an 
ultimatum to Iran that expired in August 2006 and \"now we are 
in April 2007\" and \"nothing has happened.\" Moreover, Aliyev 
noted, Iran has oil and \"nothing can stop oil.\" 


8. (C) Russia, Aliyev added, was interested in taking 
advantage of the US-lran dispute. However, Aliyev added, 
President Putin privately told him recently that Russia also 
\"does not want to appear that it is supporting them,\" a 
comment Aliyev said he believed to be sincere. China, Aliyev 
said, had its own policy of \"very wisely\" not interfering in 

the US-Iran dispute. Aliyev stressed that the Muslim world 

was uniformly unhappy with the US policy and the \"US had no 
allies now\" in the Muslim world, \"even among those who were 
loyal.\" 


IRANIAN LEADERSHIP DIVIDED AND UNPREDICTABLE 


9. (C) Aliyev said that Anmadinejad shared a great deal in 
common with Iran\'s religious leadership but that \"we have 
information\" about increasing \"irritation\" between the two 
camps. Aliyev said that Anmadinejad was neither simple nor 
stupid and is not a straightforward person. Aliyev said that 
Ahmadinejad \"speaks constantly of war and military matters\" 
when the two meet; a stark contrast to Ahmadinejad\'s 
predecessor, former President Khatami with whom Aliyev said 
he used to discuss literature and poetry. Aliyev cautioned 

that as a result of its internal political structure and 
personalities at the top, both Anmadinejad and the IRI were 
unpredictable, proven recently by the detention and release 
of the 15 British marines. Aliyev revealed that he has told 
Ahmadinejad that his language on the international stage was 
needlessly inflammatory, but that Anmadinejad replied \"You 
should be happy, because of my words the price of oil goes 
up.\" Aliyev stressed that Iran had no political process or 
grassroots political movements. 


10. (C) Aliyev said that while Islamic radicalism was not an 
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imminent threat to Azerbaijan \"we do have some concerns\". 
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Aliyev reported that GOAJ security services recently had 
detained \"terrorists\" in Azerbaijan who were naturalized EU 
citizens carrying British passports. However, more alarming, 
Aliyev said, was the recent arrest of a group of homegrown 
Islamic radicals who were found to have been well educated 
and employed by prestigious companies. In this connection, 
Aliyev commented, Wahabbism, imported from Dagestan, was more 
dangerous to Azerbaijan than Iranian influence from the 
south. In any event, Aliyev noted, it was not possible to 
secure the \"thousand kilometer\" border between Iran and 
Azerbaijan even with the most sophisticated technologies. 


DEMOCRACY PROMOTION DOESN'T WORK IN THE MUSLIM WORLD 


11. (C) Aliyev told Hoekstra that the Western media was all 

too often prone to using the word \"Islamists\" to refer to 
Islamic fundamentalists and that this sort of mistake, 

however seemingly small, exacerbated Muslim negative 
perceptions of Western attitudes toward Islam. Aliyev 
counseled that the US should not try to reform the Muslim 
world because it was simply too different a culture. Noting 

that Azerbaijan was equally comfortable between the West and 
the Muslim world, Aliyev commented that \"pushing reform in 
the Muslim world only leads to Hamas and Hezbollah.\" 
Furthermore, it was wrong for the US to extrapolate from its 
experience that it could impose democracy in Iraq or 
elsewhere in the Middle East as a matter of policy. The 

Muslim world, Aliyev contended, was a centuries old culture, 
tradition and ideology that was not compatible with rapid 
democratization: \"Who can change the Saudis or the Afghans?\" 


12. (C) Aliyev remarked that a recent survey in Afghanistan 
(note: source unknown) pointed to the fact that most Afghans 
would support a restoration of the Taliban government because 
it provided \"law and order.\" Aliyev argued that the 

historical and cultural heritage of the Muslim world tended 

to restrict or retard political and economic development. He 
added that \"only Malaysia came to mind\" when he tried to 
think of a developed Muslim country. Aliyev said that very 
mild, peripheral initiatives were the only possible steps 

that could be taken with these societies - youth exchanges, 
scientific conferences and sports events. 


13. (C) Aliyev underscored that there was a great deal of 
sensitivity within Muslim societies to the notion that 
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outsiders perceived Islam as a repressive religion. Sectarian 
violence in lraq had only exacerbated this sensitivity. 
Conversely, Aliyev said he was proud of the fact that 
Azerbaijani Muslims, Shiite or Sunni, worshipped together in 
the same Mosques. He noted that he did not even know the 
religious denomination of any members of his cabinet and did 
not want to know. Azerbaijan, Aliyev said, was now building a 
new Catholic Church which was further evidence that while 
this was a Muslim majority country, it was not an Islamic 
society. 


FROM RUSSIA WITH LOVE 


14. (C) Turning north, Aliyev said that Armenia, Uzbekistan 

and Kazakhstan were strongly under Russian influence, 
embodied by their participation in Russia\'s Common Defense 
Federation treaty. The Baltic states, by contrast, he said, 

have NATO. Georgia and Ukraine, Aliyev remarked, were aligned 
with the US and \"until recently, we were on our own\" but 
\"because of our partnership with the US that had now 
changed.\" Aliyev said he was \"very satisfied\" with 

Azerbaijan\'s relations with the US and the EU, highlighting 

the recent EU Neighborhood Action Plan and new US-Azerbaijan 
Memorandum of Understanding (MOU) on Energy Cooperation 
signed in Washington by the Secretary and Foreign Minister 
Mammadyarov. 


15. (C) Assessing Russia\'s regional influence, Aliyev said 

that many countries - unlike Azerbaijan - lived in fear of 

the Russian monopoly. Aliyev remarked that, during a recent 
state visit to Azerbaijan, the Polish president told him that 
Poland planned to organize a regional energy summit in May in 
Warsaw. Although the Poles had invited President Nazarbayev, 
he reportedly said that he would come only on the condition 
that Putin received an invitation also. Aliyev noted that 
Russia\'s influence over Kazakhstan was very strong, largely 
because Kazakhstan has had only one route to transport its 
energy resources westward - through Russia. However, Aliyev 
remarked, Azerbaijani diplomacy will make it possible for the 
Kazakhs to transit their energy resources through Azerbaijan 
to the EU and, he argued, undercut Russian\'s energy transit 
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monopoly. Similarly, Aliyev bemoaned the fact that 
Turkmenistan had contracted 100 percent of its gas reserves 
to Gazprom, selling it to Russia at USD 100 per thousand 
cubic meters which in turn the Russians were selling to 
Europe at two-and-a-half times this price. 
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16. (C) Aliyev opined that, of all the countries in the 

region, Azerbaijan has legitimate reason to feel vulnerable 

to Russian influence because it was exposed to Russia through 
Moscow\'s participation in the OSCE Minsk Group. Aliyev noted 
that Azerbaijan was once also entirely dependent on Russian 
transit routes through the Port of Novorossisk but that it 

was necessary for countries to break the habit. This fear of 
Russia must be overcome. Aliyev opined that Azerbaijan 
nonetheless maintained normal relations with Russia although 
Russian was clearly upset with the BTC and the SCP because 
Russia would prefer to have the region\'s countries sell their 

oil to Russia which it in turn would resell to the West at a 
higher price. Turkmenistan and Kazakhstan \"should be more 
courageous.\" 


EU ENERGY POLICY: IT\'S GREEK TO ME 


17. (C) Aliyev affirmed that Azerbaijan would supply the EU 

with gas by the end of 2007. However, because of technical 
failures for which BP was responsible, the GOAJ would not be 
able to supply the quantity of gas it had hoped for in 2007 

to Greece. Nonetheless, Aliyev said he believed it was 
symbolically important for Azerbaijan to deliver on its 

promise to supply this gas to the EU in 2007 and in 2008 it 
would increase the quantity as greater delivery became 
technically feasible. Turkey, he noted, had already committed 

to setting aside an agreed upon percentage of Azerbaijan gas 
exports for Greece this year and Aliyev remarked this 

set-aside would happen despite increased pressure from Russia 
to prevent this. However, Aliyev cautioned that Azerbaijan 

could only be as active as the Turkmens and Kazakhs want \"us\" 
to be since it is their resources that would delivered. 


18. (C) Aliyev lamented Greece and Bulgaria\'s recent 
decisions to obtain energy supplies through a Russian 
pipeline, commenting that Athens\' energy policy was an odds 
with the EU\'s energy policy and with its own best interests. 
Aliyev similarly opined that Germany also seemed determined 
to restrict its energy supplier base even further by 

receiving its gas supplies from the Baltic states through a 
Russian-controlled pipeline. Aliyev stressed that this gave 
Russia a remarkable degree of leverage over the EU\'s most 
powerful country as well as over the Baltic States and it 
further underscored Azerbaijan\'s utility as an alternate 
energy supplier along the East-West corridor. The time for 
European action was now, said Aliyev, as other energy rich 
countries like Egypt and Algeria were organizing themselves 
into cartels. Aliyev wondered aloud why Azerbaijan \"worked so 
hard to create additional headaches for itself\" through its 


Column 3 

forward-leaning energy policies since Azerbaijan will soon 
produce over a million barrels of oil per day, more than 
enough, Aliyev noted, to meet its own needs. Aliyev 
underscored that the EU energy goal and policies needed 
greater clarity and soon. 


AZERBAIJAN, A REGIONAL LEADER 


19. (C) Underscoring Azerbaijan\'s growing regional leadership 
role, Aliyev said he would shortly host the prime ministers 

of Georgia, Kazakhstan (and GOAJ PM Rasizade) to discuss 
further steps on regional energy cooperation. Such events, 
Aliyev noted, were \"not held here by chance\" but rather 
reflected the GOAJ leadership role in bringing the people and 
countries of this region together. Aliyev characterized the 

US, EU and GOAJ as united on energy development objectives 
for the region, adding that with USG support, Azerbaijan will 
soon become a gas supplier to the EU which will diversify the 
EU\'s supplier base and begin to change the region\'s 
geopolitics. 


20. (C) Asked by Representative Hoekstra about his view of 
Turkmenistan, Aliyev said that late Turkmen President Niyazov 
was aggressive, citing Turkmenistan\'s decade long claim on 
Azerbaijani oil fields in the south Caspian. However, Aliyev 

said, the new Turkmen leadership was showing some positive 
signs of cooperation and Foreign Minister Mammadyarov plans 
to travel to Ashagabat on an official visit later this month. 
(Mammadyarov subsequently told us the visit was postponed to 
May, dates TBD, due to President Berdimukhamedowv\'s planned 
travel to Saudi Arabia, septel.) 
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21. (C) Aliyev also told Representative Hoekstra that 

Azerbaijan was too often subject to unwarranted rhetorical 

attacks from some American politicians such as Congressmen 
Pallone and Knollenberg, whom Aliyev described as part of the 
Armenian lobby. Congressman Hoekstra told Aliyev that there 

are members who did not know Azerbaijan, not members who were 
against Azerbaijan. Hoekstra added that he would talk to 
Congressman Knollenberg upon return to Washington and 
encourage him to visit Baku, which Aliyev welcomed. 


A ROSY PICTURE AT HOME? 


22. (C) On economic development, Aliyev highlighted 
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Azerbaijan\'s exceptional growth rate, the fastest in the 
world. Aliyev also said that Azerbaijan was a leader of 
British Prime Minister\'s Blair\'s Extractive Industries 
Transparency Initiative (EITI). Aliyev told Hoekstra that 81 
percent of real estate in Azerbaijan was held by the private 
sector. On the political front, Aliyev said he had pardoned 
all the persons from the Council of Europe\'s 2004 political 
prisoners list. Aliyev claimed that literacy was almost 100 
percent and that he had launched initiatives to get computers 
and Internet access into every classroom. 


23. (C) In an often heard refrain, Aliyev said that the 

current crop of opposition party leaders are the same people 
who have been around since the early 1990s, who can see no 
good in Azerbaijan\'s economic progress. However, Aliyev said 
he believed these criticisms were not shared by wider society 
although far too many people (20 percent) still lived below 

the poverty line. Aliyev contended that in total, Azerbaijan 

was no less developed than other societies in transition such 
as Georgia and Ukraine. Aliyev commented that unlike Belgium 
and the Netherlands, Azerbaijan was bordered by Russia and 
Iran and that neither Belgium nor the Netherlands would have 
developed into flourishing democracies quickly under those 
circumstances. Aliyev said that more cooperation with the 
West, especially through NATO was, in this regard, welcome 
and makes Azerbaijan \"feel protected.\" Aliyev said that he 
was \"proud and satisfied with what had been done\" thus far in 
Azerbaijan. 


ALIYEV AFFIRMS ACTION ON THE NEC AND ADOPTION CASES 


24. (C) Separately, the Ambassador underscored to Aliyev the 
need to obtain conditional leases as soon as possible for New 
Embassy Compound (NEC) sites since the previously offered NEC 
location has been aborted. Aliyev said that he would instruct 
Presidential aide Ali Asadov to come up with the detailed 
conditional leases for the three properties under 

consideration right away, with the understanding that the USG 
would only take one site. The Ambassador also asked Aliyev 
for his further assistance in resolving several outstanding 

child adoption cases stymied by the GOAJ bureaucracy. Aliyev 
agreed and instructed presidential foreign relations advisor 
Novruz Mammadov to take action. 


25. (U) Representative Hoekstra did not clear this message. 
DERSE 
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1. (C) SUMMARY: Six weeks after arguing that a flawed 
election is better than a postponed election, Usman Bugaje, a 
key advisor to Vice President Atiku Abubakar, now says that 
the country\'s political opposition has walked into a trap by 
believing that it could out maneuver the ruling party on 
polling day. Bugaje now believes that the upcoming elections 
will not offer the opposition the possibility of competitive 
rigging, and that actual elections may not happen at all in 

as many as 20 states. Bugaje, also a gubernatorial aspirant 
in Katsina state, said he believes that INEC will, 

nonetheless, announce results for the entire nation. As a 
result, the only way to have a credible poll, Bugaje argues, 

is to postpone the election, install a new INEC chairman, and 
set up an interim government headed by the Chief Justice of 
the Supreme Court. End summary. 


BAD ELECTIONS ARE A COMING AND ATIKU\'S OUT OF TIME 


2. (C) Ina hour-long discussion with Poloff after returning 
from a conference on Nigeria in Washington, Bugaje admitted 
that his previous assumptions three weeks ago had been 
wishful thinking (reftel). His current assessment on 

elections has implications, he intimated, for his 

gubernatorial run in Katsina State and for the Vice-President 
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who is facing longer odds at getting his name on the ballots. 
With little more than days before the election Bugaje 

believes that \"we fell into a trap,\" and that nothing short 

of a postponed election can lead to a credible outcome. At 
the Nigerian National Assembly, where Bugaje is Chairman of 
the House Foreign Relations Committee, a small group of 
members is working quietly on draft legislation for an 

interim government. 


3. (C) The draft legislation would create an interim 
government headed by the Chief Justice and would guide the 
country to free and fair elections. With elections planned 

for the weekend, Bugaje suggested that the plans are a 
long-shot, but could loom large if the first round of 

elections are a total bust. Although he did not disclose the 
specific wording of the legislation, he did suggest that the 
aim was to provide an environment for credible elections. It 
would involve replacing the President and Vice-President on 
May 29 with the Chief Justice, who would guide the country to 
fair elections. The Chairman of INEC and a number of the 
commissioners would be replaced as a precursor to renewed 
efforts to organize elections. 


4. (C) As it stands now, Bugaje said, INEC is set to conduct 
an election-like event which might or might not include 
voting in much of the country. Because of the poor 
logistical planning, Bugaje asserted no real election would 
happen, but INEC would, nonetheless, declare a resounding 
victory for PDP in both rounds of the elections. Witha 
disorganized opposition and no apparent plan to follow the 
process of tabulation, it would be hard to prevent massive 
fraud, he said. The only possibility, Bugaje said, was for 
observation groups to document the places where elections did 
not happen, but results were declared. He predicted this 
might be the case in a majority of polling places in up to as 
many as 20 states. 


5. (C) Postponing elections was a sensible alternative, he 
said, but he was not actively working towards that end. He 
suggested this might be a more attractive alternative for the 
Vice-President. He confirmed that some members of the 
National Assembly were preparing draft legislation, including 
an interim government bill which could be presented if 
elections failed or were delayed. Under that legislation, 

the Chief Justice of the Nigerian Supreme Court would 
temporarily lead the nation and organize fresh elections. 


6. (C) In his role as advisor to a candidate, Bugaje said 

that the Vice-President has run out of time to get his name 

on the ballot. The time-consuming legal cases have robbed the 
campaign of political momentum. More importantly, he said, 
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the Vice-President\'s strongest case, challenging the legality 
of the Administrative Panel\'s indictment, has been, for 
political reasons, sitting dormant in an Abuja High court 

since September 2006. The outcome of the other cases, all at 
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various stages of appeal, were less certain, he said. Asa 
result, he suggested the Vice President might turn to the 
contingency plan of supporting Buhari. 
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TAGS: ENGR, EAID, ECON, ETRD, KPWR, PGOV, AF 

SUBJECT: Afghanistan Energy: Letter From Ministers of Finance and 
Economy Requesting Kabul Power Supply Assistance 


Ref: A) Kabul 1033; B) Kabul 936/935; 
C) Kabul 692/31 7/274/162; D) 06 Kabul 5353/5194/4319 and previous 


Sensitive But Unclassified 
(U) This is an action request message -- see para 3. 


1. (U) On April 4, Embassy received para 4 letter from Minister of 

Finance Dr. Anwar Ul-Haq Ahady and Minister of Economy Dr. Mohammad 
Jalil Shams regarding energy sector commitments the GOA is prepared 

to make. The Ahady/Shams letter is in response to the Ambassador\'s 
March 29 letter offering USG support in installing an additional 100 

MW of electricity capacity in Kabul. Embassy will email copy to 

SCA/A. 


2. (SBU) Per ref A and B, concerned Mission elements have been 
engaged with the donor community and the GOA in preparing a proposal 
to enhance the supply of power in Kabul. An important part of this 
proposal is USG conditionality -- a series of actions that we would 
like the GOA to take in the energy sector. The Ahady/Shams letter 
agrees fully to the U.S. policy and financial conditions, developed 

in conjunction with Washington. We are proceeding quickly on other 
steps that need to be taken, including technical assessment of the 
type of generators needed, the location of these generators, the 
capacity ofthe Kabul grid, and preparation of request for 

proposals. We have already identified existing or pipelined 
resources for the USG contribution to the proposal: 


-- $26 million of the $76 million currently slated for the Kajaki 
transmission line. This amount is not needed at this time due to 

the security environment in northern Helmand and parts of Kandahar 
province. The $26 million would be back-filled with a portion of 

the FY 2008 $143 million base request. 


-- $18 million requested in the FY 2007 supplemental for \"keeping 
the lights on\" in Kabul. 


-- $66 million requested in the FY 2007 supplemental for \"strategic 
provincial roads,\" out of the total planning level of $186 million. 
The $66 million can be redirected because the extreme security 
conditions where three of the four roads are located -- northern 
Kandahar, northern Helmand and eastern Farah provinces -- do not 
allow work to begin. 


3. (SBU) Action Request: Further to ref A, Embassy requests 
Washington agencies to commence Congressional consultations and 
notifications at the earliest. Embassy understands the awkwardness 
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of notifying/consulting on reprogramming of funds in the FY 2007 
supplemental because the measure has not yet been passed by 
Congress. We request, however, that a way be found around this 
because of the extreme time sensitivity of the issue. In Embassy\'s 
view the ability to use the $18 million in FY 2007 supplemental 
\"keeping the lights on\" funding and the $26 million in Kajakai 
resources should only require Congressional consultations since 
these funds were originally notified for the power sector. 
Reprogramming the $66 million from provincial roads in the FY 2007 
supplemental will require a Congressional notification. We should 
stress to Congress that: 


- We are meeting a critical economic and political need and need to 
do so before the 2009 election; 

- The capacity we propose to install will be needed in any event; 
there is no duplication or wastage of resources. 

- We are insisting on major cost sharing and policy actions from the 
GOA as a condition of our assistance. 


4. (U) Text of Ahady/Shams letter: 
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Islamic Republic of Afghanistan 
April 4, 2007 


Ronald E. Neumann 
Ambassador, United States Embassy 
Kabul, Afghanistan 


Dear Excellency: 


Thank you for your letter dated March 29, 2007. The Government of 
Afghanistan shares your concerns regarding provision of power to 
Kabul and appreciates the great support that the United States of 
America is ready to extend to address these challenges. 


In response to your letter, we are pleases to confirm the 
following: 


-- In the April 2, 2007 meeting of the Cabinet, the Government 
reconfirmed its decision to increase the power generating capacity 
of Kabul, received with gratitude the offer made by the United 
States, and instructed the relevant Ministries to take the 
appropriate actions. 


-- The Cabinet also approved the commitment of 20 million USD as the 
Government of Afghanistan contribution towards the purchase costs of 
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the 100 MW reciprocating engine generators. 


-- The genset package can be decided after we receive the offers, 
depending on the delivery time and the technical and financial 
evaluation of the offers. 


-- The Government of Afghanistan is committed to paying the fuel 
costs for the new generators. Regarding Operations and Maintenance, 
as you are aware, all turnkey offers include the supplier\'s 

commitment towards O&M for the short term. Beyond that time the 
Government will contract the O&M with either the supplier of the 
equipment or an internationally reputable O&M firm. 

-- The Government of Afghanistan is committed to the corporatization 
of DABM, and it is progressing well. The corporatization procedures 

of state-owned enterprises, which will guide the DABM 

corporatization process, were approved on March 19, 2007. 


-- Outsourcing of the billing and collection process is underway. 
The bidding process will begin shortly. 


Thank you again for the generous offer of the United States to 

support the provision of power to Kabul. We hope that the 
assurances included in the letter will facilitate approval of the 

funding by the U.S. Congress. If so, then we await the timely 
preparation of the bidding documents by the U.S. Embassy\'s technical 
experts. 


Yours sincerely, 


/s/ 
Dr. Anwar Ul-Haq Ahady 
Minister of Finance 


/s/ 


Dr. Mohammad Jalil Shams 
Minister of Economy 
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cc: H.E. Mohamed Ismail Khan, Minister of Electricity and Water 
cc: Professor Ishaq Nadiri, Special Economic Advisor to the 
President 

End Text. 
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E.O. 12958: N/A 

TAGS: PARM, PREL, CWC 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): WRAP-UP FOR THE 
PERIOD MARCH 26-APRIL 6 


This is CWC-30-07. 


1. (SBU) Gary Mallard (Head, OPCW Laboratory) provided the 
Del with an update on this issue, which he recently raised 

with the Del. Mallard initially had reported that there was 
consideration of moving the OPCW Equipment Store from under 
the Technical Support Branch (TSB) to the Operations and 
Planning Branch (OPB) within the Inspectorate. Mallard 
subsequently was told by his supervisors that, given the 

scrutiny any such reorganization proposal would receive 

during the budget approval process, the move would not/not be 
given further consideration this year. 


Column 3 
MEETING WITH TS HEAD OF ADMINISTRATION 


2. (U) Del reps met with Ron Nelson, head of Administration, 
on March 28 to go over general admin issues. Del reps noted 
that we hoped to provide good Amcit candidates for the P-5 
Head of Budget and Finance position and the P-5 Head of Media 
and Public Affairs position. Nelson said the number of people 
who had resigned from the Technical Secretariat has appeared 
to level-off after 11 people resigned in January. According 

to Nelson, as of March 28, only 14 people had resigned so far 
this year. (Note: Del rep got a slightly different picture 

from departing BFB chief Rick Martin who, after his last day 

at the TS, told us that the actually number of resignations 

as of March 28 was probably closer to 22. End Note.) 


3. (U) On budget issues, Nelson told us that if the TS 
received a small payment from the U.S. in April-May and no 
additional payments from the U.S. or Japan, it would have to 
consider tapping the Working Capital Fund possibly as early 
as September-October. 


4. (U) Given the particular concern about the loss of 
highly-qualified inspectors to the tenure policy, del reps 
solicited Nelson\'s thoughts on possible solutions. He 
outlined a few that he has considered, but said that none of 
these were particularly easy to sell to the Director General 
and, subsequently, to delegations. 


5. (SBU) Del rep presented another option for consideration 
-- allowing the 3-7 year tenure clock to restart when a staff 
member receives a promotion. Nelson thought the idea had 
merit for a number of reasons: 

(1) it would have the biggest impact on the group of most 
concern -- the Inspectorate; 

(2) it would be seen, nevertheless, as a general policy and 
not be perceived as selective or discriminatory or favoring 
just one group; 

(3) it would be a relatively small modification to the 

existing policy, even if its impact is far-reaching; and 

(4) it would provide the greatest benefit to the most-senior 
(P-5) inspection team leaders. 


6. (SBU) Nelson noted that this would not necessarily 
relieve all of the pressure on the Inspectorate. For 
example, if an inspector were hired at the P-3 level, 
subsequently promoted to P-4 at about the 2-year point in 
his/her contract (which is typical), and then not promoted 
further, the net result of the change would be a maximum 
increase in tenure for that inspector of two years. However, 
even though a select group of inspectors make it to the P-5 
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level and receive the greatest benefit from this change, we 
could still preserve the most experienced and, hopefully, 
best-performing inspectors. Nelson was also quick to point 
out that he thinks that such a change would not be something 
the DG could do unilaterally but would need to bring before 
the EC. That is not likely to happen before 2008. He 

clearly was intrigued by the proposal and agreed to consider 
it further and share his thoughts with the Del. 


7. (U) Consultations were held by outgoing facilitator Rick 
Snelsire (U.S.) on March 27. The facilitator went through 
the two documents, asking for clarification on only one item 
on the Office of Internal Oversight report. He asked if the 
TS had found a solution to the problem of TS employees 
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carrying a large amount of cash for seminars and workshops in 
third world countries. Mohammed Louati, head of OIO, 
responded by saying often there is no other choice, though 
they have been able to reduce the need for carrying cash. 
They are researching whether they can utilize the facilities 

of other UN organizations and perhaps borrow cash. Ron 
Nelson said he has researched using the UNDP cash points, but 
has been told by them this is not possible. The TS continues 
to make progress and will continue to work to try to remedy 
this situation. 


8. (U) After the run-through was completed, a couple 
delegations asked for clarifications to certain items on the 
reports. Japan asked if there had in fact been 57 breaches 
of confidentiality reported. Louati said that he was unaware 
of 57 breaches of confidentiality. (Note: In a subsequent 
conversation with TS representatives it became clear that the 
57 breaches that Japan was referring to involved infractions 
by delegations over an extended period of time not violations 
by the TS.) 


9. (U) Japan also asked for an assessment of the Quality 
Management System. The TS responded by saying that this 
system is mainly used by the laboratory and OIO to be in 
compliance with specific technical standards. They believe 

it is working well; it has been accredited by the Dutch 
Accreditation Body and is well maintained by the TS. On the 
External Auditor Report, Japan wanted to know what was left 
to implement in Results Based Budgeting. The TS said they 
have made progress and recently made an assessment of how 
they achieved RBB in the 2006 program and budget. They are 
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preparing the 2008 program and budget using the RBB apparatus 
and are using the assessment to make changes to improve the 
use of RBB. This year, they are preparing information to 

focus RBB to the individual person within a branch and are 
working on the steps toward Results Based Management. 


10. (U) France asked about the Travel Program change. The TS 
explained that the old system was underperforming and there 
had been payment problems. They put the travel program out 
to bid and believe the new agency, Carlson Wagonlit, will 

offer improved services and costs. France also asked about 
unliquidated obligations asking how much there was from one 
year to the other. The TS said in 2006 there was 5.9 

million, and in 2005 5.7 million. They said they are trying 

to only carry forward what is needed. The TS also had to 

again explain again about SMARTStream. The final French 
question was about how much outsourcing of services is done. 
The TS responded by saying the main outsourcing is the 
investment program of the Provident Fund for the individual 

staff members of the OPCW. Noting that they put it out to 

bid and ABN-AMRO won, they are putting the money into very 
conservative individual savings accounts that cannot be 

touched by the staff until they leave OPCW employment. 

Travel is outsourced as noted previously, as well as 

gardening, cleaning and some building maintenance, some 
security upgrades, and some Information Systems maintenance. 


11. (U) The consultation ended with a note that the OIO and 
External Auditor Reports for 2006 will be released in early 
May. 


12. (U) Javits sends. 
ARNALL 
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E.O. 12958: DECL: 02/22/2017 

TAGS: PREL, PGOV, KDEM, NI 

SUBJECT: NOBEL LAUREATE SEES ELECTION TROUBLES, DELAYED 
ELECTIONS 


LAGOS 00000256 001.2 OF 003 


Classified By: Consul General Brian L. Browne for reasons 1.4 (b and d) 


1. (C) Summary: In a discussion with the Consul General, 
political activist Wole Soyinka and leading democracy 
advocate Dr. Joe Okei-Odumakin said a group of opposition 
parties, coupled with civic organizations, had planned to 
publicly protest the Independent National Electoral 
Commission\'s (INEC) lack of preparedness for the upcoming 
elections. Soyinka said Obasanjo had become disenchanted with 
Umaru Yar\'Adua as presidential candidate and was exploring 
the possibility of replacing him with Ibrahim Babangida. 
Obasanjo was facing increased opposition from spurned 
governors in the South as well as National Assembly members 
and Senators, thereby reducing his options for postponing the 
elections. End summary. 


2. (C) Ina March 21 discussion with the Consul General, 
writer and political activist Wole Soyinka and democracy 
advocate Dr. Joe Okei-Odumakin described the activities of a 
political opposition group. Soyinka said he attended a March 
20 meeting of the Coalition of Nigerian Political Parties 
(CNPP) in Abuja, in which the group decided to move forward 
on two initiatives. First, senators from the All Nigeria 

Peoples Party (ANPP) agreed to advance a motion for the 
impeachment of President Obasanjo and Vice-President Atiku. 
Second, the member parties of the CNPP would start mass 
action against the Independent National Electoral Commission 
(INEC). The parties planned protests to pressure INEC to step 
up its preparations for the elections. (Comment:The dual 
impeachment strategy was scuttled when the Senate 
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unexpectedly recessed in the wake of the Petroleum Technology 
Development Fund (PTDF) imbroglio. End Comment.) 


3. (C) The INEC protests were required, said Soyinka, because 
INEC had proven unable to demonstrate a degree of 
preparedness for the elections. The CNPP had systematically 
reviewed each of INEC\'s statutory requirements for the 
elections schedule and concluded INEC was tardy and 
unprepared on all counts, Soyinka stated. Logistically, INEC 
was similarly unprepared; even ballots had not yet been 

printed at this late date, he bemoaned. 


4. (C) Soyinka had been heavily involved in discussions 
regarding the elections, he recounted. The best-case scenario 
was one in which INEC carries on with elections as scheduled. 
However, even in this case there would be a hitch. There was 
no possibility that INEC would be sufficiently prepared to 
conduct credible elections on the April election dates, he 
reasoned. Whatever happened in April would fall far short of 

a commendable exercise, Soyinka concluded. 


5. (C) Some observers thought President Obasanjo and INEC 
Commissioner Maurice Iwu would delay the election, arguing 
that, constitutionally, it was within INEC\'s purview to 

establish an alternate date given that INEC was unprepared to 
hold elections as scheduled. In so doing, Obasanjo might be 
tempted to reverse the order of the gubernatorial and 
presidential elections. President Obasanjo was likely 
apprehensive about Peoples Democratic Party (PDP) governors 
in the south. These governors, such as Peter Odili from 

Rivers State and Cross River State Governor Donald Duke, were 
embittered by Obasanjo\'s handling of the PDP presidential 
nomination when they were cast aside for Katsina Governor 
Yar'Adua. 


6. (C) In recent conversation, Soyinka said Duke confided he 
no longer held President Obasanjo in high esteem. Duke, who 
had been a favorite of Obasanjo and felt he was being groomed 
for higher office, said he always felt Obasanjo held the good 

of Nigeria at heart. After the PDP nomination and the events 

of the past few months, Duke\'s vision of President Obasanjo 
had transmogrified into the image of a selfish, 
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megalomaniacal finagler who only did that which served his 
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own interest. Soyinka observed that, were he given the 
opportunity, Duke would give Obasanjo a taste of his own 
medicine -- at the last second withdrawing his support from 
Obasanjo\'s candidate. (Comment: It is telling that someone 
like Duke, who has been careful to cultivate a good 
relationship with Obasanjo and definitely not cross the 
President, said this to one of Obasanjo\'s most vocal critics. 
This reveals the extent to which Duke feels aggrieved. Though 
he had not met him, Soyinka placed Odili in the same category 
as Duke. End Comment.) 


7.(C) President Obasanjo was maneuvering to remain in office 
a bit longer, said Soyinka. But he had made a key mistake in 
alienating the National Assembly (NASS) and the Senate. In an 
overreaction to his third term defeat, Obasanjo had destroyed 
the reelection chances of many of the legislators who even 
supported the third term. But Obasanjo would need NASS and 
Senate support to extend his tenure in the event that 

elections were not held as scheduled, Soyinka explained. The 
CNPP interpreted the constitution to say that only the 

National Assembly could extend the president\'s tenure by 
declaring a state of emergency. According to Soyinka, 
President Obasanjo, having made enemies of much of the 
National Assembly, would face a difficult time remaining in 
office constitutionally. 


8. (C) As a result, Soyinka continued, the National Assembly 
should be the focal point of CNPP\'s activities regarding the 
elections. The CNPP was engaged in persuading key people in 
the NASS and Senate to resist potential presidential pressure 
to declare a state of emergency, should that situation come 

to pass. Soyinka said President Obasanjo was devising a new 
set of carrots and sticks to use at his discretion, should 

the need arise. 


9. (C) Discussing Buhari, Soyinka said he felt nostalgia was 
impeding Nigerians from recalling Buhari\'s marred tenure as 
head of state. Buhari had somehow managed to recreate himself 
as an upright person. However, accused Soyinka, Buhari\'s 
government had carried out summary executions, engaged in 
favoritism toward the north, while Buhari averted his eyes 

from the corruption of those close to him. Buhari had also 
funneled money to the north at the expense of the south when 
he was head of the Petroleum Trust Fund, Soyinka said. 


10. (C) Though he stood little chance in the election, Vice 
President Atiku was corrupt but not evil, Soyinka continued. 
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Yar\'Adua was a nobody who should be disqualified based on the 
manner in which he was anointed, Soyinka noted. 


11. (C) Nevertheless, President Obasanjo was getting 
increasingly uncomfortable with PDP presidential candidate 
Yar\'Adua, Soyinka said. This had nothing to do with 
Yar\'Adua\'s health. Rather, Obasanjo was the recipient of 
rumors that Yar\'Adua was not as loyal to Obasanjo as he 
originally thought. Obasanjo was beginning to believe these 
rumors. As a result, President Obasanjo recently asked 
northern emirs to pressure Yar\'Adua to drop out of the race, 
revealed Soyinka. The emirs, irked at not being consulted in 
the choice of presidential candidate in the first instance, 

gave Obasanjo the cold shoulder, said Soyinka. The emirs told 
the President if he wanted to remove Yar\'adua, he would have 
to do it himself, according to Soyinka. 


12. (C) Obasanjo might be thinking about getting rid of 
Yar\'Adua, mused Soyinka, but there was no telling who would 
replace him. However, Obasanjo and former military ruler 
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Ibrahim Babangida (IBB) had been speaking often, Soyinka 
noted. They had been engaged in discussions to the extent 
that Obasanjo invited IBB\'s wife, Miriam, to Aso Rock, to ask 
her to deliver the message to her husband that Obasanjo 
favored IBB as the replacement PDP presidential candidate. 
While IBB was probably interested in this proposition, said 
Soyinka, IBB was wary of Obasanjo\'s intentions. Obasanjo had 
played so many games that IBB thought this was simply one 
more tactic to sow confusion and delay the elections, 
suggested Soyinka. If IBB were able to shed the past, he 
possessed the ability and sense of history to be the best of 
an otherwise questionable lot of presidential candidates, 
Soyinka offered suprisingly. 


13. (C) If the election does take place as scheduled, Soyinka 
noted the smartest thing would be for the PDP to allow 
opposition parties to win the gubernatorial races in some 
states. This would allow the PDP to win the presidential race 
and a majority of the gubernatorial seats. However, if the 
PDP should attempt to steal Lagos, Kano, or Abia State, the 
PDP\'s victory in the other races would be heavily disputed. 


Column 3 
Comment 


14. (C) Much of what Soyinka stated was second-hand 
information that he thought was credible. As with most 
members of the Nigerian intelligentsia, Soyinka is not 
enamored with any of the major candidates. For a long time, 
he has been less than thrilled with his old hunting partner: 
President Obasanjo. However, Soyinka has not boarded the 
opposition bandwagon to the extent that he would rather see 
anyone in office but Obasanjo. Soyinka probably has equal if 
not more reservations about Buhari. At the end of the day, 
the prized author does not predict much of any election and 
he would not be surprised to see some shell game being played 
where, at the end of the day, either Obasanjo or IBB will 
head an interim arrangement after May 29. End comment. 


BROWNE 
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E.O. 12958: DECL: 04/08/2017 

TAGS: IZ, MOPS, PTER, PREL, PGOV 

SUBJECT: APRIL 8 MINISTERIAL COMMITTEE FOR NATIONAL SECURITY 
REF: BAGHDAD 1160 

Classified By: Ambassador Ryan C. Crocker. Reasons: 1.4 (b) and (d). 


1. (S) SUMMARY: During the April 8 meeting of the 
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Ministerial Council on National Security, ministers discussed 
the following issues: 


-- April 9 Security: A ban on cars will be instituted in 
Baghdad on the 4th anniversary of the toppling of Saddam\'s 
statue. The day will also be a holiday (except for 
government workers). 


-- Detainee holding time limits: Positive discussion about 
the need for Gol and MNF-I discussion on what to do with 
detainees held by CF after the statutory 36 month timeline 
expires. Gol looking for a coordinated, legal authority to 
deal with these detainees. 


-- Diyala: Minister of Defense Abdul Qader said that the 

Diyala Operations Command was still in the process of being 

set up. He said that the 1920 Revolution Brigade had been 
fighting Al Qaeda, leading to a discussion of how the split 
between Sunni Arabs and Al Qaeda could be exploited. MNF-I 
Commanding General Petraeus cautioned that Al Qaeda was not 
the only threat in Diyala, adding that the province also 

needed food, fuel, and pesticides. 


-- MEK: Ministers were united on the need to take action to 
resolve the issue of the MEK, blaming them for supplying 
weapons to terrorists and undermining the security of lraq. 
Petraeus agreed that a solution needed to be found, promising 
to work with Ambassador Crocker and Washington on the issue. 
The Ambassador asked if there was anyway to increase security 
around the MEK, perhaps by breaking the group and separating 
the members into different camps. Barham Saleh stated that 
the \"minimally acceptable\" solution is joint CF-lraqi 

security control of the camp. 


-- Kirkuk: Noting recent terrorist attacks in Kirkuk, Deputy 
Prime Minister Barham Salih said that the situation in the 
city deserved watching. Petraeus said that Al Qaeda was 
trying to sow ethnic conflict in Kirkuk and suggested 
consideration by ISF and CF of the feasibility of turning the 
city into a \"gated\" community. Salih liked the idea and 
asked that officials be brought down from Kirkuk to discuss 
it. 


-- Basra: Ministers rejected a request from the Basra 

Emergency Security Committee to have two Border Enforcement 
\"Commando\" units transferred from the MOI to the control of 
the Security Committee. Petraeus suggested having the local 
Iraqi and Coalition commanders brought to Baghdad to discuss 
alternatives. 


-- Crisis Cell Membership: The Iraqi National Intelligence 
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Service pressed for inclusion on the Crisis Cell. National 
Security Advisor Rubaie pushed back, arguing that 

intelligence personnel were not appropriate for the 

high-level cell. 

-- April 1 Follow Up: Rubaie said committees were meeting to 
discuss two of the issues raised at the previous week\'s MCNS: 
detainees and security at the Council of Representatives. 

END SUMMARY 


Security on April 9 Anniversary 


2. (S) At the April 8 meeting of the Ministerial Committee 

for National Security (MCNS), Deputy Prime Minister Barham 
Salih (who chaired the meeting in the Prime Minister\'s 
absence) said that security for the April 9 anniversary of 

the toppling of Saddam\'s statue needed to be discussed. 
National Security Advisor Rubaie noted that competing 
demonstrations were planned -- some celebratory, others 
calling for the end of the \"occupation.\" Given the 
significance of the day and the large numbers of people 

likely to be on the streets, Salih warned that terrorists 

might try to take advantage of the situation. The Iraqi 
National Intelligence Service (INIS) agreed, reporting that 

the INIS had intelligence indicating that Al Qaeda in Iraq 
(AQI) would try to smuggle Vehicle-Borne Improvised Explosive 
Devices into Najaf and Diywaniyah. Over FM Zebari\'s 
objection that it would create the impression of a government 
afraid, the MCNS agreed to a car ban in Baghdad for the day. 
A similar ban for Najaf was discussed, but it was revealed 
that -- except for government vehicles -- a ban was already 
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in place. After some initial confusion, the MCNS agreed that 
a decision had also already been taken to make April 9 a 
holiday, except for government workers. LTG Aboud left the 
meeting at the direction of the DPM to announce the curfew to 
the media and Baghdad Operations Center. 


Diyala Update 


3. (S) Minister of Defense Abdul Qader said that although a 
site for the new Diyala Operations Command Center had been 
found, the Center was still being put together. He said that 
drawing upon the recent experience in Baghdad, the Command 
Center would include MoD, Mol, and MNF-I personnel, as well 
as local police. Qader said that terrorist groups in the 

area were trying to control the main roads, setting up fake 
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checkpoints and conducting kidnappings. At the same time, he 
said overall terrorist activities in the area were down by 33 
percent. 


4. (S) Qader reported that there had been clashes between 
AQI and the insurgent 1920 Revolution Brigade, forcing AQI\'s 
retreat. Qader said that an investment needed to be made to 
further drive a wedge between these two groups. Rubaie 
agreed, noting a larger trend for Iraqi Sunni Arabs to reject 
AQI. He called for a committee consisting of the security 
inistries and MNF-I to look into the issue of how best to 
exploit this trend, adding that it should include a media 

plan emphasizing to the public that AQI was the enemy. FM 
Zebari -- speaking as a former insurgent -- said that 
intelligence would be a major factor in being able to exploit 
this wedge. 


5. (S) MNF-I Commanding General Petraeus said that he 
thought violence in Diyala could be brought under control, 
but that it would take time. He said it was important to 
remember that the AQI/1920 Revolution Brigade conflict was 
only one element to the violence in Diyala, arguing that 
inter-tribal fighting, some Peshmerga activity, and rogue 
Shia militias also collided in the province. He said that 

while it was good that the 1920 Revolution Brigade was 
willing to fight AQI, it should do so only within Iraqi 

uniforms -- not as civilians. Petraeus pointed out that the 
Coalition was engaging the tribes, citing as an example the 
town of Buhriz where three of the four tribes had agreed toa 
ceasefire. He stressed that the province needed fuel, food, 
and pesticide, adding that the Minister of Agriculture had 
told the Provincial Governor that Diyala\'s pesticide 
allotment had been stolen. 


Mujahedin e-Khalq 


6. (S) During the discussion on Diyala, Qader said that the 
Mujahedin e-Khalq (MEK) terrorist organization was providing 
weapons to the terrorists in the province. Minister of State 

for National Security Waeli agreed, adding that the MEK\'s 
activity was dispersed throughout the provinces and that they 
had access to large weapons caches. He said that the MEK was 
conducting a media campaign in the country and was calling 
Iraqi officials repeatedly. He noted that a government 

decision had already been made giving the MEK six months to 
leave the country, but that that deadline had passed and 

nothing had happened, which he said damaged the government\'s 
credibility. Minister of Interior Bolani noted that some MEK 
members were wanted on criminal charges and should be forced 
to face the Iraqi legal and justice systems. Barham Salih 
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referred to the MEK as a \"recurring problem,\" stressing the 
importance of needing to find a solution to the issue. He 

noted that Iran had said that, with the exception of a 

handful of the leaders, MEK members could return to Iran 
without fear of reprisals, adding that there was precedent 

for this. Zebari said that the Foreign Ministry had held 
discussions with a number of countries to determine whether 
they would be willing to take the MEK, adding that Australia 
and New Zealand had expressed a willingness to do so. (NOTE: 
It is our understanding that no country has thus far been 

willing to accept the MEK, or even the 178 MEK defectors who 
qualify for refugee status. END NOTE) Zebari also said that 
he would engage the International Committee of the Red Cross 
(ICRC) to find a solution. Barham Salih said that the GOI 
should meet with the Coalition to discuss proposals on how to 
move forward. Abdul Qader and Minister of Justice Safa 
al-Safi said that -- at a minimum -- Iraqi and MNF-I forces 
should jointly search and guard the MEK. 


7. (S) Petraeus agreed that the MEK were detrimental to 
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security in Iraq, although he admitted that direct evidence 

of their activities was sparse. He said that he had asked 

the Ambassador\'s help in working with Washington to develop a 
clearer U.S. policy on the MEK. The Ambassador asked whether 
anything could be done to improve security at the camp, 
suggesting that perhaps the MEK could be broken up and moved 
to separate facilities. DPM Barham Saleh stated that the 
minimally acceptable solution would be a joint CF-Iragi 

security force controlling the MeK compound. Mol Bulani 

added that if the MeK are breaking the law then they should 

be investigated. 


Kirkuk 


8. (S) Noting recent terrorist attacks in Kirkuk, Barham 
Salih argued that the ministers should pay attention to the 
political and security situation in the city. Petraeus 

agreed, adding that it was clear AQI was trying to ignite 
ethnic violence in Kirkuk. He suggested that perhaps Kirkuk 
could be made into a gated-city -- one giant Green Zone. 
Salih liked the idea, tasking Rubaie with inviting the 
governor and senior security officials to Baghdad to discuss 
the idea. 
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9. (S) Minister of Justice al-Safi argued in favor of a 

request from the Basra Security Emergency Committee to have 
two Department of Border Enforcement \"Commando\" units 
transferred from the Ministry of Interior to the Basra 
Governorate Police Directorate under the command of the 
security committee. He said that this would allow them to be 
used for security operations in the city. Minister Bolani 
strongly opposed this suggestion, noting that border forces 
were not properly trained for internal security missions. He 
also criticized the operation of the security committee, 
suggesting that it should be replaced with a joint command 
similar to the Baghdad Operational Command (BOC). Deputy 
National Security Advisor SafaVa said the Basra proposal 
would create command and control/chain of command problems, 
as well as federalism problems. He said that on a reserve 
basis border troops might sometimes be used for internal 
security, but only with the minister's approval. Petraeus 

also spoke against the proposal, arguing that it could create 
conflict between the police chief and the security committee. 
He suggested that the Coalition and Iraqi commanders be 
brought to Baghdad for discussions on an appropriate way 
forward, and Minister Bolani agreed to study the issue. 
Ministers decided against the Basra Emergency Security 
Committee\'s proposal. 


INIS and the Crisis Cell 


10. (S) MG Naveed of the INIS complained that there was no 
intelligence representation on the Crisis Cell. Rubaie 

pushed back, noting that there were four intelligence 

officers assigned to the Baghdad Operation Command. (NOTE: 
Baghdad Commander Aboud later clarified that there were only 
three assigned to the BOC. END NOTE) Rubaie went on to argue 
that intelligence officials would be inappropriate as 

standing members of the high-level, policy-making Crisis 

Cell. He said that even LTG Aboud was only invited when 
Baghdad security operations were on the agenda. Rubaie said 
that the ESC was not the place for detailed military updates 

but rather for the service and supporting committees to give 
their updates. CG concurred and asked for detailed updates 
from the ministers at these meetings, focusing on specific 
shortcomings/needs and describing the solutions to be 

pursued. He said he would provide DPM Salih lists of, e.g., 
deficiencies in the operatins of banks, food warehouses, fuel 
distribution, medical facilities, and trash collection. 


Following Up on the April 1 Meeting 
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11. (S) Rubaie noted that committees were meeting to work 
through issues raised at the previous week\'s MCNS meeting 
(reftel), including security for the Council of 

Representatives and the future of detainees. The 
Intelligence Coordination Cell, for example, had met with 
MNF-I lawyers. 
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Classified By: PolCouns Ted Osius for Reasons 1.4 (B,D) 


1. (C) Below is a compilation of political highlights from 
Embassy New Delhi for March 8-29, 2007 that did not feature 
in our other reporting, including: 
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-- Naxalites Looking to Join the Fray in Kashmir 

-- BUP Coalesces Its Strategy of Attack on Congress 

-- Civil Society Holds SAARC Accountable On Trafficking 
-- Japan - SAARC\'s Role in Tempering Iran 

-- Japan Positive on U.S.-India-Japan-Australia Dialogue 


Naxalites Looking to Join the Fray in Kashmir 


2. (SBU) The Naxalites are reportedly expanding their 
operations to Kashmir as they perceive Pakistani support for 
armed insurgency to be decreasing. One recent article by 
terrorism expert Ajai Sahni alleges that a Naxalite \"leading 
team\" has visited the region with the intention of creating a 
permanent party structure. According to a recent piece in 
the BUP-friendly \"Pioneer,\" Naxalite heads have specifically 
met with Jaish-e-Mohammad and Lashkar-e-Taiba leaders on a 
number of occasions to discuss the Naxalites, support for 
the right to self-determination by the Kashmiris, who 
constitute an &oppressed nationality8 in the Naxalite 
doctrine. By combining their &class struggle8 agenda with 

a strong push for self-determination, the Naxalites may 
indeed win their own support base. Kashmir would also 
provide the Naxalites an opportunity to weaken government 
control over yet another troubled state. According to the 
Pioneer article, unnamed officials at the Ministry of Home 
Affairs believe the Naxalites could share effective mining 
techniques with Kashmiri terrorists, who have lobbied the 
Naxalites to open &shopsé in the valley. 


BJP Coalesces Its Strategy of Attack on Congress 


3. (SBU) The media reports that the Bharatiya Janata Party 
(BJP) plans to accuse Congress and its UPA coalition 
government of taking \"dictation\" from the U.S. on internal 
security and foreign policy and being \"soft\" on terror. The 

BJP hopes that this one-two punch will create rising momentum 
in the Uttar Pradesh (UP) polls and lead the party to victory 

in the 2009 national elections. 


4. (C) The BJP expects its portrayal of the UPA as 
\"subservient\" to the U.S will convince Muslim voters to 

reject Congress appeals. The BJP also hopes to plant seeds 
of doubt among the urban middle class that Congress can 
ensure national security. To accomplish its goals, the BUP 

will assert that UPA policy towards Pakistan, Jammu and 
Kashmir, and the Indo-U.S. nuclear deal are dictated by the 
U.S. The BJP additionally plans to accuse Congress of 

failing to address the terrorism of Naxalites and the United 
Liberation Front of Assam (ULFA). In coming months, the BUP 
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will accuse the UPA of failing to stop \"illegal infiltration\" 

from Bangladesh and Nepal, pass a strong anti-terror law, 
address the growing strength of Maoists and ULFA, and block 
efforts to entertain the demilitarization of Jammu and 
Kashmir, in order to buoy their case that the UPA is 

incapable of providing internal security. 


Civil Society Holds SAARC Accountable on Trafficking 


5. (SBU) Once again, civil society has taken the lead in 
promoting social justice. Media reports that several civil 

society organizations have called upon member SAARC countries 
to strengthen mechanisms to combat trafficking. The Indian 
Network of Combating Trafficking, ATSEC Bangladesh, the South 
Asia Partnership International, and Bachpan Bachao Andolan 

all urged the existing SAARC Convention on &Preventing and 
Combating Trafficking Women and Children for Prostitution 
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be adequately implemented. While no task force was mandated 
by the Convention, the NGOs have asked for their respective 
host governments to develop standardized regulations to 

rescue trafficked minors and ensure smooth repatriation 

system for rescued victims. India still has a long way to 

go to prevent trafficking, but this is another step in the 

right direction. 


Japan - SAARC\'s Role in Tempering Iran 


6. (C) Japanese director of Policy Coordination in the 
Japanese Ministry of Foreign Affairs (MOFA), Nobukatsu 
Kanehara told PolOff he thought the South Asian Association 
for Regional Cooperation Summit, held in New Delhi April 3-4 
with Japan and the U.S. as observers, had been productive. 

It was good that India had been open to inviting others, he 
said, noting that India was the most stable democracy in the 
organization. Kanehara expressed disappointment that the 
U.S. had endeavored to be a part of SAARC, but had rejected 
Japan,s invitation to join the East Asia Summit (EAS). 

PolOff noted that SAARC,s acceptance of Iran as an observer 
might make a difference in how SAARC was viewed in the 
future. Kanehara responded that it would be difficult to 
persuade Iran to drop its nuclear aspirations, and that Prime 
Minister Koizumi had told Iran,s Foreign Minister Mottaki 
previously that Iran was headed for self-destruction. 

Kanehara suggested that SAARC nations should speak as one 
voice and use their relationship with Iran to tell Tehran 
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that it &was ruining itself and should cool off.8 The 

SAARC members could try to convince Iran that it was not in 
Iran,s, or the SAARC nations,, interest for Iran to possess 
nuclear weapons. &lf Iran,s friends, speak, Iran should 
listen,8 theorized Kanehara. This is consistent with a 
statement by Mitsuo Sakaba, Director General for press and 
public relations in Japan,s MOFA, who reportedly said, 
\"regional cooperation in SAARC involving Iran can help in the 
development and democratization of Iran.\" Kanehara observed 
that the government of Iran did not think it could be seen as 
an important power without nuclear weapons, and underlined 
that this was certainly misguided. 


Japan Positive on U.S.-India-Japan-Australia Dialogue 


7. (C) Kanehara said he thought major democracies should 
speak with a strong voice, and that a quadrilateral dialogue 
among Japan, the U.S., India and Australia could robustly 
engage in cooperation on intelligence, security, national 
disasters and counterterrorism. He asserted four-party talks 
could be used to show China that it is welcome in what he 
termed a &house of freedom.8 


8. (C) Kanehara noted that PM Abe was planning to meet 
President Bush at the end of April, adding that Washington\'s 
interest appeared to be peaked by Abe,s \"new 
multi-lateralism.\" 

MULFORD 
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1. (C) SUMMARY: South and Central Asian Affairs Assistant 
Secretary Richard Boucher met Ministry of External Affairs 


SIPDIS 

Joint Secretary Gaitri Kumar April 5 to review progress and 
obstacles on key U.S.- India bilateral issues, including 

defense, military relations, education, the Agriculture 
Knowledge Initiative, commercial space launch agreement, and 
the recent FBI arrests. Boucher presented ideas for an 
education initiative. The interaction was friendly and 

cordial, but several issues of importance - specifically 

reaction to the recent FBI arrests - did not elicit the 

desired Indian reaction. END SUMMARY. 


2. (SBU) Boucher opened by complimenting Kumar and the 
Indian government on the successful South Asian Association 
for Regional Cooperation Summit. Kumar responded that \"it 
felt like a big family wedding; we were constantly worrying 
about all of the guests.\" Boucher noted that New Delhi also 
warmly welcomed several high-level U.S. visitors that had 
passed through in recent weeks, including Energy Secretary 
Bodman in mid-March, who reported that he had very positive 
discussions. U.S. Trade Representative Schwab and Deputy 
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U.S. Trade Representative to the World Trade Organization 
Allgeier will visit India April 12-14 for U.S. Trade Policy 

Forum and Doha talks. Kumar responded that their 
Washington-based Minister for Commerce at the Indian Embassy 
would also be visiting Delhi next week to participate in the 

trade talks so that she could be best equipped to follow the 
issues in Washington. 


3. (C) Boucher urged Kumar to support the Proliferation 
Security Initiative by endorsing the Statement of Principles, 
which has been under discussion since early 2004. (Note: 
Then - Foreign Secretary Saran told Under Secretary Burns in 
September 2006 that the Indians would not be able to endorse 
the Proliferation Security Initiative until the civil nuclear 

deal was completely implemented.) Boucher noted that the 
information passed to the Indian government last year should 
satisfy their concerns. Kumar responded that she needed more 
clarity. \"This has been on our checklist for a long time. 

We have gone through the conventions. If we can offer a way 
forward, I\'ll revert back to you.\" 


4. (C) Boucher inquired about the status of the Container 
Security Initiative. Kumar noted that it is still with the 

Cabinet, but it has been approved by the bureaucracy and will 
move out of the Cabinet \"as soon as it makes it onto the 
agenda.\" (Background: The US is waiting for India to sign 
the Declaration of Principles, which the Prime Minister 
endorsed over a year ago in the March 2 Joint Statement.) 
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5. (C) Boucher asked if the Indian government had given 
further consideration to next steps for a Commercial Space 
Launch Agreement, especially since Menon\'s February 23 
conversation with Deputy United States Trade Representative 
Bhatia, in which Menon said that his government did not see 
a need for such an Agreement, but offered to review the 


Column 3 

situation with the Indian Space Research Organization and get 
back to the US. Kumar noted that they provided a non-paper 
to relevant parties, but stressed that Wwe do not want this 

to be a USTR issue. We want this to be a Department of 
State/Ministry of External Affairs issue.\" 


6. (C) Boucher acknowledged that developments have moved 
half a notch, but Karan Bhatia would be an excellent 
interlocutor on this issue. Kumar noted that they sent in a 

list of questions and are waiting for USTR\'s response, but 
again, stressed that she wants to receive the response 
through the Department of State. 


7. (C) Boucher told Kumar that the U.S. is diligently 

working on terms of reference for the joint endowment 
mechanism and said, \"We hope to have a draft to pass along to 
you very soon. Kumar noted that \"this is important for us 

and we need to move. Our Minister of Science and Technology 
has money available.\" 


8. (C) The Indians provided non-substantive edits to the 

CISMOA draft agreement on March 21, which Pacific Command has 
already accepted, affirmed Boucher. Kumar was pleasantly 
surprised, speculating that Pacific Command\'s acceptance had 
\"probably not been sent yet through formal channels.\" Kumar 

than said that they will soon give it to their Cabinet and be 

done with it. Boucher noted we are ready to sign the 

Logistics Support Agreement (LSA). 


9. (SBU) Boucher said that Under Secretary for Public 

Affairs Karen Hughes was pleased with her week-long trip to 
India with a delegation of six U.S. university leaders. 

During their trip, they discussed the best way to develop 
peer-to-peer dialogue in the government and higher education 
sectors. The interest from Indian academic, business, 

student and government leaders was great -- and she returned 
encouraged that our countries must strengthen our partnership 
in education. Boucher passed Kumar a non-paper that outlined 
ideas for possible U.S. India collaboration on education. 


Column 3 


10. (SBU) Boucher expressed his gratitude to the Kumar and 
the Indian government for its completion of clearances for 
American Fulbright researchers coming to India for this 
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academic year. In particular, he thanked Kumar for the 
personal commitment she made to address this matter. 
Regrettably, the Government of India did not issue clearances 
to seven scholars this year, based on concerns about the 
\"suitability\" or \"appropriateness\" of their research topics. 
Boucher said, \"I hope we can get away from that and | hope we 
do not have problems with governments deciding what is and is 
not acceptable.\" Kumar noted that they were continuing to 
\"work on it.\" 


11. (SBU) Boucher also said that he was interested in 
establishing an informal Educational Center to include both 
government and private-sector participants. The Knowledge 
Commission had specific ideas, but the new initiative could 

be launched by announcing several specific projects we agree 
to accomplish over the next twelve months. Kumar promised to 
consider the idea carefully and respond through the Embassy\'s 
Public Affairs Officer. 


12. (SBU) Regarding Fulbright, Kumar had ideas on how to 
implement a new bilateral Fulbright agreement, but would have 
to loop in the Finance Minister whenever foreign funds are 
involved. She warned that this may be a protracted procedure 
and a new bilateral Fulbright agreement in June 2007 may not 
be feasible, but not because the government is delaying or 
uninterested. \"The Ministers of Human Resource Development, 
Education and the Prime Minister all want to encourage Indian 
Studies for foreign students, and the PM has told MHRD that 
India should help fund Fulbright.\" Procedurally, Kumar 
suggested that the U.S. Public Affairs Officer Larry Schwartz 
and Americas Desk Officer Namgya coordinate with the Joint 
Secretary for Education. 


SIPDIS 


13. (C) Boucher said that U.S. technology can help lay the 
foundation for interoperability and future regional military 
cooperation. Ongoing and upcoming competitions include the 
Multi-Role Combat Aircraft, maritime helicopters, anti-tank 
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guided missiles, and Long-Range Maritime Reconnaissance 
Aircraft. The presence of several U.S. defense firms in 

India is evidence of our companies, willingness to invest in 
long-term relationships with Indian counterparts. However, 
Boucher cautioned, American companies have concerns about 
transparency and fairness in India,s procurement of military 
equipment. Furthermore, the recent FBI arrests cast a shadow 
over the entire topic. He went on to emphasize the 
seriousness of the charges, which are inconsistent with the 
Next Steps in Strategic Partnerships assurances India 
provided in 2004. \"This is foremost an issue of trust. It 

is important from the outset to address this issue quickly 

and in a serious and forthcoming manner.\" 


14. (C) Boucher also urged the Government of India to 
demonstrate greater flexibility in implementing its offsets 
policy. Offsets should allow U.S. investments in various 
sectors, and not be linked rigidly to defense. Use the 
extensive American company experience in offset investments 
not only to develop your defense industries but to encourage 
economic growth beyond the defense sector, he counseled. 


15. (C) Boucher emphasized to Kumar that the U.S. and India 
will have to work together to find a solution to end-use 
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assurances and control, which will be difficult given the 
different ways our two governments operate. (Background: 
During the Defense Procurement and Production talks prior to 
the Defense Policy Group meeting, the Indians stated their 
firm opposition to Department of Defense &enhanced8 end-use 
checks at defense installations as a condition of transfer of 
sensitive defense items. Although Defense explained that 
in-person inspections of such equipment are required of all 
allies -- even the United Kingdom and Australia -- the 

Indians were unmoved, asserting they would never allow such 
visits to their bases. They separately proposed &virtual8 
inspection using video cameras under their control. Defense 
and State officials are working to develop End Use Monitoring 
language that meets U.S. verification requirements while 
respecting Indian sensitivities. Enhanced end-use monitoring 
will be a requirement of any potential F-16 or F-18 sale due 

to inclusion of weapon systems containing sensitive 
technology.) Kumar noted that the Indians had excellent 
January/February meetings with Mr. Kohler. Kohler had agreed 
that a team from the Department of Defense will eventually 
visit India to brief the government. This visit would serve 

as the platform to agree on a set of assurances for end-use. 
Kumar also said that \"End-use is not prescribed by your law. 
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We can implement it in any way.\" Boucher replied that, while 
not legally rigid, there is a world-wide practice that the 

U.S. supports. 


16. (C) Kumar raised the Validated End User, or Trusted 
Customer, program, discussed at the February High Technology 
Cooperation Group meetings. The Commerce Department 
responded to India,s non-paper from December and agreed to 
examine possible regulatory changes for India on certain 

crime control, chemical/ biological, and regional stability 
controls. 


17. (C) Boucher quickly warned that the recent FBI arrests 

have significant implications for all high tech cooperation. 
Commerce officials have discussed with the Indians that some 
sort of end-use assurances will be necessary, but the recent 

FBI arrests are inconsistent with those assurances. Kumar 
responded that they have already started looking into this. 
\"We\'ve got feedback from our side, which they are now putting 
in a formal written format. What | see, procedurally, is 

that the Singapore branch of CIRRUS technically did not ask 

the Indian client for an end-use certificate. There was one 
global tender and one limited tender. They were to supply, 

but there was no demand for any end-use paperwork.\" Boucher 
said that this would come out in the judicial process. He 

urged the Indians to appear that they are on our side here 

and suggested they make it clear to the media that any 

illegal activity will be investigated, and if illegal 

activity took place within the Indian Embassy, necessary 

action would be taken. Boucher further encouraged Kumar \"not 
to mount a defense." 


18. (C) Kumar rebutted that she understood that the Embassy 
official had informed U.S. authorities that he would be 
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looking at the specified equipment. \"It was all above board. 
We will verify though. It has only been six or seven days 
since the incident, but we have moved very fast and we are 
taking it very seriously. Boucher again reiterated that 
forthright contrition would be better than a defensive 
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posture. 


19. (SBU) Kumar said that they are conducting internal 
meetings to see where they are on funding. Background: The 
United States has funded approximately $15 million of its $24 
million commitment, while the Indian Government has funded 
approximately $5 million of its $80 million commitment, 
although it claims more funds are readily available. 


20. (C) The 50 minute conversation reflected the broad range 
of items on which the U.S. and India are working closely 
together. While most issues are progressing well, we are 
concerned about Kumar\'s robust defense of Indian actions 
surrounding the FBI arrests, and worry that the Indians may 
permit their assertions to play out in the media instead of 
being forthright, cooperative, and contrite. 


21. (U) Assistant Secretary Boucher cleared this message. 
MULFORD 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


1. (C) Summary: Meeting separately with the Ambassador April 
11, the Speaker and Deputy Speaker of Parliament provided 
widely varying analyses of the opposition-led demonstrations 
beginning today in Bishkek. Speaker Sultanov told the 
Ambassador he thought the protests would be peaceful, and 
there would be no provocations from the government side. He 
said that the draft constitution prepared by Prime Minister 
Atambayev\'s working group was the key to moving forward. 
Sultanov criticized the opposition for its \"absurd\" demands 
and pressure tactics. Deputy Speaker Isabekov, on the other 
hand, warned of civil unrest due to certain provocations. 
Isabekov criticized the working group\'s draft constitution 

and was pessimistic that there would be progress toward a new 
constitution. End Summary. 


\"DON\'T WORRY, EVERYTHING WILL BE OK\" 


2. (C) During an April 11 meeting with Ambassador, Speaker of 
Parliament Marat Sultanov gave assurances that the 
demonstrations would be peaceful and without provocation by 
the government. Sultanov discounted rumors that pro-Bakiyev 
demonstrators were being organized to challenge the 
opposition protesters, and said that Nurlan Motuyev, a noted 
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thug and rabble-rouser released from custody on the eve of 
the demonstrations, would not be a factor. 


MOVING FORWARD (SLOWLY) WITH NEW CONSTITUTION 


3. (C) Sultanov said that the draft constitution produced by 
Prime Minister Atambayev\'s working group represented the best 
way forward. He said that it was based on the current 
(\"December version\") constitution, with slight modifications 
to incorporate some of the opposition\'s demands. Sultanov, 
who was a drafter of the December version of the 
constitution, said the new draft provisions would increase 
the parliament from 75 to 105 members, but protect current 
deputies from early elections. Also, under the new draft, 
parliament would form the cabinet. Sultanov said that the 
new draft would first be considered by the parliament\'s 
committee on constitutional law, perhaps as soon as April 16. 
After review in committee, the draft would go to the 
constitutional court for review. (Note: Sultanov did not 
mention that the constitutional court currently lacks a 
quorum and parliament has failed to act on the two judges 
nominated to fill the vacancies. End note.) Sultanov said 
that the draft would be taken up by the full parliament 
following the constitutional court\'s review. (Note: This is 
contrary to our understanding of the adoption process for 
constitutional laws. End Note.) 


CRITICAL OF OPPOSITION 


4. (C) Sultanov said that United Front leader Felix Kulov had 
had ample time to resolve the situation but now had left 

himself with no way out. Sultanov believed that Kulov has 

been grossly misinformed about support for the opposition in 

the south and that southerners would rally around Bakiyev. 

He argued that President Bakiyev had offered a compromise but 
that the opposition showed no interest in a dialogue, and he 
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criticized Kulov\'s use of ultimatums and the threat of 

violence to achieve radical demands. Sultanov also 

criticized the draft constitutional law put forward by the 
opposition (see Ref C) as \"invalid and undemocratic.\" He 
said that timing provisions in the draft were \"absurd,\" and 

he further noted that offering deputies the opportunity to 

hold cabinet positions and parliamentary seats simultaneously 
would never work. 
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ISABEKOV WARNS OF VIOLENCE 


5. (C) In a separate meeting April 11, Deputy Speaker 
Kubanychbek Isabekov presented the Ambassador a very 
different view of the demonstrations and draft constitution. 
Isabekov grimly foretold of violence and certain provocation, 
warning that while April 11 was a day of administrative 
organization and the gathering of the masses, April 12 would 
be \"the most dangerous day\" and could be the beginning of 
great civil unrest. He said that female parliamentary staff 
members were urged to go home early, that building security 
was heightened, and that, although he and Sultanov had vowed 
to \"stay to the end,\" there would be duty vehicles to whisk 
them away should the situation quickly deteriorate. Even 
though students had been threatened with expulsion should 
they participate in the demonstrations, Isabekov said that 
there was money available to draw the youths into the 
streets. He also noted the presence of \"unknown forces! in 
camouflage around the city center, but did not elaborate. 


6. (C) Isabekov told Ambassador that he was not in favor of 
Atambayev\'s draft of the constitution, remarking that the 
president should not be given the authority to name all court 
judges. He said that Kulov and Bakiyev never worked together 
while they were a part of the \"tandem\" and would certainly 

not come to a compromise now. He also noted that the 
constitutional court, lacking two judges, was not functional 

and could not assess any new constitutions proposed. 


COMMENT 


7. (C) The differing predictions of the Speaker and Deputy 
Speaker show just how uncertain the situation is as the 
demonstrations get underway. Sultanov, who played a key role 
in mediating the November demonstrations, was clearly in the 
pro-Bakiyev camp this time. He is, however, in the best 
position to assess how the parliament will deal with the 
competing draft constitutions, and this will likely, once 

again, be central to reaching a compromise. 

YOVANOVITCH 
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A QUICK LOOK AT THE TURKISH PRESS 
April 11, 2007 


In Today\'s Papers 


Turkish National Security Council Discusses Iraq, Barzani 

All papers report that a declaration released at the end of the 
Turkish National Security Council (MGK) meeting was seen as a 
diplomatic warning to Iraq. The declaration said \"political, 
economic, and other approaches\" were to be applied in dealings with 
Iraq, without making a direct reference to Iraqi Kurdish leader 
Massoud Barzani or cross-border military measures. It also said 
security operations against terrorism will continue with 
determination. Developments in Kirkuk, Iran, and Cyprus as well as 
the fundamentalist threat in Turkey were also discussed atthe 
meeting. Radikal says Ankara, after presenting a note of protest to 
Iraq demanding concrete measures against the PKK, now will watch 
developments in Iraq over the next two weeks. If Baghdad fails to 
move against the PKK, Turkey will implement \"sanctions\" such as 
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closing Turkish airspace to civilian flights to and from northern 

Iraq, and closing the Habur border crossing. Turkey, in the 
meantime, will tell the US and UN Security Council that anti-PKK 
cross-border military incursions into northern Iraq were inevitable. 
Intellectual Islamist-oriented Zaman and mainstream Milliyet quote 
US Ambassador to Turkey Ross Wilson as saying in reference to the 
Barzani remarks about a possible Turkish intervention in Kirkuk, 
\"this kind of rhetoric is unhelpful.\" Ambassador Wilson said 
Turkey, like all countries, had \"a right to defend itself.\" 


Editorial Commentary: Turkey\'s Iraq Policy 

Abdulhamit Bilici writes in the intellectual Islamist-oriented 

Zaman: \"Barzani\'s remarks provide some clues to Ankara as to how to 
shape a strategy regarding Barzani as well as the region. First of 

all, the situation indicates the strong need for Turkey to engage in 
dialogue with the leaders in the region. For instance Talabani, a 
Kurdish leader, for the first time criticized Barzani -- thanks to 

the dialogue initiated with him by Turkey during the Riyadh summit. 
The second important point is that Barzani received open criticism 
from Washington about his remarks. In a statement by the State 
Department, Barzani was referred as \'Mr.\' as opposed to \'president\' 
which symbolizes the tone of Washington\'s reaction. The third 
important point for Turkey is to keep its cool regarding Barzani and 
try not to fall into the trap set by his statements. Both Turks and 

Kurds must realize that the long lasting and realistic way to handle 
the issue goes through transparent borders not through border 
wars.\" 


Oktay Eksi comments in the mainstream daily Hurriyet: \"Barzani 
should not be underestimated because he knows what he is doing. He 
is capable of making threatening remarks against Turkey\'s crucial 
national interests and he should be taken seriously. We should be 
able to come up with a better policy to handle the issue rather than 
give the usual, empty response such as \'we will do whatever is 
needed.\' This is not about Barzani only, nor is it about the PKK. 

The US, which supports them on one hand, and tries to divert 
Turkey\'s attention on the other hand, is also a part of the picture. 

Thus a national policy is needed to evaluate every aspect of 

foreign policy and it certainly requires a national consensus. 

Turkey should seriously consider its options for handling this 

problem. Every option, including the military operation needs to be 
discussed thoroughly before a policy line is established. Sadly 

enough Turkey is now fully busy with something else. Whether the PM 
is going to announce his candidacy for the presidency seems to be 
occupying every part of the national agenda.\" 


Turkish Commercial Airliner Hijacked 

All papers report Mehmet Goksingol, an unemployed man from 
Diyarbakir with a drug-related criminal record, hijacked a Pegasus 
Airline passenger plane on Tuesday after take off from Diyarbakir, 
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but then gave himself up to the police after the plane landed in 
Ankara. Papers quote authorities as saying the hijacker acted from 
personal, not political motives, and may be mentally ill. 


Presidential Election Process 

Milliyet, Cumhuriyet, Radikal, Sabah and others: Today\'s papers 
report that Parliament speaker Arinc will start the Presidential 

election process today. Arinc is going to announce that the 
Presidential candidacy submission period will start on April 16 and 
end on April 25. At an interview with NTV Arinc said that PM 

Erdogan, who had said that he would not meet with the opposition due 
to their recent rhetoric, should meet with other political parties 

about the Presidential election. Arinc reiterated his view that 184 

is the quorum number for the general assembly to convene and that to 
start the Presidential election process 184 will be enough rather 

than 367, as opposition leaders claim. Meanwhile, responding to a 
question, the Head of the Constitutional Court, Tulay Tugcu, said 

that in case of application to the court regarding the number of 
deputies required to be present during first round of the 

presidential election vote, the court would quickly issue a decision 

on the problem -- before the second round of voting. 


Turkish Army Shells a Village near Zakho in Iraq 

Sabah, Milliyet and Zaman: Reports on the Peyamner web site of 
northern Iraq claimed on Monday that Turkish forces on Sunday 
shelled the Zakho area of northern Iraq with artillery. 


Nobel Laureates Call for Turkey-Armenia Reconciliation 

Sabah and Zaman report the Elie Wiesel Foundation for Humanity (EWF) 
released an appeal signed by 53 Nobel Laureates, calling on the 

Turkish government to end discrimination against ethnic and 

religious minorities and abolish Article 301 of the Turkish penal 

code. Laureates also urged Turkey and Armenia to open the 
Turkish-Armenian border as well as establish full diplomatic 

relations. 


TV Highlights 
NTV (6 A.M.) 


Domestic News 


- Foreign Minister Abdullah Gul will travel to Turkish Cyprus on 
April 12 to meet with \"president\" Mehmet Ali Talat. Gul will 
inaugurate a hotel in Girne on April 13. 


- Independent MP Mahmut Kocak, formerly of the AKP, has announced he 
will join ANAVATAN, reportedly on Monday, raising the number of 
ANAVATAN members to 20 and enabling the party to form a party group 
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in the parliament again. 


- Turkish security operations against the PKK continue in Tunceli 
and Bingol provinces. 


- World Bank plans to extend to Turkey special loans for curbing 
unemployment and creating new jobs. 


International News 


- The Iraqi parliament will reportedly review article 140 of lraq\'s 
Constitution related to the status of Kirkuk despite objections 
coming from Kurdish groups. 


- AUN photo and text exhibit on the 13th anniversary of the Rwanda 
genocide has been delayed after Turkish objections to a mention of 
the killing of Armenians in Turkey in 1915. 


- 20 Turkish workers have been abducted by Iraqi colleagues in 
Samarra in reaction to delays in the payment of Iraqi workers. 


- On Tuesday, four Serbian paramilitary members seen in a video 
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gunning down Bosnian Muslims near Srebrenica in 1995 were convicted 
of war crimes against civilians by Serbia\'s War Crimes Court. 


WILSON 
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1. (U) This is a time-sensitive action request; please see 
para 3. 


2. (SBU) Background: In order to comply with Leahy Amendment 
vetting requirements, this cable forwards (in para 5) the 
names and biodata of eight candidates for INL-funded training 
as members of a personal security detail (PSD) for Herat 
Chief Prosecutor Maria Bashir. The Chief Prosecutor was 
asked to nominate candidates whom she trusts fully. Chief 
Prosecutor Bashir has received threats, due both to the fact 
she is an Afghan woman in a senior position, and because of 
her prosecution of corruption. Post therefore is eager to 

have these PSD candidates complete this training as soon as 
possible, so that they can begin to provide Chief Prosecutor 
Bashir protection. 


3. (U) Action Request: In light of this background, and 

given the relatively small number of candidates on this list, 
post request that the Department complete its Leahy review of 
the candidates as soon as possible. Post wishes to thank 
Department in advance for its support on this matter. 


4. (U) INL has conducted in-country vetting and possesses no 
evidence that any of the candidates have committed human 
rights violations. Post has made a good faith effort to 

ensure that the individuals who provided only one name truly 
have only one name. 


5. (SBU) Following is biographical data on the PSD candidates: 


1. Name: Zalmai Nazari 

First Name: Zalmai 

Father\'s Name: Ghulam Rasoul Nazari 
Job or Occupation: Driver 

DOB: 1978 

Place of Birth: Herat 

Ethnicity: Tajik 


2. Name: Torayalai Nazari 

First Name: Torayalai 

Father\'s Name: Ghulam Rasoul Nazari 
Job or Occupation: unemployed 

DOB: 1984 

Place of Birth: Herat 

Ethnicity: Tajik 


3. Name: Omid Nazari 
First Name: Omid 
Father\'s Name: Ghulam Rasoul Nazari 
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Job or Occupation: Unemployed 
DOB: 1985 

Place of Birth: Herat 

Ethnicity: Tajik 


4. Name: Mirwious Sayedi 

First Name: Mirwious 

Father\'s Name: Abdul Ghayas Sayedi 
Job or Occupation: Driver 

DOB: 1977 

Place of Birth: Kabul 

Ethnicity: Tajik 


5. Name: Ghulam Mahboob Ghulami 

First Name: Ghulam 

Father\'s Name: Ghulam Dastager Ghulami 
Job or Occupation: Laborer 

DOB: 1973 

Place of Birth: Herat 

Ethnicity: Tajik 


6. Name: Hamidullah Amini 

First Name: Haidullah 

Father\'s Name: Aminullah Amini 
Job or Occupation: Unemployed 
DOB: 1979 

Place of Birth: Herat 

Ethnicity: Tajik 


7. Name: Zalmay Ghafari 

First Name: Zalmay 

Father\'s Name: Abdul Qayum 
Job or Occupation: Unemployed 
DOB: 1979 

Place of Birth: Herat 

Ethnicity: Tajik 


8. Name: Khalil Anmad Yousoufzai 
First Name: Khalil 
Father\'s Name: Haji Abdullah Yousoufzai 


Job or Occupation: Tailor 
DOB: 1979 

Place of Birth: Herat 
Ethnicity: Tajik 
NORLAND 
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REF: COLOMBO 463 
Classified By: AMBASSADOR ROBERT O. BLAKE, JR. REASONS: 1.4 (B, D) 


1. (C) Summary. President Rajapaksa has tasked Justice 
Mahanama Tilakaratne to oversee the GSL\'s response to 
concerns about abductions, including the list of 347 names 
Ambassador presented to Presidential Chief of Staff Lalith 
Weeratunga. Prior to this assignment, Rajapaksa formally 
appointed Tilakaratne in September 2006 to be the 
Commissioner of the \"One-Man Commission to Inquire into 
Disappearances, Abductions and Unexplained Killings of 
Civilians throughout the Island in the Recent Past.\" Embassy 
obtained a copy of Tilakaratne\'s report to Rajapaksa as 
One-Man Commissioner, although it has not been released to 
the public. It lists 51 cases, dismissing most as either 
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random acts of violence or false reports. On April 10, 
Embassy interlocutor told poloff that Chairman of the 

National Human Rights Commission Ananda Coomaraswamy 
(strictly protect) was contemplating resignation due to 
obstruction from the Rajapaksa administration into abductions 
investigations. End Summary. 


ONE-MAN ABDUCTIONS COMMISSIONER\'S RESPONSIBILITIES EXPANDED 


2. (C) On April 10, Presidential Chief of Staff Lalith 

Weeratunga told Ambassador that President Rajapaksa has 
tasked Mahanama Tilakaratne to oversee the GSL\'s efforts to 
investigate abductions. Weeratunga stated that Tilakaratne 

is personally going through the list of 347 names Ambassador 
presented to Weeratunga on March 20 (reftel), talking to 

police and detention centers to identify the whereabouts of 

each person. Weeratunga promised Ambassador that Tilakaratne 
would share his findings with the Embassy. 


3. (C) In addition to this tasking, Tilakaratne serves as 
Commissioner of the \"One-Man Commission to Inquire into 
Disappearances, Abductions and Unexplained Killings of 
Civilians throughout the Island in the Recent Past,\" an 
assignment he accepted publicly on September 13, 2006. On 
April 5, Embassy obtained a copy of Tilakaratne\'s 
confidential report to Rajapaksa, which lists 14 
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disappearances, 29 abductions and 8 killings. Of these, 
Tilakaratne chose to summarize six cases, concluding that \"it 
appears that most of the abductions and disappearances have 
not stemmed from any organized actions of anyone.\" 
Tilakaratne dismissed one of the six cases as a false report; 
cited one case as a politically motivated abduction; and 
concluded that the four remaining cases were carried out by 
\"unorganized criminal elements.\" 


FRUSTRATION MAY RESULT IN CHAIRMAN OF HRC\'S RESIGNATION 


4. (C) On April 10, poloff met with Mr. M.C.M. Iqbal, 

appointed by former President Kumaratunga as the Secretary of 
the Commission of Inquiry on Abductions from 1995 to 2001. 
Although retired, Mr. Iqbal is active on the issue of 

abductions and has been a critic of the Rajapaksa 

administration. Mr. Iqbal told poloff that current Chairman 

of the National Human Rights Commission (HRC), Justice Ananda 
Coomaraswamy (strictly protect), has confided in him that he 

is considering resigning as Chairman. Mr. Iqbal explained 

that President Rajapaksa circumvented Amendment 17 to appoint 
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longtime friend Nimal Punchihewa as Additional Secretary to 
the HRC, a position which did not exist prior to this 
administration. Punchihewa was Chairman of Fisheries when 
President Rajapaksa was Minister of Fisheries and both are 
from the same village. Mr. Iqbal stated that Punchihewa has 
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instructed HRC staff to not provide information to Embassy or 
the media. Justice Coomaraswamy has expressed frustration to 
Mr. Iqbal over his inability to do his job as Chairman, 

stating that \"his hands are tied.\" 


BIO NOTE 


5. (C) Tilakaratne was a High Court judge in Matara, 
Rajapaksa\'s home district, when Rajapaksa was practicing law 
in the 1980s. Rajapaksa appeared before Tilakaratne on many 
occasions, and the two became friends. In 1998, while still 
serving as a High Court judge, Tilakaratne and his son were 
charged with attempted murder of Tilakaratne\'s neighbor. 
Although both were acquitted, the investigation into the 

crime revealed that Tilakaratne illegally possessed a gun. 

In 2001, the Judicial Commission investigated Tilakaratne for 
ethical violations related to the gun charge, and, just 

before it was set to remove Tilakaratne from the bench, he 
resigned. The Commission, however, did withhold his judicial 
pension. After his election in 2005, Rajapaksa attempted to 
appoint Tilakaratne to the Human Rights Commission, but 
members of the law society objected and Tilakaratne\'s 
appointment was abandoned. However, Rajapaksa was successful 
in appointing Tilakaratne as One-Man Commissioner by avoiding 
the confines of Amendment 17 and making the appointment 
himself. 


6. (C) COMMENT. There have been no reports of abductions 
in Colombo since Ambassador presented the list of 347 names 
to Weeratunga on March 20. While the appointment of a person 
to oversee a process of greater accountability on abductions 

is welcome, we will have to see whether Tilakaratne\'s close 
relations with the President will compromise his ability to 

carry out a serious and independent investigation. 
Tilakaratne\'s first pass at investigating abductions does not 
appear to have produced credible results. Congress\' hold on 
MCC funds over concerns about Sri LankaYs human rights 
records may be one factor in Tilakaratne\'s assignment to 
personally investigate the list of names presented by 
Ambassador. Despite these efforts, Justice Coomaraswamy\'s 
frustrations will likely be compounded by Tilakaratne\'s 
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assignment, since investigating the abductions on 
Ambassador\'s list is a function that should have fallen to 

the HRC. The GSL\'s commitment to investigating abductions 
may have come too late to prevent Justice Coomaraswamy from 
resigning. 

BLAKE 
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SIPDIS 
SIPDIS 
ISN/CB FOR RICHARD DVANDREA 


E.O. 12958: DECL: 04/11/2017 

TAGS: PARM, PREL, KTIA, CWC, MU 

SUBJECT: MOU ON CHALLENGE INSPECTIONS UNDER CHEMICAL 
WEAPONS CONVENTION (CWC): OMAN UPDATE 


REF: STATE 40655 
Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 
1. (U) This is an action request. Please see paragraph 3. 


2. (C) Pol/Econ Chief delivered reftel points on April 10 to 
Abdullah al-Riyami, Deputy Director of the Department of 
International Affairs at the Omani Ministry of Foreign 

Affairs. Riyami stated that he was very well acquainted with 

the proposed Memorandum of Understanding (MOU) on CWC 
challenge inspections as he had worked closely on the matter 
with Ambassador Talib Miran al-Raisi at the MFA for the last 
few years. (Note: Talib Miran was promoted to Chief of the 
Economic and Technical Cooperation Department at the MFA in 
February 2007. End note.) Apologizing for Oman\'s delay in 
formally responding to the proposed U.S. text, Riyami said 

that the draft MOU remained under review at the Ministry of 
Defense. He confided that the MOU had been \"temporarily put 
aside\" for a number of reasons unrelated to the actual 
document, but emphasized that he was not aware of any 
specific objections raised within the Omani government to 
eventually signing such an MOU. Riyami asked for continued 
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U.S. patience and said he would press relevant Omani 
government offices for a formal, detailed response to the 
draft MOU text before the end of May. 


3. (C) Action Request: Riyami said that it would be 
\"helpful\" for Oman to complete its review of the MOU if it 
had a list of Arab countries with which the U.S. had 
concluded a CWC challenge inspection MOU. Post would 
accordingly appreciate the names of such countries, either 
via e-mail or front channel cable, to share with the Omani 
government if possible. 

GRAPPO 
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RUEHLM/AMEMBASSY COLOMBO IMMEDIATE 0164 
RUEHKA/AMEMBASSY DHAKA IMMEDIATE 0174 
RUEHIL/AMEMBASSY ISLAMABAD IMMEDIATE 0647 
RUEHBUL/AMEMBASSY KABUL IMMEDIATE 0463 
RUEHKT/AMEMBASSY KATHMANDU IMMEDIATE 0171 
RUEHNE/AMEMBASSY NEW DELHI IMMEDIATE 0330 
RHEFDIA/DIA WASHDC IMMEDIATE 

RUEKJCS/OSD WASHDC IMMEDIATE 

RUEAIIA/CIA WASHDC IMMEDIATE 

RHEHNSC/NSC WASHDC IMMEDIATE 

RUEKJCS/SECDEF WASHDC IMMEDIATE 
RUEKJCS/JOINT STAFF WASHDC IMMEDIATE 
RUEHGV/USMISSION GENEVA IMMEDIATE 0549 
RUEHVEN/USMISSION USOSCE IMMEDIATE 2469 
RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 1856 
RUEHNO/USMISSION USNATO BRUSSELS BE IMMEDIATE 
RUEHBS/USEU BRUSSELS IMMEDIATE 
RUEHLMC/MILLENNIUM CHALLENGE CORP IMMEDIATE 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL IMMEDIATE","UNCLAS BISHKEK 000397 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR SCA/CEN 


E.O. 12958: N/A 
TAGS: PGOV, PREL, ASEC, KG 


Column 3 
SUBJECT: KYRGYZ OPPOSITION BEGINS MASS DEMONSTRATION 


REF: A. BISHKEK 389 
B. BISHKEK 396 


1. (SBU) The opposition United Front began its mass protest 
on Bishkek\'s central Ala-Too Square. Throughout the day, 
United Front and other party workers erected over 30 yurts 

and dozens of tents on the square. As of 17:00 local, the 
crowd had grown to approximately 4-5,000 demonstrators. Much 
of the crowd appeared to have come from the regions outside 
Bishkek, and many were wearing blue United Front scarves or 
other political party paraphernalia. Opposition leaders, 
including Felix Kulov and MP Melis Eshimkanov, addressed the 
crowd. Prime Minister Atambayev also addressed the crowd, 
but reportedly was hissed. We expect the crowd to swell in 

the evening hours. 


2. (SBU) Several streets in the area were blocked to 

vehicular traffic, but people were allowed to move freely to 

and from the square. Two to three hundred police remained in 
a park area between the square and the nearby Kyrgyz White 
House (government house), and several busloads of Interior 
Ministry were seen at points a few blocks from the square. 
Businesses around Bishkek generally have remained open, and 
earlier reports that some larger stores near the center had 
closed proved incorrect. 


3. (SBU) There was little apparent movement toward 
negotiations between President Bakiyev and United Front 
leader Felix Kulov. The United Front has prepared a draft 
constitutional law nullifying the December 2006 constitution 
and calling for early presidential elections (Ref A), but 

there has been no official reaction to this draft law. The 
11-member constitutional working group, led by Prime Minister 
Atambayev, presented a draft constitution on April 10, which 
President Bakiyev immediately sent to parliament for 
consideration. Speaker of Parliament Sultanov told the 
Ambassador that the working group\'s draft would be considered 
in committee, possibly starting on April 16 (Ref B). 


4. (SBU) The United Front\'s hunger strike continued outside 
of parliament, although about 30 (including MP Melis 
Eshimkanov) of the 100 participants gave up the strike in 
order to join the main protests. There were no reports of 
demonstrations in the regions outside Bishkek. 


5. (SBU) Embassy teams will continue to monitor the situation 
around Ala-Too Square. 
YOVANOVITCH 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PREL, KPAL, KWBG, NATO, IZ, IS 

SUBJECT: ISRAELI MOD CONTACTS SHARE VIEWS ON PALESTINIANS, 
IRAQ, IRAN AND NATO WITH POLAD YATES 


Classified By: Deputy Chief of Mission Gene A. Cretz. Reasons: 1.4 (b) 
(d). 


1. (C) In a March 29 meeting, Israeli officials from the 

MOD\'s POL-MIL Bureau briefed EUCOM Political Advisor (POLAD) 
Mary Carlin Yates on their assessment of the Palestinian 
National Unity Government (NUG) and its implications for 
Palestinian-Israel relations, Israeli thinking about the 

negative effects of any precipitous U.S. withdrawal from 

Iraq, and the current status of Israel-NATO relations. They 
said that the Palestinian NUG poses a challenge for Israel in 
that it might help to legitimize Hamas! role in Palestinian 
political life, and urged that the U.S. lead the 

international community in maintaining pressure on the NUG to 
accept the Quartet Conditions. They also underscored MOD\'s 
commitment to making progress on movement, access and other 
quality-of-life issues for the Palestinians. They listed 

five likely, negative consequences they believe would result 
from any early U.S. withdrawal from Iraq, and noted that 

Israel would not allow chaos emanating from a destabilized 
Iraq to reach its border. They painted a NATO-Israel 
relationship in standstill, acknowledging that this is partly 

due to Israel\'s lack of vision, but also suggesting that the 
relationship could not reach its full potential as long as 
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Israel is dealt with only within the context of the 
Mediterranean Dialogue. END SUMMARY. 


2. (C) On March 29, POLAD Yates met with four officials at 
the Israeli MOD to discuss the Palestinian situation, Iraq, 
and Israel and NATO. The four officials were: 


-- Rami Yungman (COL., Res.), Director for Strategic 
Dialogues with U.S., Turkey, Jordan and India; responsible 
for coordinating the Israeli MOD\'s bilateral relationship 
with the Pentagon. 


-- Shmuel Limone (COL., Res.), Senior Advisor on 
Nonproliferation and Iran\'s Nuclear Weapons and Missile 
Programs. 


-- Uri Naumann (COL., Res.), an advisor in the MOD, and 
former Head of the External Relations Department. He has a 
background in military intelligence. His current assignment 

is to coordinate the Israeli MOD\'s activities to build 

relations between Israel, NATO and the EU. He has also been 
tasked to work on issues concerning UN peacekeeping 
activities, specifically the enhanced UNIFIL in southern 
Lebanon. 


-- Yoav Peleg (LTCOL., Res.), an advisor in the MOD on 
Palestinian issues. 


POLAD Yates was accompanied by Embassy Tel Aviv\'s POL-MIL 
Officer. Highlights of the meeting follow, by subject. 


3. (C) Yoav Peleg said that the main issue now facing the GOI 
is how to address the formation of the Palestinian National 
Unity Government (NUG). Peleg said Israel views the 
formation of the NUG as the response to an internal conflict 
among Palestinian groups, and an attempt to reduce 
international pressure on the Palestinians. The GOI, he 
said, is conditioning its approach to the NUG on the NUG\'s 
acceptance of the Quartet principles (e.g., recognition of 
Israel, acceptance of previous agreements, nonviolence). 
Peleg said that the U.S. and Israel agree that the NUG has 
not accepted any of the three principles, and expressed 
skepticism that the NUG would ever do so. Israel\'s concern 
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is that the NUG will gain legitimacy from Arab states and the 
international community. 


4. (C) Peleg said that Israel\'s other concern is that Hamas 

will use the NUG in order to establish its own role in the 
Palestinians\' political life for years to come. In this way, 

the NUG will be used to strengthen Palestinian terrorist 

groups by helping them to smuggle arms, equipment and funds 
into the Palestinian territories, and secure training in 
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Iran. Peleg lamented that as long as the NUG is around, it 
appears likely that the Arabs and other countries will not 

keep pressure on Hamas. The NUG, he said, may direct 
attention away from ongoing terrorist activities including 

the daily launches of Qassam rockets from the Gaza Strip, and 
attacks in the West Bank. 


5. (C) In light of this, Peleg urged that the international 
community, the U.S. and Israel continue to put pressure on 

the NUG. There should be no dialogue with NUG ministers, and 
no money transfers through the NUG. Peleg expressed 
appreciation for what he described as the \"policy of 

Secretary Rice and the Quartet to maintain pressure on the 
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NUG.\" At the same time, he said that moderates need to be 
helped and encouraged: \"Abu Mazen is the obvious address. 
Prime Minister Olmert is to meet him bi-weekly. Israel will 
cooperate with Abu Mazen and his apparatus, as well as with 
National Security Advisor Dahlan, and the Presidential Guard 
under the Palestinian Authority government.\" 


6. (C) Peleg noted that Israel is still pressing for the 

release of kidnapped IDF Corporal Gilad Shalit -- \"Abu 
Mazen\'s failure in this regard has been disappointing\" -- and 
wants Abu Mazen to work more effectively to stop Qassam 
rocket launches and cross-border smuggling. Here, Peleg 
noted that the NUG\'s existence helps by removing Abu Mazen\'s 
excuse that he cannot do anything: \"If Abu Mazen tries more, 
he will achieve more.\" Rami Yungman added that Israel is 
concerned that Shalit\'s captors will try to smuggle Gilad 

Shalit out of the Gaza Strip and into Egypt through a tunnel. 
He stated that the recent terrorist bombing in Eilat was 
perpetrated by a Palestinian trained in the Gaza Strip who 
made his way to Eilat through Egypt. 


7. (C) Peleg said that Israel is working to improve the 
economic and quality-of-life conditions of the Palestinians, 
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cooperating with U.S. Security Coordinator General Dayton and 
Ambassador Jones on a daily basis. He said that there has 
been an overall improvement over the last six months, and 
asserted that progress is being made on crossings, as well as 
movement and access issues. Outside funding, Peleg said, 
still enters the PA through Abu Mazen as the Temporary 
International Mechanism (TIM) had been extended for another 
three months. Peleg said that PA Finance Minister Salaam 
Fayyad is now working in the NUG, so Israel prefers that 
funds not be transferred through him, but through Abu Mazen 
instead. 


8. (C) Peleg noted that the Quadrilateral Security Group was 
holding its second meeting in Egypt to consider ways to 
improve the security situation in the Gaza Strip. Peleg said 
that the EU plays a major role in the security situation in 

Gaza, but could do more. As for the Palestinians, he said 

that Israel could not count on them to stop cross-border 
smuggling. Peleg suggested that more could be done on 
tunnels and smuggling if issues were tackled through 

parallel, bilateral meetings (e.g., Egypt and Israel, the 

U.S. and Israel.) Peleg noted that the EU-BAM\'s mandate 
would end in May, and that efforts were underway to extend 

it. Israel, he said, is now working with the U.S. and Europe 

to prevent Hamas from taking over the Rafah crossing between 
Egypt and the Gaza Strip. \"We need to keep monitoring the 
Palestinians there,\" he cautioned. He added, \"The extension 
of the EU-BAM\'s mandate is not a done deal. The Europeans 
have many demands. They are not satisfied with our 

activities at Rafah.\" Peleg noted that both the Israelis and 

the Palestinians have issued letters to the Europeans 
requesting the EU-BAM\'s extension. 


9. (C) Shmuel Limone spoke on Israel\'s perception of the 
likely effects any U.S. withdrawal from Iraq would 
precipitate, identifying what he termed, \"five major negative 
implications\": 


A) Iran would be viewed as the victor if the U.S. withdraws 
early from Iraq. This is because the players in the Middle 
East view everything in zero-sum terms. A \"loss\" for the 
U.S. would be viewed as a \"victory\" for its opponents. The 
images of the U.S. and Israel would be severely damaged. 


B) Iran would receive a tremendous boost, and would improve 
its ability to act in Iraq. Time would work in Iran\'s favor 
as it would pick up momentum. Overall fear of and respect 
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for America in the region would decrease. \"It is the choice 
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now of appearing as a wounded tiger versus a paper tiger,\" 
Limone warned. 


C) Terrorists will gain encouragement from any U.S. 
withdrawal, and will re-dQct their energies towards other 
targets, including Israel. LimoQclaimed that there is 
evidence that Al Qaida and the Global Jihad are looking at 
how to strike at Israel, but did not elaborate. 


D) After any U.S. withdrawal, Iraq would probably break into 
three sub-states. This would, in turn, lead to a huge flow 

of refugees into Jordan, Syria, and possibly even Lebanon. 
(Limone noted that there are already up to 800,000 Iraqi 
refugees in Jordan, and that they are \"changing the face\" of 
that country.) The body of refugees may include many 
Shiites. Limone warned, \"Anything that happens to Jordan is 
of colossal concern to Israel. Israel would not be able to 
allow Jordan to become Iraq on its border.\" 


E) Increased insecurity in the Middle East will lead to an 
even greater arms race by all countries in the region. 


10. (C) Limone admitted that the picture he painted was 
gloomy, with no extenuating circumstances. He considered 
Sunni-Israeli cooperation possible, but less likely than 
greater cooperation between Hizballah and radical 
Palestinians. The real danger, he asserted, is that groups 
like Hizballah would become more adventuristic. Without 
prompting, Limone stressed that Israel has no right to ask 
the U.S. to stay in Iraq -- \"We grieve your losses there, and 
recognize that it is a domestic political issue for the U.S.\" 
Nevertheless, Limone said that Israel feels that it can at 
least point to the likely cost of an early U.S. withdrawal 

from Iraq. Yungman joined in, saying that if the U.S. 
decides to withdraw, it could help to mitigate the 
consequences if it left some U.S. forces deployed elsewhere 
in the region. POLAD Yates responded that, whatever Israel 
is seeing about how the issue is being treated by the general 
public in the U.S., the current policy of President Bush and 
Secretary Rice is not to withdraw from Iraq. 


SIPDIS 
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11. (C) Uri Naumann spoke on what he characterized as a 
frustrating relationship between Israel and NATO. Israel is 
partly to blame, he admitted, because -- in his words -- it 

does not yet have a vision of its relationship with NATO: 

\"It is still undecided. We have a team that is working on 

this right now, trying to develop a vision, and then turning 

that vision into a strategy and tactics.\" Naumann stressed, 
however, that Israel has decided nevertheless that it should 
work with NATO, upgrade the relationship, and get what it can 
out of the relationship. Naumann noted that Israel does not 
have a bilateral relationship -- it relates to the alliance 

within the framework of the Mediterranean Dialogue (MD), in 
which Arab states also participate: \"We want, nevertheless, 

to build a bilateral relationship with NATO. NATO is doing 
more work in research and development, and on armaments. We 
have experience we can share with NATO, including in the area 
of IEDs. Some of what we have, we do not want to share with 
the Arabs and North Africans.\" 


12. (C) Naumann claimed that Israel had cajoled NATO into 
offering MD countries Individual Cooperation Programs (ICPs). 
Israel, he boasted, was the first MD country to have its ICP 
approved by the alliance. Naumann said that two weeks 
earlier, Israel tried to flesh out its ICP framework but 
concluded the exercise in frustration. According to Naumann, 
Israel\'s interlocutors pressed it to focus on 

counterterrorism and nonproliferation issues: \"We cannot 
focus on these issues, because the Arabs in the MD will not 
let us do this.\" On the positive side, Naumann acknowledged 
that the MD allows Israel to sit down with countries with 

which it does not have relations. 


13. (C) Naumann noted that Israel agreed to participate in 
Operation Active Endeavor by placing a liaison officer at 
AFSOUTH in Naples in order to facilitate information exchange 
on the situation in the Eastern Mediterranean. He said that 

the Israeli officer has been identified, but claimed that 
bureaucracy has prevented the officer\'s deployment for over a 
year. He said he hopes the issue will be resolved in the 
not-too-distant future. Naumann observed that the lack of a 
NATO-Israel Status of Forces Agreement (SOFA) is complicating 
the officer\'s deployment. 
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14. (C) Naumann also noted that Israel has been working on 
the NATO Maintenance and Supply Agency (NAMSA) issue for the 
last seven years. He claimed that Israel is waiting for 
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approval of a Memorandum of Understanding (MOU) between MD 
countries and NATO. Naumann said that Israel had requested 

to buy services and spare parts from NAMSA. NATO presented 

it a draft MOU that -- according to Naumann -- grants Israel 
access to NAMSA spare parts and services, on the condition 

that Israel fulfills NATO\'s requirements for parts and 

services unconditionally. Naumann characterized the 

agreement as \"one-sided and absurd\" and said that Israel will 
not sign it in its current form. 


15. (C) Naumann concluded his briefing by underscoring that 
Israel will participate in as many NATO activities as is 
possible considering its budget and the situation of the 

Israeli Defense Forces. He expressed interest in learning 
about the current U.S. vision for NATO, and the implications 
for Israel. How, for instance, would Israel fit into the 

drive to bring like-minded countries closer to NATO ina 
\"global partnership\"? POLAD Yates noted that SECDEF Gates 
had stated categorically that NATO is the premier security 
alliance at the Munich security conference earlier in the 

year. She pointed out that the strong U.S. team at NATO -- 
including Ambassador Nuland and General Craddock -- 
demonstrates U.S. commitment to the transatlantic alliance. 
POLAD Yates suggested that one way Israel could help the 
alliance would be to explain to the Europeans the danger that 
terrorism poses to them. Placing the liaison officer in 

Naples would be a good start. 


16. (C) In the course of the discussion Yungman described the 
make-up and mission of the MOD\'s Political-Military Bureau. 

It consists of 25-30 persons, of which 12-15 are senior 
personnel -- all civilians (albeit with military experience). 
Yungman noted that the MOD\'s new Director General, Pinchas 
Buchris (BGEN, Ret.), would start work on May 9. He said 

that Buchris\' background was military intelligence, and that 

he formerly was commander of Israel\'s equivalent to the U.S. 
National Security Agency (NSA). 


17. (U) This cable was cleared by POLAD Mary Carlin Yates. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PREF, SMIG, LG 

SUBJECT: REQUEST TO RESETTLE PROTECTED MIGRANTS FROM GITMO: 
LATVIA DECLINES FOR NOW 


REF: A. RIGA 82 


B. STATE 8929 
C. RIGA 28 
D. 06 STATE 181026 


Classified By: Ambassador Catherine Todd Bailey for Reason 1.4(d) 


(C) On Thursday, April 5, MFA Desk Officer for the Americas 
and the Caribbean, Rudolfs Bremanis, told Post that the GOL 
consulted internally with the responsible authorities 

regarding ref D request to resettle protected migrants from 
Guantanamo. Bremanis stated that \"unfortunately we can not 
accept and integrate any refugees from Cuba or Haiti that are 
maintained in Guantanamo at the moment.\" Post will report 
any additional GOL response. 

BAILEY 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PREL, IR, MU 

SUBJECT: BRITISH AMBASSADOR LAUDS OMANI ROLE IN IRAN\'S 
RELEASE OF CAPTIVE SAILORS 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


1. (C) During a May 11 meeting with the Ambassador, British 
Ambassador Noel Guckian expressed great satisfaction with 
Oman\'s efforts to facilitate the release of the 15 members of 
the British Royal Navy seized by Iranian forces on March 23. 
Guckian stated that he had been in near daily contact with 
Omani Minister Responsible for Foreign Affairs Yousef bin 
Alawi during the crisis, and that bin Alawi had been \"very 
supportive.\" According to Guckian, bin Alawi called Ali 
Larijani, Secretary of Iran\'s Supreme National Security 
Council, \"a number of times\" to urge the immediate release of 
the captive sailors. 


2. (C) Guckian also confirmed that he received a phone call 

from bin Alawi on April 4 in the early afternoon informing 

him that Iranian President Anmadinejad would shortly be 

making a public announcement which would be \"very favorable.\" 
Bin Alawi had apparently just received the news himself from 
Larijani. (Note: Guckian was at the Ambassador\'s residence 

for a business lunch when bin Alawi called him. End note.) 


3. (C) The UK Ambassador reiterated that the Omanis had been 
very supportive throughout the crisis and even credited them 

in some part for the successful outcome. It was an occasion, 

he concluded, when Oman\'s \"positive but non-substantive\" 
relationship with Tehran actually proved useful to the Omanis 
and an important Omani ally. 

GRAPPO 
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E.O. 12958: DECL: 04/10/2017 

TAGS: PREL, PGOV, SP, RU, YI 

SUBJECT: SPAIN: MOD POLICY DG ON NCIS/OSI, AFGHANISTAN, 
LEBANON, MISSILE DEFENSE, AFRICOM, KOSOVO 


Classified By: DCM Hugo Llorens for reasons 1.4 (b) & (d). 


1. (C) SUMMARY: MOD Director General for Policy Major General 
Benito Raggio told PolCouns on March 26 that he is glad to 

see a positive conclusion to negotiations over regulations 

for the activities in Spain of the Naval Criminal 

Investigative Service (NCIS) and USAF Office of Special 
Investigations (OSI). He complained that defense matters 

have become overly politicized domestically, saying that the 
political debate interfered with military decisions and with 

the Spanish people\'s understanding of what Spain and NATO are 
doing in places like Afghanistan. Raggio said that Spain is 
satisfied with its role in Lebanon, but that while both the 

US and the Lebanese Army want Spain to do more, it is limited 
by the UN mandate. On missile defense, Raggio said that 

Spain has questions about the cost and coverage of the US 
initiative and that, for Spain, missile defense is always a 

NATO issue. He noted that despite a recent \"protocol\" trip 

to Russia by the Spanish CHOD, the Spanish military is not a 
fan of the Russian military, which it finds very difficult to 

work with. Raggio said that Spain is anxious for more 
information on Africa and the new AFRICOM as it develops. 
PolCouns pushed Raggio on the need to implement the Ahtisaari 
plan in Kosovo, but Raggio warned against radicalizing the 
Serbs. END SUMMARY. 


-- NCIS/OSI -- 


2. (C) Raggio said that Defense Minister Alonso is aware that 
MOD and OSD teams have completed work on the NCIS/OSI 
regulations that are required by the bilateral defense 

treaty. He said that Spain is pleased by the final agreement 
and that once the agreement is signed in the US, he will be 
delegated authority to sign on behalf of MOD. (NOTE: As of 
April 9, MOD had received the signed agreement from OSD and 
was working through the mechanics of the signature process. 
END NOTE.) Raggio said that he expected the MOD to make 
public the signed agreement almost immediately after the 
Spanish side signs it. PolCouns said that we were not 
surprised that the agreement would become public, but 
reminded Raggio of the need to keep the US out of Spain\'s 
domestic politics and suggested that MOD coordinate with the 
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Embassy to ensure that the public presentation of the 
document was positive for both sides. 


-- AFGHANISTAN -- 


3. (C) Noting that the MOD and MFA political directors were 

at that moment traveling for a week in Afghanistan, Raggio 
complained that press coverage and political debate over 
Spain\'s participation in the NATO-ISAF mission in Afghanistan 
focuses on deaths and troop numbers when it should focus on 
improvements that ISAF is making in people\'s lives. He said 
that in Afghanistan, Spain and NATO are doing innovative 
political and reconstruction work, but coverage focuses on 

the traditional military aspects. When PolCouns pressed 
Raggio on whether Spain would send more troops to beef up its 
presence in the Regional Command-West and/or to staff the 
NATO-ISAF headquarters, Raggio said that Spanish CHOD GEN 
Sanz had already been talking to the NATO military staff 

about staffing the headquarters at some point. Regarding 
Spain\'s pledge last fall to send a UAV to Afghanistan, Raggio 
said that MOD was in the process of buying a UAV, probably 
this year, and would deploy it as soon as possible after the 
purchase. 


-- LEBANON -- 


4. (C) Raggio said that Spain\'s 1100 troops deployed with 
UNIFIL were doing a good job in a zone that is more dangerous 
than it looks. He said that the presence of UN troops in 
Lebanon allows time for political rebuilding, noting that 

Fuad Sionara deserves more time. Raggio said that he knows 
that the US wants Spain and UNIFIL to be more proactive, but 
the UNIFIL mandate is clear and limited. He also said that 

the Lebanese army had recently requested fuel and explosives 
from the Spanish brigade, but that Spain was unable to 

fulfill such requests. He said, we will train their EOD 

teams, but we can\'t give them the things that they want. 


-- MISSILE DEFENSE -- 


5. (C) PolCouns reviewed with Raggio the case for a missile 
defense system that could protect Europe and the US from new 
threats, reminding him that the US had explained its plan 
repeatedly to NATO and to the Russians. Raggio said that 
Spain had appreciated getting information on the plan at 
NATO, but said that Spain had some concerns about cost and 
coverage and looked forward to the upcoming visit of the 
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Missile Defense Agency deputy director to get more 
information on these issues. He also said that MOD is 
frustrated with Russia, with which it has been difficult even 
to negotiate overflight clearances. Raggio said that Defense 
Minister Alonso\'s meeting with his Russian counterpart in 
Sevilla and the recent trip of the Spanish CHOD to Moscow 
have been pro forma. Raggio said he was looking forward to 
the briefing by Missile Defense Agency Deputy Director 
General O\'Reilly (which took place the next day; reported 
septel) and appreciated the USG\'s effort to keep Spain 
informed on the issue. 


-- AFRICOM -- 


6. (C) Raggio said that Spain would appreciate being kept up 
to date on US plans for the new AFRICOM. Raggio, who was 
deployed with a UN mission in Angola earlier in his career, 
said that Spain is always looking for information about 

Africa, especially given its deployment to Congo last year in 
support of elections, the recent problems with illegal 
immigration from west Africa, and ongoing conflict in Somalia 
and Darfur. PolCouns undertook to work with our military 
colleagues to keep Spain informed of AFRICOM planning. 


-- KOSOVO -- 


7. (C) Raggio raised Kosovo; PolCouns took the opportunity to 
underscore the importance of quickly moving forward with the 
Ahtisaari plan. She emphasized the need for US and European 
unity in pressing for the kind of solution offered in the 

Ahtisaari plan, noting that KFOR needs to stay in place. 
Raggio said that we need to think of the Balkans as a 
strategic block, best dealt with by bringing it into NATO and 
the EU as soon as possible. He warned against demonizing 
Serbia or giving Serbs any excuse further radicalize. Raggio 
also noted that this would be the first time that the UN had 
given independence to a piece of a sovereign country. 
Polcouns emphasized that the history and circumstances 
surrounding Kosovo\'s current status make the situation 
unique, not a not a precedent for other European nationalist 
issues (including Spain\'s Basque issue). 

Aguirre 
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RUEHTA/AMEMBASSY ASTANA PRIORITY 0096 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 04/11/2017 

TAGS: PREL, PK, AF 

SUBJECT: INTERIOR MINISTER OUTLINES NEXT STEPS FOR 
PAK-AFGHAN JIRGAS 


REF: ISLAMABAD 1331 AND PREVIOUS 
Classified By: Charge d\'Affaires Peter Bodde, Reasons 1.4 (b), (d) 


1. (C) During an April 10 meeting with Deputy Assistant 
Secretary for South and Central Asian Affairs John Gastright 


SIPDIS 

and the Charge, Minister of Internal Affairs and Chairman of 
Pakistan\'s Jirga Commission Aftab Ahmad Khan Sherpao said 
that the Pak-Afghan Jirga Commission meeting scheduled for 
9-11 April in Kabul had been postponed. The Interior Minister 
needed to be in Pakistan to deal with events in Islamabad at 
the Jamia Hafsa Madrassa (septel), sectarian violence in 
Kurram Agency, and anti-Uzbek fighting in Wana. 


2. (C) Sherpao said that no new date had been set for the 
Commission to meet, but he was optimistic that the process 
would move forward quickly once both sides approved the list 
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of participants. Pakistan\'s list was complete, he said, and 
included tribal elders, politicians, cultural figures, 

journalists, and academics, mostly from the border areas of 
Northwest Frontier Province and Balochistan. Participants 
from Punjab and Sindh would be granted observer status only, 
as these provinces did not share a border with Afghanistan 
and did not have a jirga tradition. Sherpao said that he had 
not seen Afghanistan\'s participant list yet, but anticipated 

that it would be a national list. 


3. (C) Sherpao reiterated his belief that small jirgas along 

the Pak-Afghan border would have been a more effective 
approach to solving border area security problems, but went 

on to add that there would be value in allowing both sides to 
discuss the value of cooperation on economic and development 
issues in a large forum. 


4. (C) Once both sides agree to one another\'s participant 
lists, Pakistan will gather its participants together to 

brief them on the goals for the jirga and how to avoid 
potential problems, Sherpao said. Once both sides are ready, 
the first round of the jirga will likely be in Kabul, Sherpao 
predicted. 

BODDE 
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DEPT FOR SCA/RA (JBRENNIG), DRL, INL/CNPR 
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TAGS: PREL, PHUM, PTER, PINR, SNAR, AF 


SUBJECT: LEAHY VETTING REQUEST: ANA PERSONNEL SELECTED TO 
PARTICIPATE IN IMET TRAINING 
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1. This is an action request. 


2. In order to comply with Leahy vetting requirements, post is 
forwarding the names of four Afghan National Army (ANA) officers 
selected by Combined Security Transition Command-Afghanistan 
(CSTC-A) to participate in military education courses at the Near 
East South Asia (NESA) Center regional seminar. Post has vetted 
these individuals and found no derogatory information. 


3. Following is the biographical data for the officers: 


1. Name: Shahabuddin Shinwari 

Father\'s Name: Salahuddin 

DOB: May 5, 1963 

POB: Kunar 

Rank: Colonel 

Job: Ministry of Defense, Training and Security Officer 
Date of Proposed IMET Training: April 10, 2007 


2. Name: Mohammad Sarwar 

Father\'s Name: Mohammad Hussain 

DOB: March 21, 1958 

POB: Panjshir 

Rank: Colonel 

Job: Ministry of Defense, Counter Terrorism Director 
Date of Proposed IMET Training: April 10, 2007 


3. Name: Abdul Qayoum Rasoli 

Father: Tora Khan 

DOB: January 1, 1962 

POB: Jawzjan 

Rank: Colonel 

Job: Programs Evaluation Director 

Date of Proposed IMET Training: May 30, 2007 


4. Noor Mohammad 

Father: Merza Mohammad 

DOB: January 1, 1956 

POB: Uruzgan 

Rank: Lieutenant General 

Job: Intelligence Policy Deputy Assistant 

Date of Proposed IMET Training: May 30, 2007 


NORLAND 
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Classified By: Ambassador John Campbell for reasons 1.4. (b & d). 


1. (U) Following is an assessment of the current state of 
Nigeria\'s election preparations, keyed to approved criteria 

(Ref A). This is the second of a series of four responses to 

Ref A and an undetermined number of follow-up reports. Ref B 
is the first cable in the series. 


B. Political Issues 


(1) (U) Were political parties registered by INEC in 
accordance with the electoral law? 
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Fifty political parties have been registered (Ref C). In two 
instances, INEC has intervened to arbitrate factional 
disputes and in two instances, INEC declined to intervene. 


(2) (SBU) Was the use of government agencies to \"screen\" 
candidates applied evenly across all parties? 


The process of screening candidates was not applied 
consistently either within parties or across parties. The 
inconsistencies have formed, in part, the basis for numerous 
lawsuits among aspirants of various parties. Despite its 
questionable legal authority, the process of screening 

started with the submission of an advisory list by the 
Economic and Financial Crimes Commission (EFCC) to the 
Presidency (Refs D, E). Numerous inconsistencies as to who 
was included and excluded from the EFCC;s final list, and 
whether consistent criteria were applied, led to seemingly 
inconsistent pronouncements by the EFCC Chairman benefiting 
numerous sitting PDP governors (Ref F). The list was also 
used to block competitors for specific seats important to the 
Presidency for family and political reasons, including the 
opponent of President Obasanjo\'s daughter\'s senatorial bid 
and his special adviser\'s gubernatorial bid. 


(3) (SBU) Were opposition candidates disqualified in the 
run-up to elections? If so, was their disqualification 
appropriate given the evidence as determined by due process 
under the electoral law? 


The use of government administrative panels to codify 
indictments, which under the electoral law led to the 
disqualification of a number of candidates, was likewise 
applied inconsistently. The President\'s administrative 

panel, which \"indicted\" (in this case, more like accused) 
Vice President Atiku Abubakar, was accepted by INEC (Ref G). 
The Gubernatorial administrative panels that \"indicted\" PDP 
Presidential candidate Umar Yar\'Adua and Oyo gubernatorial 
candidate Alao Alaka, among others, have been ignored by 
INEC. On the list disqualified by the President\'s 
administrative panel, there were many more opposition 
politicians than ruling party politicians disqualified. 

Given that ruling party incumbents likely had more access to 
government funds, this would seem on the surface to be 
unbalanced. Further, many candidates (most of them from the 
opposition parties) who had never held public office and had 
not engaged in government contracting were also disqualified 
for unspecified charges of official corruption. While the 
disqualifications are arguably within the law, none of these 
panels followed a process that would allow the accused 
individuals to defend themselves against the charges or 
challenge any evidence against them. In no instance has a 
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person accused under these panels been charged to a court, 
whether the judicial system, the Code of Conduct system or 
the ICPC or EFCC prosecution systems. 


Several court cases related to these elections remain to be 
decided and updates will be provided. 
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(4) (U) Did all parties/candidates have reasonably fair 
access to the media (including state-owned media) for 
campaigning purposes? 


All parties and candidates had fair access to the 
predominately privately-owned media, although candidates 
willing to pay to place stories fare better than the others. 
State-owned television coverage favored the ruling PDP, but 
that medium is small compared to radio. Private television 
provides fair coverage. 


(5) (U) Were political rallies and meetings generally 
allowed to take place (in accordance with Nigerian law)? Is 
there evidence of discrimination in the ability of parties to 
hold rallies and events? 


Current Nigerian law places almost no restrictions on rallies 

or demonstrations. The Public Order Act was declared null by 
a Federal court and neither has the ruling been challenged 

nor has the law been replaced. The only rallies allowed to 
take place unhindered have been the ruling PDP rallies. The 
ANPP and its Presidential candidate Muhammadu Buhari have 
been banned from holding rallies in many locations, 
purportedly because the \"crowds are too big.\" Several of 
their rallies have also been broken up by police accompanied 
by unnamed \"hired thugs.\" The AC and its presidential 
candidate Vice President Atiku Abubakar are somewhat more 
successful at avoiding security interference than the ANPP 
and Buhari, but their rallies have also been broken up by 
purported \"PDP thugs.\" Events planned by support groups for 
the political opposition as well as indepdendent Civil 

Society organizations over the past year have also been 
broken up by police and State Security operatives who each 
time claim to \"have orders to halt\" such meetings, even in 
private residences or public locations (Ref H). 


(6) (U) Were all parties equally prohibited from 
campaigning at polling stations and placing campaign 
materials on polling site grounds. 
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No information is available on this question as of yet. 


(7) (U) Was there any use of police or other security 
agents to disqualify candidates? Were any leading opposition 
candidates jailed in the immediate run-up to the elections? 


Yes. The primary method of disqualifying candidates was the 
use of accusations made by the Economic and Financial Crimes 
Commission (EFCC), an arm of the security services (see item 
2, above). Some leading opposition candidates at the 
gubernatorial and senatorial level have been jailed (see item 

8, below) . Updates will be provided as the election draws 
nearer. 


(8) (SBU) Was there an evident pattern of politically 
motivated violence, being directed from the federal level, to 
prevent candidates from campaigning or otherwise 
communicating with potential voters? 


Politically motivated violence tends to fall into a few 

discrete categories (Refs I, J). The pattern of attacks on 

PDP motorcades carrying the President and the PDP\'s 
presidential candidate Umar Yar'Adua in Katsina, Kano, 
Kaduna, Bauchi, Nasarawa, Enugu, Rivers, Delta, Oyo, Osun, 
Kwara and Lagos states appears to be one of spontaneous 
expressions of disapproval of the ruling party in general. 

It is difficult to ascribe a federal level pattern of 

coordination for these attacks. 


Reports of attacks on AC and some ANPP rallies suggest they 
are generally carried out by both police and thugs, sometimes 
armed, who profess ties to the ruling party. Invariably, the 
reports say that \"thugs,\" sometimes identified as PDP by 
campaign material and slogans, are given free rein while the 
police stand by observing. At times, the police also take 

part and in at least one instance, the target of the attack 

was arrested by the police for \"causing tension in the area.\" 
These attacks, taken as a whole, seem to be designed to 
impede the campaigning of these parties especially in areas 
deemed vital to the PDP\'s interests. A case has been made by 
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various civil society organizations that these attacks are 
part of a coordinated attempt by the PDP and the government 
to limit the political space available to the opposition. 


Clashes among supporters of the various parties (most often 
but not limited to the AC and PDP) and the volume of low- to 
mid-level violence against politicians is more often 


Column 3 
attributable to local conditions than to a coordination at 
the federal level. 


2. (C) COMMENT: A pattern of manipulation can be gleaned 
in both the use of security services to disqualify candidates 
and in attempts to prevent opposition rallies. The incidents 
reported appear to suggest that the government is acting ina 
coordinated fashion to limit the opposition\'s activities. 
Overall, the pattern points a finger at a nationally 
coordinated effort to limit the effectiveness of opposition 
parties and candidates. It is unclear who gives the orders, 
but this level of coordination would suggest someone very 
high up in the party structure was coordinating the various 
legal efforts by the EFCC and the police. On the other hand, 
violent activities by the opposition aimed at the 
government\'s candidate do not appear to be so well 
coordinated, leaving one with the impression that the 
national elements of these parties are not actively 
coordinating, although they likely endorse or acquiesce in 
the activities. Like Ref B, the sum of this assessment does 
not preclude a successful election, but serious steps would 
need to be taken in the seven working days left before the 
April 14 state elections to ensure a successful rating in 

this category. END COMMENT. 

CAMPBELL 
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STATE FOR: TOM COLEMAN EEB/TRA/AN AND PEGGY WALKER EUR/ERA 
E.O. 12958: N/A 

TAGS: EAIR, ECON, KTIA, PREL, EU, FI 

SUBJECT: FINLAND: WORKING OVERTIME TO APPROVE THE U.S.-EU 
AIR TRANSPORT AGREEMENT 

REF: SECSTATE 43305 

1. (SBU) Econoff delivered reftel demarche on the U.S.-EU Air 


Transport Agreement to Ms. Anne Torkkeli, Ministerial 
Counsellor in the Transport Services Unit of the GOF Ministry 
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of Transport and Communications. Torkkeli said the GOF is 
pleased with the agreement which they anticipate will be 
signed during the U.S.-EU Summit on April 30. Torkkeli noted 
her office received an urgent request from Brussels to 
fast-track country approval of the agreement, causing her 
office to work over the Easter holiday to prepare the 
necessary position papers for GOF approval of the agreement. 
The agreement should be approved by the various GOF 
Ministries on April 12, with final approval by GOF President 
Tarja Halonen on April 13. The agreement will ultimately be 
signed by Mr. Eikka Kosonen, Finland,s Permanent 
Representative, during a COREPER meeting in Brussels around 
April 25. 

HYATT 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Macedonia, Syria/US, Terrorism, Iraq, Palestinian 
Territories (4/11) 


1. Summary: Syrian papers on Apr. 11 reported President Asad\'s and 
VP Shara\'s meetings on Apr. 10 with Macedonian Foreign Minister 


Column 3 
Antonio Milososki. Talks dealt with bilateral relations and the 
latest developments in the Balkans and the Middle East. 


Papers also featured a statement by Tom Lantos, Chairman of Foreign 
Affairs Committee of the US House of Representatives, that he wants 
to visit Syria again and \"will not bow to the Bush Administration\' 

Ss 

policy, which denies contacts with those who disagree in opinion 

with it.\" 


Papers also cited statements by two members of the US House of 
Representatives who accompanied Speaker Pelosi on her visit to 
Syria, emphasizing the importance of the visit in opening channels 

of dialogue which can lead to understanding and solutions to the 
problems in the region. Keith Ellison, a Democrat from Minnesota, 
told reporters following his return to Washington that it is 

important to keep channels of dialogue open with Syria and that the 
US delegation\'s visit to the Middle East was useful and exploratory 
and sent the message that the United States wants to cooperate with 
the peoples of the Middle East. Another Democrat, Louise Slaughter, 
from New York, said that that the US delegation\'s visit to Syria 
aimed at holding talks with Syrian officials on how the United 

States can contribute to improving the situation there. She 

indicated that although President Bush runs US foreign policy, the 
US Congress finances it, hence the importance of the visit to the 
Middle East. She pointed out that the visits of 14 congressmen to 
Syria in the past few months have helped curb White House criticism 
of such visits. 


Papers also reported the inauguration of a conference on 
\"International Law and Challenges in the 21st Century\" at Damascus 
University on Apr. 10, organized by the Orient Center for Economic 
and International Studies, in cooperation with the UK Embassy in 
Damascus. \"The conference sheds light on some challenges facing 
international law, particularly after 9/11, which resulted in a 

group of new legal concepts, starting with adoption of UNSC 
Resolution 1373, which defined terrorism as a threat to 

international peace and security,\" said Ghassan Obeid, Director of 
International Relations at the Syrian Foreign Ministry. He added: 
\"The US exploited this resolution, considering the 9/11 events as an 
armed attack, making it a pretext to use force against other 
countries, in a way that is a violation of international law.\" \"It 

is not acceptable for any state, on the pretext that its national 
security is threatened, to commit violations against human rights, 
including the rights of life, liberty and freedom from torture.\" A 
Professor of International Law at Damascus University, Aboud Saraj, 
stressed that Syria was one of the first countries to combat 

terrorism and called in 1986 for an international conference to 

define terrorism. \"While the UN was able to take a courageous 
stance against US preparations to attack Iraq in 2003, it has failed 

to solve a lot of conflicts and issues, particularly the 
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Arab-Israeli conflict, which has continued for decades," Dr. Saraj 
said. British Ambassador in Damascus John Jenkins expressed hope 
that the conference would be a turning point that could find active 
solutions to a number of threats and challenges facing international 
law. The Director of the Orient Center, Samir al-Taki, charged that 
US and Israeli circles try to use international law as a tool to 

justify aggression, reinforce the concept of preemptive wars and 
intervene in internal affairs of sovereign countries. The 2-day 
conference will discuss the role of civil societies in avoiding 
conflicts and accountability in the international community. 


End of summary. 
2. Selected Headlines: 


\"International Crisis Group: Israel has to return to negotiations 
with Syria\" (Independent al-Watan, 4/11) 


\"President Asad reviews the latest developments in the region and 
Syrian-Macedonian relations, with Macedonian Foreign Minister 
Antonio Milososki\" (Government-owned Tishreen, 4/11) 


\"Democratic Member of the US House of Representatives and Chairman 
of the United States House Committee on Foreign Affairs Tom Lantos: 


President Asad strongly encourages continuation of the 
Syrian-American dialogue. Congressmen who accompanied Pelosi 
express satisfaction with the outcome of visit to Damascus\" 
(Government-owned Tishreen, 4/11) 


\"European Union Ambassador to Damascus: We seek an important 
association agreement with Syria\" (Government-owned Al-Thawra, 
4/11) 


\"Lebanese national opposition: The US Embassy in Beirut is an 
operation room to stir up sedition in Lebanon\" (Government-owned 
Al-Thawra, 4/11) 


“US Newspaper \'Washington Post": Israeli settlements are worse than 
racial discrimination\" (Government-owned Al-Thawra, 4/11) 


\"Conference of \'International Law and Challenges in the 21st 
Century\' inaugurated at Damascus University. America endeavors to 
reinforce the concept of preemptive wars\" (Government-owned 
Al-Thawra, 4/11) 


\"The US Congress excludes forces of Palestinian Authority President 
Mahmoud Abbas from financial siege. Hanieh: Releasing Shalit 
depends on responding to our demands\" (Government-owned Tishreen, 
4/11) 
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3. Editorial Block Quotes: 


Umar Jaftali, an editorialist in government-owned Tishrin, wrote 

(4/11): \"When some American politicians say that US House Speaker 
Nancy Pelosi did the right thing when she visited Damascus and that 
Condoleezza Rice must do the same thing because dialogue with Syria 
is very important, this means that some Americans outside the circle 

of the neoconservatives now realize the big flaw in their country\'s 
foreign policy and the need to correct the accumulated mistakes that 
resulted from the use of crooked methods to address the issues of 

the region, methods that do not befit a superpower with the 
responsibility of serving justice and implementing international law 

and UN resolutions... 

\"The US politicians who visited Syria found out that Syria\'s picture 

is different from the one painted by neoconservatives, which 

entailed unfairness, preconceptions, and forging of facts... 

\"There must a constructive dialogue between Damascus and Washington 
to reach common denominators that will help resolve the existing 
crisis, which has become complicated due to the mistakes of US 
policy, whether in Iraq or in the occupied Arab territories....\" 


Adnan Ali, a commentator in government-owned Al-Thawrah, wrote 
(4/11): \"Pelosi\'s visit gave another signal that the policy of 
isolation and siege that the Bush administration has adopted toward 
Syria is crumbling... 

\"Any policy ignoring Syria\'s role in the region is necessarily 
wrong.... Dialogue between Damascus and Washington should proceed 
from an acknowledgement of a fact that Democrats in the United 
States are loudly announcing, namely, that the policies of Bush\'s 
administration in Iraq have failed because they are based on force 
and arrogance and because of the mistaken decision to invade Iraq 
without a logical reason.\" 


Ali Qasim, a commentator in government-owned Al-Thawrah, wrote 
(4/11): WRemarks by British magazine The Economist that Syria 
managed, through President Asad\'s intelligence, patience, and firm 
positions, to overcome circumstances and the pressure it came under, 
are fair... 


\"A number of the members of the US House of Representatives who 
accompanied the Speaker of the House of Representatives, Nancy 
Pelosi, on her visit to Syria, emphasized the importance of the 

visit in opening channels of dialogue which would lead to 
understanding and finding solutions to the problems in the 
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region... 

\"Many of those who wagered on isolating Syria found themselves 
ultimately isolated from issues of the region, and those who deluded 
themselves into thinking that pressure could force Syria to change 
its positions and principles collided with the fact that everyone 

now can see, namely, that others were forced to change their 
positions....\" 


Ahmad Dawwa, a commentator in government-owned Al-Thawrah, wrote 
(4/11): \"If the US Administration really believes in democracy, 

then it must listen to the American people who are calling for 
withdrawal from Iraq and to the Iraqi people who demonstrated 
against US occupation on its fourth anniversary of the fall of 
Baghdad.... 

\"President Bush still wagers on time and promises to achieve some 
success on the ground, despite the absence of any political or 
operational factors to give him a glimpse of hope. This proves his 
despotism in decision-making and, consequently, his indifference to 
the lives of US soldiers and the reputation of the United States in 
the world....\" 

Corbin 


103979 

OO RUEHWEB 

DE RUEHDM #0348/01 1011354 

ZNR UUUUU ZZH 

O 111354Z APR 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3291 
RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
RUEHAM/AMEMBASSY AMMAN 6713 
RUEHLB/AMEMBASSY BEIRUT 4452 
RUEHEG/AMEMBASSY CAIRO 3068 
RUEHRH/AMEMBASSY RIYADH 7603 
RUEHTV/AMEMBASSY TEL AVIV 1673 
RUEHAK/AMEMBASSY ANKARA 5007 
RUEHJM/AMCONSUL JERUSALEM 1217 
RHMFISS/HQ USCENTCOM MACDILL AFB FL//CCPA// 
INFO RUEHNC/AMEMBASSY NICOSIA 7342 


SIPDIS 
SIPDIS 


DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 


Column 3 
CENTCOM FOR CCPA 


E.O. 12958: N/A 
TAGS: KMDR, PREL, KPAO, OPRC, SY 
SUBJECT: Special Report: Wolf, Pelosi and Issa Codels (April 2-6) 


1. Summary: Syrian papers welcomed the visit to Damascus by 
members of US House of Representatives Frank Wolf, Joe Pitts, and 
Robert Aderholt on March 30-31, Speaker Nancy Pelosi and six other 
Representatives on Apr. 3-4, and Representative Darrell Issa on Apr. 
5. 


The three government-owned dailies on Apr. 2 published only the 

brief Syrian News Agency reports on the meetings that Wolf, Pitts 

and Aderholt held with President Asad and FM Mouallem in Damascus on 
Apr. |, offering no further reporting and making no comment. 


Independent al-Watan, on the other hand, referred to the statement 
that the three representatives issued after the meetings, describing 

it as Wa slap in the face of the hoped-for Syrian-American 

dialogue.\" The paper said the Representatives\' statement 
\"reiterated the US Administration\'s demands of Syria and brought us 
back to square one.\" From the statement, al-Watan quoted the 
following: \"During all our meetings, we raised the need to prevent 
foreign fighters who kill innocent American and Iraqi soldiers from 
entering Iraq via Syria and the need to halt support for Hizbollah 

and HAMAS and to recognize Israel\'s right to exist in peace and 
security and to stop interference in Lebanon.\" Al-Watan also quoted 
the visitors\' statement that they met with \"businessmen, religious 
leaders, former political prisoner and current opposition leader 

Riad Seif, and other members of Syrian civil society.\" 


In another article on Apr. 2, entitled \"Damascus Sees in US House of 
Representatives Speaker Nancy Pelosi\'s Visit an Opportunity for 
Dialogue,\" al-Watan quoted an unnamed high ranking Syrian official 
as saying the following: \"Damascus views this visit with interest, 

as it appreciates Pelosi\'s positions, which represent American 
public opinion as revealed by the latest election, especially the 
opposition to the war on Iraq and the need to find a peaceful 
solution to the problem through dialogue with the influential powers 
in the region" \"Damascus finds in visit of the Speaker of the US 
House of Representatives an opportunity to express its position and 
explain that Syria has never been part of the problems of the region 
and that the problem lies with the US Administration\'s ideology, 
which Pelosi and the American voters reject.\" \"The meeting with 
Pelosi is an opportunity for the dialogue that Syria calls for and 
considers to be the solution to the problems of the region.\" 


Papers reported Pelosi\'s arrival in Damascus on Apr. 3 and her 
meetings with President Asad, VP Shara and FM Mouallem on Apr. 4. 
Headlines featured President Asad\'s statement to Pelosi that \"direct 
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dialogue could clarify a number of realities and tackle the main 

issues which are of mutual concern between Syria and the US, as well 

as the security of the region\". \"The visit of Mrs. Pelosi and the 
accompanying delegation to Syria conveys a clear message that 

dialogue and peace are the common language among nations,\" President 
Asad added. 


President Asad renewed Syria\'s commitment to peace, referring to the 
role played by Syria and the US since the launch of peace process in 
Madrid, to the following negotiations, and to Syria\'s adoption of 

the Arab peace initiative, a fact that proves the credibility of 

Syria\'s peace approach as a strategic option. 


On Iraq, the President underlined Syria\'s keenness for Iraq\'s unity, 
independence, stability and security through a comprehensive 
national reconciliation and a timetable for the withdrawal of 

foreign troops. 


\"Accordance among the Lebanese is the basic factor to tackle the 
main issues which guarantee restoration of stability in Lebanon,\" 
President Asad said. 


Mrs. Pelosi stressed that her visit to Syria aims at \"opening 
horizons of dialogue between Syria and the US to deal with the main 
regional issues,\" pointing to the positive impressions she and her 
accompanying delegation took from Syria. 


Pelosi described her talks with President Asad as productive, saying 
\"we came in friendship, hope, and determined that the road to 
Damascus is a road to peace.\" 


\"Our visit to Syria was very necessary based on the recommendations 
of the Baker-Hamilton Committee on Iraq and on the determination of 
Head of the House Foreign Affairs Committee to visit Syria,\" Mrs. 
Pelosi told a news conference with FM Mouallem. 


She added, \"the talks of the US delegation in Damascus concentrated 
on the necessity of achieving peace in the Middle East, combating 
terrorism, and regional issues\", stressing that peace in the Middle 
East is a priority for the American people, the region and t 

he 

world. 


Mrs. Pelosi expressed relief over President Asad\'s reassurances made 
to the US delegation that Syria was ready to resume the peace 
process in the Middle East. 


FM Mouallem underscored Syria\'s readiness to engage in dialogue, 
based on mutual respect, renewing Syria\'s commitment to achieve a 
just and comprehensive peace based on Israeli withdrawal from 
occupied Arab lands, including the Syrian Golan. 
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\"Differences in viewpoint between Syria and the US is because of the 
absence of dialogue and because Syria lives in this region which 
witnesses disorder,\" FM Mouallem said, describing the visit as a 
contribution to narrowing those differences. 


\"Syria is ready to realize a just and comprehensive peace according 
to the Arab peace initiative,\" he reiterated. 


On HAMAS, Mouallem said it is a basic part of the political process 
in Palestine, having won the elections there. 


Regarding Iraq, the Syrian Minister added, \"We explained to the US 
delegation the measures taken by Syria to prevent any infiltration 
along the Syrian-lraqi borders,\" noting the formation of Syrian and 
Iraqi committees for the purpose. 


On Lebanon, Minister Mouallem said Syria aspires to excellent 
relations with brotherly Lebanon based on encouraging dialogue among 
the Lebanese parties to reach national accordance. He denied any 
arms\' smuggling from Syria to Lebanon. 


\"This visit paves the way for a constructive dialogue in the future 
to establish best relations between the Syrian and American 
peoples,\" FM Mouallem added. 


Government-owned Al-Thawra on Apr. 3 cited Syrian Ambassador in 
Washington Imad Mustafa\'s press statement describing Pelosi\'s visit 
as a \"positive step.\" He noted that leaders of both the Democratic 

and Republican parties \"have made many public statements on the need 
for public engagement in a dialogue with Syria.\" W According to 

media reports, the US Administration was shocked by the visit. | 

read in The New York Times that President Bush personally intervened 
to prevent the visit, but Pelosi said she came based on the 
recommendations of the Baker-Hamilton committee.\" The ambassador 
said the visit is \"part of the calm dialogue and a reminder of the 

basic fact that we might have different policies but we must remain 
diplomatically engaged in a dialogue to reach some understandings. \" 


All papers on Apr. 4 featured Pelosi\'s press statement in Beirut on 
Apr. 3 describing her visit to Damascus as important and expressing 
hope that reciprocal trust could be built by this visit. 


Papers on Apr. 6 reported President Asad\'s meeting on Apr. 5 with 
Representative Darrell Issa. Talks dealt with developments in the 

region and means and mechanisms to start relations on a correct 

basis between Syria and the United States. Issa also met with FM 
Mouallem, who emphasized Syria\'s commitment to dialogue with the US 
on all issues and asserted the importance of the recent visits paid 

by US Congressmen to Damascus for finding solutions to the problems 
of the region. Issa reiterated the importance of continuing 
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dialogue between Syria and the US, adding that \"the latest visits by 
US Congressmen to Syria constitute a new start for joint action to 
solve pending issues between the two countries.\" Issa said his 
meeting with President Asad was \"very constructive.\" In a press 
statement at the end of his talks in Damascus, Issa underscored that 
he joins his voice to that of Pelosi and supports the 
recommendations of the Baker-Hamilton Committee regarding the 
necessity of dialogue with Syria. \"At some point we will have a new 
Ambassador,\" he said. 


End of summary. 
2. Selected Headlines: 


\"Pelosi talks about opening horizon for dialogue, confirming her 

good impressions. President Asad: Dialogue and peace are common 
language among peoples... Syria is committed to peace as a strategic 
option\" (Government-owned Tishreen, 4/5) 


\"Speaker of US House of Representatives Pelosi leaves Damascus with 
good impressions: Damascus is the road to peace. FM Mouallem: We 
are ready to realize a just and comprehensive peace according to the 
Arab peace initiative\" (Government-owned Al-Thawra, 4/5) 


\"Information Minister Bilal: Speaker of US House of Representatives 
Pelosi\'s visit to Syria was fruitful and positive\" (Government-owned 
Tishreen, 4/5) 


\"President Asad reviews the situation in Iraq and the region with a 
delegation of US House of Representatives. FM Mouallem: The 
dialogue is to reach common denominators that would help find 
solutions to the crises in the region\" (Government-owned Tishreen, 
4/2) 


\"Pelosi, Welcome to dialogue. Mustafa, Syrian Ambassador to 
Washington: A positive step towards a calm dialogue\" 
(Government-owned Al-Thawra, 4/3) 


\"Pelosi in Beirut: Syria has hope for trip to Syria\" 
(Government-owned Syria Times, 4/3) 


3. Editorial Block Quotes: 


Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
wrote (4/3): \"US legislators from both the Republican and 
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Democratic parties realize that there is disorder in US policy 
toward the region. They also realize that they have to work to 
redress this disorder, beginning with the mistakes of the war on 
Iraq and relations with Syria and ending with US foreign policy in 
general. 


\"In this context come the visits to Syria by US parliamentary 
delegations from the Republican and Democratic parties. These 
visits will reach their highest point tomorrow with US House of 
Representatives Speaker Pelosi\'s visit... 


\"Ms. Pelosi comes to Damascus with a large number of facts collected 
by previous delegations on the true Syrian constructive role in 

dealing with the issues of the region. This role was accurately 

sensed by the US Republican Representatives who came to Damascus 
before her -- Frank Wolf, Joe Pitts, and Robert Aderholt... 


\"Everyone, both in and outside the United States, knows that Syria 
is open to dialogue with the US administration.... Syria is 

interested in listening to US views and ensuring that Americans know 
its true stands. 


\"People can remove a lot of misunderstanding and learn about 
policies through dialogue and discussion.... 


\"Syria is known at the world level for being committed to 
international legitimacy. It does not need to present evidence in 
this respect, and Americans know this fact well. Syria has asserted 
to them many times that it is interested in working with the 
neighboring states to help Iraq overcome its tragedies, proceeding 
from the fact that Iraq is a fraternal country and a neighbor. 


\"Syria also asserted to Americans that it is interested in 
re-launching the peace process and achieving peace, security, and 
stability in the region in accordance with the Arab peace initiative 
and on the basis of the relevant UN Security Council resolutions. 


\"That is Syria before, during, and after the visits by Ms. Pelosi 
and other US officials: Inclination toward constructive dialogue, 
efforts to achieve peace, security, and stability, and adherence to 
international charters. 


\"Ms. Pelosi, welcome to Damascus, and there is great hope that 
balance will be restored to US policy in the region.\" 
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Umar Jaftali, an editorialist in government-owned Tishreen, said 
(4/3): \"Pelosi will find out in Damascus that Syria reaches out for 
a serious and sincere dialogue with US officials and that Syria\'s 
true image is different from the one that entails unfairness and 
preconceptions.... 


\"The US House speaker will personally see the truth of Syria\'s 
position and the extent of its seriousness in solving all pending 
problems, whether to establish security in the region or to build 
fruitful and constructive relations with the United States.... 


\"Pelosi knows that Syria has an important and constructive role 
based on the criteria of justice and the international resolutions, 
and that it is not possible to do without Syria in any serious 
attempt to correct the accumulating mistakes, from the problem of 
the Israeli occupation of Arab land to Israel\'s failure to comply 
with UN resolutions, which upsets the balance in the region, to the 
situation in Iraq... 


\"Syria has always stressed that dialogue, not estrangement, is the 
way to reach understanding and establish correct and balanced 
relations... 


\"We have great hope in the results of Codel visits and dialogue. 
Pelosi, who is welcome in Syria, might, through her visit, help 
correct the situation and restore balance to Syrian-American 
relations.\" 


Ahmad Dawwa, a commentator in government-owned Al-Thawrah, wrote 
(4/3): \"Pelosi\'s visit to Syria shows that US officials are 

convinced of the importance of dialogue with Syria and of Syria\'s 

key role in the region.... Also, the visit reflects an explicit 

admission that Bush\'s policy of isolating Syria has failed.... 


\"Statements by Pelosi and Democrats in general about Syria and 
problems of the region, which substantially disagree with Bush\'s 
policy, open the door for a serious and constructive dialogue 
between Syria and the United States to find acceptable common 
denominators about the sensitive issues in the region and, 
consequently, prevent deterioration in the region\'s security and 
stability... 


\"Syria welcomes Pelosi\'s visit and any visit by any American 
official who opts for dialogue and cooperation to solve the problems 
of the region. Those who believe Syria will offer concessions or 
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bargain over its rights are wrong. All that Syria wants is to spare 
the region further damage as a result of the US Administration\'s 
policy and to safeguard Arab rights. If any party must make 
concessions, then it is the US Administration, which believed that 
pressure could force Syria to change its positions... 


\"Pelosi\'s visit to Syria acquires its importance from the delicate 
and sensitive situation in the region and from the position that 
Pelosi occupies at the helm of the US House of Representatives.... 


\"Pelosi is in Damascus not because she loves this beloved city but 
because she realizes that it is impossible to ignore Syria\'s role. 
Others, who also realize this fact, need to wake up.\" 


Muhyi-al-Din al-Muhammad, a commentator in government-owned Tishrin, 
wrote (4/3): \"Pelosi\'s visit to Damascus is an important step in 

the right direction because it is part of Syria\'s dialogue with the 

United States and the rest of the world and because the US House of 
Representatives Speaker strongly opposes the war in Iraq and knows 

that the problems of the region are connected and that Syria can 

play an important role in finding solutions... 


\"It can, therefore, be said that the importance of the visit lies in 

the visit itself, regardless of the results it will produce. This 

is because this visit by the Speaker of the House of Representatives 
revives the Syrian-American dialogue over issues of the region. It 

is also consistent with Syria\'s desire to push the political process 

in Iraq forward, help Lebanon overcome its problem, and revive the 
Middle East peace process based on the terms of reference of the 
Madrid conference and the relevant UN resolutions, especially 
Resolutions 242, 338, and 194, while taking into consideration what 
was accomplished before the suspension of the negotiations between 
Syria and Israel... 


\"Syria today receives Nancy Pelosi with an open heart and mind and 
with deep realization that it is difficult, if not impossible, to 

have identical views on all the issues that might be raised on the 
discussion table. But we trust that the continuation and deepening 
of the dialogue is a demand by Syria and the countries of the 

region, and that if the dialogue does not help attain all the 

desired results, it at least revives hope for reduced tension and 

for better results in the next dialogue rounds, no matter how long 

it takes.\" 


Column 3 
\"Dialogue and Respecting the Other\" 


Isam Dari, Chief Editor of government-owned Tishrin, commented 
(4/4): \"With all realism, we acknowledge that Mrs. Pelosi\'s visit, 
important as it is, will not be able to remove all the obstacles 
blocking the restoration of Syrian-US relations to normalcy or 
overcome the phase of misunderstanding or dissipate the heavy dark 
clouds that hover in the sky of these relations and prevent mutual 
understanding and dialogue. However, this does not mean that the 
visit will not achieve any positive results. Although we do not 
consider the mere visit as a positive development irrespective of 
the results that it will produce, we believe that the dialogue which 
she will hold in Damascus will be of great importance....\" 


Khalid al-Ashhab, a commentator in government-owned Al-Thawra, wrote 
(4/4): \"Pelosi\'s visit to Damascus is the first cloud of the white 

smoke that began to appear and clear the air of the Syrian-American 
relations.\" 


\"If President Bush\'s administration, through the policies of 

injustice, occupation, and repression, failed to answer the historic 
American question \'why do they hate us?\' that was asked after 9/11, 
then Mrs. Pelosi and her team, who are willing to uphold and 
translate the true American values, are able, if they want, to make 
the world once again yearn for America\'s culture and high ethical 
values....\" 


Thana al-lmam, a commentator in independent al-Watan, said (4/2): 
\"The statement that three US Republican Congressmen issued at the 
end of a visit to Damascus was something like a slap in the face of 
the hoped-for dialogue between Syria and the United States... 


\"The American statement contained no reference to the need to 
achieve a just and comprehensive peace in the region and strongly 
supported President George Bush\'s strategy in Iraq. 


\"The congressmen called for stopping support for Hizbollah and 
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HAMAS, preventing fighters from crossing into Iraq, recognizing 
Israel\'s right to live in peace, and refraining from intervening in 
Lebanon.... This means that we are back to square one. For these 
American demands have not changed for more than three years.... 


\"The statement also achieved a US objective through the announcement 
that the representatives met with Riyad Sayf, former People\'s 

Assembly member, especially since the US administration allocated 
funds to support the Syrian opposition, something that Damascus does 
not view with satisfaction... 


\"Observers believe that the only positive thing in the Congressmen\'s 
statement was their call for a strong diplomatic effort to address 

the unresolved issues in the region. And even here, the Congressmen 
failed to specify that the main problem in the region is the 

Arab-Israeli conflict... 


\"The official Syrian report on the Representatives\' meeting with 
President Asad was very brief.... This proves that the US 
Representatives\' visit to Damascus was not as successful as was 
hoped for. 


\"Pending the arrival in Damascus of Nancy Pelosi, it is clear that 
Syria is left with no option but to wager on the contradictions 
between the Republican Party, which controls the White House, and 
the Democratic Party, which controls the Congress, to serve its 
interests, especially through a search for solutions to the issue of 

a just and comprehensive peace, to start with.\" 


Corbin 
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E.O. 12598: N/A 
TAGS: KIPR, ECON, NI 
SUBJECT: NIGERIA: NEW LAW STRENGTHENS IPR 


1. Summary. Piracy remains a major challenge in Nigeria, however, 
the Copyright Optical Discs Plant Regulation 2006 (CODPR) should 
improve the situation. The CODPR empowers the Nigerian Copyright 
Commission (NCC) to implement a new policy framework under the 
Strategic Action Against Piracy (STRAP) program. The NCC will have 
the power to oversee administrative and enforcement measures 
regarding the production of optical discs (od) countrywide. End 
Summary. 


UNVEILING NEW REGULATION 


2. At the public presentation of the Copyright Optical Discs Plant 
Regulation 2006, Adebambo Adewopo, Director-General of the Nigerian 
Copyright Commission (NCC), reported that piracy remained the major 
hindrance to the development of the entertainment industry and had a 
major impact on the Nigerian economy. He commented that the losses 
had been immeasurable and that nine out of every ten CDs, VCDs, and 
DVDs circulating in Nigeria were pirated. These pirates had stunted 

the growth of Nigeria\'s intellectual base and cheated Nigerian 

artists. He said \"We cannot allow them to carry on business as 
usual.\" 


PUTTING THE CLAMPS ON PIRATES 


3. The CODPR gives teeth to the NCC\'s ability to implement 
administrative and enforcement measures regarding the production of 
ODs. The new measures also allow the NCC to monitor the importation 
and exportation of OD products. The NCC will have the right to 

inspect copyright law applications and enforce compliance with 
producers in the music and movie industries. 


4. CODPR mandates the NCC to ensure the yearly registration and 
licensing of all manufacturers, importers and exporters of ODs, 
production parts, raw materials and manufacturing equipment involved 
in the production of copyrightable creative works. Moreover, the 
CODPR provides for a detailed inspection regime to ensure that 
minimum standards of best copyright compliant practices, such as, 
proper record-keeping and use of appropriate security codes are 
observed in production. 
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5. Adewopo also identified other copyright administrative measures 
currently in operation including: 

-- The Video Rental Scheme designed to regulate the video rental 
business. 

-- The Copyright Notification Scheme to create a databank of authors 
and works. 

-- The Hologram Scheme to serve as an anti-piracy security device at 
the production level. 


6. Adewopo confirmed that the CODPR was recently presented to the 
public, in Federal Government Gazette No 63, Vol. 93 December 20, 
2006 in Lagos. 


COMMENT 


7. The CODPR will enhance the NCC\'s abilities to crack down on 
pirates. This new NCC driven anti-piracy campaign is a welcome 
development. Nigeria is a huge country and the NCC is a small 
agency with limited resources. Its new found powers will have a 
positive effect on piracy in Nigeria, but the huge scope and scale 

of piracy will limit the CODPR\'s effectiveness. In addition, 

greater coordination will be required with other law enforcement 
agencies such as the police and the Economic and Financial Crimes 
Commission to make a major impact. 


CAMPBELL 
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E.O. 12958: N/A 

TAGS: ETTC, KOMC, AJ 

SUBJECT: BLUE LANTERN LEVEL 3: PRE-LICENSE CHECK ON LICENSE 05-1014382 
REFTEL: STATE 20662 


1. Reftel requested a pre-license end-use check to determine the 
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reliability of Sulaco Consulting Engineering Co. for the export of 
ammunition to Azerbaijan. Sulaco Consulting Engineering Co. was 
listed on DTC license application 05-1014382 as the proposed 
consignee of 250 Winchester Cal 308 win 180 gr and 750 S&B Sellier 
and Bellot cal 380win. The application was submitted by Valor 
Corporation, 1001 Sawgrass Corporate Parkway, Sunrise, FL 33323, 
USA. 

2. On March 27 Commercial Officer and Commercial FSN met with Mr. 
Elhan Hasanov, Director of the Browning Hunting Store, a retail 

store of Sulaco Consulting/Engineering Company. Mr. Hasanov himself 
was very forthcoming and readily communicated with us and answered 
all questions without hesitation. He also had an appreciation for 

the purpose of our visit. 

3. Mr. Hasanov was able to confirm the order with Valor Corporation 
for 1000 bullets. The specific end-use of the ammunition is retail 

sale to client hunters. The security of their facilities was 

reviewed during our site visit to the hunting store, where a large 

safe deposit box for secure storage was shown to us in the back 
storage room. The store\'s back exit had a secure metal door. The 
store was authorized by the GOAJ to store and sell ammunition. 

3. According to Mr. Hasanov, Sulaco has been in the hunting retail 
business since 1999. He met representatives of Valor Corporation 
during a hunting trade show in Germany. Sulaco had previously placed 
an order with Valor Corporation for rifles and that shipment was 
successfully delivered in December 2005. This time, representatives 
of Valor Corporation warned representatives of Sulaco that, because 
of the nature of the products, the latest ammunition order would 

have to be cleared by appropriate U.S. agencies. 

4. Sulaco sells a whole range of hunting products, including rifles, 
ammunition, knives, fishing equipment, etc. Mr. Hasanov was informed 
of the restrictions prohibiting unauthorized re-export and confirmed 
that his order is for his hunting clients in Azerbaijan. When asked 

for a copy of Sulaco\'s license to import ammunition, he went to the 

file room and immediately produced a copy of the license from the 
Ministry of Internal Affairs to import 1000 Cal 308 ammunition. Mr. 
Hasanov brought to our attention the fact that the license would 

expire on 10 May 2007 and he requested our swift response to ensure 
their shipment is delivered before the license expires. However, he 
also noted that renewing the license would not be a problem. 

5. Recommendation: Embassy recommends that the sale be permitted, 
as the intended purchaser meets all the requirements. 

DERSE 
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DEPT FOR NEA/MAG, EB/IFD/OIA and EB/TPP/BTA 
STATE PLEASE PASS TO USTR DOUG BELL AND MARY LATIMER 
USDA FOR KATHY MCKINNELL AND AILEEN MANNIX 


E.O. 12958: N/A 
TAGS: ECON, EAGR, ETRD, MO 
SUBJECT: MOROCCO DROUGHT FORETELLS ECONOMIC CONTRACTION 


REF: RABAT 00423 
Sensitive but unclassified. Please protect accordingly. 


1. (U) Summary: Late and insufficient rain has severely reduced the 
expected cereal harvest this year and endangered livestock. 

Although the GOM has responded with an emergency drought assistance 
plan, critics complain the plan lacks substance and is a case of 

\"too little, too late.\" With the cereal harvest still two months 

away, the economic impact of the drought has only just begun. End 
Summary. 


2. (U) Actual rainfall is more than 50 percent below normal in many 
of Morocco\'s principal cereal growing regions. As almost 90 percent 
of Moroccan cereal crop is not irrigated, the shortfall is having a 
severe impact on this year\'s crop. According to the U.S. Foreign 
Agricultural Service (FAS), the wheat and barley harvest for 2007 
could fall as low as 3.2 million tons, which is well below 2005\'s 
depressed harvest of 4.2 million tons. By comparison, 2006 was an 
exceptional year with the 8.9 million ton harvest a principal factor 

in the country\'s record GDP growth rate of 8.1 percent. 


3. (U) The drought is also having a dire effect on livestock. With 

a shortage of available pasturage, the drought is causing soaring 

feed prices. Khmiss Zmamra, between El Jadida and Agadir, is one of 
the hardest hit areas, with farmers reporting hay prices double and 
corn feed prices triple a year ago. Unable to afford feed, many 
farmers have been or will be forced to sell-off their stocks, often 
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for only a portion of their value a year ago. 


4. (SBU) In response to the looming crisis, the GOM announced an 
emergency drought plan in January. The plan includes compensation to 
farmers for debt relief, distribution of drinking water and animal 

feed to the hardest hit rural areas, and reduced or eliminated 

import duties on a number of feed grains and ingredients. (Note: 

In March, the GOM zeroed the import duty for corn, effectively 

nullifying the preference rate American producers were accorded 

under provisions in the U.S.-Morocco Free Trade Agreement. End 
note.) 


5. (SBU) Farmers have widely criticized the GOM\'s response. Ahmed 
Ouayach, President of the Moroccan Agriculture Confederation, calls 
it short-sighted and wholly inadequate in dealing with the chronic 
water problems of Moroccan farmers. According to Ouayach, drought 
conditions are the norm in Morocco, with good harvest years, such as 
2006, the exception. Yet, according to Ouayach, the GOM reaction is 
limited to the year in question, without any lasting effect for 

following years. Among Ouayach\'s recommendations are reform and 
expansion of the farmers\' cereal production insurance program, 
interest-free loans for drought assistance, financial incentives for 

the transition to more drought resistant crops, and subsidized 
transportation costs for drought areas. 


6. (U) Farmers in the Zmamra region are even more blunt, describing 
the government\'s action to date as a joke. During a recent forum 
covered by the press, farmers complained of receiving neither food 
nor water for livestock. One local leader acknowledged that the 

area had been granted a small feed subsidy of 90 tons of barley, but 
said it had yet to be distributed and would be wholly inadequate 

when it was. He explained that the subsidy is to be divided among 
16 communes, resulting in an allocation of 10 kilograms per farmer, 
enough to feed a single cow for only three days. 


7. (U) Although Morocco has made major strides in diversifying its 
economy, agriculture remains the country\'s largest employer and a 
strong indicator of economic performance, accounting for 
approximately 40 percent of all employment and 15 percent of GDP. 
In 2005, the cereal harvest was less than 4.2 million tons, 

resulting in an agricultural sector contraction of 2.7 percent and 

an overall GDP growth of only 1.7 percent. By contrast, the 2006 
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cereal harvest of 8.9 million tons resulted in an agricultural 
sector increase of 3.0 percent and a record GDP growth of 8.1 
percent. 


8. (SBU) Comment: The direct consequences of the drought vary 
greatly between regions. Conditions in the north and along the 

coast are much better than in the south and interior. As 

significant to farmers as the amount of rain was the late start of 

this year\'s rainy season, which pushed back planting as much as two 
months. Then, many crops in the hardest hit areas were stunted by a 
new period of drought. To date, the government response has had 
limited impact, outside the zeroing of import quotas for corn and 
other livestock feed. 


9. (SBU) Comment continued: From the International Monetary Fund to 
the Oxford Business Group, everyone seems to agree that the macro 
economic fundamentals of Morocco are sound . Nonetheless, if the 
2007 cereal forecast of 3 million tons holds true, we can expect 

overall growth to again fall below 5 percent. End Comment. 
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E.O. 12958: N/A 
TAGS: ECON, PREL, EFIN, JA, UP 
SUBJECT: Ukraine: Plans for BSEC Chairmanship 


Ref: (A) Schutte-Ukraine Desk e-mail, April 13, 2007 
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(B) 2006 Kyiv 03490 


1. Summary: Ukraine envisions an ambitious agenda for its 
chairmanship of the Black Sea Economic Cooperation Organization 
(BSEC) from November 2007 to April 2008, according to MFA Director 
for Economic Cooperation, Serhiy Korsunsky. During a recent meeting 
with Econoff, he solicited U.S. involvement in setting and 

participating in this agenda. He mentioned in particular his hope 

that the U.S. would take part in a regional bankers\' forum that 
Ukreximbank was organizing. He thought that the Ukrainian delegation 
to the upcoming World Bank and IMF meetings would be raising the 
idea on the margins of the meetings. End Summary. 


2. Korsunsky passed us a detailed five-page draft agenda for 
Ukraine\'s tenure as chairman (ref A), which, he said was meant to be 
\"innovative, not business as usual.\" For example, he said, it 
included a regional meeting of University rectors and another of 
business leaders in order to encourage cross-border links outside 

the government sphere. He said Ukraine would welcome any U.S. 
suggestions for activities or initiatives to place on the agenda. 

He said he hoped the U.S. will play an active role in BSEC events in 
its role as an observer. 


3. Ukraine was also inviting Japan to participate as an observer in 
BSEC, he said. This had been discussed in a meeting at which the 
Japanese introduced their recently launched concept of an \"Arc of 
Economic Prosperity and Democracy\" stretching from Japan to the 
Baltics, explicitly included GUAM, while passing south of Russia and 
China. 


4. Korsunsky said that he was particularly hopeful that the U.S. 

would help with an as yet unscheduled meeting of regional bankers 
that state-owned Ukreximbank would be putting together. Ukraine was 
seeking U.S. advice on whom to invite, the topics of the meeting, 

and any initiatives the U.S. felt it would be appropriate to launch 

in this context. He said he believed that members of the Ukraine 
delegation to the April 14-15 World Bank and IMF meetings in 
Washington may raise this idea on the margins. 


5. Asked about the National Bank of Ukraine\'s proposal for GUAM to 
create its own development bank (ref B), Korsunsky responded that 
nothing had come of it. He pointed out that the BSEC draft agenda 
included a session on how to make use of the existing Black Sea 
Trade and Development Bank. 
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SUBJECT: Mozambique - March Political Digest 
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1. (U) This is a summary of significant political developments 
in Mozambique that occurred during March 2007. We provide it 
as a supplement to our other reporting. 


-- Commission of Inquiry into Weapons Depot Explosion 
-- Likely Delay in Scheduling Provincial Elections 
-- Humanitarian De-mining Winding Down 


-- Mozambique Sends Large Delegation to Trafficking- 
in-Persons Conference 


Commission of Inquiry into Weapons Depot Explosion 


2. (SBU) On March 23 President Guebuza announced the 
formation of an independent Commission of Inquiry into 
the March 22 explosions at the Malhazine weapons depot 
in Maputo. The explosions killed over 100 people and 
injured more than 500. Charged with establishing the 
cause of the explosions, the Commission consists of 
three senior judges: the President of the 
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Administrative Tribunal (the body that monitors the 

legality of public expenditure), Antonio Pale; the 

presiding judge of the Maputo city court, Augusto 

Paulino; and the director of the Judicial Training 

Centre, Bemvinda Levy. Although Guebuza stated that 
the Commission would have a free hand in its 
investigation, some believe the Commission will 

provide only the report that the government wants. 

The main opposition party, RENAMO, charges that the 
Commission is not sufficient and has called on the 
National Assembly to set up its own commission of inquiry. 
According to government, most of the material ejected 
from the depot by the blasts has been collected. The 
government has announced that it will compensate victims, 
paying their medical bills and rebuilding destroyed dwellings. 
Comment: Embassy sources report that the Commission 
appears to be working very slowly and is nowhere 

near ready to issue a report on its findings. 

End comment. 


Likely Delay in Scheduling Provincial Elections 


3. (U) Mozambique\'s first provincial assembly 
elections are constitutionally mandated to be 
held no later than January 20, 2008. Efforts 
had been underway to schedule the elections 
prior to the rainy season this year, which 
starts in October, but that now seems unlikely. 
The National Electoral Committee (CNE), the 
body responsible for proposing a date for 

the elections, according to the Constitution 
must do so six months in advance but has not 
yet even been formed. 


4. (U) The Constitutional Court, after general 
elections held during the rainy season (in 
December) in 2004, recommended that subsequent 
elections take place during drier months so 

that voters would have less trouble reaching 
polling sites. However, due to the six month 
restriction, if CNE is formed in May/June the 

date for the election will probably be November 

or December, during the rainy season. To shift 
the election date to the dry season would require 
either the shortening of the six month advance 
notice requirement or missing the constitutionally 
mandated January 20 deadline. The leader of the 
Parliamentary Commission on Elections is of the 
opinion that a change in the six month requirement 
can be done only with the concurrence of the 
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leadership of the two main political parties, which 
he told emboff was not likely. 


Humanitarian De-mining Winding Down 


5. (U) Fifteen years after the end of Mozambique\'s 
devastating civil war, efforts to clear the 
country of deadly landmines are winding down. The 
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largest humanitarian group involved in de-mining, 

the UK-based nongovernmental organization HALO Trust, 
has informed donor governments (including the USG) 
that its work in the northern half of the country 

is nearly done. HALO will end its de-mining 

operations in June after working in Mozambique\'s 

four northern provinces for 13 years. 


6. (U) The Norwegian People\'s Aid (NPA), a 
humanitarian NGO run by the Norwegian trade union 
movement that has been active in Mozambique for 
many years, departed the country in December 2006. 
NPA, upon leaving, said that the GRM had the 
capacity to handle the few mines that remained 

in the central provinces, the area where NPA worked. 
International humanitarian support for de-mining 
operations in Mozambique dropped by more than 25 
percent in 2006, to US$9.2 million from $12.7 

million the year before, reflecting a growing 
consensus among donor and aid organizations that 
landmines in Mozambique no longer pose a major 
threat. 


Mozambique Sends Large Delegation to Trafficking- 
in-Persons Conference 


7. (U) The Southern Africa Network Against Trafficking 
and Abuse of Children (SANTAC) held its annual meeting 
in Johannesburg on March 27-29. Of the 100 

participants from 10 countries attending the SANTAC 
conference, approximately 30 came from Mozambique, 
including civil society and government representatives. 
Keynote speakers included former Mozambican First 
Lady Graca Machel, current South African Justice Minister 
Brigite Sylvia, and a representative for Archbishop 
Desmond Tutu. The three-day SANTAC conference focused on 
devising a consensus definition of trafficking-in-persons, 
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encouraging bilateral and regional cooperation, and discussing 
prevention, prosecution, and protection techniques. The 
conference produced six-page final declaration that SANTAC 
hopes to present to respective ministerial-level 
representatives later in the year. 
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E.O. 12958: N/A 
TAGS: KFLU, MARR, MASS, CASC, UK 
SUBJECT: POINTS OF CONTACT FOR AVIAN AND PANDEMIC INFLUENZA 


REF: STATE 37751 


Per reftel request, Post and DOD points of contact for avian 
and pandemic influenza are: 


State: 

Dr. Nick Riesland 

Embassy Medical Officer 
Phone: (44) (0) 20 7894 0501 
Fax: (44) (0) 20 7894 0104 
Email: RielsandNJ@state.gov 


U.S. Department of Agriculture: 

Besa Kotati 

Minister Counselor for Agricultural Affairs 
Phone: (44) (0) 20 7894 0465 

Fax: (44) (0) 20 7894 0031 

Email: Besa.Kotati@usda.gov 
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DOD: 

Thomas Gill 

3 AF-UK/IR 

Phone: (44) (0) 16 3854 2521 

Email: Thomas.Gill-O2@mildenhall.af.mil 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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E.O. 12958: DECL: 04/11/2032 
TAGS: CASC, EAIR, KHLS, PTER, ET 
SUBJECT: AMIR MESHAL: POTENTIAL COURT CASE 


REF: STATE 47351 
Classified By: AMBASSADOR DONALD YAMAMOTO FOR REASONS 1.4 (B) and (D). 


1. (S/NF) In response to reftel demarche, Ambassador spoke 
in detail with the Prime Minister prior to receiving the 
demarche cable. It is not necessary to raise the questions 
posed in reftel on potential Ethiopian Government charges 
against Meshal. The GOE has made it clear to us in private 
discussions, and passed to the Department in e-mail 
communications, that they will comply with our April 2 
diplomatic note seeking Meshal,s release and return to the 
U.S. The position of the Ethiopian intelligence service and 
all concerned has been to comply with U.S. requests on the 
Meshal case. They question the length of time the U.S. is 
taking to take charge of Meshal. 


2. (S/NF) The GOE at this time does not plan to try Meshal 
and awaits USG disposition on his case. If the U.S. does 
not wish to take charge of Meshal or does not wish to return 
Meshal to the U.S. at this time, as raised in question 3 d., 
then we must request the GOE to continue to keep Meshal 
incarcerated until we have decided what we wish to do with 
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him. The GOE does not have any plans at this time to 
prosecute or continue to hold him and wishes to comply with 
the Embassy,s April 2 diplomatic note requesting the release 
and return to the U.S. of Meshal. 


3. (S/NF) The upcoming trial on Friday, April 13 will be for 
a few foreign fighters with clear cases of ties to and 
activities with extremist groups in Somalia. Post assumes 
that the questions raised in reftel must therefore be in 
reference to other foreign fighters being held and those who 
will be charged and tried. We will seek those answers and 
report septel. 


4. (S/NF) On the release of Meshal, post has been informed 
by the FBI today that a waiver to the no fly rule will be 
granted to Meshal. He may return to the U.S. directly. 
Currently we will request DS escort Meshal to the U.S., (most 
likely Washington, D.C.) and arrange with CA to notify 
Meshal,s father to meet his son upon arrival. We note that 
we can arrange for his departure by Thursday, April 12 at the 
earliest. We will remain in contact with relevant agencies 
and bureaus on the handling of the Meshal case. 


5. (S/NF) Comment: We want to get Meshal out quietly, prior 
to the trial date. We originally thought all foreign 

fighters would be charged. It is now clear only a few will 

be charged and that Meshal would not be charged at this time. 
End Comment. 

YAMAMOTO 
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E.O. 12958: DECL: 04/11/2017 

TAGS: MARR, MOPS, PTER, PREL, TU, IZ 

SUBJECT: PRESS REPORTS OF TURKISH ATTACKS ON NORTHERN IRAQ 
UNSUBSTANTIATED 


REF: A. ANKARA 812 
B. ANKARA 686 


Classified By: Political-Military Counselor Carl Siebentritt, 
reasons 1.4 (b) and (d). 


1.(C) The Turkish press on April 11 broadly covered a Kurdish 
wire service report that Turkish troops shelled the northern 
Iraqi city of Zakho, located approximately 5 miles inside of 

the Iraqi border, on April 8. One newspaper, the daily 

Zaman, went further, claiming that Turkish commandos crossed 
the border into Iraq to destroy PKK terrorist camps near 
Zakho and points further east. According to Zaman, 
additional tanks and armored vehicles are en route to Cizre 
and Silopi in Sirnak province which borders Iraq, and where 
Turkish troops were reported killed in operations against the 
PKK over the week-end (ref a). 


2. (S) As reported ref b, and consistent with previous years, 
Turkish troops have begun to deploy to the southeast in 
anticipation of a PKK spring offensive. However, we have no 
information to corroborate the reported attacks on Zakho. 

The US military liaison officer at the Turkish Special Forces 
Command in Silopi (note: about 12 miles from Zakho) reports 
no notable change in Turkish military presence or activity 

and no new restrictions on his movements which might suggest 
Turkish military preparations for action. Adnan Elci, 

President of the Cizre Chamber of Commerce and a relative of 
the prominent Kurdish politician Serafettin Elci, dismissed 

the press reports as exaggeration. He characterized Turkish 
military activity near the border as a routine exercise and 
stated that no preparations are underway for a cross-border 
operation. We have seen no reports in other channels to 
suggest that the military has initiated or is preparing to 

initiate a cross-border action. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 04/11/2027 
TAGS: PREL, PGOV, MARR, JO 
SUBJECT: SCENESETTER FOR SECDEF GATES\' VISIT TO JORDAN 


Classified By: Ambassador David Hale for reasons 1.4(b) and (d) 


1. (C) King Abdullah and the Jordanian government are 
looking forward to your visit here. The Jordanian government 
plays a key role in the administration\'s top priorities in 

the region, including the effort in Iraq, reviving progress 
toward a Palestinian-Israeli settlement and broader 
Arab-Israeli peace, counterterrorism, and reform. 


2. (C) Over the past fifty years, U.S.-Jordan 

military-to-military ties have matured into a cornerstone of 

the relationship between our two governments. FY 2007 
foreign military financing (FMF) for Jordan is approximately 
$210 million, and is being used chiefly to continue 
modernization of Jordan\'s ground and air forces, and enhance 
border security to counter terrorism. The GOJ is seeking 
supplemental FMF on the order of $100 million, and bases this 
request chiefly on what it perceives to be the growing 

potential for an increasingly-isolated Syria to threaten 

Jordan militarily. 


3. (S) You should expect some of these topics to be on the 
King\'s mind when you meet with him: 


-- The Palestinian-Israeli conflict: As he told a joint 

session of Congress March 7, King Abdullah views this as 
exacerbating most of the region\'s other conflicts, and 
dangerously exploited by our common enemies in the region. 
In private, he adds that without visible progress toward an 
Israeli-Palestinian settlement, his position in Jordan is 
weaker; other regional moderates are likewise hurt. The King 
is energetically supporting Secretary Rice\'s efforts on this 
issue and efforts to forge broader Arab-Israeli engagement. 
He knows that resolving this conflict will not eliminate 

other threats to our interests in the region, but believes it 

will enable the region\'s moderates to turn the tables on its 
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extremist leaders. 


-- Iran: The King views Iran as the major strategic threat 

in the region. He is pleased that moderate Arab leaders 
share a consensus on the point, and is working closely with 
the Saudis. 


-- lraq: The Jordanian leadership believes a bad outcome for 
the U.S. would be a serious threat to Jordan, and is 
increasingly anxious about events there. Jordan has provided 
concrete logistical and political assistance to our Iraq 

effort since 2002, and the King is ready to help further 

where he can. While he has a good personal relationship with 
PM Maliki, he questions the commitment and ability of 
Maliki\'s governing coalition to work toward a political 

solution of sectarian conflict. He has actively encouraged 
Sunni elements - especially western tribesmen - to stop 
attacking the coalition, enter the political process, and 

focus on the real threat, Iran. 


-- Saudi Arabia: The King has improved Jordanian-Saudi ties 
markedly since coming to the throne, and Riyadh is now 

providing Jordan with aid on the order of $300 million 

annually. The Mecca agreement which brought Hamas and Fatah 
together in the Palestinian National Unity Government, 

however, caught the Jordanians off guard. Jordanian 

officials are working closely with Saudi counterparts to 
concentrate financial and political support behind Abu Mazen 

and Dahlan. 


4. (C) While USG-GOJ ties are as strong as ever, the 
Jordanian public dislikes Jordan\'s close alignment with U.S. 
policies. But most politically-aware Jordanians give the 

King credit - sometimes grudgingly - for keeping Jordan 
secure and prosperous in a dangerous region in difficult 
times. GDP growth has exceeded six percent for three years 
running now, in part due to the King\'s economic 
liberalization policies, our FTA agreement, and the success 
of USAID-supported economic strategies focused on private 
sector growth. But populists complain these same policies 
have hurt the poor most. Jordan\'s legal Islamist opposition 
will likely score well in municipal elections in July and 
parliamentary elections in late 2007. The King resisted his 
more security-minded advisors\' pleas to cancel the polls, 
both because he is committed to gradual democratization, and 
because he believes his supporters can come out on top. 


5. (SBU) The country team will transmit another, more 
detailed message providing further background on the 
U.S.-Jordan military-to-military relationship. 


Column 3 

Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
HALE 
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E.O. 12958: N/A 
TAGS: EAID PREF PGOV PINS PHUM EAGR SU 
SUBJECT: SUDAN - USAID RED SEA STATE ASSESSMENT 


KHARTOUM 00000563 001.2 OF 003 


1. (U) From March 7 to 11, a joint USAID assessment team comprised 
of representatives from USAID\'s offices of Transition Initiatives 
(USAID/OTI), U.S. Foreign Disaster Assistance (USAID/OFDA), and Food 
for Peace (USAID/FFP) visited Red Sea State to monitor USAID-funded 
activities and assess current conditions to inform an evolving USAID 
strategy for eastern Sudan. USAID staff anticipate limited 

humanitarian assistance programming, consisting of discrete 
humanitarian interventions in response to emergency conditions such 
as flood recovery. However, an increased focus on long-term 
development assistance is required to address the root causes of 
chronic poverty in the state. 
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2. (U) Between March 7 and 11, a USAID joint assessment mission 
comprised of representatives from USAID/OTI, USAID/OFDA, and 
USAID/FFP traveled to Tokar and areas in rural Port Sudan, Red Sea 
State. The team met with U.N. agencies, non-governmental 
organizations (NGOs), and Red Sea State government ministry 
officials. The purpose of the trip was to monitor USAID-funded 
activities and enhance USAID\'s collective understanding of the 
regional environment to inform an evolving USAID strategy for the 
east. For FY 2007, USAID/OFDA and USAID/OTI are working together 
closely to identify appropriate joint programming opportunities 
targeting emergency needs and conflict mitigation. 


3. (U) USAID staff note a discernible shift from emergency response 
towards rehabilitation and development programs focused on 
livelinoods, capacity building, and economic recovery activities to 
address the root causes of chronic poverty in Red Sea State. U.N. 
agencies and NGOs operating in the region acknowledge great 
potential for development and are adapting strategies to 

increasingly target long-term development programs. However, 
despite significant needs, few NGO and U.N. actors are currently 
operating in the region. 


4. (U) Significant development assistance is needed to address 
wide-spread poverty, high malnutrition rates, environmental 
degradation, weak infrastructure, and limited basic service 

provision in Red Sea State. According to the 2006 Oxfam/World Bank 
nutritional study, global acute malnutrition (GAM) rates in Red Sea 
State vary from between 19 to 30 percent with 32 percent of children 
and 24 percent of women between the ages of 15 and 45 identified as 
malnourished. Additional concerns highlighted by the U.N. 
Development Program (UNDP) include an estimated internally displaced 
person (IDP) population of 95,000, a weak agricultural base, the 
closure and restriction of livestock routes, climatic variations, 

and an inadequate water supply for both human and livestock 
consumption. The combination of factors has fueled a steady pattern 
of migration from rural areas to urban centers, contributing to 

growing urban unemployment as current employment opportunities are 
insufficient to accommodate the population influx. The recent 
mechanization of the port in the state capital, Port Sudan, has 

further reduced employment opportunities. 


5. (U) Food insecurity in Red Sea State stems from cyclic drought 
and chronic poverty. According to a U.N. Food and Agriculture 
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Organization (FAO) assessment conducted in February 2006, 33 percent 
of the population of Red Sea State will experience food gaps and 

require food assistance in 2007. However, according to the U.N. 

World Food Program\'s (WFP) Annual Needs Assessment (ANA), carried 
out in November 2006, the strong 2006 rainy season resulted in 
increased grain production for the 2006/2007 crop season and 

improved livestock and pasture conditions. As a result, in 2007, 

WFP is not conducting general food distributions in the state, 

instead supporting targeted emergency recovery activities. 


6. (U) The signing of the Eastern Sudan Peace Agreement (ESPA) in 
October 2006 led to the establishment of the Eastern Sudan 
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Reconstruction and Development Fund (ESRDF) intended to secure funds 
for the development of Red Sea, Gederef, and Kassala states. The 
Sudanese government is committed to an allocation of USD 600 million 

to ESRDF over the next five years to be governed by an oversight 

board. The state has initiated work on a multi-year strategic 

development planning process which will be coordinated with the 

federal five-year plan. However, due to internal disputes, the 

Eastern Front has yet to nominate its candidate to the oversight 

board and promised development assistance to the region has been 
stalled as a result. 


7. (U) Established in December 2006 to coordinate Red Sea State 
recovery and development efforts, the newly created Red Sea State 
U.N. Regional Coordinator\'s Office (RCO) confronts significant 
challenges. A limited staff presence comprised of a field 
coordinator and a field coordination officer and the state 
government\'s reluctance to permit group NGO meetings hinder RCO 
coordination efforts. In addition, political sensitivities 

surrounding ESPA undermine the RCOV\'s ability to report on ESPA 
progress. In the future, the RCO hopes to introduce a matrix to 
track state activities and funding to help advocate for improved 
access to the region. 


8. (U) USAID staff observed examples of government-funded model or 
cluster villages intended to accommodate 5,000 relocated pastoralist 
households in fifty model villages. Presently, the villages are 

populated by metal containers with doors and windows set on concrete 
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slabs with no access to grazing land or water points. The current 
construction and configuration of shelter quarters fail to respect 
traditional settlement patterns due to their close proximity to one 
another and are climatically inappropriate given the extreme heat 
conditions. The government anticipates that pastoralist communities 
will be encouraged to relocate to the model villages by the 
availability of services, including schools and health clinics. 

However, apart from references to wage labor in Port Sudan, it is 
unclear how the government plans to support households, should the 
relocation take place. 


9. (U) USAID staff visited Tokar and rural Port Sudan to evaluate 

and monitor USAID-funded health and agricultural programs 

implemented by NGO partners International Rescue Committee (IRC) and 
FAO. In FY 2007, USAID/OFDA is providing USD 500,000 in emergency 
assistance to flood victims in Red Sea State and anticipates limited 
emergency humanitarian programming as a transition to increased 
development assistance moves forward. 


10. (U) In rural Port Sudan, IRC recently completed the 

rehabilitation of six health centers and has handed over the centers 

to the state\'s Ministry of Health (MOH). However, USAID staff 

reported that further capacity building, training, and coordination 

with MOH are needed to expand the health facilities\' programs. As 

the transition from relief to development assistance progresses, 
patterns of dependency and appropriate government and NGO roles will 
need to be addressed as part of a comprehensive strategy for eastern 
Sudan. 


11. (U) In Tokar, USAID-funded agriculture and livelihood programs 
have provided vegetable seeds, farming tools, and livestock inputs 
to assist 7,000 farmers and 50,000 herders affected by flooding. 
USAID staff reported that the development of farmers\' cooperatives, 
agro processing, marketing support, and product diversification are 
potential mechanisms to further strengthen the economic security of 
agriculturalists in the region. 


12. (U) In addition, USAID/FFP continues to provide Title Il food 
assistance in Red Sea State through WFP\'s emergency operation 
(EMOP). In 2007, WFP is making a concerted effort to focus on the 
root causes of food insecurity in the region and provide support for 
recovery activities, including emergency school feeding, food for 
asset protection, food for training, and food for work (FFW) instead 
of general free food distributions. In Port Sudan, USAID staff 
participated in a WFP implementing partner workshop focused on 
improving FFW implementation. 
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E.O. 12958: DECL: 10/25/2015 

TAGS: EAIR, ECON, REGION, ECTRD, OFFICIALS, BA 

SUBJECT: FINANCE MINISTER SEEKS TO REVAMP, STREAMLINE GULF 
AIR OPERATIONS 


REF: STATE 


Classified By: Ambassador William T. Monroe, reasons 1.4 (b) and (d). 


1. (C) Finance Minister Shaikh Ahmed bin Mohammed Al Khalifa 
told Ambassador Monroe April 5 that under new Chief Executive 
Officer Andre Dose, Gulf Air\'s newly designed network plan 
was practically complete. The long-term focus of the carrier 
would emphasize narrow-body Airbus 320s or Boeing 737s. He 
highlighted plans to reduce staff and review the airline\'s 

books in a bid to stem losses and also discussed the 

carrier\'s maintenance problems. However, he resisted 
parliamentary calls for a formal investigation of Gulf Air 

and anticipated Bahrain\'s assumption of 30 percent of Oman\'s 
interest for a total of an 80 percent stake in the carrier. 

End Summary. 


NEW FLEET MIX OUTLINED 
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2. (C) Finance Minister Shaikh Ahmed bin Mohammed Al Khalifa, 
as CEO of newly-formed holding company Mumtalakat, whose 
holdings include Gulf Air, told Ambassador Monroe and EconOff 
April 5 that he had taken personal charge of overseeing the 
overhead and restructuring of Gulf Air. He said that Andre 
Dose, newly-appointed Gulf Air Chief Executive Officer, had 
been officially on the job for just 5 days, but had actually 

been hard at work for the last six weeks. As a result, a 
newly-designed network plan is practically complete. Under 

the new plan, there may be no place for the carrier\'s Boeing 
767s, unless Gulf Air chooses to set up a cargo carrier 

service. 


3. (C) Shaikh Ahmed said that an appropriate aircraft mix for 
Gulf Air would include either Airbus 320s and 340s or Boeing 
737s and 787s (provided they could be leased quickly, since 
he understood the Boeing 787s to be unavailable for purchase 
until 2014). He suggested that it might be useful for Boeing 

to approach Dose directly with proposals. Shaikh Anmed added 
that Gulf Air\'s emphasis would be on leasing in the 

near-term, adding that conditions favored leasing over 
purchasing during the current strong aircraft market. Either 
the Airbus 320 or Boeing 737 model would fit Gulf Air\'s 
developing need for high-frequency regional traffic. \"The 
long-term emphasis for the carrier is narrow-body instead of 
wide-body.\" 


4. (C) Shaikh Ahmed noted that five Gulf Air executives had 
been dismissed and added that this would be followed by a cut 
of some 1000 workers, most of them non-Bahraini. He talked 
about redundancy in such areas as flight attendants, where 
absenteeism is unusually high and numbers could be easily 
reduced. Referring to Gulf Air\'s current million dollar a 

day losses he added, \"We can\'t go on like this. This is the 
first time since the 1970s that we\'re taking a close look at 

the airline\" 


5. (C) Shaikh Ahmed said Gulf Air had contracted with Kroll 
to review Gulf Air\'s books \"with a fine-toothed comb\" to spot 
accounting irregularities pointing to inefficiency or fraud. 

He held out the possibility of prosecuting company officials 
where evidence indicated criminal activity. 


CALLS FOR PARLIAMENTARY INVESTIGATIONS REBUFFED 
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6. (C) Referring to calls by some Bahraini parliamentarians 
for formal investigations into Gulf Air\'s finances, Shaikh 
Ahmed told the Ambassador, \" said if you start 
(investigations) you can take it.\" He believed this would 
deter parliamentarians from pursuing an investigation, since 
they would likely wish to avoid shouldering responsibility to 
solve Gulf Air's problems. \"I told them I\'m the doctor, you 
are the police. Let me cure the patient.\" 


7. (C) Shaikh Ahmed lamented the lack of maintenance of Gulf 
Air\'s planes. He raised no question regarding the aircraft\'s 
fitness to fly but noted that \"inside the aircraft are in 

very bad shape\". (Note: In January, Gulf Air removed its 
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nine Boeing 767s from service when a maintenance check 
revealed a crack in the body of one plane. Three of the 767s 

were returned to service in March. End Note.) He said 
maintenance had suffered when cost-cutting efforts had led 

former CEO James Hogan to order a revised maintenance program 
that provided inadequate aircraft maintenance scheduling. 


8. (C) Shaikh Ahmed confirmed that Gulf Air is set to acquire 
30 percent of Oman\'s share of the carrier, raising it\'s stake 

to 80 percent. However, he said the arrangement could not be 
finalized until he received Oman\'s written agreement. He 
suspected that Omani officials were dragging their feet due 

to hesitancy at losing key operations such as maintenance 
(and associated jobs). But Shaikh Ahmed asserted that the 
Omanis have nothing to fear. \"We\'re not going to drop Oman 
over night, except for the routes that are really losing 

money.\" He expressed the desire to finalize the agreement 
quickly before making a needed infusion of money into the 
airline. 
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Visit Embassy Manamals Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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DMARTIN; CBP/INA FOR PWARKER; USDOE/NNSA FOR TPERRY; DOC FOR 
PETERSEN-BEARD 


E.O. 12958: N/A 

TAGS: ETTC, MNUC, PARM, PREL, KSTC, KNNP, HR, LO, SI 

SUBJECT: EXBS: CROATIA/SLOVAKIA/SLOVENIA ADVISOR MONTHLY REPORTING 
CABLE - MARCH 2007 


1. SITE ASSESSMENTS AND MEETINGS 
Croatia 


----01 March, attended a meeting called by the Ministry of Foreign 
Affairs (MFA) Ambassador at Large, which also included Customs 
Directorate and Ministry of Economy representatives to discuss the 
topics for inclusion in the Chemical Weapons Convention (CWC) 
Customs Authorities Workshop planned as an adjunct to the 
Organization for the Prohibition of Chemical Weapons (OPCW) World 
Congress scheduled for April in Dubrovnik. EXBS agreed to the 
Ambassador\'s request to attend a planning session to be held in 
Dubrovnik later in the week. EXBS further agreed to the 
Ambassador\'s request to participate in the workshop by preparing and 
delivering a paper on Customs enforcement legal framework and as a 
contributing panel member to the roundtable discussion. 


----06 March, attended a planning meeting in Dubrovnik to meet 

officials of the OPCW and observe scheduling details discussed for 

the CWC Customs Authorities Workshop and OPCW World Congress. EXBS 
agreed to participate in the Congress and deliver a paper on 

\"Incentives for Industry - Government Outreach\". 
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----20 March, met with the Ministry of Interior (Mol), Deputy Head, 
Border Police (BP) Directorate to discuss logistical arrangements 
for the Border Tracking Training scheduled for June. Within days 
after this meeting which initiated scheduling negotiations and 
decisions within the Mol to ensure support facility and participant 
availability, the training was abruptly cancelled by USG. 


----21 March, met with the Ministry of Foreign Affairs (MFA) Head of 
International Security Department, to discuss general issues related 
to legislation revisions and updates, Tracker, general points 
associated with the Licensing Commission, implementation of 
enforcement procedures and related topics. This discussion is a 
continuing dialogue to share points of concern and explore effective 
solutions intended to instill confidence and self-determination 
toward achievement of an efficient and productive export control 
regime. 


----21 March, attended a reception hosted by the State Office for 
Radiation Protection (SORP) attended by government representatives 
from Slovenia, Bosnia-Herzegovina, Serbia, Montenegro and Macedonia. 
The reception marked the conclusion of a two-day regional meeting 

to discuss and agree to a harmonized response to detected transport 
and shipment of radioactive contaminated metal waste. This assembly 
produced the basis for an International South Eastern European 
Regional Cooperation Agreement to exchange information and 
assistance toward the detection, containment and decontamination of 
radiated shipments of scrap metal waste. This would be the first 

such document in Europe and conducted without either EU or US 
direction or involvement. 


----21 March, attended a regularly scheduled luncheon meeting with 
the State Office for Nuclear Safety (SONS), Director and Head of 
Department to discuss general topics covering portal monitor 
requirements, coordination of responsibilities with SORP, training 
aids and other issues related to sustaining Commodity Identification 
Training in Croatia. While ideas and solutions were exchanged no 
specific outcome resulted. 


----21 March, met with the UNDP Chief Technical Advisor to discuss 
progress in the UNDP sponsored twinning (type) project to imbed an 
EU Export Control Licensing Advisor within the Ministry of Economy 
and coordinated through the MFA. The project had been introduced to 
EXBS for guidance and support. As a means to ensure continuity with 
EXBS goals a potential candidate from Estonia who has assisted the 
EXBS program internationally and holds the approval and support of 
the GOC was suggested. The UNDP and GOC are developing terms of 
reference for the project proposal which will then be advertised for 
other possible EU candidates. While any potential contributions of 
this project toward achievement of long term Export Controls 
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development goals is yet to be defined, it offers greater continuity 
and involvement between US and EU efforts, particularly if the EXBS 
suggested candidate is selected. At this time no additional 
candidates have been identified. 


----21 March, met with the Ministry of Foreign Affairs (MFA), 
Assistant Minister and Head of Department International Security and 
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the Ministry of Economy (MoE) Head of Trade Policy. The discussion 

was membership in Australia Group, continued EXBS cooperation, the 
upcoming CWC Workshop and OPCW World Congress and a status update on 
export control legislative reform. The revised control lists are 

expected to be adopted by April; the revised Criminal Code with new 

penalty provisions should be ready by July, followed by the 

Munitions Law now in committee and a revision of the Dual-Use 

legislation expected by fall. 


Slovakia 


----15 March, met with Ministry of Finance (MFA), Customs 
Directorate, Criminal Investigations Office Head of Department. The 
discussion was directed toward establishing a training goal and 
measurable objectives for developing curriculum for Customs 
Investigations and Source Development training. A number of options 
were put forward and discussed and it was agreed to conduct a 
follow-up meeting in April. 


----15 March, met with the Deputy Head, Ministry of Interior (Mol), 
Border and Alien Police (BAP), provided the donation Grant Agreement 
for the encryption system which had been delayed due to prolonged 
processing. It was agreed that the encryption system can now be 
delivered as soon as the paperwork is complete. 


----22 March, met with the Acting Director, Department of Sensitive 
Goods Trading Management (Licensing), Ministry of Economy (MoE) to 
discuss problems with the Tracker Licensing Communication Network 
and unsuccessful efforts to determine the status of the shipment 
containing the upgrade hardware components. No additional computer 
terminals have been received although they were assigned a TO and 
arrangements were reportedly made for shipment. The EXBS Advisor is 
still awaiting an update on the status of this TO. 


2. TRAINING CONDUCTED DURING REPORTING PERIOD 
Croatia 


----06-08 March, delegates from the Ministries of Foreign Affairs, 
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Economy and Finance (Customs Directorate), attended the 
International Export Control Conference in Bucharest. 


----06-09 March, the U.S. Department of Energy National Nuclear 
Security Administration (NNSA) provided Commodity Identification 
Training (CIT) to approximately twenty five representatives from the 
MOE, MFA Customs, MOI, SONS and SORP. The workshop was very 
successful. NNSA representatives will return to Croatia in May to 
discuss assistance in ensuring CIT training can be assumed and 
continued by SONS and SORP. 


Slovakia 


----07-08 March, the U.S. Commerce Department provide Internal 
Control Program (ICP) training to approximately 32 industry 
representatives in Piestany. The training, hosted by the Slovak 
Chamber of Commerce was well attended and successful. 


Slovenia 


----14-15 March, the U.S. Commerce Department provide Internal 
Control Program (ICP) training to approximately 10 industry 
representatives in Ljubljana. The training, hosted by the Slovenian 
Chamber of Commerce was well attended and successful. 


3. EQUIPMENT DELIVERED DURING REPORTING PERIOD 
Slovenia 


----The MoF, Customs Directorate, Head of Enforcement continues to 
wait for a corrected Grant Document referencing the 14 February 
grant donation of Gerber tools. The original grant document was 
withdrawn and returned to Washington after it was discovered the 
Government of Slovenia had been identified as the Government of 
Croatia. Customs needs the document to comply with VAT 
requirements. 
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E.O. 12958: N/A 

TAGS: EAID PREF PGOV PHUM SOCI SU 

SUBJECT: SOUTHERN SUDAN - USAID WATER, SANITATION, AND HYGIENE 
SECTOR ASSESSMENT RECOMMENDATIONS 
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1. (U) To facilitate the development of a USAID water, sanitation, 

and hygiene (WASH) strategy for FY 2007, USAID/Sudan and USAID 
Office of U.S. Foreign Disaster Assistance (USAID/OFDA) staff 

recently assessed USAID-funded WASH interventions in Southern Sudan. 
The assessment team reported that USAID WASH programs have 
increased access to water points; however, some emergency drinking 
water interventions have proven difficult to maintain. Without a 
standardized Government of Southern Sudan (GOSS) water policy in 
place, many investments in the water sector will not be sustainable. 

End summary. 


2. (U) From February 2 to 18, a USAID/OFDA technical advisor and a 
USAID/OFDA Southern Sudan program manager traveled to Northern Bahr 
el Ghazal, Western Bahr el Ghazal, Warrap, and Lakes states to 
evaluate the effectiveness of USAID WASH programs in providing 
essential WASH services and mitigating local conflict over water 
resources. The team met with USAID partners and state and local 
officials in rural towns and potential returnee locations. Since FY 

2002 USAID/OFDA has provided more than USD 41 million for WASH 
programs in Southern Sudan. The USAID team traveled with technical 
experts from PACT, Inc., USAID/OFDA\'s largest WASH implementing 
partner in Southern Sudan. Expectations for lasting peace and 
development are high in Southern Sudan and significant numbers of 
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internally displaced persons (IDPs) from within Sudan, predominately 
from the Khartoum area, and refugees from neighboring countries have 
begun returning to the region. 


3. (U) To date, limited international donor development assistance 

has focused on the water sector. International and non-governmental 
organizations (NGOs) have approached WASH programming from a relief 
perspective and with limited coordination. In FY 2005, USAID/OFDA 
shifted from directly funding multiple NGO water partners to 

supporting a limited number of organizations to implement multiple 
projects under a more coordinated management structure. This has 
yielded positive results at the local level increasing the number of 

new and rehabilitated water points. However, the limited capacity 

of newly formed Southern Sudanese government structures, the absence 
of a GOSS water policy to govern payment fees and the management of 
water points, and the undefined roles of the private and public 

sectors in water service delivery are significant challenges to 

improving and sustaining safe water services. 


4. (U) Some emergency drinking water interventions in Southern 
Sudan, including hand pumps and motorized and solar pump systems, 
have proven difficult to maintain. Village water committees, 
cost-recovery mechanisms, and localized spare parts warehousing 
systems have had varying success, and overall uncertainty regarding 
management and ownership responsibilities has undermined water 
service quality and maintenance in some areas. To facilitate 

Southern Sudan\'s transition from emergency assistance to long-term 
development, a reduced dependence on outside donor funding and an 
increased role for regional, state, and county governments, as well 

as the private sector is needed. A strong GOSS water policy to 

assist management capacity at all government levels, including GOSS, 
state, and county levels would enhance efforts to increase the 
sustainability of water sector interventions. USAID understands 

that the U.K. Department for International Development (DFID) is 
supporting this process by funding the U.N. Children\'s Fund 
(UNICEF), Save the Children/UK, and the Overseas Development 
Institute to work with the GOSS Ministry of Water Resources and 
Irrigation and the Ministry of Cooperatives and Rural Development to 
draft a GOSS Regional Water Policy. 


5. (U) The major USAID/OFDA water partners, including PACT, have 
focused primarily on drilling and water point management to meet 
emergency safe water needs. Hygiene and sanitation programs that 
include water storage practices and behavioral aspects, such as hand 
washing and safe latrine usage, are increasing and should continue 
to be encouraged. As returnees settle and community populations 
increase, hygiene promotion and sanitation interventions at the 
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household level will be critical for better health. 


6. (U) USAID/OFDA\'s water conflict-mitigation strategy, which 
includes rain catchment systems to reduce tensions surrounding water 
access among pastoralists, has yielded mixed results. Rain 
catchment projects for livestock water points have worked well in 
northern Sudan. However, the practice of employing local labor has 
had less success in many parts of the south primarily due to soil 
structure, which is less suitable for manual labor. USAID/OFDA 
believes a mechanized approach may be more appropriate for project 
sites in southern regions. 


7. (U) USAID should use its influence with other donors, U.N. 
agencies, and international NGOs already engaged in supporting the 
development of a GOSS water policy to ensure that the policy defines 
roles and responsibilities of the different GOSS ministries and 

offices at regional, state, and county levels. A sound GOSS 

regional water policy would facilitate the integration of existing 
infrastructure and the coordination of current and future projects. 


8. (U) USAID/OFDA should continue to invest in safe water 
activities with immediate impact in areas of high returns. Emphasis 
on low cost, sustainable water provision, including hand-dug wells 
where possible, and the protection of natural water sources should 
be encouraged. This is particularly important in light of the 
expected increase in the number of returnees over the next two 
years. The USAID team visited a number of locally constructed, 
rural, hand-dug wells that represented a practical and sustainable 
approach to increase safe water access that could serve as models 
for future projects. 


9. (U) USAID WASH investments in the installation of new boreholes 
equipped with hand pumps or motorized and solar pump systems should 
be pursued to enhance safe water access when drawing from deep 
aquifers or serving large populations. 


10. (U) As returns increase, hygiene promotion activities and low 
cost sanitation infrastructure programs should play a prominent role 

in USAID WASH programming and should include interventions at the 
household level. 


11. (U) In collaboration with all levels of government, USAID 
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should continue to support rainwater catchment projects that provide 
water for cattle in seasonally dry zones to reduce conflict among 
pastoralists. 


12. (U) USAID/OFDA will continue to work with USAID/Sudan to 
explore possibilities for further coordination and transition in the 
WASH sector. 
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Classified By: Ambassador William J. Burns. Reasons: 1.4(B & D). 


1. (C) GOR officials assured the Ambassador April 10 that 

the Russian government would continue to be an attentive 
observer of the Ukrainian political crisis while avoiding 

direct public involvement. Russian Presidential Foreign 

Affairs Advisor Sergey Prikhodko told the Ambassador that 
Russia would keep a low profile and appreciated U.S. efforts 

to do the same, underscoring that no one would benefit from 
getting in the middle. Duma CIS Committee Chairman Kokoshin 
also urged \"no (overt) involvement\" in political tensions in 

a conversation with the Ambassador, echoing his April 6 
comments to DAS David Kramer that the U.S. and Russia should 
resort to \"quiet diplomacy\" to dampen tensions between the 
two Ukrainian leaders. Kokoshin said Yushchenko\'s tactics 
were muddled, while Yanukovich was playing a \"shrewd\" game. 


2. (SBU) While senior officials advocated a measured 
approach, the Russian Duma\'s April 6 condemnation of 
President Yushchenko\'s dissolution of the Rada was strongly 
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endorsed afterwards by individual legislators and the talking 
heads on Russian weekend television programs. Many of the 
latter viewed Yushchenko\'s move as part of an ongoing 
political struggle dating to the Orange Revolution; most saw 
Yulia Tymoshenko and Yanukovich as the likely winners. Duma 
members have pledged that they will raise the \"illegality\" of 
Yushchenko\'s move in interparliamentary fora -- Duma 
International Affairs Committee Chairman Konstantin Kosachev 
said he would push for a review of the Ukrainian political 

crisis at the April session of the Parliamentary Assembly of 

the Council of Europe. A group of twenty Duma members (a 
\"Ukraine caucus\") were scheduled to leave April 11 for Kyiv 
on a fact-finding mission. 


3. (C) Moscow experts echoed what we heard from the official 
circle. Artyom Malgin, a specialist on Ukraine at the Moscow 
Institute of International Relations (MGIMO) termed the 
current crisis an internal affair and said Russia must wait 

for the outcome. He underlined that neither Yushchenko nor 
Yanukovich wanted Russia involvement. According to him, the 
Duma delegation to Ukraine would not have much impact because 
the Duma had little power to influence Russia\'s foreign 

policy. Individual Russian groups may be active in Kyiv, but 
on a governmental level, \"they know better this time,\" and 
Russia was less emotional about Ukraine than it had been 
during the Orange Revolution. 


4. (C) Vitaliy Portnikov, a Radio Free Europe journalist, 

who works both in Moscow and Kyiv, agreed: if Ukraine was a 
geopolitical disaster in 2004 for Russia, Russia had accepted 
the defeat and moved on. What worried Portnikov was that if 
Yushchenko lost legitimacy -- by decision of the 

Constitutional Court or by some other unpredictable and 
chaotic movement -- the country could enter a prolonged 
period of uncertainty. Both Portnikov and Malgin thought 

that the May elections would not help Yushchenko. 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PGOV, PREL, RO 

SUBJECT: AMBASSADOR\'S INTRODUCTORY MEETING WITH NEW FOREIGN 
MINISTER ADRIAN CIOROIANU 


Classified By: Ambassador Nicholas Taubman for 1.4 (b) and (d) 


1. (C) Summary: In a get-acquainted meeting with the 
Ambassador, new Foreign Minister Adrian Cioroianu stressed 
that continuity of policy and close ties with the United 

States would be the hallmark of his tenure. He assured the 
Ambassador that Romania was \"not in a hurry\" to withdraw all 
forces from Iraq, and would decide on next steps only after 
close consultation. He added that his other priorities 

included making the right type of appointment for a new 
Romanian Ambassador to the United States; hosting the 2008 
NATO Summit; and obtaining a favorable USG response to 
Romania\'s request to be included in the Visa Waiver program. 
Cioroianu also evinced the hope that he would be able to 
insulate his foreign policy agenda from the ongoing political 
turmoil. Cioroianu said he hoped for an early meeting with 

the Secretary, either on the margins of the Oslo NATO 
Ministerial or in a separate meeting in Washington. End 
Summary. 


2. (C) Ambassador accompanied by DCM and Polcouns met with 
incoming Foreign Minister Adrian Cioroianu 4/11. FM 

Cioroianu prefaced the meeting by thanking Ambassador for the 
early opportunity to get acquainted, noting that his 

generation had \"special feelings\" towards the United States 

and the American people. He said he wanted to provide his 
assurances from the outset that he would do his \"utmost\" to 
reinforce Romania\'s close ties to the United States. He 

added that EU entry gave Romania even more value in promoting 
closer transatlantic dialogue. Cioroianu also expressed the 

hope for an early meeting with the Secretary of State, either 

on the margins of the Oslo NATO Ministerial, or perhaps 

during a separate visit to Washington. 


3. (C) Going quickly through his checklist, Cioroianu 
acknowledged the impact of continued political turmoil on 
governance, noting that a \"tough\" problem had been continued 
unfilled senior vacancies, including the position of Romanian 
Ambassador in the United States. He said that his first 

priority would be to speed up the appointment process. The 
Foreign Minister also expressed appreciation for continued 

USG support for Romania\'s bid to host the 2008 NATO Summit, 
noting that the US role was \"crucial\". On Iraq, Cioroianu 
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reported that he had discussed the matter formally with Prime 
Minister Tariceanu and informally with President Basescu, 
adding that a Romanian withdrawal plan and schedule would be 
made only after consultations with Allies including the US. 
Finally, Cioroianu mentioned the Visa Waiver Program, noting 
that the issue was an important priority and that Romania 
wanted to \"work closely\" with the USG to get a visa waiver in 
the future. 


4. (C) Ambassador replied that he had enjoyed an excellent 
relationship with Cioroianu\'s predecessor and hoped to 
continue this in the future. He underscored that USG policy 
in Romania since the early nineties had been to build 
democratic institutions and to assist Romania\'s hopes to join 
NATO, the EU and other international institutions. He added 
that Romania has been one of our closest allies, and evinced 
the hope that certain foreign policy equities--including the 
bilateral relationship, NATO, and the transatlantic 

link--would be \"walled off\" from the ongoing political 

turmoil. In this respect, the USG appreciated the positive 
messages about the importance of the trans-Atlantic agenda 
from the President, Prime Minister, and opposition PSD chief 
Geoana on the anniversary of the April 4 signing of the North 
Atlantic Treaty. Ambassador also expressed appreciation for 
Romanian contributions to Coalition efforts in Iraq and to 
ISAF in Afghanistan. 


5. (C) M Cioroianu also assured the Ambassador that Romani 
was \"not in a hurry\" to withdraw all forces fro Iraq. He 

said that he regretted the fact that he press commentary and 
seculation on the issue had preceded the actual bilateral 
discussions on the matter. (note: Cioroianu added as an 

aside that \"perhaps Tariceanu had made a mistake by demanding 
the return of the troops last summer..\") He concluded, 

\"we\'ll find asolution together to this." 


6. (C) When asked b Ambassador about his priorities going 

forward, ioroianu reiterated that finding a \"good 

represetative\" to fill the vacant Ambassadorial slot inWashington was his top priority. He added that despite the 
criticism about the new Tariceanu cabinet in the local press, 

the reshuffle should be seen as a signal that the Romanian 

government is \"back in business.\" (note: he remarked 

subsequently that Romania had \"lost 3 months\" due to the 

political turmoil.) He said that he wanted to assure the 

Ambassador that there was \"absolutely no change\" in the 

fundamental policy direction of the new cabinet, and that the 
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government would continue the reforms and anti-corruption 
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agenda of its predecessor. Cioroianu added that while he 
regretted the bad relations between the President and Prime 
Minister, his desire was to ensure that foreign policy would 
remain insulated from the political debate. 


7. (C) Comment: This was an initial get-acquainted meeting. 
We and our senior Foreign Ministry interlocutors had pressed 
for an early meeting, arguing that it was important that the 
Ambassador see the new Foreign Minister early on in his 
tenure for maximum impact. They have stressed informally 
that they have been impressed with Cioroianu who, while not a 
career diplomat, nevertheless has been a quick study with the 
right instincts, open to working closely with the career 
diplomatic staff in the Ministry. They have also already 

hinted that he has been so far a \"steady\" presence compared 
to his more mercurial predecessor. End Comment. 


Biographic Note 


8. (SBU) PNL vice-president and Senator Adrian Cioroianu\'s 
nomination by Calin Popescu-Tariceanu to serve as Foreign 
Minister in a reshuffled cabinet was approved by Parliament 
on April 3, 2007. Cioroianu\'s previous nomination to the 
same post in early February was vetoed by President Basescu, 
providing further fuel for the ongoing war between the 
President and Prime Minister. President Basescu at that time 
expressed reservations regarding Cioroianu,s inexperience in 
foreign affairs and his concerns that he would not continue 
the foreign policy lines initiated by outgoing minister Mihai 
Razvan Ungureanu.\" 


9. (SBU) Cioroianu is also a relative newcomer to politics. 

He was recruited as a political advisor of then-PNL President 
Theodor Stolojan in August 2002. Cioroianu successfully ran 
for a seat in the Romanian Senate in November 2004. Between 
September 2005 and December 2006 he served as an observer to 
the European Parliament. Since January 2007 and before his 
appointment as FM, he served as a member of the European 
Parliament (he served on its Foreign Affairs Committee). In 
January Cioroianu was elected the second deputy leader of the 
Bureau of the Alliance of Liberals and Democrats for Europe 
(ALDE), the third largest group in the EP, of which the PNL 

is a member. 


10. (SBU) While initially close to Theodor Stolojan, 

Cioroianu refused to switch parties to join the breakaway 
Liberal Democratic Party (PLD) afer Stolojan was expelled 
from the PNL in late 2006. A sign of Cioroianu\'s rising star 
in the PNL was his successful challenge against then-Foreign 
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Minister Mihai Razvan Ungureanu for a Vice Presidency slot in 
the PNL in late 2006. Cioroianu\'s victory signaled 
Ungureanu\'s fall from grace (and his estrangement from Prime 
Minister Tariceanu) for leaning too closely to a pro-Basescu 
stance, including on the question of a continued Romanian 
troop presence in Iraq. Cioroianu was short listed twice for 

the Minister of Culture position (in December 2004 and in the 
Summer of 2005). 


11. (SBU) Adrian Cioroianu is a historian by training, with 

a degree from the University of Bucharest (1993) and a PhD 
from the University of Laval, Quebec (2002). Cioroianu is an 
associate professor at the University of Bucharest, Faculty 

of History. He wrote books on Romanian communism and the 
late dictator Nicolae Ceausescu. He is a columnist for 

Dilema Veche, an intellectual weekly journal established by 
Andrei Plesu, former Minister of Foreign Affairs (1997-1999) 
and Presidential advisor (2005). He is also on the board of 
Sfera Politicii, a monthly political science magazine. 

Cioroianu is a regular guest on the cultural and political 
talk-show TV circuit. Cioroianu is divorced from his first 

wife with whom he has an 8-year old son. His current partner 
is the opera singer Alexandra Coman. He was born on January 
5, 1967, in Craiova. Cioroianu has been a contact of the 
Embassy since 2005 and was nominated for--but did not avail 
himself of--an IV program grant in 2005. End Biographic Note. 
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SUBJECT: LATVIAYS RESPONSE TO DESIGNATION OF IRAN\'S DEFENSE 
INDUSTRIES ORGANIZATION 


Column 3 
REF: STATE 040909 


(U) As stated in email sent to POCs on April 6, 2007, 
non-paper was delivered to Signe Jansone, MFA Policy 
Director, and Rudolfs Breamanis, the MFA\'s United States 
Country Desk Officer. Jansone agreed to pass the information 
to the Latvian Security Services who are responsible for 
issues related to Weapons of Mass Destruction. Jansone 
assured PolOff that cooperation on this issue remains 
important. 


Bailey 
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ENRG, EIND, VE, IR, NU 

SUBJECT: NICARAGUAN MEMORANDUM OF UNDERSTANDING WITH IRAN 


REF: A. MANAGUA 0725 
B. MANAGUA 0639 


1. (SBU) Summary. Three days after signing a series of 
cooperation agreements with Venezuela, Nicaragua played host 
to Islamic Republic of Iran President Mahmoud Ahmadinejad on 
January 14. In a southern barrio of Managua, Ortega 

informally presented Ahmadinejad to the public in a two-hour 
event broadcast live to the rest of the country. Later at 

Olaf Palme Convention Center, Anmadinejad and Ortega signed a 
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Memorandum of Understanding, promising to reopen embassies in 
their respective capitals, offering mutual support in 

international fora, outlining potential areas for potential 
cooperation, and creating a Joint Commission to supervise 
bilateral cooperation. While the visit appears to have been 
orchestrated to give Ahmadinejad greater international 

credibility and regional visibility, the ultimate result may 

have been simply to pull Nicaragua closer to Iran\'s low 
international standing. End Summary. 


2. (SBU) Three days after signing a series of Bolivarian 
Alternative agreements with Venezuela on January 11, 2007 
(Ref A), Nicaragua played host to Islamic Republic of Iran 
President Mahmoud Ahmadinejad. A week before, the rumor 
circulated that Anmadinejad would attend Daniel Ortega\'s 
January 10th presidential inauguration, but Anmadinejad did 
not arrive until late in the evening of January 13. On the 
morning of January 14, Ortega informally presented 
Ahmadinejad to the public in the \"Barrio Cuba Libre,\" a 
Sandinista stronghold district in Managua, in a two-hour 

event broadcast live to the rest of the country. In lengthy 
remarks, Ortega praised Ahmadinejad as a great revolutionary 
leader. The fact that Nicaragua and Iran had initiated their 
revolutions in 1979, said Ortega, created some bond of 
kinship. Ortega spent the rest of the time describing social 
and economic inequities facing Nicaragua, including poverty 
and hunger, and praising Venezuelan President Chavez for his 
support of Nicaragua and his vision. Speaking to the public 
via consecutive translation, Anmadinejad made a point of 
saying that both countries shared \"common interests, common 
enemies, and common goals.\" 


3. (SBU) Later at Olaf Palme Convention Center, Anmadinejad 
and Ortega signed a Memorandum of Understanding (MOU). The 
MOU states that the two countries will reopen embassies in 
their respective capitals, extend mutual support in 

international fora, explore areas for potential cooperation 

(See Paragraphs 8 and 12), and create a Joint Commission to 
supervise future bilateral cooperation. Nicaragua also 
promised to introduce Iran, for possible participation, to 
projects financed by international institutions and bilateral 
sources. Close to the bottom of the list is the possibility 

of entering into some sort of bilateral free trade or 

preferential tariff agreement. While the press billed the 

visit as the moment when Iran would forgive its $152 million 
debt with Nicaragua, the MOU only states that Iran will study 
the possibility in the near term. 


4. (SBU) We understand that the National Assembly will soon 
consider the MOU, but its approval is uncertain. A number of 
National Assembly politicians representing the opposition 
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Liberal Nicaraguan Alliance (ALN) party intend to vote 
against it. They particularly object to Article 15, which 

states that the parties agree to consult regarding mutual 
support in international fora on principle topics relating to 

the global agenda, fearing that Nicaragua will side with Iran 
and alienate the United States. Some Liberal Constitutional 
Party (PLC) lawmakers have told us they also oppose the 
agreement, but we suspect they can be pressured to vote for 
it if so ordered by PLC leader Arnoldo Aleman, whose 
political pact with and reliance on President Ortega for his 
medical parole/house arrest is likely to come into play. 
Possibly, the PLC and FSLN (Sandinistas) will skirt the issue 
by arguing that the agreement does not require a vote in the 
National Assembly because it is only a memorandum, not a 
treaty. 


Comment 

5. (SBU) Ahmadinejad\'s visit appears to have been 
orchestrated to give Iran greater international credibility 

and regional visibility, but it may simply have pulled 

Nicaragua closer to Iran\'s low international standing. Among 
major foreign investors, events surrounding the inauguration 

-) especially Anmadinejad\'s visit -- clearly rubbed the 

wrong way. One by one, CEOs filed into Nicaragua to reassess 
the political environment for their investments here, and one 

by one, the new government managed to assuage their fears. 
That said, with the great exception of increased interest 

from Venezuelan state-run enterprises, we have not seen much 
new foreign investment interest since the inaugural events 

with Presidents Hugo Chavez, Evo Morales (along with Cuban 
Vice President Jose Ramon Machado), and the subsequent visit 
by Mahmoud Ahmadinejad. Quite the reverse, we have seen 
existing investors, both domestic and foreign, begin to 

examine ways to reduce their exposure to increasing 
Nicaraguan political risk. End Comment. 


The MOU 
6. (U) The remainder of this cable reports on the particulars 
of a signed copy of the MOU obtained by the Embassy. 


Preambular Language 

7. (SBU) Preambular language states that the purpose of 
Ahmadinejad\'s visit was to congratulate Ortega on his 
democratic election. In addition, the two countries declare 
their desire to strengthen traditional ties of friendship and 
recognize common interests, such as the need to coordinate 
forces to achieve common goals. The two countries assert the 
importance of effective, reciprocal cooperation, based on 
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solidarity and mutual respect. 


Articles 1-2: Friendship and Cooperation 

8. (SBU) Nicaragua and Iran agree to \"perfect\" the mechanism 
for cooperation, exchange, and understanding on matters of 
common interest. Parties pledge to develop, strengthen, and 
promote bilateral cooperation. To strengthen ties of 

friendship, cooperation, and improve social well-being, Iran 

and Nicaragua promise to exchange experiences in the areas of 
economics, energy, trade, finance, infrastructure, and 

technical matters. 


Article 3: Complementing Agreements 

9. (SBU) If suitable, the areas of cooperation mentioned in 
this MOU shall be the subject of complementing agreements, 
which should specify objectives, timelines for execution, and 
feasibility studies by experts from both parties. 


Articles 4-5: New Projects and Facilitating Cooperation 

10. (SBU) The execution of this MOU will be reviewed annually 
by the Presidents of a Joint Commission created for this 
purpose. They should specify desired projects, their form of 
financing, their timeline for execution, and the obligations 

of each of the parties. When state financing is employed, 
concessionary terms should apply in accord with the laws and 
obligations of both countries. To facilitate cooperation, 

the parties shall grant privileges and necessary facilities 

in accord with internal legislation of each country. 


Article 6: Joint Commission 

11. (SBU) The parties agree to establish a Joint Commission, 
headed by the ministers from each party, to follow up on this 
MOU and other points of common interest. The Joint 
Commission will meet every year, alternatively in lran and 
Nicaragua, or wherever the parties so agree. 


Article 7: Areas for Cooperation 

12. (SBU) Iran expresses interest in supporting and assisting 
Nicaragua in the areas mentioned in Article 2, as well as 
expresses readiness to study and for its part execute all 
related projects that are economically justified, subject to 
agreement by the parties. Common areas of cooperation 
include the following: 


a. Hydroelectric dams and irrigation systems; 
b. Study on port development on the part of Iran to 
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the advantage of both parties; 

c. Cooperation in fishing through the supply of boats, 
technology, and industry; 

d. Development of the energy sector and energy 
production networks and overall generators of 
electricity and electrical centers; 

e. Housing construction, especially low income; 

f. Assembly and export of industrial and agricultural 
machinery, as well as buses, autos, motorcycles, 
bicycles, and all kinds of motors for irrigation 
and marine, with a view to reaching the regional 
market; 

g. Development of the cement sector through the 
construction of cement plants; 

h. Development and industrialization of agricultural 

production; 

. Study of potable water systems and treatment of 
waste water for industrial use; 

. Study of the application of energy needs, including 
petroleum and its derivatives, natural gas, 
electricity, etc.; 

k. Media for technical education; 

|. A free trade agreement and a preferential tariff 
agreement; 

m. Investment projects among private sectors of each 
state; and 

n. Information exchange between parties. 


—. 


Articles 9-10: Feasibility Studies 

13. (SBU) To facilitate cooperation with Iran, Nicaragua 
promises to submit for consideration and study information 
necessary to justify various projects with respect to 

feasibility studies in areas so mentioned, so that possible 
execution may be based upon international norms. For its 
part, Iran agrees to consider and study presented projects, 
with priority, and to assist Nicaragua with experts, whom may 
be sourced from the private sector. 


Article 11: Trilateral Cooperation with Venezuela 

14. (SBU) The parties agree to create and define the form, 
with the cooperation of the friendly, fraternal government of 
the Bolivarian Republic of Venezuela, of a joint fund that 

will contribute to the execution of projects of interest to 

the three parties, through a trilateral consortium to 

facilitate the execution of projects. In addition, Nicaragua 
shall request access to the joint fund created by the 

President of the Islamic Republic of Iran Mahmoud Ahmadinejad 
and President Hugo Chavez of the Bolivarian Republic of 
Venezuela to support Latin America and Africa, once that fund 
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has been ratified and confirmed. 


Article 12: Debt Forgiveness 

15. (SBU) Considering its critical economic situation and 
existing crisis, the Nicaragua has requested that Iran 
forgive bilateral debt totaling $152 million dollars. Taking 
into account the various interests of state in this matter, 
such as Parliament, Iran has expressed its willingness to 
study this request in shortest timeframe possible. 


Article 13: Incorporating Iran in Existing Projects 

16. (SBU) Nicaragua agrees to introduce Iran, for its 
consideration and possible participation, to projects whose 
financing has been provided by international organizations 
and other countries. 


Article 14: Project Development 

17. (SBU) Upon prior consultation, Iran will send to 
Nicaragua an expert technical delegation to study ways -- be 
they public, private, or mixed ownership -- to execute 

various projects of common interest, especially those 
concerning technical, engineering, and financial services. 
The creation of this delegation and the date of this trip 

will be defined beforehand through agreement by the parties. 


Article 15: Mutual Support in International Fora 

18. (SBU) The parties agree to consult regarding mutual 
support in international fora on principle topics relating to 
the global agenda. 


Article 16: Reopening Embassies 
19. (SBU) The parties agree to reopen their embassies in 
their respective capitals. 


Articles 17-19: Education and Training 

20. (SBU) Iran agrees to facilitate the installation of 

technical and professional education centers in Nicaragua to 
improve opportunities for work in Nicaragua. Iran agrees to 
host ten young diplomats from Nicaragua, without charge, to 
contribute to their training. Iran expresses its interest in 
cooperating with Nicaragua on improving its system of middle 
and higher education. 


Article 20: Trade 
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21. (SBU) The parties promise to exchange information lists 

of traded products so that they may take maximum advantage of 
their capacity for bilateral trade, with the view of also 

reaching potential regional markets. (Also see Paragraph 12, 
Item L.) 


Article 21: Construction of a Refinery with Venezuela 

22. (SBU) With prior consultation with the fraternal 
Government of the Bolivarian Republic of Venezuela, the 
parties agreed to Iranian cooperation in the construction of 

a refinery in Nicaragua, as recently agreed upon by Nicaragua 
and Venezuela (Ref B). 


Article 22: Dispute Settlement 

23. (SBU) Doubts that may arise concerning the interpretation 
and execution of this agreement shall be resolved through 
diplomatic means. 


Articles 23-25: Entry into Force, Renewal, 

and Termination 
24. (SBU) This MOU will enter into force upon signature. 
Either party may withdraw from this MOU after providing 
six-months\' prior notification. Withdrawal shall not affect 
the development of programs and projects that may be in 
execution on the date of withdrawal. This MOU will be in 
effect for two years and automatically renewed for equal 
periods, unless one of the parties provides prior 
notification in writing of its intention not to renew three 
months before the agreement lapses. 


Signatures 

25. (SBU) Signed in Managua, Nicaragua on the 14th day of 
January in 2007, the 24th of the month Dey of the year 1385 
(Hegira Solar), in two copies, one in Spanish and the other 
in Persian, each equally authentic. 

TRIVELLI 
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E.O. 12958: DECL: 04/11/2017 
TAGS: PREL, PARM, UNSC, IR, RS 
SUBJECT: IRAN: PUTIN FRUSTRATED WITH TEHRAN 


REF: MOSCOW 1608 
Classified By: Ambassador William J. Burns. Reasons: 1.4(B & D). 


1. (C) During an April 10 conversation with Russian 
Presidential Foreign Affairs Advisor Sergey Prikhodko, the 
Ambassador again expressed disappointment with Russia\'s 
receiving lranian Deputy Interior Minister/IRGC General 
Mohammed Zolgadr, a individual designated on the UNSCR 1747 
list of key IRGC officials. Prikhodko took on board the 
complaint without defending the decision to allow the visit. 
Turning to the broader issue of Russian-lranian relations and 
noting Anmadinejad\'s announcement of \"industrial-scale\" 
uranium enrichment, Prikhodko said that Putin had become 
\"quite frustrated\" with the Iranian government, including its 
failure to respond to Russian and other overtures on the 
nuclear issue. According to Prikhodko, he had never seen 
Putin so exasperated with the Iranian regime. In an April 10 
press appearance, Prikhodko said Russia regretted Tehran\'s 
lack of a response to the offer of negotiations. 


2. (SBU) An April 10 article in the leading daily 

Kommersant about the Iranian general\'s visit reflected the 
souring mood towards Tehran. After noting the Russian MFA\'s 
defense of the visit as not violating UNSCR 1747, the story 
characterized Zolqadr as \"malicious,\" said Tehran had burned 
its bridges by not abandoning its nuclear program, and noted 
that Russia and China had now been placed in a difficult 
position by lran\'s failure to respond positively. 


3. (U) On April 10, the MFA reacted skeptically to 
Ahmadinejad\'s April 9 announcement, with the spokesman 
warning against the media\'s \"sensationalistic\" treatment of 
Iranian pronouncements on its nuclear capacities. The MFA 
went on to note Russia\'s concern about Iran\'s latest 
announcement, criticized Iranian statements that Tehran might 
withdraw from the NPT, and reiterated the EU3 Plus 3\'s March 
24 negotiation offer. FM Lavrov was also dubious about an 
Iranian technical \"breakthrough\" and encouraged verification 
by the IAEA. 
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THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


1. (SBU) SUMMARY. INEC\'s April 10-11 Abuja accreditation 
briefing for international and domestic observers, clearly 
thrown together with little or no preparation, provided few 
answers and raised more doubt as to INEC\'s organizational 
capabilities. wu and other INEC officials, while offering 

little concrete information in their presentations, instead 

took the opportunity to chastise observers for not 
understanding the \"context of Nigeria\" and caution that 
observers are permitted only to watch and report, not to 
interfere. In response to questions, INEC officials stated 

53 domestic organizations were approved to supply observers, 
among these the umbrella Transition Monitoring Group (TMG) 
organization whom many had feared would not be accredited. 
INEC officials announced that election results will be 

annulled in any location where violence occurs. As of the 

end of the first day, no clear method for accreditation had 
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been explained and confusion reigned. Mission observers 
received accreditation at noon on April 11, however, many 
groups were still awaiting their accreditation at that time. 
END SUMMARY. 


2. (SBU) Without notice or invitations, INEC held an 
accreditation briefing for domestic and international 
observers on April 10-11 at the Abuja Hilton. (NOTE: Post 
learned of the conference late on April 9 through USAID 
partners working closely with INEC. There were reports that 
one TV station aired an announcement on April 9, though most 
individuals with whom we spoke heard about the briefing 
through word of mouth.) At the start of the conference, 
poloffs noted numerous NGO representatives desperately 
calling colleagues to let them know of the affair. An 

agenda, hastily passed to a select few attendees halfway 
through the morning, indicated that the second day of the 
conference will be a repeat of the first, presumably for 

those unable to attend the April 10 portion. Poloffs spoke 

to no less than six INEC representatives on the morning of 
the first day, but no one could tell us definitively what was 
needed for accreditation or how it would be done. INEC\'s 
Director for International Affairs was able to obtain 
accreditation materials for the Mission by noon on April 11; 
however, the venue was full of domestic observers and some 
international groups still awaiting their credentials when 
poloff arrived to pick up Mission credentials. 


3. (SBU) INEC Chairman Maurice Iwu, in a presentation to the 
assembled observers, ran down a scorecard on elections 
preparations -- giving the INEC a 100 percent. He maintained 
that INEC had accredited \"every credible organization\" as 
observers and cautioned international organizations that \"not 
all that claim to be civil society organizations and NGOs 
actually are.\" Iwu also informed observers that the INEC 
would set up five hotlines in each state and ten in Abuja for 
observers and the general public to call in and report 
problems. The hotline numbers are not yet set up, however, 
and Iwu was not able to give specifics. Chairman of the INEC 
Election Monitoring and Observation Committee (EMOC) 
Ekpenyong Nsa gave a brief presentation titled \"Election 
Observation in Nigeria,\" which contained no information on 
the elections, but rather focused on chastising observers for 
not understanding the Nigerian context and provided 
background on the population, land area, climate, geography 
and national holidays of Nigeria. 


4. (SBU) The presentations were followed by an interactive 
Q&A session, in which INEC officials listened to several 
questions and then answered a select few. This was the only 
portion of the briefing where election procedures and 
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policies were discussed. Officials noted that TMG, an 

umbrella organization made up of approximately 200 NGOs and 
civil society groups and funded by USAID partners, was among 
the 53 organizations approved for accreditation. As well, 

EMOC Chairman Nsa told observers election results will be 
nullified in any location where violence occurs. Other items 

of note include: 


-- Voters who appear at polling stations without either a 
temporary or permanent voter registration card will not be 
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allowed to vote. Officials maintained voters who did not 
receive temporary cards upon registration should report 
before the elections to their ward elections officer to 

receive their permanent cards. (COMMENT. This instruction 
was given at the briefing only. Poloffs are not aware of any 
public information campaigns educating the public on this 
procedure. Given that contacts in some areas have reported 
large percentages of registrants receiving no card or receipt 
due to malfunctioning printers, there could be significant 
numbers turned away on election day. END COMMENT.) 


-- All election results other than Presidential will be 

announced by the INEC Returns Officer at the highest level of 
collation (i.e., State Returns Officers will announce 

governors, Ward Returns Officers will announce Ward delegates 
to the State Assemblies, etc.). Only INEC Returns Officers 

are authorized to announce results. No announcements may be 
made by television, radio or other sources. INEC Chairman 

Iwu will announce the winner of the Presidential election. 


-- The number of polling stations will remain 120,000 (as in 
2003). Polling sites will be at the same locations as 2003. 

If a polling site has grown to more than 750 people since the 
2003 elections, \"baby units\" will be set up at the polling 

site to handle the extra people. 


-- Results will be transmitted to Abuja both in hard copy and 
electronically (using GSM cellular technology and the 
internet). 


-- Individuals will not be permitted to remain in the polling 
stations after voting. No one will be permitted to \"loiter\" 
within 300 meters of the polling station. When asked about 
campaigns urging voters to remain at polling stations to 
\"protect their vote,\" Nsa chastised, \"you must learn to trust 
us.\" 
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-- Polling stations will be open from 8am to 3pm, with all 
voters who arrive at the station prior to 3pm being permitted 
to vote. 


-- INEC claims to have \"looked through\" the voters register 
to weed out underage and multiple registrants. These 
individuals have been placed on an alternate list and will be 
required to show proof of age or identity. (COMMENT. There 
is no national ID card and no information was given on how 
these individuals will prove either age or identity. END 
COMMENT.) 

CAMPBELL 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PREL, PARM, MNUC, KNNP, KN, RS 

SUBJECT: DPRK: AMBASSADOR INFORMS GOR ABOUT RESOLUTION OF 
BDA DISPUTE 


Classified By: Ambassador William J. Burns. Reasons 1,4 (B/D) 


1. (C) On April 10, the Ambassador alerted DFM Losyukov to 
the resolution of the Banco Delta Asia (BDA) dispute and 

urged the GOR to publicly welcome the breakthrough and to 
push North Korea to fulfill its February 13 obligations. 

Losyukov said he understood the significance of the message, 
welcomed Macao\'s action and would follow up. (Note: 
Losyukov is departing Moscow on a swing through Asia and will 
return April 23.) 


2. (C) Oleg Davydov, a Senior Advisor to DFM Losyukov and 
participant of the Six-Party Talks, told us April 11 that the 
GOR was treating official statements regarding the resolution 
of the dispute with caution, given the DPRK\'s 
unpredictability. However, he underlined that a conclusive 
resolution would \"add a political impulse to the process and 
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open many new doors.\" Davydov asked that the GOR be provided 
with a U.S. readout about the resolution. He also requested 

that the dates for the next round be notified early enough to 

give other parties time to prepare; normally, the GOR would 

like to have at least one week for a regular round of the 

talks. The ministerial meeting, which Russia supported, 

required even more preparation to avoid it becoming an empty 
\"propaganda\" meeting, he added. Davydov emphasized that the 
GOR saw a true partnership with the U.S. in the Six-Party 

Talks and hoped that the U.S. kept the Russian team in the 

loop. 


3. (C) Comment and Action Request: Moscow is eager to see 
the Six Party Talks restart and will weigh in with Pyongyang 

to encourage the DPRK to fulfill its obligations. Sharing 
information with the GOR about the resolution of the BDA 
dispute will aid in this process. 

BURNS 
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TAGS: FR, PGOV, PREL, UNSC, MO, AG, WI 

SUBJECT: FRENCH PONDER UNSC MOVES ON WESTERN SAHARA 
REF: STATE 47328 


CLASSIFIED BY: POLITICAL MINISTER-COUNSELOR JOSIAH ROSENBLATT, REASONS 
1.4 (B) AND (D). 


PAGE 02 RUEHFRA1456 CONFIDENTIAL 


1. (C) SUMMARY: FRENCH MFA OFFICIALS ARE SOMEWHAT CONCERNED 
THAT THE POLISARIO -- IN THE HOPE OF PREEMPTING ANY USG 
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ENDORSEMENT OF THE MOROCCAN AUTONOMY PLAN -- WILL AGREE TO 
DIRECT NEGOTIATIONS WITH RABAT \"WITHOUT PRECONDITIONS,\" WHILE 
INSISTING THAT THE MOROCCAN AUTONOMY PLAN CANNOT SERVE AS A 
BASIS FOR SUCH TALKS. NONETHELESS, THE FRENCH ARE ANXIOUS TO 
BE HELPFUL, AND THE MFA IS INSTRUCTING ITS MISSIONS IN 
WASHINGTON AND NEW YORK TO COORDINATE CLOSELY WITH THE 
DEPARTMENT ON THE CONTENT OF, AND TACTICS FOR PASSING, A NEW 
UNSCR EXTENDING MINURSO\'S MANDATE. END SUMMARY. 


CONCERN OVER \"WITHOUT PRECONDITIONS\" 


2. (C) POLOFF DELIVERED REFTEL DEMARCHE ON APRIL 11 TO 
CHRISTIAN TESTO, MFA DAS-EQUIVALENT FOR THE MAGHREB, WHO WAS 
ACCOMPANIED BY JAY DHARMADHIKARI, THE QUANS ALGERIA DESK 
OFFICER, AND BY NICOLAS KASSIANIDES FROM THE MFA\'S lO 
DIRECTORATE. TESTO EXPRESSED APPRECIATION FOR THE UPDATE ON 
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OUR THINKING, AND ASKED FOR CLARIFICATION ABOUT THE USG\'S 
POSITION ON CONVENING DIRECT TALKS BETWEEN MOROCCO AND THE 
POLISARIO WITHOUT PRECONDITIONS. SPECIFICALLY, HE WONDERED 
WHETHER THE POLISARIO MIGHT SEIZE UPON THE \"WITHOUT 
PRECONDITIONS\" STIPULATION TO AVOID DETAILED DISCUSSION OF 

THE MOROCCAN AUTONOMY PLAN. \"THE DANGER IS THAT THE 

POLISARIO WILL SAY YES TO NEGOTIATIONS WITHOUT PRECONDITIONS, 
AND WHEN THE MOROCCANS TRY TO INTRODUCE THEIR AUTONOMY PLAN 
AS THE BASIS FOR DISCUSSIONS, THE POLISARIO WILL SIMPLY 

INVOKE THE BAKER PLAN,\" SAID KASSIANIDES. TESTO AGREED, 
WONDERING WHETHER THE U.S. WOULD BE PREPARED TO ANNOUNCE ITS 
SUPPORT FOR THE AUTONOMY PLAN AT THE END OF THE PROPOSED 
TWO-MONTH MINURSO MANDATE IF NEGOTIATIONS WERE UNDERWAY BUT 
UNPRODUCTIVE. \"SHOULD THERE BE A NEUTRAL THIRD PARTY TO 
DETERMINE WHETHER NEGOTIATIONS ARE HOPELESSLY BLOCKED? IF 
NOT, YOU COULD GET STUCK,\" KASSIANIDES COMMENTED. 


GAMING THE UNSC 
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3. (C) NOTWITHSTANDING THESE MISGIVINGS, THE FRENCH INDICATED 
THAT THEY WERE ROUGHLY ON THE SAME PAGE AS WASHINGTON AND 
WOULD TRY TO BE HELPFUL. THE MFA PLANS TO CABLE WASHINGTON 
AND NEW YORK ON APRIL 11, INSTRUCTING ITS RESPECTIVE MISSIONS 
TO COORDINATE CLOSELY WITH THE DEPARTMENT ON THE 
TACTICS/CONTENT OF THE MINURSO MANDATE RENEWAL RESOLUTION. 
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KASSIANIDES SAID THE FRENCH MISSION TO THE UNITED NATIONS 

WILL ENCOURAGE THE SYG TO BE AS FORWARD-LEANING AS POSSIBLE, 
BUT HE STRESSED THAT THE FRENCH LOOK TO WASHINGTON TO DO THE 
HEAVY LIFTING. \"WE KNOW (PETER) VAN WALSUM WILL BE ADVISING 
THE SYG NOT TO ENGAGE TOO CLOSELY ON THE MOROCCAN PLAN, SO IT 
WOULD BE USEFUL FOR YOU TO PASS THE OPPOSITE MESSAGE TO BAN 
KI MOON. THE LEAST HE CAN DO IS TO MAKE A POSITIVE REFERENCE 

TO THE MOROCCAN PLAN IN HIS NEXT REPORT,\" SAID KASSIANIDES, 
WHO SUGGESTED THAT THE U.S. WAS ALSO BEST-POSITIONED TO 
INFLUENCE PANAMA. 


4. (C) AS FOR THE FRENCH, THEY PLAN TO ENGAGE WITH THE UK IN 
ITS CAPACITY OF HOLDING THE SECURITY COUNCIL PRESIDENCY 
(THEIR SENSE IS THAT THE UK HAS NOT REALLY FOCUSED ON THE 
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WESTERN SAHARA QUESTION) AND WITH SOUTH AFRICA (ALTHOUGH THE 
QUAI DOES NOT EXPECT SOUTH AFRICA TO BUDGE FROM ITS 
PRO-ALGERIAN LINE, THE FRENCH FEAR THAT IF THEY DO NOT AT 
LEAST GO THROUGH THE MOTIONS OF WINNING SOUTH AFRICAN 
SUPPORT, THE SOUTH AFRICANS WILL MERELY GROW PRICKLIER ON 
THIS AND OTHER QUESTIONS BEFORE THE UNSC). KASSIANIDES SAID 
THAT NEITHER THE RUSSIANS NOR THE CHINESE HAVE TIPPED THEIR 
HANDS, ALTHOUGH THE RUSSIANS HAVE MADE SOME PRO-ALGERIAN 
NOISES AND THE FRENCH FEAR THAT MOSCOW WILL LOOK FOR A QUID 
PRO QUO ON GEORGIA. 


5. (C) COMMENT: WHILE THE FRENCH WOULD PREFER TO SEE THE 
MOROCCAN AUTONOMY PLAN SERVE AS THE BASIS FOR ANY DIRECT 
TALKS BETWEEN MOROCCO AND THE POLISARIO, AND THEIR 
INCLINATION WOULD BE TO EXTEND MINURO\'S MANDATE RATHER THAN 
TO REDUCE IT (ON THE GROUNDS THAT THE MORE FREQUENTLY THE 
SUBJECT IS RAISED AT THE UN, THE MORE OPPORTUNITIES ALGERIA 
HAS TO MAKE MISCHIEF), THEY ARE EAGER TO SEE A U.S. 
ENDORSEMENT OF THE MOROCCAN PLAN AND WILL CONTINUE TO WORK 
TOWARD THAT END. 
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PLEASE VISIT PARIS\' CLASSIFIED WEBSITE AT: 
HTTP://WWW.STATE.SGOV.GOV/P/EUR/PARIS/INDEX.C FM 


STAPLETON 
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E.O. 12958: N/A 

TAGS: EFIN, ETTC, KNNP, KTFN, BE, IR 

SUBJECT: BELGIUM IS ON TRACK TO FULLY IMPLEMENT UNSCR 1737 
AND 1747 


REF: A. STATE 40440 


B. BRUSSELS 1037 
C. STATE 38553 

D. BRUSSELS 176 
E. 06 STATE 202585 


1. (SBU) SUMMARY: In conformity with its role as chair of 

the UNSC Iran sanctions committee, Belgium has pledged full 
compliance with the United Nations Security Council 
Resolutions (UNSCR) 1737 (ref D) and 1747. Belgian financial 
institutions appear to be fully implementing relevant freeze 
obligations. END SUMMARY 


2. (SBU) On March 27 Econoff conveyed USG concerns regarding 
full compliance with UNSCR resolutions on Iran (para 5 of ref 

C) to the following GOB officials: Beatrice Detiste, 

Financial Specialist, Treasury; Olivier Henin, Advisor, 

Ministry of Finance; and Lia Umans, Analyst at CTIF-CFI, 
Belgium\'s Financial Intelligence Unit. 


3. (SBU) On April 2, Econcouns contacted Henin who detailed 
the steps taken by Belgian financial institutions listed in 

para 4 of ref A to follow asset freeze obligations outlined 

in UNSCR 1747. By way of additional background on Belgian 
commitment to Security Council resolution implementation (ref 
E), Henin explained that Belgium, like other EU countries, 
implements UN sanction resolutions through a binding but not 
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directly applicable Common Position and a binding and 

directly applicable regulation. Henin further clarified that 

a Common Position for the EU (and therefore Belgium) to 
implement UNSCR 1737 had been already drafted and would be 
amended in the coming days to include all provisions of UNSCR 
1747 (see ref B for background on EU follow through). 


4. (SBU) Henin assured Econcouns that Belgium is \"keeping up 
the pressure\" regarding obligations placed upon financial 
institutions. Speaking from previous experience with the two 
Belgian financial institutions listed in ref A, Henin stated 

that he was confident both banks would fully implement 

relevant freezing obligations without delay. 


BELGIUM\'S REPORT TO UN ON IMPLEMENTATION OF UNSCR 1737 
5. (SBU) Meanwhile post reviewed Belgium\'s report to the 
1737 Security Council Committee. Para 19 of UNSCR 1737 
mandates that all States must report to the Committee within 
60 days of the resolution\'s adoption in order to describe the 
progress of implementations outlined in paras 3-8, 10, 12, 
and 17 of the resolution. Belgium\'s response, in a February 
16 note verbale to the Committee, states that Belgium is in 
conformity with all of the mandates in each relevant 
paragraph based upon already existing domestic legislation. 
However, Belgian implementation of the \"vigilance\" provision 
of paragraph 17 was to be reported separately, according to 
the note verbale. 


6. (SBU) Post will update on Belgium\'s status of 
implementing provisions outlined in para 17 of UNSCR 1737 
separately as appropriate. 


IMBRIE 


104002 

RR RUEHWEB 

DE RUEHMU #0915/01 1011533 

ZNY CCCCC ZZH 

R 111533Z APR 07 

FM AMEMBASSY MANAGUA 

TO RUEHC/SECSTATE WASHDC 9770 
INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEAIIA/CIA WASHDC 

RHEFDIA/DIA WASHINGTON DC 
RHEHNSC/NSC WASHINGTON DC 


SIPDIS 


Column 3 
SIPDIS 


DEPT FOR WHA/CEN 


E.O. 12958: DECL: 04/10/2017 
TAGS: PGOV, PREL, PINR, NU 
SUBJECT: FSLN CAUCUS CHIEF DEFENSIVE ON SENSITIVE ISSUES 


Classified By: Ambassador Paul Trivelli for reasons 1.4 (b and d) 


1. (C) Summary and Comment: Embassy officials and INR 
analysts met with Edwin Castro, head of the FSLN 
Congressional caucus on 21 March. Castro was defensive, 
almost to the point of being hostile, and dodged a number of 
questions on FSLN policy issues regarding constitutional 
reforms and trade, although he has spoken with authority in 
the past on such matters. His demeanor could be the result 
of agitation over the recent criticism in the press for GON 
policies, or may have been because he is uninformed or 
potentially sidelined in the decision-making process. End 
Summary and Comment. 


Vague on Constitutional Reforms 


2. (C) FSLN members recently met with constitutional analysts 
from Colombia and Mexico to discuss possible reforms. Castro 
declined to answer a question on why the FSLN has not issued 
a formal proposal as the other parties had, but commented 

that the goal is to encourage \"participatory democracy,\" and 
everything else is \"secondary.\" 


3. (C) Regarding the FSLN\'s position on presidential 
re-election, Castro would not give a straight answer, but 
implied that he would support unlimited re-election. He 
responded, \"| am a professor of constitutional law. Ina 
democracy, the people must decide who leads them.\" 


4. (C) Castro became agitated when asked about the role of 
the \"citizens\' councils\" established by the Ortega 
administration. He said that the press and opposition have 
\"demonized\" the councils, even though past governments have 
made similar efforts to incorporate civil society into the 
policy process. According to Castro, the councils will 
incorporate existing NGOs, guilds, associations, etc., and 
will not exclude anyone who wishes to participate. The 
councils will have no budget and will be run on a voluntary 
basis by the citizens. Local organizations will work with 
local governments and national organizations will work with 
the ministries. In all cases, the elected officials will be 

in charge of implementing policy. Castro could not conceive 
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of a situation in which the councils and the elected 
officials would disagree on policy, stating, \"If the citizens 
do not approve of the actions of the officials, they will 
vote them out.\" 


5. (C) Castro claimed that the FSLN had an \"excellent\" 
meeting with the bishops regarding the citizens\' councils and 
agreed to \"open lines of communication\" with the Episcopal 
Conference. They \"worked out the details\" of the Cardinal\'s 
participation in the Peace and Reconciliation Council. The 
Cardinal was present, he noted. 


Pro-ALBA, Anti-CAFTA 


6. (C) Castro commented that Nicaragua is a poor country that 
will benefit from ALBA, an agreement that is about \"brotherly 
cooperation,\" not just trade. He predicted CAFTA will fail 
because it does not address the free movement of labor. 
Castro stated the U.S. should follow the EU model that 
brought Spain and Portugal out of poverty to help Latin 
America. At the very least, Castro believed the U.S. should 
\"indemnify\" small producers negatively affected by CAFTA to 
address the \"asymmetries\" in our economies. Castro claimed 
that the Finance Ministry (under the Bolanos administration) 
released a report in 2005 indicating that CAFTA will generate 
more poverty in Nicaragua. (Note: The study actually reports 
that CAFTA will not decrease poverty in rural areas and uses 
projections that do not incorporate all relevant data. End 
Note.) 


Defensive on Murillo, Aleman 


7. (C) When asked if Ortega spouse Rosario Murillo was active 

in government, Castro stated that she is a strong first lady 

\"along the lines of Hillary Clinton\" and has not done 

anything inappropriate. He offered no comment on convicted 
ex-President Arnoldo Aleman\'s new-found freedom, granted by a 
Sandinista official, to move about the country at will. 

Castro replied, \"What has that to do with me? He\'s not our 
problem.\" 


Upcoming Visit and Ties to the U.S. 


8. (U) Castro stated he would soon travel to Alaska for a 
whaling conference, as an NGO rep, not a GON official. He 
mentioned that he frequently travels to the U.S. and has a 
brother that has lived in Orlando for 40 years and currently 
works as a senior executive for Oracle. 
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DEPT FOR DRL, INL, AND EUR/SCE, NSC FOR BRAUN, USUN FOR 
DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: DECL: 04/06/2017 

TAGS: PGOV, PREL, EAID, KDEM, UNMIK, YI 

SUBJECT: KOSOVO: TRANSITION WORKING GROUPS MOVE FORWARD, 
SHOW PROGRESS 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1.(C) SUMMARY: The nine transition working groups set up by 
UNMIK, the core team for the post-UNMIK International 

Civilian Office, USOP, and the Kosovo government have focused 
attention on necessary actions required to be taken by the 
Kosovo government in time for UNMIK\'s departure. The first 

of these groups, established in the fall of 2006 (civil 
administration; governance; legal issues; rule of law; and 
economy and property), have mostly finished their work except 
for preparing cost estimates for a planned donors\' conference 
after a UNSC resolution on Kosovo\'s final status. After 

early success in reaching consensus on non-controversial 
issues, the working group on elections has slowed somewhat, 
but still expects to finish work by its self-imposed deadline 

of April 17. The pre-constitution working group quickly 
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overstepped its limited mandate and came up with a draft 
constitution so unacceptable that even its Kosovar co-chair 
requested that it not see the light of day. The public 
outreach transition group has successfully shifted its 
attention from billboards and television spots to public 
outreach throughout all of Kosovo. The last transition 
working group -- created to discuss security issues -- is 
just getting started, but already plans to put off as long as 
it can the thorny issue of what happens to the the Kosovo 
Protection Corps after status. END SUMMARY. 


UNMIK/OLA hand-off to PISG 


2. (SBU) The transition group on legal affairs has finished 

its review of UNMIK regulations since 1999, and its \"going 
away\" gift is a series of proposed changes to ensure those 
regulations comport with the new post-UNMIK governing 
arrangements in Kosovo. Essentially, UNMIK\'s Office of Legal 
Affairs (UNMIK/OLA) suggests removing all references to the 
SRSG as an authority who appoints, promulgates and takes 
other executive decisions, and replacing those references 

with the person/entity within the existing Provisional 

Institutions of Self-Government (PISG) that UNMIK/OLA 
believes is most appropriate. (NOTE: UNMIK/OLA regards these 
as merely \"technical\" changes in the regulations, but we feel 
that this vastly underestimates the importance of the 
authorities it has flagged and recommended to be changed. 
END NOTE.) 


3. (SBU) UNMIK/OLA has provided four volumes of indices which 
name the regulation and the section in which the proposed 
changes have been made. Each volume corresponds to another 
of the transition working groups formed back in November 

2006. UNMIK/OLA has also made available a CD ROM with the 
regulations and proposed changes (in English only). This 
working group last met in late February and will not meet 

again until these other working groups have finished their 

review of the proposed changes. 


4. (SBU) A Latvian legal advisor from the EU Planning Team 
(EU/PT) who participated in the review assured us the 
authorities recommended for transition to the PISG do not 
include any destined for the post-UNMIK International 
Civilian Office (ICO), pursuant to UNOSEKY's final status 
proposal. She also clarified the process agreed to by the 
working group for getting these changes to the SRSG for for 
promulgation. After the other working groups (and the PISG) 
have commented on those regulations dealing with their 
subject matter, any exceptions identified will be discussed 

at a meeting of the legal transition working group and 
resolved, after which the entire package of proposals will be 
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sent to the Technical Group on Transition, then on to the 
Strategic Group on Transition, and then finally to the SRSG 
for promulgation. The long-standing rationale for SRSG 
promulgation is that the Kosovo Assembly is not competent to 
review any of these laws, since they are UNMIK regulations 
that are being prepared to be handed over to the new 
post-status Kosovo government. On the last day of the 
transition period, the revised UNMIK regulations will be 
passed to the Kosovo government, and will remain the law of 
the land until such time as the Kosovo government and the 
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Kosovo Assembly see fit to amend them. In the interim, 
however, the Kosovo government will have inherited all the 
necessary executive authorities to keep the place running. 


Rule of law in the hands of EU/PT 


5. (SBU) The transition working group on rule of law, chaired 
by the head of the planning team for the follow-on EU-led 

rule of law mission (EU/PT), has met 15 times. It has 
similarly completed most of its work and subgroups will soon 
finalize separate transition documents dealing with police 

and customs, courts and prisons, and will then submit them to 
the Technical Group on Transition. There has been good 
participation by the Kosovo Police Service in preparing some 
of these documents. 


Civil administration working group nearly finished with its 
work 


6. (C) The transition working group covering civil 
administration has finished the relatively easy tasks of 
transferring to the PISG competencies on voluntary returns, 
humanitarian transport, the civil registry, the official 

gazette, and the census. The transition of several of these 
had already started before the working group was created. 
The stickiest of the competencies has been which ministry -- 
the Ministry of Public Services (MPS) or the Ministry of 
Internal Affairs (MIA) -- will be responsible for issuing 

identity cards and travel documents after UNMIK departs. 
Permanent secretaries from these two ministries -- both 
controlled by influential members of the dominant ethnic 
Albanian political party, the Democratic League of Kosovo 
(LDK) -- bickered openly in transition group meetings in 
January and February to the delight of opposition party 
representatives in attendance. After a protracted stalemate 
between the combative MPS Minister, Melihate Termkolli, and 
the MIA, USOP intervened to make certain this responsibility, 
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as in most countries, rests with the MIA. On April 4, 
Termkolli and MIA Minister Blerim Kuqi signed an MoU 
transferring the department at MPS responsible for the civil 
registry over to the MIA. 


7. (C) A subgroup of this working group co-chaired by the MIA 
has been working for several months at the request of P/DSRSG 
Steve Schook to develop alternatives for issuing 

identification cards and travel documents after UNMIK leaves. 
Schook has made it plain to Kosovo representatives that the 
UN will not extend the validity of existing documentation 

past the 120-day transition period, making imperative quick 
work on an interim system for issuance by the Kosovo 
Government of identity cards and travel documents immediately 
after final status. The sub-group has produced a project 
(forwarded to EUR/SCE) containing two options for producing 
passports, identity cards and drivers\' licenses with existing 
technology and with upgraded electronic chips and additional 
security features. The cost of producing 1,000,000 new 
passports, 1,800,000 new identity cards and 400,000 drivers\' 
licenses using existing technologies will be 8.55 million 

euros. The subgroup estimates the cost of producing the same 
magnitude of documents but with higher levels of protection 

is 15.75 million euros. We have already heard rumors of a 
request from the Kosovo government for international 
assistance, including from the USG, to fund this, though we 
believe they have the budgetary resources to accomplish their 
goals. 


8. (SBU) Representatives from the ICO core team have informed 
the working group that the ICO will not have a role in 

Kosovo\'s next census, other than to remind the Kosovo 
government that it needs to perform one. (NOTE: UNMIK 
featured too prominently in the census process, which may be 
one reason why one was never conducted during the past eight 
years of its tenure. END NOTE.) Ina related issue, the 

PISG has tentatively decided that monitoring of \"fair share 
financing,\" the amount of a municipality\'s budget spent on 
minorities, will be monitored by the Ministry of Local 
Government Administration (MLGA) rather that the Ministry for 
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Communities and Returns (MCR), because the latter is not 
ready to take on this responsibility. 

Governance working group still has a few loose ends to tie up 


9. (C) The ICO co-chair of the transition working group on 
governance stated at the group\'s February 15 meeting that he 
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anticipated it would be the last dealing with issues of 

actual transition. UNMIK has agreed that PISG 
representatives could physically review UNMIK\'s archives to 
see what types of UNMIK documents will need to be retained 
post-status. Representatives of Kosovo\'s archives will visit 
the facility in the near future to begin reviewing the 
documents. The governance working group has already 
developed a plan on Kosovo\'s future ministry of foreign 
affairs, although the Office of the Prime Minister (OPM) and 
the Ministry of Economy and Finance differ greatly in their 
estimates of what the ministry will cost. (NOTE: The 
government has also created a 140-page proposal to create a 
future ministry of foreign affairs outside the framework of 

the working group on governance, with the help of a British 
consultant. This reportedly has outraged opposition leader 
Veton Surroi, who views himself the first minister of foreign 
affairs of an independent Kosovo. END NOTE). 


10. (C) The OPM estimates start-up costs at 2.03 million 
euros in 2007 and running costs of 4.068 million euros each 
year from 2007 through 2009. The MEF estimates the net 
budget increase (taking into account savings from possible 
transfers of existing staff and contributions from money left 
over from the Unity Team budget) at 1.3 million euros in 

2007, 5.5 million euros in 2008, 9.6 million euros in 2009 

and 13.75 million euros in 2010. The MEF representative at 
the February 15 meeting took issue with the OPM estimates, 
considering it interference in their work, after which the 

group compromised by agreeing to submit both sets of figures 
for consideration at the donors\' conference expected during 
the 120-day transition period after UNSC adoption of a new 
resolution on Kosovo. According to the OPM representative at 
this working group, the government has received many offers 
from organizations and foreign governments to train the 
personnel of the future ministry. 


11. (C) A subgroup on security (classified materials) vetting 
continues its work. The group met in Slovenia on March 26-27 
with representatives from the Center for Democratic Control 

of Armed Forces (DCAF), an internationally-recognized 
organization that deals with vetting personnel and security 

for documents. New subgroups on decentralization and 
cultural heritage will begin their work in April. The 

subgroup on decentralization had its organizational meeting 
April 3 and discussed the need to coordinate assistance to 

the planned, new Serb-majority municipalities. Like the 
pre-constitution transition working group (see para. 14 

below), these subgroups are also faced with the difficulty of 
convincing Serbs to participate in their work prior to a new 
UNSC resolution on Kosovo\'s status. Representatives from the 
ICO and the PISG asked Father Sava, the well-respected 
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moderate Serb leader from Decani Monastery, a UNESCO-listed 
site that will benefit greatly from the exclusion zones in 

the final status proposal, to become a member of the subgroup 
on cultural heritage, but he declined, offering instead to 

give advice through less formal channels. 


Economics and property group discussing the difficult issue 
of POEs 


12. (SBU) The transition working group on the economy and 
property has created sub-working groups on economic 
regulators, the auditor general, the Central Banking 

Authority of Kosovo (CBAK), fiscal matters, external economic 
relations, the Kosovo Property Agency, and the Kosovo Trust 
Agency. By mid-April, these sub-groups will submit reports 

with proposed policy recommendations, legislative changes and 
cost estimates to the full working group, which will discuss 

and modify if needed, and send them on to the Technical Group 
on Transition. At a March 21 meeting, the OPM presented its 
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draft \"Law on Public Enterprises,\" which provides for light 
government involvement with publicly-owned enterprises 
(POEs). The proposed law does not put the POEs under a 
ministry, but under an independent board, one of whose 
members is from the relevant ministry. While this draft law 
is just a proposal, the representative from the OPM told the 
group that putting the POEs under a ministry vice an 
independent entity is non-negotiable. 


Pre-constitution working group rushes out of the gate 


13. (SBU) The pre-constitution transition working group has 
met religiously since its formation in January. Despite the 
Ahtisaari proposal giving constitution drafting 

responsibility to a Constitutional Commission formed by 
President Sejdiu after a new UNSC resolution, this working 
group soon began calling itself the \"Constitutional Group of 
Kosova.\" Co-chair Hajredin Kuci from the opposition 
Democratic Party of Kosovo (PDK) confidently announced in 
February that Kosovo\'s draft constitution would be ready for 
review by the Kosovo Assembly one month after a new UNSC 
resolution defining Kosovo\'s status is adopted. In January, 
the group prepared a skeleton of a draft constitution and in 
February modified it to include relevant portions of the 
Ahtisaari proposal. Several of the members then set out to 
write actual sections of a draft constitution based on 
nebulous guidance from the group\'s co-chairs. On March 13 
Kuci presented the full group with the rough compilation of 
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this collective effort. This document included a preamble 

that reportedly contained references to Serbian genocide 
against Albanians, the valor of the Kosovo Liberation Army 
and favorable mention of Ibrahim Rugova, Kosovo\'s first 
president, who died of cancer in February 2006. The group\'s 
representative from Veton Surroi\'s Ora Reform Party, as well 
as the ICO planning head Torbjorn Sohlstrom, took issue with 
the document and ultimately Kuci was forced to call it back 
so it could be \"revised.\" 


14. (SBU) Since this rather inauspicious start, three 
USG-funded constitution drafting experts arranged by USAID 
visited Kosovo April 18-25 and consulted with each of the 
members of the working group. The group has now been 
convinced to take a go-slow approach and is returning to 

their primary objective of paving the way for the actual 
Constitutional Commission envisioned in the Ahtisaari 
proposal. The U.S. experts tasked them to come up with a 
development plan which should be ready by mid to late April 
beginning with a timeline and ending in ratification of the 
constitution by the Kosovo Assembly. A key point raised by 
the U.S. experts is the problem of Serb participation in the 
deliberations of the working group and the follow-on 
Constitutional Commission. The Serb legal expert invited to 
participate in the working groups has refused to attend 
meetings, and even moderate Serbs with whom the experts spoke 
during their visit said if Belgrade instructs them so, they 

may not join in discussions of Kosovo\'s new constitution even 
after any UNSC resolution. 


Early consensus on elections evaporates 


15. (SBU) The transition group on elections co-chaired by 

OSCE head Amb. Werner Wnendt and Deputy PM (and Minister for 
Local Government Administration) Lutfi Haziri made great 
headway early on regarding the subject of Kosovo\'s next 
elections. It was apparent in these discussions that the 

OSCE has agreed to give the planning and running of elections 

in Kosovo over to the government. Early consensus was 

reached on proportional voting with Kosovo as one electoral 
district (obviating any need to try to district Kosovo) and 

using open lists, in line with clear instructions in favor of 

such a system from Kosovo\'s Unity Team, made up of Kosovo\'s 
top government and opposition leaders. Full consensus 
continued through the discussion requiring 30 percent of the 

new Assembly members to be women, but the representative from 
the tiny ORA party balked when Haziri tried to present the 

direct election of mayors as also having been ordered by the 

Unity Team. Although ORA agrees that direct election would 
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make the mayor more accountable to the electorate, its 
representative said he wanted to get something from the group 
in another area in exchange for his acquiescence. All of the 
participants also thought it was a good idea to increase, at 
least provisionally, the size of the central election 

commission as proposed in the Ahtisaari package. 


16. (SBU) The issue of thresholds is another for which 
consensus has so far eluded the group. Despite the 
suggestion by co-chair Wnendt for a 2.5 percent threshold for 
Albanian parties, the largest Albanian parties want a three 
percent threshold, although they would grudgingly accept a 
one percent threshold for those parties who declare 
themselves to represent a minority community. The ORA 
representative wants to set the threshold at the 2.5 percent 
figure for which it believes there was earlier consensus. 
Representatives from the LDK party, the largest in Kosovo, 
suggested that minority parties also compete for their earned 
(non set-aside seats) using the higher three percent 
threshold. (NOTE: A three percent threshold is common in 
the region and we believe the group will eventually either 
agree to it for the Albanian parties or send it through the 
Strategic Political Group to the Unity Team for a decision. 

It would affect smaller fringe parties like the Islamic 

Party, the Justice Party and several small Catholic parties 
who would have to join forces with the larger parties or risk 
losing their current seats in the Assembly. We believe there 
is enough support to have a lower threshold for minority 
parties. END NOTE). The most recent issue raised for which 
there is not yet a decision is who should write the new 
election laws. Haziri favored a government-led commission 
with input from all major parties and civil society, while 

ORA and civil society prefer a commission at which they would 
have an equal voice with the government and the main 
political parties. 


Public outreach working group assesses next steps 


17. (SBU) The public outreach working Group is now planning 
the third phase of its campaign. The second phase -- Sigurt! 
Sigorno! -- and the community roundtables established to 
explain the final statuas package ended on March 30. The 
proposed next steps include an information brochure, public 
town halls, updating the website and the possibility of a 

third media campaign. A subgroup drafted a brochure of 
frequently asked questions generated in the community 
roundtables and a description of the UNSC process. UNMIK 
will print them for distribution in the regional town halls, 
which start April 13. The six regional public town halls 
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organized by a USAID implementing partner will take place in 
Mitrovica, Peja, Ferizaj, Prizren, Gjilan and Pristina. 

Panelists will include one Unity Team member, one NGO analyst 
and one international representative. They will be larger 

than the community roundtables but use information gathered 

at the community roundtables to address issues specific to 

the particular region. The subgroup reported March 29 that 

the campaign website had received 30,000 hits on the Albanian 
site and 4,000 on the Serbian language site. 


Security working group coming along slowly 


18. (SBU) USOP representatives attended the second meeting of 
the transition working group on security on March 28. The 
group decided that subgroups on the creation of the Kosovo 
Security Force and the demobilization of the current Kosovo 
Protection Corps as envisioned in the Ahtisaari document will 
be delayed. The group did, however, decide to establish 
separate working groups on the Kosovo Security Council and 
democratic oversight of security issues and agreed to discuss 
the creation of two sub-groups covering Kosovo\'s intelligence 
service and border control at the next meeting in two week\'s 
time. Kosovars Rame Arifaj from the OPM and Ylber Hysa 
representing the Unity team also attend meetings of the 
transition working group on security on behalf of the Kosovo 
government. 


19. (C) COMMENT: Despite the several instances of impasse 
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(mostly between Kosovars) in several of these meetings, these 
subgroups have succeeded in keeping the government and 
opposition representatives alike focused on the massive job 
ahead. Real progress has been made, and even if not every 
contingency has been dealt with, the Kosovars will be better 
able to take over the reins of governance than they were six 
months ago when this process started in earnest. There has 
been real cooperation by and unity among the members of the 
groups -- something desperately needed throughout the 120-day 
transition period envisioned in the Ahtisaari plan between 

the date of any UNSC resolution and the actual date Kosovo\'s 
final status. END COMMENT. 


20. (SBU) U.S. Office Pristina clears this cable in its 
entirety for release to U.N. Special Envoy Martti Ahtisaari. 
KAIDANOW 
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Classified By: DCM Sheila Gwaltney for reasons 1.4(b,d) 


1. (C) Summary: During his March 27 visit to Brussels, PM 
Yanukovych said he wanted Ukraine to adopt a long-term 
strategy for EU membership and thanked his interlocutors for 
their help so far. Echoing President Yushchenko\'s earlier 
comments, Yanukovych urged the incorporation of a reference 
to Ukraine\'s eligibility for membership in the EU-Ukraine 
\"New Enhanced Agreement.\" EU European Commission Delegation 
acting head Dirk Schuebel suggested to us April 5 the EU 
might be slowly warming to the idea of Ukraine\'s eventual EU 
entry, adding that the latest round of negotiations for the 
EU-Ukraine agreement went smoothly, with working groups 
established to facilitate detailed negotiations in specific 

areas. Although the working group on economy and trade would 
not start its work until the WTO Working Party had issued a 
positive report on Ukraine\'s WTO accession, discussion within 
the other three working groups was proceeding well. In the 
working group on foreign and security policy, the EU had 
pressed Ukraine to ratify the Rome Statute of the 

International Criminal Court and to adopt a position on 

Kosovo more consistent with the EU\'s. Negotiations on a visa 
facilitation agreement could be \"tricky.\" Schuebel said he 
expected negotiations overall to last at least a year. 
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2. (C) Comment: In contrast to partisan disagreement over the 
timing and tactics to pursue Ukraine\'s Euro-Atlantic 

aspirations and eventual NATO membership and low public 
support, the last several months have seen repeated 
statements by both PM Yanukovych\'s camp and President 
Yushchenko\'s team emphasizing that Ukraine\'s EU aspirations 
are backed by consensus in Ukraine\'s ruling elite as well as 

by popular support. This marks a shift from the 2004 

election cycle, in which Yanukovych\'s team consciously 
highlighted Ukraine\'s ties with Russia and the future of the 
Single Economic Space (SES) project rather than an EU-centric 
future. Pushing \"Europe\" as a values-based concept as 
embodied in the Copenhagen criteria -- rather than a narrow 
definition focused around the EU as an institution -- can 

thus be an effective rhetorical tool in encouraging Ukraine 

to continue to move in the right direction on political, 

economic, judicial, and social reforms, despite ongoing sharp 
partisan politics. End Summary. 


Yanukovych Pushes EU Membership in Brussels 


3. (SBU) EU European Commission Delegation in Kyiv\'s acting 
head Dirk Schuebel told us April 5 that PM Yanukovych \"made 
no mistakes\" during his March 27 one-day visit to Brussels; 
Schuebel was also encouraged that FM Yatsenyuk, a Yushchenko 
appointee, accompanied Yanukovych to most meetings. 
Yanukovych told his Brussels interlocutors that he favored a 
long-term strategy for Ukraine\'s EU membership and was 
grateful for the EU\'s help. Both Yanukovych and Yushchenko 
(speaking during a mid-March visit to Copenhagen) stated 
Ukraine would focus on meeting the EU\'s membership criteria 
over the next decade, while sidestepping for the time being 

any direct discussion of possible eventual Ukrainian 

membership. While in Brussels Yanukovych met with European 
Commission Chairman Jose Barroso, EU High Representative for 
Common Foreign and Security Policy Javier Solana, European 
Parliament President Hans-Gert Pottering, and EU Commissioner 
for External Relations Benita Ferrero-Waldner. He also 

signed an amendment to the agreement on textiles and an 
extension of the current Partnership and Cooperation 

Agreement that added Bulgaria and Romania. 


4. (SBU) Schuebel remarked that Yushchenko and Yanukovych 
could barely be distinguished when they spoke about Ukraine\'s 
integration with the EU (reftel), a further sign of apparent 
genuine consensus on the issue. Yanukovych understood that 
Ukraine would not be able to join the EU for many more years, 
but he pushed for some mention of the prospect of eventual 
membership in the EU-Ukraine \"New Enhanced Agreement.\" 
During the visit, Yanukovych for the first time voiced his 
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support for an extension of the EU Border Assistance Mission 
(EU BAM) on the Ukraine-Moldova border. Yanukovych also said 
that he was still optimistic about the prospect of Ukraine 

joining the WTO by summer. 


5. (C) Schuebel said newly appointed FM Yatsenyuk made a 
positive impression in Brussels, where he is well known from 
his time as Minister of Economy in the Yekhanurov cabinet 
(2005-06). While in Brussels, Yatsenyuk said Ukraine had one 
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foreign policy, which Schuebel interpreted as part of 
Yatsenyuk\'s efforts to work with Yushchenko and Yanukovych 
and find common ground for Ukraine\'s external relations. 
Schuebel opined that Yatsenyuk\'s good intentions had been 
somewhat overtaken by recent events, since he was forced to 
take sides in the current crisis, supporting Yushchenko on 
parliamentary dissolution; Schuebel suspected Yatsenyuk may 
not remain in office long. 


\"New Enhanced Agreement\" Negotiations Proceeding Smoothly 


6. (C) Schuebel expressed satisfaction with the progress made 
during the last round of negotiations on the EU-Ukraine \"New 
Enhanced Agreement\" held April 2-3 in Kyiv. He said Ukraine 
was not insisting on wording that mentioned Ukraine\'s EU 
membership prospects, but that the Ukrainian side called for 
inclusion of a reference to Article 49 of the Treaty on the 
European Union that says that any European country that 
respects European values is entitled to apply for membership. 
While the EU logically should not object to a reference to 

its own basic document, Schuebel said EU negotiators objected 
even to this oblique reference, since there was a general 
feeling that the EU \"went too far, too fast with Turkey.\" 


7. (C) Schuebel said four working groups were established: 
foreign and security policy; justice and home affairs; 

sectoral cooperation; and economy and trade. Schuebel said 
the economy and trade working group would not start its 
negotiations until the WTO Working Party had issued a 
positive recommendation on Ukraine\'s WTO accession, since its 
main subject would be negotiations on a free trade area. 
(Comment: This is a small concession by the EU on timing, as 
previously the EU had insisted the talks could not start 

until Ukraine had completed its WTO accession. The 
difference between the approval of the Working Party report 
and final accession, however, is likely to be only a few 
months.) Schuebel said he expected negotiations would take 
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at least a year. Ukrainian Deputy Foreign Minister Andriy 
Veselovskiy expected to remain chief negotiator for the 
EU-Ukraine talks, but could move on after agreements were 
reached on the main issues, allowing someone else to receive 
credit for concluding the agreement. The next round of 
negotiations would be held May 23-24 in Brussels, prior to 
moving back to Kyiv in early July. 


8. (C) Schuebel said he took part in the foreign and security 
policy working group meetings and did not foresee particular 
difficulties; he noted that Ukraine was already in agreement 
with 92% of EU foreign policy positions. Schuebel mentioned 
the EU wanted Ukraine to ratify the Rome Statute of the 
International Criminal Court and adopt a position on Kosovo 
more in keeping with the EU\'s. Schuebel noted Ukraine\'s 
aversion to support independence for Kosovo was motivated by 
a reluctance to set a precedent that would adversely affect 
Crimea and the \"frozen conflicts\" in Georgia. He also said 
that Ukraine had not agreed to restrict travel or freeze 

assets of high ranking Belarusian officials as the EU would 
like. 


9. (C) Reaching agreement in the working group on justice and 
home affairs could prove to be \"more tricky,\" noted 

Schuebel. The Ukrainians had complained about the visa 
policy of several EU member states (note: which recently 
introduced high contractor fees for processing visa 
applications. end note). Ukrainian negotiator had also, 
Schuebel thought perhaps tongue-in-cheek, requested that 
Ukraine be allowed to enter the Schengen zone. Schuebel was 
optimistic that compromises were possible. 


10. (C) Schuebel expressed the opinion that acceptance of the 
idea that Ukraine might someday join the EU was gradually 
growing. He noted that Ukraine\'s biggest promoters were in 
the EU Parliament, particularly the EU - Ukraine 

Parliamentary Cooperation Committee, which contained many 
members from Eastern European states. Schuebel compared the 
current skepticism over Ukraine to the situation Poland faced 
in 1994; he saw a similar slow change in attitude toward 
Ukraine. Schuebel noted with some amusement that several 
Ukrainian politicians were unaware that Romania and Bulgaria 
had been on schedule to join the EU at the beginning of 2007; 
he admitted it was not entirely easy answering their 

question: \"What do they have that we do not?\" 


11. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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E.O. 12958: N/A 
TAGS: MASS, MARR, PREL, OTRA, MI 
SUBJECT: Country Clearance granted - Malawi 


REF: 151023Z MAR 07 


1. American Embassy Lilongwe grants country clearance 

and welcomes the visit of Maj. Tong Van (FAO) to Malawi 

to conduct a regional travel as part of his in country 

training April 26 - May 1 2007. Control Officer for the 

visit will be Political/Military Officer Tyler Sparks, 

office telephone number 265-1-773-166, ext. 3463; cell 

phone number 265-9-965-544; and e-mail sparkstk@state.gov. 


2. Accommodations 

Reservations have been made at Capital Hotel, telephone 
number 256-1-773-388 and Fax 265-1-771-273, under 
confirmation number 126612 for nights of April 23-24, 
2007. The current room rate is USD 109.00 which includes 
tax and Breakfast. 


3. Airport Departure Tax 
N/A 


4. Foreign Exchange 

Banking services are very limited throughout Malawi 
and there are no ATM machines. Further, the country 
is experiencing a shortage of hard currency and it is 
particularly difficult to obtain U.S. dollars even via 
accommodation exchanges with the embassy cashier. 
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Whereas the Embassy Cashier will cash travelers 
checks, usually for Malawi Kwacha only at the current 
exchange rate posted by RAMC-Paris, the local money 
changers normally charge a 10% fee. For all of these 
reasons, travelers are advised to consider bringing a 
small, whatever is reasonable amount of U.S. dollars 

if they are planning any personal in-country travel. 


5. Airport Transfer 
N/A 


6. Cellular Telephones 

Cellular telephones are available for rent at the 
airport for travelers requibing such capability. The 
cost is approximately $2.50 per day plus a refundable 
deposit of $200. Calling cards may be purchased in 
denominations of $2, $5, $10, $20, and $50. 


7. Climate 

Malawi\'s climate is generally subtropical. There is 
little to no rainfall throughout most of the country 

from May to October. It is hot and humid from October 
to April along the lake and in the Lower Shire Valley. 
Lilongwe is also hot and humid during these months, 
albeit far less than in the south. The rest of the 
country is warm during those months. From June through 
August, the lake areas and far south are comfortably 
warm, but the rest of Malawi can be chilly at night, 
with temperatures ranging from 50-140C or 410-570F. 


8. What to wear 

Visitors are particularly requested to observe local 

dress customs, which strongly emphasized modesty under 
the former president. While attitudes and customs 

have changed so that women wearing trousers and women 
and men wearing shorts is acceptable in urban and 

tourist areas, in outlying villages it is still 

inappropriate for women to appear without wearing a 

skirt or long dress. This can be easily accomplished 
by\"tying a wrap around the waist to cover shorts, 

trousers, or short skirts. The wraps, called 

chitenjes or khangas, are inexpensive, readily 

available in local markets, and, as a bonus, are 

usually quite beautiful. In sum, Malawians are very 
conventional and conservative people and our display 

of obvious respect for their customs and traditions 

goes a long way toward furthering our mutual 

relations, and this is particularly so in the rural 

areas. 


9. Excess Baggage 
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N/A 


10. Flight Reconfirmation 
N/A 


11. Health 
Travelers to Malawi should check with their agency\'s 


LILONGWE 00000277 002 OF 002 


medical unit several weeks before arrival in Lilongwe 
to receive recommended immunizations and to begin 
malaria prophylaxis. Malaria is a significant health 
problem in Malawi. Swimmers should be aware of the 
risk of contracting schistosomiasis. Although tap 
water is treated in the major cities, quality varies 

and it is not always safe for drinking. Do not drink 
water outside of the cities; bottled water is readily 
available in stores and in restaurants. HIV/AIDS is 
prevalent in Malawi and visitors should exercise 
extreme caution at all times to avoid contact that 
might result in HIV/AIDS transmission. 


A yellow fever vaccinatikn received within the last 
ten years and evidenced with a World Health 
Organization International Certificate of Vaccinations 
may be required for entry into Malawi. 


12. Security 

During your visit to Malawi, you should use the same 
security precautions you would exercise in any urban 
area of the developing world. Carjacking and 
robberies occur throughout Malawi and all visitors 
should use caution. You should not carry personal 
valuables or large amounts of currency when visiting 
the downtown areas of Lilongwe or Blantyre. We 
recommend that you not venture out alone at night. 
Given the high rate of vehicular accidents, use of USG 
vehicles outside urban areas after dark is prohibited 
and the mission strongly discourages individuals from 
driving their private vehicles outside urban areas 
after dark. 


13. Threat Assessment 

Malawi is rated critical for crime. Porous borders, 
easily acquired small arms, and an under-resourced 
police service provide an easy environment for 
criminals. Besides petty thefts, the majority of 
reported crimes are car-jackings and burglaries. Even 
though there are no known terrorist organizations 
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operating in Malawi, the conditions noted above also 
allow for a possible, undetected terrorist presence. 

The current government was democratically elected in 
1994, then re-elected in 1999 and 2004. Malawi currently 
enjoys political stability with few instances of civil 

unrest or public demonstrations. 


14. Travel 

Malawi is a long and narrow country, covering more 
than 1000 km from North to South. The geography is 
dominated by the tranquil waters of Lake Malawi, 
nearly 600km long and up to 80km wide, bordering the 
east of the country. It is the greatest attraction 

for visitors to this peaceful place well known for its 
friendly people, golden shores, and stunning natural 
scenery. Malawi also has eleven national parks and 
game reserves where everything from elephants to 
orchids are protected. The three national parks of 
Lengwe, Liwonde, and Lake Malawi National Park are 
located in the south; Kasungu National Park is in the 
central region; and Nyika National Park is in the 
north. Additionally, game reserves are accessible 
from all parts of the country. 


15. Visas 

U.S. citizens bearing diplomatic, official or tourist 
passports do not require visas when entering Malawi 
for business or vacation. For longer-term stays that 
require a residency visa, the embassy\'s Consular 
Section will assist you. 


16. TAKULANDIRANI or MWALANDILIDWA! Welcome to Malawi, 
the warm heart of Africa. 
EASTHAM 
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1. (SBU) The BRV is spending more money than ever before on 
the back of historically high oil prices. Despite these high 

oil prices, PDVSA appears to have cash flow problems stemming 
from its role as the BRV\'s cash cow. Official production 
figures exceed most analyst estimates, and PDVSA\'s ability to 
increase production is limited. PDVSA\'s issuance of USD 12 
billion in debt in 2007 demonstrates its need for cash. 

Despite these problems, the BRV probably has financial 
resources of around USD 66 billion in off-budget and foreign 
exchange reserves to draw on should problems mount, and the 
government can always devalue if money gets too tight. The 
overvalued exchange rate (currently over 60 percent) allows 
the BRV to selectively promote certain imports and discourage 
others. The parallel exchange rate is augmenting inflation, 
which at 17 percent in 2006 was the highest in the 

hemisphere. Inflation is driven by government spending that 
has doubled since 1999 and by policies that cause shortages 
and keep interest rates below the rate of inflation. Despite 

the economic distortions, a banking crisis looks unlikely in 

the near term, so long as BRV spending maintains liquidity 

and regulations do not push banks into a corner. Government 
handouts and the mission social programs drive Chavez\' 
support in the D and E classes, who have seen their incomes 
and living standards rise. These programs are not cost 
effective, however, and appear to be unsustainable. The 
weakness of the current system is evident in the labor force, 
where 400,000 people enter the labor market annually to 
compete for fewer than 200,000 jobs. The government taps 
also run full for military spending, which included over USD 
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4.3 billion in arms purchases since 2005. END SUMMARY. 


2. (SBU) In 2006, we estimate the BRV spent approximately USD 
65 billion (USD 54 billion in budgetary spending and another 

USD 11 billion spent by PDVSA, FONDEN, and FONDESPA). If one 
extrapolates spending increases of 20 percent annually (the 
average increase in dollar terms over the past eight years) 

and assumes that inflation meets the government\'s target of 

12 percent (which it won\'t), in 2007 the government will need 

to spend at least USD 87 billion in 2007, USD 117 billion in 

2008, and USD 157 billion in 2009 (assuming no devaluation). 
The average price for the Venezuelan oil basket was USD 
56.44/barrel in 2006 (a 350 percent increase over 1999 anda 
historic high) and production was approximately 2.5 million 
barrels/day (see paragraph 8). Production is not expected to 

rise and most analysts predict the price of the Venezuelan 

oil basket to range between USD 50 to 60/barrel in 2007. 

This leaves the government with the problem of stagnating 
revenues and increasing costs, to say nothing if the price of 

oil falls. 


3. (SBU) Much like an individual, a government that begins to 
run out of money has three basic options: spend less, eat 
into savings, or incur debt. While it is likely that the BRV 

will augment spending at a slower rate than in recent years, 
it has to keep increasing spending in order to meet the 

rising expectations of its citizens and to cover up 

distortions caused by an increasingly inefficient and corrupt 
system. 


4. (SBU) The BRV has approximately USD 33 billion in 
off-budget funds and another USD 34 billion in Foreign 
Exchange reserves. The lack of transparency in government 
accounts requires some amount of estimation in compiling 
these numbers. In the last quarter of 2006, the off-budget 
reserves fell by almost USD 2 billion, presumably due to the 
increase in spending in advance of the December elections. 
These \"rainy day funds\" will cushion BRV finances for some 
time. In fact, Minister for People\'s Power of Finance (MPPF) 
Rodrigo Cabezas recently claimed that the BRV could survive 
without exporting a drop of oil for 18 months. Venezuela\'s 
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external debt picture is also quite manageable, with an 
external debt/GDP ratio of less than 25 percent and annual 
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external debt payments of less than USD 2.5 billion. 


5. (SBU) While one can argue the merits of using rainy day 
funds and issuing debt when oil prices are at historic highs, 
it does nonetheless appear that the BRV can maintain these 
spending levels for a few years before the chickens come home 
to roost. A fourth option available to governments is to 

print more money. A devaluation, while painful to ordinary 
Venezuelans (by decreasing the value of their savings and 
generating higher inflation in a country that already has the 
highest inflation rate in the region), would also allow the 
BRV to prolong the situation by providing more bolivars for 
every dollar of oil revenue -- albeit at a significant cost. 


(see 06 CARACAS 1291 for more information) 


6. (SBU) It is difficult to set a magic number on the price 

for the Venezuelan oil basket which the BRV needs to sustain 
its fiscal policy. It depends on the production levels of 

the various types of crude that make up the Venezuelan 
basket, as well as factors such as inflation, government 
spending, debt issuance, and the amount of \"rainy day funds\" 
the BRV has stored up for just such an eventuality. 
Conventional wisdom is that Venezuela loses USD 1 billion in 
revenues for each dollar drop in the price of oil. To define 

the break even point as the point at which BRV expenditures 
exceed revenues would not be illuminating, as many countries 
have long-term policies of deficit spending. Rather, it is 
important to estimate the point at which the BRV\'s fiscal 
deficit becomes so large as to force it to burn through its 

cash reserves and begin serious deficit spending (say in 
excess of 10 percent) within a one to two year time frame. 

The traditional number has been assumed to be around USD 
40/barrel for the Venezuelan basket, though Econ contacts and 
local analysts provide ranges from USD 25/barrel to USD 
55/barrel. 


7. (SBU) Demands by Chavez and Minister Ramirez for emergency 
OPEC meetings and production cuts as the Venezuelan basket 
price fell below USD 45/barrel (or roughly USD 55/barrel WTI) 

in early 2007 imply that they see this number as a red line. 

On March 15, Ramirez commented that an OPEC basket price of 
USD 54/barrel (or roughly USD 50/barrel for the Venezuelan 
basket) was reasonable. 
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(06 CARACAS 905, 1238, 1400, 2297, CARACAS 512) 


8. (SBU) According to the Ministry of People\'s Power for 

Energy and Petroleum (MPPEP), Venezuela produces 
approximately 3.4 million barrels per day (mbd) of petroleum 

and petroleum derivatives, divided between PDVSA production 
(2.287mbd), the former Operating Service Agreements (OSAs) 
(343,000bd), PDVSA Gas (29,000bd), the Strategic Associations 
(SAs) in the Faja (563,000bd), and Liquefied Natural Gas 
(173,000bd). These numbers are optimistic; most independent 
analysts think that Venezuela actually produces between 2.4 

and 2.6mbd. Embassy estimates, based on data from service 
companies and shipping firms, are that PDVSA produces around 
1.6mbd, the former OSAs produce another 350,000bd (PDVSA owns 
on average 60 percent) and the four SAs in the Faja were 
producing around 520,000bd (of which PDVSA controls 
approximately 40 percent of production) before the 2007 OPEC 
cuts. This gives Venezuela a total production of around 
2.45mbd, of which about 2mbd are exported. 


9. (SBU) Our estimate tracks with other reliable observers. 

The Department of Energy\'s Energy Information Administration 
(EIA) estimates that Venezuela was producing 2.49mbd as of 
the end of December 2006, and independent local energy 
analysts estimate current production at 2.5mbd. This 
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contrasts sharply with the data published by the MPPEP as 

part of its annual report to the National Assembly in 

February 2007, which claimed that Venezuela was exporting 
2.9mbd, of which 2.4mbd was wholly owned by PDVSA. Post and 
most analysts expect Venezuela\'s production to decline in the 
near to medium term due to increasing inefficiencies, 
underinvestment, and a reduction in private sector 

participation. This is in spite of PDVSA\'s USD 70 billion 
investment plan to raise production to 5.8mbd by 2012. PDVSA 
recently announced that its investment budget for 2007 would 
exceed USD 10 billion, or nearly double what it spent in 

2006, which may be recognition of mounting production 
difficulties. 


(06 CARACAS 2227, 3311, 3558, CARACAS 183) 


10. (SBU) PDVSA\'s finances are a black box; transparency and 
accountability are sorely lacking. Nonetheless, all signs 
indicate that PDVSA has cash flow problems. PDVSA has had 
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trouble paying its joint venture partners, services 

companies, and (reportedly) even its income tax bill. The 
press has reported that PDVSA is offering oil instead of cash 
to pay for the lost equity in the conversion process for the 
Strategic Associations in the Faja. PDVSA\'s bottom line is 
being strained by BRV demands for more and more cash, 
especially for social programs, having contributed at least 
USD 13 billion to BRV budgetary and off-budgetary coffers in 
2006. PDVSA\'s role as the BRV,s cash cow, coupled with 
rising costs and increasing inefficiency, is evident in its 
increasing costs and decreasing profits, even as revenues 
continue to grow on the back of high oil prices. Given 
PDVSA\'s USD 100 billion in worldwide revenues during 2006, 
PDVSA looks more like a company lacking financial controls, 
rather than one threatened with bankruptcy. Were PDVSA ever 
to get into real trouble, it could in theory decrease these 
transfers or take steps to increase production. 


11. (SBU) Political pressures, however, make the likelihood 
that PDVSA would decrease social spending unlikely. In fact, 
it will probably go up in 2007. PDVSA\'s plans to increase 
production frequently fail to be implemented in a timely 
manner. The normal time lag in increasing oil production 
coupled with high global demand for oil machinery and 
services make the ability to quickly increase production 
remote in the short to medium term. There is very little 
spare production capacity in Venezuela currently. 


12. (SBU) PDVSA only had about USD 4 billion in debt in 2006, 
and investment bankers have indicated to econoffs that 
increasing its debt profile would not be difficult given 

global liquidity glut chasing returns in emerging market 

debt. Already in 2007, PDVSA has secured USD 4.5 billion in 
lines of credit and on April 12 it will issue a further USD 

7.5 billion in debt, which will be the largest debt issuance 

in emerging market history. After this issuance, PDVSA 
should have between USD 15 and 16 billion in debt. 


(06 CARACAS 3411) 


13. (SBU) While the BRV\'s finances are intentionally opaque, 
current Embassy estimates are that the BRV had around USD 
33.4 billion in available funds (as of the end of February 
2007), not counting USD 34 billion in Central Bank (BCV) 
reserves. Much of the money in off-budget funds is already 
allocated, but could presumably be reallocated in a crisis. 

The off-budget funds are divided between treasury funds held 
in the BCV (USD 1.8 billion), BRV deposits in private sector 
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banks (USD 8.7 billion in bolivars), The Bank for Social and 
Economic Development (BANDES) (USD 9.9 billion), The Treasury 
Bank (USD 5.7 billion in bolivars plus FONDEN\'s assets in 
dollars), the Fund for National Development (FONDEN) (USD 6.2 
billion, held by the Treasury Bank) and the Fund for Social 
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and Economic Development (FONDESPA) (USD 1 billion). FONDEN 
has since received USD 3.7 billion in transfers from the BCV. 
(Note: These numbers are gleaned from BCV reports and public 
comments by BRV officials. There is considerable doubt as to 
the accuracy of BRV financial accounting and many reports are 
significantly late. End Note.) In addition to the rainy day 

funds and official reserves, PDVSA has tens of millions of 
dollars in escrow accounts tied to the Faja strategic 
associations. PDVSA can only draw on the accounts by 
presenting audited financial statements. It is very possible 

that PDVSA has additional funds held in off-shore accounts, 

but we have no way of verifying their existence. 


(06 CARACAS 1215, 3434, CARACAS 216, 493, 574) 


14. (SBU) Virtually everyone agrees that the official 
exchange rate of 2150 Venezuelan Bolivars (Bs.) to the dollar 
is overvalued. A parallel market exists to convert bolivars 

to dollars using securities transactions. This so-called 
parallel rate is currently around Bs. 3550 to the dollar 

(after spiking to nearly Bs. 4500/dollar earlier in the 

year). It reflects a high demand for dollars driven by 

request denials by the Commission for the Administration of 
Foreign Exchange (CADIVI) (requiring firms to obtain parallel 
dollars to import goods or repatriate profits), excess 

liquidity, high internal demand from GDP growth, and capital 
flight. More than a quarter of the currency exchange market 
in Venezuela goes through the parallel market. 


15. (SBU) Another means of evaluating the value of the 
bolivar is to divide the money supply (M2) by Venezuela\'s 
foreign exchange reserves, which yields an implicit rate of 
Bs. 3472 to the dollar as of March 30. By just about any 
measure Venezuela\'s currency is significantly overvalued, 
making imports cheaper and hurting domestic production. 
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16. (SBU) A \"strong bolivar\" serves as an anchor against 
inflation by keeping imports relatively cheap and increasing 

the purchasing power of the average Venezuelan. For example, 
Venezuela imports from 60 to 70 percent of its food, and by 
keeping the bolivar overvalued, foodstuffs are kept cheap in 
bolivar terms for Venezuelan consumers (although given that 
inflation for foodstuffs was over 26 percent in 2006, this 

clearly is not solving the BRV\'s problems). 


17. (SBU) The currency controls that maintain the exchange 
rate also serve as a mechanism to control the importation of 
goods to Venezuela. Through CADIVI, the BRV can promote 
certain imports (by approving dollar requests at Bs. 
2150/dollar) and discourage other goods (by refusing requests 
and forcing importers to pay Bs. 3550 for every dollar of 
imports). This form of Import Substitution Industrialization 
(ISI) also requires certificates of no production or 

insufficient production in order to import goods. By forcing 
someone to prove that the good s/he is trying to import is 

not produced locally, the BRV in effect protects certain 

local markets competition. At the same time, the overvalued 
official exchange rate paradoxically hurts those domestic 
producers by requiring them to compete with artificially 
cheap imports. Many firms in Venezuela have commoditized 
their businesses, shutting down the factory and becoming 
importers instead. (Comment: The arbitrariness of the 
exchange rate mechanism also allows the BRV to selectively 
deny individuals\' or firms\' foreign exchange requests and 
provides a wide avenue for corruption. End Comment.) 


(CARACAS 568) 
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18. (SBU) Economists disagree as to whether the BRV will 
devalue the currency. A devaluation would bring the official 
and parallel markets more into line, improve the 
competitiveness of Venezuela\'s few exporting firms, and 
multiply the domestic spending power of the government (as 
most of its revenues are from oil sales in dollars). 

However, a devaluation would also contribute substantially to 
inflation (which was 17 percent in 2006) and fighting 

inflation is, at the moment, Chavez\' prime economic concern. 


19. (SBU) Plans are underway to create a new currency, the 
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\"Bolivar Fuerte,\" which would remove three zeroes from the 
old Bolivar, but according to MPPF Cabezas, leave its value 
vis a vis the dollar intact. Former Central Bank Director 
Maza Zavala recently argued that the conditions do not exist 
for Venezuela to gain from devaluation. According to Zavala, 
Venezuela\'s lack of a productive capacity which would allow 
for local production to replace imports or an export capacity 
to allow Venezuelan firms to take advantage of the cheaper 
currency means that devaluation would only hurt Venezuelan 
industry and increase the already high inflation rate. 

Should the BRV devalue, estimates are that the devaluation 
would be between 10-30 percent from the current official 
rate. Falling oil prices could hasten the need to devalue, 

as government expenditures become crimped. Post does not 
discount the possibility that devaluation could be hidden in 
the monetary conversion scheduled for January 2008. 


(06 CARACAS 2244, 2831, 3500, CARACAS 291) 


20. (SBU) Official inflation was 17 percent in 2006 and an 
accumulated 3.5 percent for January and February 2007 
(typically months of low inflation). Certain categories are 
growing faster, though, and the prices of foodstuffs and 
non-alcoholic beverages has increased over 30 percent in the 
past 12 months. Inflation in Venezuela is driven mostly by 
government spending, which rose 62 percent in dollar terms 
from 2005 to 2006, and excess liquidity. Foreign exchange 
controls keep people from moving their money overseas, as 
Venezuelans have traditionally done, and this bottleneck led 
to an almost 70 percent increase in liquidity (M2) in 2006 
alone. As a percentage of GDP, government spending has 
nearly doubled since Chavez took office, going from 19.8 
percent of GDP in 1999 to almost 38 percent in 2006 (when 
estimated off-budget spending is included). 


21. (SBU) The increase in money on the street has not led to 
a commensurate increase in goods available for sale, due to 
inefficiencies in the economy and BRV-initiated distortions, 
which include price controls, fixed interest rates, and an 
increase in the state\'s role in the private sector through 
expropriations, nationalizations, and new regulations. 
Interest rates are fixed by the BRV below the rate of 

inflation. In maintaining political support through cheap 
credit, the BRV is impeded from raising rates to encourage 
saving and fight inflation. Inflation is predicted to 

continue to rise, ending 2007 somewhere between 20 and 30 
percent, as more money continues to chase a limited supply of 
goods. 
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(06 CARACAS 2622, CARACAS 686) 


22. (SBU) The financial sector in Venezuela had one of its 
best years ever in 2006, with record revenues and profits. 

At the same time, banks are under constant rhetorical attack 
by the BRV for their \"excessive profits.\" The BRV is not 
afraid to regulate to achieve its political ends: directed 
lending now makes up 31.5 percent of a bank\'s portfolio and 
interest rates are currently fixed, with banks having to pay 
depositors 6.5 percent on savings accounts, 10 percent on 
timed deposits, and the maximum loan rate capped at 28 
percent. This spread is shrinking as the BRV continues to 
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lower the maximum interest rate, which is already near the 

rate of inflation (18.5 percent for the 12 months ending 

March 2007). At the same time, reserve requirements are 
increasing, with the statutory minimum up from 15 percent of 
deposits at the beginning of 2006 to 30 percent of new 

deposits today. These restrictions will help cushion any 

crisis by providing reserves to cover shortfalls, but are 

also forcing the banks into riskier behavior, including 

increasing car and home loans and credit card issuances, in 
order to make money. According to Banking Superintendent 
Diaz, only two percent of banks\' portfolios are currently 
non-performing. High GDP growth and increasing salaries mean 
that their customers, for now, can pay their loans. Should 
government spending dry up and the economy slow down, many 
banks may see large increases in outperforming loans, which 
could potentially cause some of the banks to close. 


23. (SBU) In addition, approximately USD 8.7 billion of 
Venezuelan government funds are currently deposited in the 
banking sector. Banks use these deposits to fund loans, even 
though in theory at some point the government will need this 
money to pay its expenses. The Treasury Bank that was 
created in 2006 was designed in theory to hold all of the 
government\'s funds until they were spent. (Note: In many 
cases this money appears \"parked\" with these banks, which are 
rumored to pay hefty bribes to BRV officials and 

intermediaries for the deposits. End Note.) The Treasury 
Bank\'s assets have increased from around USD 8 billion to USD 
13 billion as of December 2006 as the government has begun 
storing its money there. This amount is broken into the USD 

9 billion the bank holds for FONDEN (in dollar and euro 
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denominated assets abroad) and USD 4 billion or so in 
bolivars of budgetary money. As of yet there has not been 
any large scale transfer of funds out of the private banking 
sector; however, such a transfer could also trigger a crisis 
as banks would have to suddenly call in loans to avoid 
becoming insolvent. 


(05 CARACAS 3830, septel) 


24. (SBU) Reliable poverty statistics are hard to come by in 
Venezuela since the National Statistics Institute (INE) 

changed its methodology under political pressure from Chavez 
in late 2004. Unsurprisingly, since then, it has shown a 

steady decrease in the number of people living in \"poverty 

and \"extreme poverty\" and is used to justify the claim that, 
under Chavez, poverty in Venezuela has fallen 10 percentage 
points, from 44 percent of the population at the end of 1998 

to 34 percent of the population as of the first half of 2006 

(the last date for which INE has published statistics). 
Households that cannot afford INE\'s basic basket of goods and 
services (USD 919 a month at the official exchange rate) are 
defined as \"poor\" and those that cannot afford the basic food 
basket (USD 232) are \"extremely poor.\" The average 
Venezuelan household has 4.3 members. Both baskets are made 
up of many price controlled items, which keep the cost of the 
basket down, but many such items also are often sold above 
the legal rate or are unavailable due to recurring shortages. 
The comparison between 1999 and today is, of course, 
misleading because INE is comparing apples and oranges -- two 
different poverty calculations. 


25. (SBU) Datanalisis, the largest polling and market survey 
firm in Venezuela, has a different method that calculates 
socio-economic status (SES). Their research divides 
Venezuela into five SES groups: A, B, C, D, and E, with A 
being the most well off. These groups are defined by income, 
education, type of housing, and geographic residency, with 
members of classes A and B (3 percent of the population) 
earning at least USD 4,000 a month, C (16 percent) earning an 
average of USD 900 a month, D (38 percent) averaging USD 415 
a month, and E (43 percent) averaging USD 238 a month (all at 
the official exchange rate). Groups A, B, and C have seen 

real declines in their incomes of 23 percent since 1999. 

Group D makes about as much in real terms as it did at the 
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start of Chavez\'s presidency, and group E has seen its income 
rise by 14 percent in real terms during this period. The 
increase in earnings is coupled with the advent of the BRV 
\"missions\" that provide subsidized food, health care, and 
other services to these lower-income groups. Thus, at the 
same time that the salaries of Venezuela\'s poor have 
increased, the cost of certain goods and services has almost 
certainly decreased. The support of these \"missions\" and of 
Chavez is linked to the perception by members of the D and E 
SES groups that they are better off and that things in 
Venezuela are improving. This strategy of poverty 

alleviation via transfer payments is clearly unsustainable in 
the medium to long term. 


26. (SBU) According to INE, the unemployment rate in 
Venezuela fell from 15.3 percent in 1999 to 9.5 percent at 
the end of 2006. INE defines anyone working at least four 
hours a week as well as the participants of many of the 
missions as \"employed.\" Economic researchers at the local 
economic consulting firm EconAnalitica estimate that over 
750,000 unemployed people are considered employed due to 
their participation in a mission, and an additional 500,000 
\"employed\" Venezuelans are working less than 15 hours a week 
and therefore would not be considered employed by 
international bodies like the UN. 


27. (SBU) Estimates are that up to half of the labor force is 
employed in the informal sector. With around 400,000 new 
entrants into the job market annually, and job creation last 
year of only 190,000, the deficit of jobs continues to grow. 

In addition, the number of people considered disabled or 
unable to work has grown considerably since 1999. During the 
past seven years, the labor force grew by 21 percent and the 
number of disabled people almost doubled to over 1 million 
(or 5.5 percent of the labor force), implying the perverse 
incentive (hardly limited to Venezuela) for people to collect 
disability payments instead of seeking gainful employment. 
The employment situation is also marked by an increase in 
public sector jobs and a decrease in private sector jobs, as 
government spending increases and private firms reduce 
hiring. Thus, while it would appear that the percentage of 
people technically unemployed has fallen, the number of 
people with actual jobs seems to not have grown in tandem 
with the economy. 


Column 3 
Do the Missions really make a difference? 


(06 CARACAS 3505) 


28. (SBU) By Post\'s count, there are currently 25 missions in 
Venezuela. They range from providing subsidized food 

(Mercal) to free health care from mostly Cuban health 
practitioners (Barrio Adentro), to literacy and education 
instruction (Robinson, Ribas, Simoncito, and others) to 
energy-efficient fluorescent light bulbs (Energetica), and 

are costing the government somewhere between USD 6-10 billion 
dollars a year, when funding from the national budget, 
FONDEN, and PDVSA is added together. The missions receive 
high marks in public opinion surveys, with Mercal and Barrio 
Adentro being the most used and most popular. While Mercal\'s 
star has faded recently due to shortages, nonetheless, 63 
percent of respondents in a recent poll were positive about 

the program. 


29. (SBU) A discussion of the BRV\'s missions requires an 
explanation of opportunity cost. While most all would agree 

that these programs do help Venezuela\'s lower classes, the 
money could arguably be spent in such a way to help many more 
people in an even more significant manner. The BRV\'s 

literacy programs, for example, cost USD 583 per student at 

the official rate and have had very little effect on reducing 
illiteracy. According to the Economic Commission for Latin 
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America and the Caribbean (CEPAL), illiteracy in Venezuela 

fell from 7.5 percent at the start of Chavez\' term to 6 

percent at the end of 2005, despite this massive spending. 

Most statisticians agree that most of this decline is due to 
population changes and not educational programs. By paying 
both teachers and students to participate, however, they 

provide a benefit to these individuals in the form of 

supplemental income. (Note: According to UNESCO, the average 
cost of a literacy program in Latin America was USD 61 per 

pupil in 2005 -- about one-tenth of BRV spending. End Note). 


30. (SBU) Since 2005, Venezuela has agreed to purchase over 
USD 4.3 billion in military hardware and equipment. Many of 
these purchases are funded by FONDEN or through other 
off-budget means that reduce the transparency of the 
purchases and make tracking their actual cost and completion 
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difficult to ascertain. Over USD 3 billion of this amount 
constitutes deals with Russia, which include the purchase of 
100,000 AK-103 assault rifles, 24 Su-30Mk2 fighter aircraft, 
Spanish patrol boats, helicopters, and surface to air missile 
batteries. These purchases mark significant increases in 
military spending, which, not including these extra-budgetary 
purchases, only amounted to USD 3.2 billion in 2005 and USD 
3.1 billion in 2006. The arms buildup has caused concern 
amongst Venezuela\'s neighbors and shows no signs of abating. 
In 2007, the BRV has announced that it plans to purchase 
additional helicopters, trainer aircraft, and submarines for 

at least another USD 3 billion. 
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SIPDIS 
SIPDIS 


STATE FOR WHA/EX AND WHA/CAR 
S/CRS 

SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 

WHA/EX PLEASE PASS USOAS 


E.O. 12958: DECL: 04/10/2017 
TAGS: PGOV, KCRM, ASEC, HA 
SUBJECT: ROBERT LECORPS MURDERED 


Classified By: Ambassador Janet A. Sanderson, reason 1.4(c) and (d). 


1. (U) On April 4, Robert Lecorps, who was arrested (but 
never charged) in connection with the April 3, 2000 murder of 
journalist Jean Dominique, was gunned down near his home in 
Pernier, a suburb of Port-au-Prince. He was shot several 
times in what appears to be a contract killing. Radio 
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Caraibes FM reported that gunmen murdered Lecorps in a 
drive-by shooting and that his body remained on the street 
for hours before being removed. At this point, the police do 
not have any suspects. Lecorps was killed one day after the 
seventh anniversary of Dominique\'s assassination. 


2. (C) Even though Lecorps was a businessman, according to 
numerous newspaper accounts, he had an extensive, implicated 
association with violence. Lecorps supported the Duvalier 
regimes and was a member of FRAPH (Front for the Advancement 
and Progress of Haiti), an organization with a history of 

political violence. In addition to being implicated in the 

Jean Dominique murder, Lecorps was acquitted in 1996 of the 
October 13, 1993 murder of Guy Malary, then Minister of 
Justice. Persons arrested for drug trafficking at the 

airport in New York have implicated Lecorps in their 

activities. The DEA has also linked him to drug trafficking 

in Cap Haitien. 


3. (C) Based on his sources within the Haitian National 

Police (HNP), Pierre Esperance (protect), the director of the 
National Human Rights Defense Network (RNDDH), speculated 
that corrupt associates of Lecorps within the judicial police 
(DCPJ) may have killed him over an unpaid debt. 
SANDERSON 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PHUM, PGOV, KPKO, CG 

SUBJECT: MONUC PUSHES GDRC TO PROTECT HUMAN RIGHTS WITH 
RELEASE OF SECOND 2006 HUMAN RIGHTS REPORT 


1. (SBU) Summary: MONUC characterized its human rights 


Column 3 

findings for the second half of 2006 as a matter of \"grave 
concern." It documented a substantial increase in the number 

of politically motivated incidents during the electoral 

period, a decrease in the proportion of human rights 

violations committed by the Congolese army, and an increase 

in the number of human rights violations by the police. 

Congolese ministers promised to issue \"zero tolerance\" 

messages on human rights and to create follow-up committees 

to discuss MONUC\'s monthly human rights reports. End summary. 


2. (SBU) MONUC Deputy Special Representative to the 
Secretary General (DSRSG) Haile Menkerios and DRC UN Human 


SIPDIS 

Rights Office Director Fernando Castanon presented on March 
12 the MONUC Human Rights Office report for the period July 
to December 2006 to newly-appointed Defense Minister Chikez 
Diemu and Human Rights Minister Eugene Ilwaaloma . According 
to Castanon, both ministers called the human rights situation 

in the DRC \"critical\" and stressed the importance of MONUC 
assistance in the fight against impunity. llwaaloma said he 
would create a mechanism for working with MONUC on human 
rights cases. Chikez pledged to make a public statement of 
zero tolerance for human rights violations committed by the 
army. He pledged to create a follow-up committee to include 
MONUC representatives and high-level Defense, FARDC, and 
military justice officials to review monthly MONUC reports on 
FARDC human rights violations. 


3. (SBU) Castanon also met with Interior Minister Denis 
Kalume on March 14 to discuss human rights violations by 
Congolese police (PNC). He told us Kalume agreed to issue a 
\"zero tolerance circular\" to all provincial police inspectors 

and to instruct the Special Services branch of the Kinshasa 
police, implicated in politically motivated illegal detention 

and mistreatment, to act in accordance with human rights 
standards. Kalume promised to ensure unhindered access for 
MONUC human rights investigators to the Special Services\' Kin 
Maziere Detention Facility and to create a follow-up 

committee of MONUC representatives and high-level Interior 
Ministry and police officials. 


4. (U) The report, entitled \"The Human Rights Situation in 
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the Democratic Republic of Congo,\" was published by the 
United Nations Human Rights Office (UNHRO). It noted a 
marked increase in politically motivated arbitrary arrests 
from the beginning of the first electoral campaign in July 
2006, particularly in Kinshasa. The office investigated 170 
political arrests and found that most were followed by ill 
treatment and torture of detainees. The main perpetrators, 
according to the report, were the Republican Guard, the 
National Intelligence Agency (ANR), the PNC (especially its 
Special Services branch), and the private guard force of 
Senator and former Vice President Jean-Pierre Bemba. 


5. Per the report, the Republican Guard was responsible for 
more than 100 cases of torture and/or cruel, inhuman, and 
degrading treatment of civilians thought to be supporters of 
Bemba\'s MLC party. Most ANR violations involved illegal 
detention. The Police Special Services were accused of 
carrying out most politically sensitive arrests in the 

capital. It regularly detained people beyond the legal time 
limit, was responsible for torture and ill treatment, and 
systematically denied detainees visits from lawyers and 
family members. Bemba\'s personal guard forces also carried 
out a number of illegal detentions in Kinshasa, which were 
often followed by ill treatment and torture. 


6. (U) The report found that cases involving the Congolese 

army had decreased from 53 percent of all human rights 
violations from January to June 2006 to 40 percent of all 

human rights violations from July to December 2006. This was 
not because of any improvement in FARDC behavior but because 
of a large increase in police violations. The report noted 
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that the FARDC continued to be responsible for summary 
executions, torture, rape, arbitrary arrest, and intimidation 
of civilian exercising their political rights. These 

violations frequently involved high-ranking FARDC officers, 
none of whom had been brought to trial by the time of the 
report\'s release. In particular, UNHRO found that FARDC 
human rights violators continue to be appointed and promoted. 
UNHRO reported FARDC soldiers throughout the country 
committed acts of abuse of power, attempted to illegally 
carry out law enforcement activities, and erected illegal 
check points to extort money and food from civilians. 
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7. (U) According to the report, the number of human rights 
violations committed by the PNC increased in the second half 
of 2006 by 15 percent, from 24 percent to 39 percent of all 
violations. In addition to the politically motivated arrests 
noted above, there was an increase in the number of mass 
rapes of women and girls committed by police officers 
throughout the country. UNHRO reported that PNC officers 
carried out arbitrary arrests of civilians and often subject 
them to cruel, inhuman, and degrading treatment or torture. 
They were also reportedly involved in human rights abuses 
related to the illegal exploitation of natural resources in 
North and South Kivu and Katanga provinces. 


8. (U) Efforts to bring human rights violators to justice 

were \"invalidated by the dilapidated state of national 
penitentiary facilities, which facilitated prison escapes," 
according to the report. Dring the second half of 2006, at 
least 429 detaiees, including some convicted of serious 
human rghts violations, escaped from prisons and detention 
centers throughout the country. Some escapes wee due to the 
condition of the facilities or neglgence, others to the 
assistance of guards and prson authorities. Those 
incarcerated faced \"appaling\" detention conditions: lack of 
electricity, food, drinking water, and basic medical care. 
Deahs due to malnutrition were regularly reported to NHRO. 


9. (SBU) he MONUC report is credible and well-documented,and it paints a stark picture of the serious human 
violation in the DRC. Previous engagementby MONUC to engage 

with the Transitional Government produced little change in 

the human rights situation. With an elected overnment, 

however, officials can be held accounable for failing to 

protect the human rights of itizens. Post will monitor the 

follow-through o ministers on their commitments in this 

area. End comment. 

MEECE 
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SIPDIS 


STATE FOR WHA/EX AND WHA/CAR 
S/CRS 

SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 

WHA/EX PLEASE PASS USOAS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, ASEC, KCRM, HA 
SUBJECT: DDR PARTICIPANTS PROFILED 


REF: 06 PORT AU PRINCE 1881 
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1. (U) This report is sensitive but unclassified -- please 
protect accordingly. 


2.(U) Summary: Part of the focus of the GoH\'s National 
Disarmament, Demobilization and Reinsertion Program (CNDDR) 
is reintegrating gang members into ordinary society. 
MINUSTAH\'s DDR section charged the Research and Integrated 
Social Action Group (GRASI) with assisting in the orientation 

and reinsertion program. GRASI compiled a report in which 

they profiled each participant, listing such factors as level 

of education, family history and size, drug use and 

psychological condition. The report gives insight into the 

lives of these young men and also reveals holes in the 

program itself, such as lack of communication among the 
interested parties and ineffectiveness of convincing the gang 
members to denounce their criminal activities. End Summary. 


Profile of a Gangster: Geffrard Herold 
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3. (U) Geffrard Herold was born April 4, 1983 in Cite 

Soleil. His father is a farmer and his mother is dead. He 
entered school at about 6 years of age and continued to 
attend through part of high school, where he struggled with 
mathematics. He left school in 2003 at age 20, citing 
Weconomic problems.\'\ Herold and his 24-year-old 

girlfriend, who is expecting their first child, occupy a 

single room in a dilapidated rental home. He joined a gang 
partly under pressure from his peers and partly because of 

his economic problems. He has carried an illegal weapon 
since the age of ten. He says he uses the weapon to \\'make 
wanW against the police and MINUSTAH and to carry out 
kidnappings and extortion. He made approximately USD 2,700 
per month before joining DDR. However, he hasn\'t saved any 
money because he Wneeded to enjoy life.\\' 


4.(U) Herold wants to become a chauffeur and thinks that 
with his numerous contacts, it's a career that will allow him 
to earn a living. He came to DDR\'s Orientation and 
Reinsertion Center (ROC) at the behest of the leader of his 
gang. He said he wants to change his way of life because he 
doesn\'t feel safe in his gang but doesn\'t trust the police. 
His girlfriend, who attends university, is also pressuring 

him to change his life. A psychological profile of Herold 
concluded that he is prone to delinquency and heavily 
influenced by the sub-culture of violence in his 
neighborhood. He is in denial about his offenses and blocks 
out thoughts that he has done wrong. He needs ongoing 
psycho-social counseling. 


5. (U) Harold is just one of 53 members of Santo IV, the 
fourth class to enter the ROC as part of the GoH\'s 
disarmament program (CNDDR). His story is demonstrative of 
the types of conditions in which the gangsters in Haiti\'s 

slums live. MINUSTAH\'s DDR section charged GRASI with 
assisting in the orientation and reinsertion program. The 
month-long program, lasting October 23 to November 21, 2006, 
was composed of young men from Cite Soleil ages 18 to 33. 
GRASI provided psychological assistance and counseling, 
psycho-social and economic profiling, and provided a detailed 
report on each participant. (See ref A for a description of 

the one-week orientation of the first class of participants.) 
GRASI also helped each participant identify, develop and put 
into action an individual \\'reinsertion\'\' project (PRI), 

usually in the field of micro-enterprise, transportation or 
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manual labor. The program also included medical visits with 
Red Cross Haiti and education on citizenship, human rights, 
gender, non-violent communication, and the history of Haiti. 
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6. (U) Almost half of the participants could not give a 
precise explanation of what led them to begin carrying 
weapons. Those who could point to the reason they joined a 
gang named poverty or family conflicts. About a quarter said 
they entered gang activity because they or their families had 
been attacked by the police or MINUSTAH, or to defend their 
neighborhood from those authorities. Other reasons for 
arming included a need to protect themselves from other 
gangs, peer pressure, and exhibitionism. When asked why they 
carried a weapon, 30 out of 53 stated that it was for 
self-defense. 


7. (U) The GRASI report generalizes that the participants 

are psychologically immature, habitual delinquents encouraged 
by acriminal atmosphere. The ghetto of Cite Soleil is free 

of police control and thus an escape for youth who have 
committed crimes - a place where they can ensure their 
anonymity and take on aliases. They have never had any 
psychological or sociological treatment and are in need of 
ongoing psycho-social counseling. 


8. (U) In terms of their functions within their gangs, 

almost 70 percent of the Santos IV class were common 
\\'soldiers\'\' and another 25 percent were lookouts or scouts. 
Only three were gang leaders. Their specific activities 

within the gangs included kidnapping, extortion and drug 
dealing. Almost all carried out their operations within Cite 
Soleil, but 10 also operated in other areas of 

Port-au-Prince. About half would obey their gang leader 
Wafter reflection\\', a quarter would obey without thinking 
twice, and a quarter would dare to contradict or refuse their 
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boss\'s orders. Several admitted that they are still 
\\blindly\\' following the orders of their gang leader even 
while participating in the DDR program. 


9. (U) Forty percent of Santo IV had been through 
\\'Secondary NY which is equivalent to grades 8 to 10 in the 
U.S. None had been to university. While 64 percent (34 
people) entered school between the ages of 5 and 7, 15 
percent (8 people) did not attend school until they were over 
11. Almost all of the participants (80 percent) left school 

for economic reasons. Their most difficult subjects in 
school were mathematics and French. 


10. (U) Very few of the participants had any professional 
training, and most learned their trade on the job. The most 
common jobs were mechanic, mason, and chauffeur or delivery 
driver. Though they all purported to make significantly more 
money after joining a gang, most still had no savings to 

speak of. They justified this by saying they had never 
considered that they might not always have this \\'job\\ as a 
source of income. Upon leaving the program, 56 percent 
expected to enter technical training, 28 percent expected to 
enter commerce, and 16 percent expected to go back to school. 
Almost every participant stated that they entered the program 
because it offered individual reintegration projects (PRI). 

Most were interested in becoming a mechanic, driver or 
micro-enterprise manager. 
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11. (U) Most of these young men have a drug abuse problem. 
Fifty-six percent (80 people) regularly used marijuana and 
alcohol, and 20 percent (13 people) used hard drugs such as 
crack or cocaine. They use drugs to commit their crimes or 
simply because of peer pressure to prove they are part of the 
group. Ten men, or 20 percent, claimed to never use drugs. 
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12. (U) The 53 participants had 78 biological children 
between them - approximately 1.5 children per participant. 
Some came from families as large as 20 siblings. More than 
half from a single-parent home and didn\'t know the 
whereabouts of their father. The men displayed a machismo 
mentality, asserting that \\'Women are made to stay in the 
house.\\' The refrain of a popular song explains the basis 
for many young men\'s involvement with armed gangs: WMy 
Beretta at my side, my Galil under my back, | go down the 
airport road, | do a kidnapping. My woman is well dressed, 
my children eat wellAW 


13. (U) It is too early to make a prognosis about the success 
of the ROC program, according to the GRASI report. The 
report cites several specific problems that occurred during 

the one month orientation. At one point the participants 

rose up in protest against the program personnel, claiming 
that CNDDR did not respect its promises to pay them each week 
and train them for a job. The program\'s sports directors 
complained they had a hard time waking up the participants in 
the morning. GRASI\'s psychologists and social workers 
lamented the difficulties of working with this population, 

and also said the directors of DDR berated them for not 
working hard enough. 


14. (U) The experience led GRASI to make the following 
recommendations. Disarmament and dismantling of the gangs in 
Cite Soleil needs to be done section by section. Under the 
current system, the program draws low-level soldiers and 
scouts and not/not gang leaders. The overall disarmament 
movement is not large enough to prevent the graduates from 
reverting to the control of their gang boss as soon as they 
return home. The program cannot be successful if it does not 
include treatment for drug abuse and alcoholism. The CNDDR 
needs to keep its promise to provide financial assistance and 
job training to the participants. Most of all, there is a 

need for better coordination between the different actors, 
including GRASI, CNDDR and DDR-MINUSTAH. 


15. (SBU) Comment: The report included several acerbic 
comments about CNDDR staff and reveals conflict between 
GRASI, CNDDR and the UN. Internal conflict in an already 
stressful situation clearly lessened the effectiveness of the 
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program and sapped the motivation of the instructors. Very 
few gang leaders entered the program, which does little to 
solve the overarching problem of rampant gang activity in 
Port-au-Prince. Additionally, many participants admitted 
they would return to their illegal activities after 

completing the program. One month of orientation does not 
appear to convince the participants to fully denounce gang 
activity or to train them in a new profession. 

SANDERSON 
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E.O. 12958: DECL: 04/11/2017 
TAGS: PHUM, PREL, PREF, TX, BU 
SUBJECT: BULGARIA: HAJIEV NOT LIKELYTO BE EXTRADITED SOON 


REF: SECSTATE 46683 
Clasified By: A/DCM Brad Freden for reasons 1.4 (b) ad (d) 


1. (SBU) On April 10, we delivered reftl points to the 

Head of International Cooperatio Department at the Ministry 
of Justice, Georgi Rpchev. Rupchev was not familiar with 
the detailsof Hajiev\'s extradition case, but said that 
Turkensitan\'s spotty humn rights record justified our 
concerns. While the MOJ can\'t get involved in a ongoing 
court case, Rupchev promised to pass ou concerns to the 
Minister of Justice. He is confdent that the courts\' denial 

of Hajiev\'s extradiion in 2003 will play a role in the 

pending case 


2. (SBU) In an April 11 meeting, the Head ofMFAYs Human 
Rights Department, Ivailo Ivanov, sad he\'ll pass our 
concerns to the relevant ministries, but stressed that the 
government cannot infringe on the judiciary\'s independence. 
He expressed hope, however, that the court would deny 
extradition and uphold Bulgaria\'s international human rights 
record. 
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3. (C) Separately, the office of UN High Commissioner for 
Refugees told us that they have taken an active role in the 
case. According to legal advisor Davor Sopf, UNHCR wrote two 
letters to the court underlining Bulgaria\'s responsibility to 
protect Hajiev as a de facto asylum seeker. Sopf clarified 

that while Hajiev does not have refugee status, he does have 

a pending refugee application (filed from jail), which grants 

him the right to protection against refoulement. The court 
apparently reacted positively to UNHCR\'s input and requested 
more information on the refugee application. Sopf sees this 

as a positive sign that the court gives UNHCR\'s arguments due 
consideration. He is grateful to have USG backing, and we 
agreed to coordinate our strategies on the case. 


4. (C) COMMENT: Hajiev\'s hearing is set for April 12. If 
the court rules to extradite, he has two chances to appeal, a 
process that could take two to six weeks. We will continue 

to monitor the case closely and stress our position against 
extradition. While the GOB cannot formerly intervene as long 
as the case is before the court, the government is now well 
aware of our concern. We are confident that this, combined 
with UNHCR\'s direct engagement with the court, makes it less 
likely that Hajiev will be extradited any time soon. END 
COMMENT. 

BEYRLE 
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STATE FOR EUR/RPM, EUR/PRA, EUR/RUS 

E.O. 12958: DECL: 04/11/2017 

TAGS: NATO, PREL, RS 

SUBJECT: RFG - OSLO NRC MINISTERIAL TASKING AND 2007 NRC 
WORK PLAN 


REF: A. 10 APR SMYTH/PETERSON E-MAIL 
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B. NRC PREP N (2007) 0013 
C. NRC PREP N (2007) 0013 REV. 1 
D. 11 APR CDA OLSON/DAS KRAMER TELCON 


Classified By: CDA R. OLSON; REASONS 1.4 (B) and (D). 
1.(U) This is a request for guidance; see paras. 4-5. 


2. (C) In an April 10 NATO-Russia preparatory committee 
(prepcom) discussion of the proposed language for a possible 
statement or tasker from the April 27 NRC ministerial (ref. 
A/B), the Russian Federation sought to add the contested 
language earlier deleted from the 2007 NRC Work Plan para. 4 
(\"...taking into account the security interests of all NRC 
members states...\")to the tasker tick on Missile Defense. 
USNATO subsequently bracketed the entire tick related to 
Missile Defense. The NRC prepcom proposed postponing further 
discussion of this tick until after the April 19 reinforced 

NRC, although we anticipate that discussion of this issue 
nevertheless may arise beforehand. On April 11, the NATO 
International Staff (1.S.) issued a revised possible 

statement or tasker text (ref. C). 


3.(C) New I.S. text as of April 11: 
Foreign Ministers of the NATO-Russia Council: 


-- Recognizing the strategic importance of the NATO-Russia 
Council and the shared interest of NATO member states and 
Russia in promoting security and stability throughout the 
Euro-Atlantic area and beyond, look forward to the tenth 
anniversary of the NATO-Russia Founding Act and the fifth 
anniversary of the NATO-Russia Council as an important 
opportunity to re-energise both practical cooperation and 
political dialogue; task NRC Ambassadors to develop concrete 
proposals in this regard prior to their 26 June meeting in 
Moscow; 


-- Recognising the particular interest of NATO-Russia Council 
member states in promoting security and stability in and 

around Afghanistan, task the NATO-Russia Council to develop a 
package of measures aimed at strengthening NATO-Russia 
cooperation in this area; 


-- Reaffirming the importance of approaching current security 
issues in a frank and open manner, task the NATO-Russia 
Council to develop practical ideas for improving the quality 
and effectiveness of the NATO-Russia political dialogue; 
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-- Welcoming progress made in developing NATO-Russia 
cooperation on theatre missile defence, and expressing 
confidence in the potential for broader cooperation in this 
area, recognise the need for continued dialogue on missile 
defence issues; in this context, note the results of the 19 
April 2007 reinforced meeting on missile defence, and task 
the NATO-Russia Council to explore possibilities for 
cooperation in this area, in order to advance the security of 
all NRC member states; 


-- Recognising the importance of public awareness of 
cooperation in the NRC framework, task the NATO-Russia 
Council to develop recommendations for raising public 
awareness of the NRC\'s goals and achievements, including a 
programme of public diplomacy activities in connection with 
the anniversary events; 


-- Task NRC Ambassadors, prior to the December 2007 NRC 
Foreign Ministerial meeting, to report on progress in 
implementing the \"Recommendations for Priorities in the 

Further Development of NATO-Russia Relations\" adopted at our 
April 2006 meeting in Sofia. 


4.(C) Based on ref. A instructions, CDA Olson and DAS Kramer 
discussed a way forward on the tasker which would include 
seeking it as an internal NRC document as well as seeking 
inclusion of a tick reiterating the importance of meeting the 

CFE Istanbul Commitments. We would welcome a draft text on 
this issue prior to the April 13 NRC prepcom. We will 

proceed accordingly in consultation with like-minded Allies. 


5.(C) We request guidance as to whether the language, 
including the Missile Defense elements in tick four, for the 
internal tasker in the revised I.S. language is acceptable 

and whether we should oppose the above para. 2 new Russia 
text which we anticipate that they could seek to add to the 


new l.S. text. 
OLSON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 04/10/2017 

TAGS: PREL, PGOV, SP, AF 

SUBJECT: SPANISH EX-DEFENSE POLICY DIRECTOR REFLECTS ON 
ZAPATERO, AFGHANISTAN, US 


Classified By: DCM Hugo Llorens for reasons 1.4 (b) & (d). 


1. (C) SUMMARY. Francisco Torrente, a retired admiral who 
stepped down in January as MOD Secretary General for Policy, 
told DCM during a private lunch on March 26 that Spain would 
staff the NATO-ISAF headquarters in Kabul beginning in summer 
2008, after national elections. He acknowledged that the 
uniformed military generally dislikes President Zapatero 
because of his domestic policy and some foreign policy 
mistakes, but said that Zapatero has tried to do the right 

thing not only in Afghanistan but generally in relations with 

the US. According to Torrente, regular high-level visits 

from Washington would reassure Spain that the US takes it 
seriously and would pay dividends in good feeling and 
increased cooperation. END SUMMARY. 


2. (C) BIO NOTE: Torrente retired two months ago and is now 
employed as the chairman of EXPAL, an explosives and 
munitions company. He confessed that his position is not 
demanding and that his responsibilities as chairman are 
limited to monthly board meetings and occasional PR- and 
sales-related travel. He still soends most of his time in 
Madrid, visiting MOD weekly, but is building a retirement 
home in northwestern Spain. Torrente\'s wife has been 
seriously ill. He said that he had been trying to leave MOD 
since September 2006 in order to spend more time with her, 
but that Defense Minister Alonso insisted he stay. Torrente 
agreed to stay through the November 2006 NATO Summit in Riga, 
but when Alonso then asked him to further extend to run the 
February 2007 NATO ministerial in Seville, Torrente 
threatened to walk out. 


3. (C) Torrente said that the Spanish officer corps\' 
overwhelming dislike of President Zapatero and its concern 
about his naivete and lack of foreign policy experience 
crystallized around two incidents: then-opposition leader 
Zapatero\'s failure to stand when the US flag passed in a 
military parade in 2003 and the hasty Spanish pullout from 
Iraq that Zapatero ordered in 2004. Despite its instinctive 
dislike, Torrente said that the Spanish military is entirely 
professional and loyal and tries to see the positive in 
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Zapatero\'s policies, assessing that he has generally tried to 
do the right thing in NATO and Afghanistan. 


4. (C) As an example of Zapatero trying to do the right 
thing, Torrente cited Afghanistan, where Zapatero has 
delivered significant military and development assistance, 
and is committed for the long term. He noted that the 
opposition Popular Party\'s domestic political attacks have 
made a bad situation worse by preventing Zapatero from 
sending more troops at this time. Torrente said that his own 
understanding is that there is a need to send more Spanish 
troops to both the Regional Command-West and to staff the 
NATO-ISAF headquarters in Kabul and that Spain will do so 
when the domestic political situation changes. In fact, he 
said that Spanish CHOD has already been in touch with the 
NATO military structure with an offer to staff the ISAF HQ 
beginning in August 2008. By that time, Zapatero will have 
either won an election, in which case he would be able to 
fulfill such a pledge without fear of his far-left partners, 

or the PP would have won, in which case it would naturally 
fulfill the pledge. Torrente noted MOD\'s gratitude that 
Defense Secretary Gates and the USG had not pressured the GOS 
on this issue at the time of the Sevilla NATO ministerial. 


5. (S) On the recently concluded negotiations over 
regulations governing the activities in Spain of the Naval 
Criminal Investigative Service (NCIS) and USAF Office of 
Special Investigations (OSI), Torrente said that the GOS was 
always supportive of NCIS/OSI\'s traditional force protection 
and criminal investigative functions, but had some concerns 
about other NCIS/OSI activities that went beyond the 
traditional areas. He said that major Spanish parties shared 
a sense of the need for greater accountability, noting that 

it was the previous PP government that had begun discussions 
with the US on this issue. Torrente expressed particular 
appreciation to the Embassy and EUCOM for their efforts to 
get the issue resolved. He said that the final document was 
a good solution for both sides that would make 99 cases out 
of 100 completely routine. 


6. (C) As a final thought, Torrente noted that the US-Spain 
relationship is still fragile. He said that the Embassy and, 
on the military side, EUCOM do their part, but that it would 
be helpful to get senior Washington policymakers to Madrid 
regularly. Torrente said that by reassuring Spain that the 
US takes it seriously, such visits would pay huge dividends 
in cooperation and good feeling. 

Aguirre 
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E.O. 12958: DECL: 04/11/2017 
TAGS: KJUS, PGOV, PINR, PREL, PTER, CO 
SUBJECT: GOC PROTECTS LAND RIGHTS ACTIVIST 


REF: A. BOGOTA 923 
B. BOGOTA 1013 


Classified By: Political Counselor John S. Creamer. 
Reasons: 1.4 (b) and (d) 


1. (C) Cordoba department land activist Eloina Gaspar told 

us on March 25 she was being threatened by people who had 
identified her as the replacement for Popular Housing 
Organization founder Yolanda Izquierdo, murdered in late 
January (ref A). On April 1, the Prosecutor General\'s Office 
moved Gaspar out of Monteria to Cali with her 16-year-old 

son. Justice and Interior Minister Holguin told the Charge 

April 10 the GOC is protecting 30 high-profile victims\' 
advocates, including ten from Cordoba (septel). End summary. 


GOC Protecting Land Activist 
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2. (C) On our March 25-26 trip to Monteria, Cordoba 
department, land activist Eloina Gaspar told us her life was 
in danger and she wanted to leave Cordoba. She said the 
Police checked her house at least once a day to ensure her 
safety and the Prosecutor General\'s Office (Fiscalia) 
promised her to send her to another city (which they did on 
April 1, moving Gaspar and her 16-year-old son to Cali where 
she has family). Gaspar subsequently told us the Police in 
Cali checked on her welfare several times a day. She was 
already looking for a job. The Fiscalia promised they would 
also try to help her two older sons, who remained in 
Monteria, to move to Cali at a later date. Gaspar told us 

she was grateful for the help she had received from the GOC 
thus far and she was going to try to slowly disengage from 
the Popular Housing Organization. 


3. (C) Gaspar replaced Popular Housing Organization founder 
Yolanda Izquierdo, who was murdered in late January. She 
told us she had tried to avoid becoming a target, but her 

close relationship with Izquierdo and her leadership within 

the group of plot owners or \"parceros,\" prevented her from 
being a \"spectator.\" Gaspar\'s lawyer, Mauricio Caballero, 
told us two people with alleged paramilitary ties, Diego 

Sierra and Sor Teresa Gomez, were responsible for Izquierdo\'s 
murder in Monteria. He said Sor Teresa Gomez\'s associates 
had identified Gaspar as Izquierdo\'s replacement, and had 
made threats in an effort to persuade her to retract the 

claim that Gomez participated in the killing of Izquierdo. 


4. (C) The Fiscalia\'s Technical Investigative Corps Cordoba 
Director Cerly Otero said the Fiscalia\'s victims\' protection 
program was good, but still needed work on implementation. 
Otero told us the GOC\'s failure to protect the life of people 
like Izquierdo reflected a lack of resources and experience. 
Caballero told us on April 10 the Fiscalia\'s victims! 
protection program was cutting off victims from their 
personal support networks and rewarding the \"bad people\" by 
relocating them. He insisted the GOC\'s victims\' protection 
program should be able to protect victims in their 
communities. 


5. (C) Cordoba\'s Police Commander Col. Jaime Velasco warned 
that the lack of resources made the police unable to respond 

to the vast number of requests for protection. Velasco said 

he had divided the city into quadrants to patrol, helping to 


Column 3 

ensure the safety of those under protection. Cordoba\'s 
Ombudswoman Julia Rodriguez said claims of threats had 
increased significantly in the last two years. Rodriguez 
regarded this a sign that people felt safe to make 
complaints, but said additional protection was needed. In 
late March, the GOC announced special measures to provide 
protection to advocates representing claims brought forth by 
the victims of paramilitary violence. Interior Minister 

Holguin told the Charge April 10 the GOC was protecting 30 
high-profile individuals in this category, including 10 from 
Cordoba and 16 from San Onofre, Sucre department. 


6. (C) Victim right\'s activist Yolanda Izquierdo was a 

leader of the Popular Housing Organization, a group that 

assists Internally Displaced Persons to reclaim land seized 

by paramilitary groups. Izquierdo, who was murdered on 
January 31 in Cordoba department, was one of several hundred 
to have received parcels on 10,000 hectares of land turned 

over by Fidel Castano in 1989 (ref B). Castano channeled the 
land through the Foundation for Peace in Cordoba (FUNPAZCOR) 
to gain favor with local families and to create a \"buffer 

zone\" against the FARC. Caballero told us in 1995-1996 Gomez 
and Sierra ordered the families off the land. He said the two 

have been exploiting the land ever since, even though 

Izquierdo and other displaced families retain title. 


7. (C) With the start of the Justice and Peace Law process, 
Izquierdo and others saw an opportunity to reclaim their land 
and demand reparations. Gomez began to press the families to 
sell their titles to her at below-market rates. Caballero 

said Izquierdo had publicly opposed such a sale and had 
encouraged other families to do so as well, leading Gomez and 
Sierra to \"silence her.\" The threats against Izquierdo\'s 

life began in December 2006, after she had encouraged about 
800 families to fill out the Justice and Peace Law forms to 
enable them to obtain reparations as AUC victims. The GOC 
has arrested Izquierdo\'s assassin and has issued two arrest 
warrants for the intellectual authors of the murder, Diego 
Sierra and Sor Teresa Gomez. 

Drucker 
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STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/IAA 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, PGOV, MX, Cl 

SUBJECT: MEDIA REPORT - PROMOTING CHILE\'S SUCCESS AND A MORE ACTIVE 
INTERNATIONAL ROLE 


1. Summary: In separate interviews, former Mexican Foreign 

Minister Jorge Castaneda and Chilean Foreign Minister Alejandro 
Foxley emphasized that Chile is an example of political, economic, 

and social success in Latin America, but that Chileans fail to 

recognize the scope of these accomplishments. Castaneda stated that 
Chile should boast more about its achievements and play a more 
prominent role in international affairs, one similar to that of 

Canada and Sweden. End Summary. 


2. In conservative, influential newspaper-of-record El Mercurio\" 
(4/8, circ. 260,000), Former Mexican Foreign Minister Jorge 
Castaneda stated: \"Chile is the only success story in Latin America 
in the last 20 years in terms of democracy, economic growth, and 
reduction of poverty... and it has stood out internationally, with 
prestigious and brave stances on important issues.... (But) It is 
embarrassed with its success.... | have always said: let\'s compare 
the systems implemented in Chile and Cuba from 1987 till now, a 
20-year period. There is no comparison. 


3. \"It would be much better if Chile would boast more about its 
accomplishments.... Chile can be similar to Sweden and 
Canada...which in the last 50 years have had a very active 
multilateral role on issues such as peace forces, climate change, 
human rights, anti personal mines.... Chile has an enormous 
potential and must have a very active role in the region and on 
multilateral affairs.... | would explicitly uphold those principles 
that are important to it, such as democracy, respect for human 
rights, a market economy, globalization, and a cordial relationship 
with the United States.\" 
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4. In the Business \"Diario Financiero\" (4/9, circ. 30,000), Foreign 
Minister Alejandro Foxley highlighted Chile\'s achievements: \"We 
must ask ourselves why a country such as Japan... concluded a free 
trade agreement negotiation with Chile. The answer is because Japan 
sees in us what we fail to see; that we are a country that has been 
among the most successful of the developing nations over the last 20 
years, that we are a democracy, that we have predictable rules of 

the game, a solid economy that will continue to grow, and that we 
attack social problems gradually, but persistently... 


5. \"The problem is that we are in a region where we want 

integration, but it has been unable to define with clarity its 

strategy toward the world.... We do not have a common stance on 
globalization, yet we say Chile must be a platform (for the region), 
which means we must work with the world and have good relations with 
all nations in Latin America.... Chile has followed a noteworthy 

path and will not stray from it. We are, however, willing to accept 
diversity in the region and will not question other countries for 

following different paths, but we will not stray from ours.\" 


KELLY 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: OTRA, CA 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR PDAS MCNERNEY AND 
DELEGATION 


REF: STATE 047323 


1. (SBU) Post grants country clearance for visit of PDAS Patricia 
McNerney, Kurt Kessler, Anthony Ruggiero and Jennifer Fowler to 
Ottawa on April 15-16 to meet with Canadian officials. 


2. Embassy point of contact is Political Officer Keith Mines 
(613-688-5242). He can be reached by e-mail at Mineskw@state.gov. 
TDY visitors are not required to have visas. Please note that all 

air travelers must have a passport which is now a requirement for 
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re-entering the U.S. by air travel. 


3. Accommodations have been made at the Lord Elgin Hotel located at 
100 Elgin St., Ottawa. Hotel telephone number is 613-235-3333 and 
fax is 613-235-3223. The rate for each room is C 170.00 plus taxes 
per night and includes a buffet breakfast. Confirmation numbers are 
McNerney/124, Fowler/120, Kessler/125 and Ruggiero/130. 


4. Official visitors to Canada on TDY status for 30 days or more 
may be required to provide at the port of entry a letter from their 
home agency giving details of their stay, type of work/study, etc. 
and estimated date of departure. 


5. Guidance on U.S. Government owned laptop computers and other 
electronic equipment (if planning to bring computers into mission 
Canada facilities): 


a) RSP and ISS must be advised of and concur with any proposed use 
of computers within mission facilities. 


b) Connection of laptop computers to Department of State system is 
strictly prohibited. 


c) Personally owned computers are not permitted within Mission 
Canada facilities. 


d) Cellular phones and personal digital assistant (PDA) are 
prohibited in CAA areas. 


6. Mission Canada posts are considered medium threat for general 
crime but all visitors are requested to maintain appropriate 

vigilance. Official travelers are also encouraged to review 

security briefing materials available from the respective regional 
security office or management representative at posts where there is 
no assigned RSO. Visitors should keep a low profile, be alert to 
signs of surveillance, and vary routes. 

WILKINS 
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RUEHDO/AMEMBASSY DOHA PRIORITY 0030 
RUEHJA/AMEMBASSY JAKARTA PRIORITY 0147 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, UNSC, UNMIK, PGOV, YI, EU 
SUBJECT: PERU: ASSESSMENT OF GOP KOSOVO POSITION 


REF: A. STATE 45355 
B. LIMA 1052 (AND PREVIOUS) 


SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE ACCORDINGLY. 


1. (BU) In numerous recent discussions regarding Kosovo, 
MFA officials have told us Peru remains uncomfortable with UN 
Special Envoy Ahtisaari\'s proposal for Kosovo\'s future 
because it is opposed by UNSC permanent members Russia and 
China and also by a majority of the UNSC\'s non-permanent 
members. Moreover, in the GOP\'s view Serbia\'s continued 
opposition to the Ahtisaari proposal means that any UNSC 
action now would lack essential buy-in from both parties, be 
seen as \"imposed from above,\" and therefore in the long run 
cause more problems than it would solve. MFA Director 
General for Multilateral Affairs Ana Rosa Valdivieso told 
polcouns April 10 that Peru believed the Kosovo problem was 
not yet fully ripe for formal UNSC action. She noted that 
Russia had demarched the GOP at the Vice-Foreign Minister 
level. Serbia had formally registered its opposition at her 

level, Valdivieso said, and a Serbian delegation led by the 
Foreign Minister was planning to include Peru in its tour of 
UNSC non-permanent member capitals. She characterized the 
current position of Peru and Panama as somewhere in between 
that of the U.S. and EU on one side, and that of Russia and 
Serbia on the other. 


2. (SBU) Several significant opportunities exist in the 
short term to nudge Peru into the U.S./EU corner. By happy 
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coincidence, President Alan Garcia is scheduled to meet with 
President Bush in Washington on April 23. Foreign Minister 
Garcia Belaunde will accompany Garcia. The Ambassador will 
engage the Foreign Minister on the issue after the FM returns 
to Peru. Neither President Garcia nor Foreign Minister 

Garcia Belaunde has yet fully engaged on the Kosovo question, 
and Peru\'s final position will be determined by them. 

Ensuring that President Bush raises Kosovo in his meeting 
with President Garcia is important to signal the emphasis the 
USG gives the matter. The tentatively scheduled early May 
visit to Peru by Deputy Secretary Negroponte would provide an 
additional face-to-face opportunity to reiterate our position 

and to solicit Peru\'s support for it. 


3. (SBU) Comment: If Peru is uncomfortable in the absence 
of UNSC consensus, particularly among the P-5, neither does 
it wish to be out-of-snych with the United States and 
European Union on matters affecting international peace and 
security. In that sense, Peru\'s position on Kosovo is not 
hard and fast but rather susceptible to our influence and 

that of our European partners. 

STRUBLE 
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STATE FOR NEA/I, EAP/FO, AND EAP/ANP 
SECDEF FOR OSD/ISD JESSICA POWERS 
PACOM FOR J01E/J2/J233/J5/SUFHQ 


E.O. 12958: DECL: 04/11/2017 
TAGS: EAID, EFIN, PREL, PGOV, UN, NZ 
SUBJECT: NEW ZEALAND ON IRAQ COMPACT SIGNING 


REF: STATE 46243 
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Classified by DCM David J. Keegan, 
for reasons 1.4 (b) and (d). 


1. (SBU) As requested reftel, Embassy conveyed information about the 
May Iraq Compact signing to New Zealand Ministry of Foreign Affairs 
and Trade (MFAT) Officials Darryl Dunn, Director of the Middle East 
and Africa Division, and Carl Worker, Director of the Americas 

Division. 


2. (C) Dunn told Pol-Econ Couns that he was grateful for the 
information, as the GNZ has not yet focused on the signing. He 
observed that the GNZ has not provided Iraq with much direct 
assistance since 61 NZ Defence Force engineers did reconstruction 
work there for twelve months in 2003-4. That being said, New Zealand 
has an interest in seeing a stable and peaceful Iraq, said Dunn. He 
said that he would ensure that GNZ Ministers would review our request 
for high-level NZ representation at the Cairo meeting, and promised 

to tell Pol-Econ Couns the results. But Dunn cautioned that 

Ministerial attendance could be difficult, as Parliament will still 

be out of session in early May and Ministers already have made 
extensive travel commitments over the leave period. 


McCormick 
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EMBASSY VILNIUS FOR THOMAS P. KELLY 
EMBASSY GUATEMALA FOR ALEX FEATHERSTONE 


E.O. 12958: DECL: 04/11/2017 


Column 3 
TAGS: PGOV, PREL, AR 
SUBJECT: ARGENTINA: K CAMPAIGNING ON CONFRONTATION? 


REF: A. BUENOS AIRES 00603 
B. BUENOS AIRES 00576 


Classified By: Ambassador E. Anthony Wayne for Reasons 1.4(b) and (d). 


1. (C) SUMMARY: While opposition politicians are busy 
conducting their pre-campaigns, President Nestor Kirchner, 
with an overwhelming lead in all the polls, remains mum about 
whether he will run for reelection in October. Kirchner 
associates and rumors favor First Lady Senator Cristina 
Fernandez de Kirchner as the likely Kirchnerista candidate 

for president, and she appears to be conducting a 
pre-campaign with a number of recent public appearances and 
foreign trips. Kirchner, however, remains very much in the 
mix and in control, his irascible personality at the fore. 

With an overarching focus on the short-term and maintenance 
of domestic political power, Kirchner continues to co-opt 
domestic politicians and is happy to take on all challenges 

-- real or perceived -- whether it be HMG and control of the 
Falklands/Malvinas islands, the purported slowness of 1980s 
rights cases in the Court of Appeals, the Catholic Church for 
supporting teachers pay raise demands, the police for the 
accidental death of a teacher/demonstrator, or the USG\'s 
perceived criticism after Hugo Chavez\'s last visit. This odd 
combative style, while wearing thin with the chattering 
classes, has served Kirchner well. Given his high poll 

ratings, we see no reason why he will change tactics in the 
countdown to October elections. END SUMMARY. 


2. (C) The Casa Rosada remains mum on whether President 
Kirchner will seek a second term or will decide to run the 

First Lady, Senator Cristina Fernandez de Kirchner. We 
believe the Kirchners will likely hold their tongue until at 

least after the June mayoral elections in Buenos Aires. 

Rumors and smart money favor the First Lady. Recent public 
appearances and a number of high profile trips abroad are 
being portrayed as the Casa Rosada laying the ground work for 
Cristina\'s eventual candidacy. After visiting Paris in early 
February, she made a three-day visit to Ecuador and Venezuela 
in late March, during which the presidents of both countries 
referred to her as the likely presidential candidate. She is 

off to Mexico this week and reportedly will travel to the 

U.S. in May. It is unclear, however, whether stylistic 
differences between husband and wife would translate into 
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measured policy changes in a Cristina administration. 
(COMMENT: The line circulating in the press -- likely 
instigated by Cristina intimates -- is that, should she win, 
there would be a shift toward the center politically, a more 
orthodox approach to economic and financial policy and 
perhaps some more stress on defending human rights and 
democracy internationally. It is much too early to speculate 
on what a Cristina victory might mean policy-wise, however 
and, given that Argentine campaigns are usually bereft of 
policy content, we are unlikely to get a clear indication if 
and when she declares and the campaign begins in earnest. 
END COMMENT.) 


3. (C) As in the October 2005 legislative elections, 

Kirchner is making an assiduous effort to co-opt 

opportunistic opposition leaders in preparation for this 

year\'s presidential and legislative elections. Kirchner\'s 
poaching of other parties has netted him both left- and 
right-wing leaders and has left the opposition weakened and 
fragmented across the ideological spectrum. Radical Civic 
Union (UCR), previously the most viable national opposition 
party, for instance, has lost five of its six governors and 
several mayors to Kirchner\'s \"concertacion\" -- an alliance of 
Peronists and non-Peronists who have switched allegiance from 
their parties to Kirchner\'s political program. 


4. (C) Kirchner has skillfully utilized his power over the 
budget purse strings to entice allies and undermine would-be 
opponents; Argentina\'s budget and tax system affords the 
national government control over the distribution of 

currently sizable federal funds to the provinces, which 
shoulder the majority of expenditures. Political contacts 
here describe Kirchner\'s support as broad but not deep, with 
most of his new adherents content to ride the swell until the 
next big political wave comes along. 


5. (C) Kirchner, lacking the charisma of a natural 

politician, appears happiest and most effective when he is 
picking a fight either domestically or internationally. 

Although this proclivity has worn thin with much of the 
chattering classes, it has proved an effective and popular 
formula with the average Argentine. Four years into his 
tenure and with the highest approval ratings in Latin America 
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(73 percent according to Mexican polling firm Consulta 
Mitofsky), Kirchner continues to look for targets. His 

recent decision to walk away from a 1995 agreement with the 
UK for oil exploration in the Falkland/Malvinas islands is a 
case in point (ref A). Kirchner, more than any president 
since the return of democracy in 1983, has aggressively 
promoted Argentina\'s sovereign claim to the islands -- a 
policy that plays well with nationalistic sentiments here. 

He has used the 25th anniversary of Argentina\'s disastrous 
island war with the UK as an opportunity to push the issue 
again with a view to October presidential elections. 


6. (C) Ironically, Kirchner does not need to revive the 
Falklands/Malvinas issue -- or any issue -- to help his 
position in the polls. Kirchner is projected to win the 

election by at least 40 points by almost every polling firm 

in Buenos Aires. With center right opposition leader 

Mauricio Macri running for Buenos Aires Mayor and out of the 
race for president, the next closest candidates to Kirchner 

-- center-left politician Elisa Carrio and former Economy 
Minister Roberto Lavagna -- are each expected to pull less 
than 20 percent of the vote. 


7. (C) The thin-skinned Kirchner is consistently intolerant 

of real or perceived criticism from any source, including the 
United States. He regularly strikes out at the very 

unpopular IMF as well as others. The fact that the Argentine 
public has the most negative view of the US\'s international 
role of any country in the hemisphere makes Washington an 
easy target. Kirchner and some of his cabinet members also 
reportedly believe that Washington did little to aid 

Argentina during and after the 2001-2002 economic crisis and 
default. Kirchner was also reportedly upset that the USG 
resisted language addressing the question of sovereignty over 
the Falklands/Malvinas islands in the November 2005 Summit of 
the Americas declaration. He apparently viewed President 
Bush\'s March 9-11 visit to Uruguay as an effort to divide 
Mercosur and felt the need to reassert Argentina\'s presence 
as Brazil and the U.S. announced new cooperation. 


8. (C) Pundits here were waiting for Kirchner\'s explosion 
following Under Secretary Burns\' balanced and polite March 22 
public comments to the Council of the Americas about USG 
disappointment of the March 9 Chavez-led anti-Bush rally in 
Buenos Aires (ref B). Embassy contacts report that Foreign 
Minister Jorge Taiana, Chief of Cabinet Alberto Fernandez, 

and Interior Minister Anibal Fernandez moved quickly to 
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criticize U/S Burns\' comments in order to preempt a Kirchner 
response. 


9. (C) Kirchner also regularly goes after targets at home. 
He recently accused four of the Criminal Appeals Court\'s 
judges, including the Court\'s president Alfredo Bisordi, of 
purposely stalling proceedings on human rights cases relating 
to the military dictatorship. According to press coverage, 
the judges first received \"suggestions\" that they should 
resign their posts in the interest of the country, then were 
told by Planning Minister Julio De Vido to vacate their 
positions or face investigation. For its part, the Court has 
strongly pushed back, contending that \"never in the history 
of Argentine democracy has any president interfered so much 
in judicial activity\" and maintaining that human rights cases 
are caught up in the same backlog that all cases before the 
Court are currently facing. The opposition has also lost no 
time using the issue to accuse the president of overstepping 
his executive powers. Despite continued criticism, however, 
Kirchner has refused to back down. The Council of 
Magistrates has opened investigations of the four judges, 
while the Supreme Court appears to be trying to mitigate the 
situation by giving credit to Kirchner\'s due diligence but 
warning of the inherent dangers of interfering in judicial 
independence. One judge has gone on medical leave and 
another has said she will retire. (COMMENT: Kirchner\'s 
apparently politically-motivated attack of the court was 
originally most likely an attempt to intimidate judges into 
retirement, thereby giving him a chance to replace some of 
the judges appointed to life-terms by former President Menem 
in 1993. The Court\'s public resistance to pressure from the 
administration may have forced Kirchner to carry the 
accusations of malfeasance farther than initially planned. 
Septel will report the Ambassador\'s discussions with the 
Supreme Court President. END COMMENT.) 


10. (C) In another seemingly unpredictable and impulsive 
reaction, Kirchner has also recently butted heads with Santa 
Cruz Bishop and former ally Juan Carlos Romanin, apparently 
because he perceives the Bishop is playing a prominent role 

in fostering civil unrest in his native province. Several 

thousand teachers from Santa Cruz, often accompanied by other 
trade unions, have held a series of strikes and protests in 
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recent weeks demanding salary increases. Bishop Romanin has 
supported their calls for increased wages, which have spread 
to other provinces and are threatening to become a national 
problem. A visibly irritated Kirchner has criticized Romanin 
publicly and accused the strikers of extortion. Leverage 
provided by the elections and skepticism over official 
government inflation figures may well likely encourage 
continued strikes and protests in support of substantial pay 
increases in coming months. Kirchner is likely not to 
overstate his criticism of a powerful representative of the 
Catholic Church, which enjoys an overwhelming level of 
credibility here. However, teacher strikes have spread to 
various provinces resulting in violence and one death. 


11. (C) In typical Kirchner form, the president went over 

the top in public comments April 9, in reference to the 
accidental police killing of a demonstrating teacher in 
Neuquen province April 5. Chemistry teacher Carlos 
Fuentealba died shortly after being struck in the head bya 
tear gas canister fired by police at close range in efforts 

to force protesting teachers to clear a blockaded highway. 
Kirchner repudiated the \"police repression\" that led to 
Fuentealba\'s \"execution-style\" death and ironically called on 
all sectors of society for \"coexistence and rationality.\" 
Teachers and a number of labor unions staged strikes April 9 
and 10 to protest Fuenteaba\'s death. Press reports indicate 
it was the biggest social protest since Kirchner took office, 
with around 200 rallies held throughout the country. About 
30,000 took to the streets in the city of Neuquen, while 
thousands also protested in Buenos Aires, Santa Cruz, 
Mendoza, and Cordoba. The 24-hour teacher strike sparked 
parallel work stoppages in public transport, banking, the 
courts, and health sectors. 


12. (C) Four years into his administration, Kirchner and 
his officials have faced relatively few allegations of 
corruption or scandal. A couple of cases currently under 
investigation, however, have gained momentum in recent 
months. Swedish multinational Skanska has admitted 
involvement in tax evasion and is suspected of bribe payments 
to government officials, many of whom work under powerful 
Planning Minister Julio De Vido, during its work expanding 
the Northern Gas Pipeline. Not only has this put a cloud 
over De Vido, one of the Presidents most trusted advisors, 
it has raised questions -- and given the opposition 
ammunition during an election year -- about the GoA\'s 
frequent use of unregulated quasi-private sector 
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\"fideicomisos\" (Trust Funds) to finance large public works, 
including the Gas Pipeline and a multi-billion dollar thermal 
power generation project. Separately, Senate opposition 

parties criticized the government for its lack of 

transparency in reaching a financial settlement with the 

Mendoza consortium Grupo Greco, which lost 45 companies in a 
1980 military government confiscation. Media allegations of 
corruption in the deal have prompted several court 

investigations of Economic Ministry officials. This scandal 

could have negative ramifications for Economy Minister Felisa 
Miceli and other political appointees in the Ministry, who 

have been accused, somewhat unjustly, of mismanaging the over 
$100 million compensation deal for Greco\'s 1980 losses. 
Numerous governments have dealt with this case since 1980, 
and Miceli\'s predecessor, Roberto Lavagna, oversaw the final 
negotiations with Greco. However, Miceli and her legal team 
sent the deal to the Argentine Congress, provoking the 

scandal, and are, therefore, bearing the brunt of the 

backlash. 


13. (C) Although it appears that Kirchner has the 
presidential election well in hand, he is not likely to back 
away from his aggressive responses to real and imagined 
challenges. Despite Kirchner\'s consistently high approval 
ratings and the lack of a viable opposition candidate, his 
recent confrontational behavior suggests that Kirchner still 
sees political benefit to appealing to his more radical voter 
base in an election year. We can expect more firebrand 
rhetoric and nationalistic gestures in the months leading to 
the October elections, regardless of which Kirchner ends up 
being the official candidate. Although Cristina\'s 
pre-campaigning suggests she might formulate a more concrete 
foreign policy and a more moderated domestic policy, it is 
too early to speculate how much actual difference could be 
expected if she becomes the new president in October. Many 
comment that she has never had a management position. 
Opposition politicians and political pundits seem tired of 

the Kirchners\' combative performance, but with a projected 
50-70 percent of intended presidential votes slated for 
Kirchner, the domestic audience writ-large is enjoying the 
show and asking for an encore. END COMMENT. 
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E.O. 12958: DECL: TEN YEARS 
TAGS: PGOV, PREL, EC 
SUBJECT: REFERENDUM ON ASSEMBLY LIKELY TO PASS APRIL 15 


REF: A. QUITO 795 
B. QUITO 734 
Classified By: PolOff Erik Martini for reasons 1.4 (b&d). 


1. (SBU) Summary: Ecuadorians vote again in a nation-wide 
election on Sunday, April 15, to approve or defeat a 
referendum convoking an unbounded national constituent 
assembly to re-write the constitution. Public understanding 

of the details of the assembly statute is low and support for 
the assembly seems to be slipping somewhat, but President 
Rafael Correa has staked his presidency on a \"yes\" vote in 
the referendum and remains popular with voters at this early 
stage of his presidency. The OAS Election Observation 
Mission is on the ground and reports few concerns about vote 
preparations. If approved as expected, elections for the 
assembly are expected on or before October 7, and will be 
much more contentious. Even more so will be the referendum 
on whether to approve any new constitution, expected by the 
earliest in early to mid-2008. Meanwhile, Ecuador\'s two 
congresses continue to duel for legitimacy without conducting 
any substantive legislative business. End Summary. 


Process 
2. (U) On April 15, Ecuadorians will head to the polls for 


the third time in the last six months to vote yes or no on 
the question, \"do you approve that a Constituent Assembly 
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with full powers be convoked and installed in conformity with 
the following Electoral Statute, to transform the 

institutional framework of the State and elaborate a new 
Constitution?\" The accompanying statute lists technical 
rules for the election of the constituent assembly in 23 
paragraphs of small text. 


3. (U) There will be no quick count of results and exit 
polling will be allowed by major media sources, in contrast 
to the previous national elections. Results are required to 
be officially tabulated within eight days, but TSE President 
Acosta has said final results will be announced within five 
days of the election. 


4. (U) Like all elections in Ecuador, voting for the 

referendum is compulsory. To pass, the referendum must win 
by an absolute majority of all votes cast, including null or 
blank votes. Historically, national elections have generated 
25-30% null and blank votes. If this pattern holds, a 20-30% 
\"no\" vote could defeat the referendum. Pundits point out 
that of the last nine popular referenda, only two have 

passed, but most votes were held later in the terms of 
unpopular presidents. 


Correa and Supporters Increasingly Nervous 


5. (U) Polls point to a clear majority approval (between 67% 
and 87%) of the assembly, but Correa is taking no chances and 
campaigning hard for the centerpiece of his government 
program. He publicly stated on April 10 that if the 

referendum is defeated he would consider stepping down from 
office. Over the next few days Correa will make five trips 

out of the capitol to promote the yes vote. The Supreme 
Electoral Tribunal (TSE) has chastised Correa\'s government 
for already exceeding the spending limit on campaign 

publicity. The director of Correa\'s political party in 

Guayas province has raised the possibility of fraud, which 
hasn\'t been mentioned in connection with the referendum thus 
far. He promised volunteers would be vigilant at the polls. 
Over 6000 indigenous supporters marched in favor of the 
referendum on April 10 in Riobamba. 


\"Vote No\" Campaign Foundering 


6. (U) With only three days of campaign publicity left, the 

most significant \"vote no\" campaign sponsored by the 
\"Libertarian Movement\" (see Ref A), suffered a blow when the 
TSE prohibited media from disseminating its publicity. Under 
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and parties with a designated treasurer can engage in 
election publicity. The \"vote no\" campaign also suffers from 
a lack of party support, since only the small Christian 
Democratic Union Party (UDC), openly supports a yes vote. 


OAS EOM Concerned About Constituent Assembly \"Full Powers\" 


7. (SBU) EmbOffs met on April 9 with OAS Election Observer 
Mission (EOM) Head Enrique Correa, Deputy Moises Benamor, OAS 
Ambassador to Ecuador Hugo Saguier, and OAS Democratic 
Sustainability Specialist Ana Perez. Dr. Correa was friendly 
and open, outlining preparations for the observation and 
specifying that the EOM had no major concerns with the 
referendum vote, although he was troubled by state funding of 
publicity urging a yes vote. Observers will fan out to seven 
provinces over the weekend, after a day of training, and the 
EOM plans to stay in Ecuador until April 18 unless there are 
problems. 


8. (C) All saw greater challenges looming with the prospect 
of October 7 elections for the assembly. Echoing concerns 
widely voiced in the media, Dr. Correa worried that the term 
\"full powers\" in the enabling statute to be approved in the 
referendum can be interpreted in several ways. Some assert 
the term gives the assembly the power to dissolve Congress 
and other institutions, enact laws, and reform the 
government. Others believe it merely gives the assembly full 
powers within the constitution drafting exercise, leaving the 
current machinery of government in place until the new 
constitution is approved. 


Statute Vague on Proportional Representation Formula 


9. (U) According to the statute, each voter will vote for 24 

of the nation-wide candidates and as many candidates as his 
or her province will send to the assembly (e.g. 24 national 
at-large votes plus 14 provincial votes if the voter is from 
Pichincha). Voters may choose candidates by party list or 
for individual candidates or split their vote among lists. 

The electoral statute specifies that votes will be 

apportioned between individual candidates and lists using the 
\"proportional method\" but fails to define the formula to be 
applied. Further, whatever \"proportional\" style method is 
used will not be able to translate percentages of votes into 
the whole numbers of assembly seats. 


Parallel Congresses Bicker 
10. (U) Congress President Jorge Cevallos convened the new 


Congress on April 10. After hearing an opinion in favor of 
legitimacy forwarded by the Solicitor General\'s office, the 
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new Congress debated a motion by the PRE party\'s Jimmy 
Jairala that would have installed new leadership and enabled 
the body to call sessions without Cevallos. Cevallos blocked 
the motion, several deputies walked out, were coaxed back in 
by Cevallos, and the session ended with no decisions. On 

April 4 the Constitutional Court ruled against Pascual del 
Cioppo\'s challenge to the TSE\'s removal of the 57 deputies on 
technical grounds (see Refs A and B), but many more cases 
presenting the issue are pending. Cevallos now has said he 
would like to hear the TC\'s ruling on other cases before the 
new Congress conducts real business. Meanwhile 56 of the 57 
removed deputies opened the \"old\" Congress in a hotel in 
Quito and condemned the new Congress, the police and Correa\'s 
economic policies. 


Rough Referendum and Assembly Timeline 
11. (U) April 15 Popular referendum voting; 


April 20 Date by which TSE has promised to finish counting 
results (must finish within eight days); 


April/May TSE convokes assembly elections and begins 


candidate inscriptions (period begins eight days from 
declaration of official referendum results and lasts 45 days); 


June/July Period for candidate inscriptions closes, after 
which there is a ten day period to challenge candidacies; 


July Ten day period to challenge candidacies closes and 45 
day campaign period begins; 


September Campaign closes 72 hours before elections; 
October 7 Assembly elections held (OAS EOM Chief Correa said 
the TSE told him they are planning for an October 7 election. 
Elections must be held within five months (150 days) of the 
TSE\'s convocation of elections in April/May.); 

SIPDIS 

November Constituent assembly opens for six month period 
April/May, 2008 Constituent assembly closes, unless it votes 
for a two month extension. Within 45 days, the TSE must 
convoke another popular referendum to approve the new 
constitution. 


Constituent Assembly Statute Highlights 


12. (U) The Electoral Statute that will be voted up or down 
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on April 15 provides, among other things: 


-- Assembly candidates must be at least 20 years old, gain 
signatures of 1% of the electoral rolls (about 90,000 
signatures), and have been born in or resided for the last 
three years in Ecuador. 


-- Assembly candidates may only use state funds for 
campaigning. 


-- The assembly will have 130 members, 100 elected by 
province according to the current representation of each 
province in Congress, 24 national candidates elected at 

large, and six representatives elected by Ecuadorian migrants 
overseas. 


-- Assembly initiatives must be approved by absolute majority 
of all members (66 votes). 


Comment 


13. (SBU) Referendums here historically serve mainly as an 
indicator of presidential popularity and at this early stage 

in the Correa presidency, the April 15 referendum, which is 
essential to his change agenda, is likely to be approved. A 
high null/blank and \"no\" vote, however, could embarrass if 
not chasten Correa. Such a prospect clearly has the Correa 
government increasingly nervous and it is conceivable that 
the referendum could fail if Correa\'s recent efforts do not 
pay off. 


14. (SBU) If approved, Ecuador faces the more difficult 
prospect of a new national election campaign in a context of 
confusing rules and weak electoral authorities. Almost all 
political factions are resigned to the inevitability of an 

assembly and most were cowed by the government\'s tactics to 
achieve it. Given the legal ambiguity surrounding the 
assembly\'s unbounded powers, and no single, strong, judicial 
authority to resolve the issue, the opposition is setting its 

hopes on denying pro-government forces from gaining sway over 
the assembly. With the assembly looming, the dueling 
congresses are in danger of fading into irrelevance, despite 
their antics. 


15. (SBU) The lack of clear rules for the \"proportional\" 
method to apportion assembly seats will generate further 
controversy and the TSE, now reviled by opposition parties, 
will ultimately decide on the formula. Finally, after a 
bruising battle to elect the assembly and write the new 
constitution, Ecuador (and Correa) will face yet another 
popular vote on whether to approve it. Popular approval at 
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that later stage in the Correa presidency might be much more 
difficult to achieve. 

JEWELL 
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E.O. 12958: DECL: 04/10/2017 

TAGS: PGOV, PREL, PINS, IR, TU, IZ 

SUBJECT: AMBASSADOR, TALABANI, BARZANI DISCUSS IMPROVING 
RELATIONS WITH TURKEY, OTHER TOPICS 


REF: BAGHDAD 1157 
Classified By: Ambassador Ryan Crocker per 1.4 (b) and (d) 


1. (C) SUMMARY: Iraqi President Jalal Talabani April 9 
discussed with the Ambassador how to improve lraq-Turkey 
relations after Iraq decided to hold its next Neighbors\' 
Conference in Egypt instead of Istanbul. During his meeting 
with Talabani the Ambassador also urged Talabani to act on 
the PKK issue, to push for quick agreement on the package of 
hydrocarbons laws under consideration, and to introduce to 
the Council of Representatives (CoR) the draft 
de-BaVathification law approved by Talabani and Prime 
Minister Maliki. Talabani called Turkish Prime Minister 
Erdogan on April 9 to smooth things over, noting that he 
thought Erdogan was pleased. The Ambassador spoke later that 
day with Kurdistan Regional Government president Massoud 
Barzani about Barzani\'s recently reported statements on 
Turkish interference in Iraq. Barzani said, and Post 
confirmed, that these statements were actually made February 
27 and that he released another statement toning down his 
position and calling for cooperation. End Summary. 


3. (C) Talabani said during his April 9 meeting with the 
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Ambassador that they were celebrating in Kurdistan that day - 
they consider April 9 their national day. He told the 

Ambassador about how Kurdistan had improved since Operation 
Iraqi Freedom: the region has gone from having from 6 to 

1,000 millionaires, increased trade with many countries, 

finished two hospitals with five more under construction, and 
planned to open an American University in Sulaymaniyah. He 
invited the Ambassador to accompany him when he returns to 
the Kurdistan Region on April 27. 


4. (C) Talabani replayed his conversation with Turkish Prime 
Minister Erdogan at the Arab Summit in Riyadh (reftel) and 
added that he told Erdogan that Turkey was a key partner for 
Iraq, characterizing Turkey as \"an important counterbalance 
to Iran.\" He said Erdogan responded by asking what he could 
do further to help with this \"balance\" (Talabani did not 
elaborate further on this point). Talabani said he 

underscored to Erdogan the importance of Turkey\'s eventual 
membership in the European Union and role as a democratic 
neighbor to Iraq. He said he praised Erdogan\'s policies 
toward the Kurds, noting that under previous governments the 
Kurdish holiday of Nawroz was prohibited. Talabani reported 
that Erdogan agreed on the need for good bilateral relations 
and offered to help train Iraqi police. 


5. (C) According to Talabani, Erdogan expressed dismay at 
KRG President Barzani\'s recent statements in the media 
threatening to retaliate in the event of Turkish intervention 

in Iraq. Talabani told Erdogan at the Arab Summit he blamed 
Turkey for elevating the rhetoric, noting that Turkish 

officials had also been making inflammatory statements in the 
media. He noted that the Turks had invited Sunni Arabs, 

Shia, Turkomen, and KRG PM Nechirvan Barzani to a conference 
in Turkey a few months ago but then prevented Nechirvan from 
coming. Talabani said he reiterated to Erdogan that the 
contentious issues between Turkey and Iraq could not be 
decided through media and propaganda. Talabani noted to the 
Ambassador the need for U.S. Special Envoy for Countering the 
PKK General Joseph Ralston to try to improve relations with 
Turkey. He said this is an election year for Turkey and 

\"many in Turkey\" want to prevent Erdogan from becoming 
president. 


6. (C) The Ambassador replied that the Turks were now upset 
because Iraq decided to host the next round of the Neighbors\' 
conference and the International Compact for Iraq (ICI) in 
Egypt instead of Istanbul. Talabani explained that the 
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Political Council for National Security (PCNS), comprised of 

top government and party leaders, made this decision. He 
added that he was the only one at the PCNS meeting who voted 
for Turkey - the others were sold on Egypt because it is an 

Arab country and Prime Minister Maliki thought Turkey would 
\"cause problems.\" The Ambassador accepted that but said that 
Turkey is an important partner. Talabani agreed to the 
Ambassador\'s request that he call Erdogan to try to smooth 
things over. Talabani agreed. 


PKK and Iran 
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7. (C) During the April 9 conversation, the Ambassador 

raised with Talabani the issue of an annual conference of the 
PKK allegedly meeting in Dohuk in the Kurdistan Region. 
Talabani said he talked to Barzani about the PKK and they 
agreed it is not in their interests to support the PKK but 

some in Kurdistan are doing it \"without official permission.\" 
Talabani stated he had helped to close PKK offices in 
Kurdistan and Baghdad, but most of the PKK problems were in 
Barzani\'s area of influence. He suggested the Ambassador 
raise the issue with Barzani, but promised to do what he 

could to restrict the movement of PKK. 

Talabani mentioned that during his trip to Iran in the fall, 

IRGC QF commander Soleimani promised to turn over individual 
in Iran who had tried to assassinate him. Soleimani, 

however, had yet to do so. Talabani said he asked the 
Iranians again about this and was told \"they would arrive 
soon.\" He believed that the Iranians were delaying on this 
issue due to their worries about Iranian-opposition Kurds 
currently in Kurdistan and the strong relationship between 

the U.S. and the Kurds. 


8. (C) The Ambassador pushed Talabani to help on the 
hydrocarbons law. Talabani said he would, but he thought 

that most of the potential problems had been worked out. He 
expressed the view that revenue sharing was captured in the 
constitution so it should not be an issue. He noted his 

statement at the Arab summit that oil was for all of Iraq. 

Talabani asked why the USG was not encouraging U.S. companies 
to come to the KRG. The Ambassador responded that they are 
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waiting for the hydrocarbons package to work out. He 
reiterated that the sooner the law was passed the better for 
both U.S. investors and for encouraging Iraq\'s neighbors. 


9. (C) The Ambassador urged Talabani to keep pressing on the 
draft de-BaVathification law that Talabani and the Prime 

Minister had signed at the end of March. Talabani said he 

had spoken to chair of the Higher National De-BaVathification 
Commission Ahmed Chalabi and encouraged him to pass this law 
through the Council of Representatives (CoR). He encouraged 
Chalabi to discuss the issue with the Ambassador as well. 
Talabani claimed that the draft law was well-received at the 
Arab Summit and that the former BaVath party members now in 
Syria were waiting for the revised law so they could return 

to work in Iraq. He explained the faction of the BaVath 

party led by Muhammad Yunis Ahmed was waiting on a new law 
before it publicly condemned violence and terrorism and 
promoted the political process. In Talabani\'s view, Iraq 

could still benefit from the BaVathists who are \"not really 
Ba\‘athists.\" 


10. (C) The Ambassador reiterated the importance of getting 
the Talabani-PM draft of the de-BaVathification law signed on 
March 26 to the CoR. Talabani replied that it should pass 
through the Council of Ministers first, but if that was not 
successful the Presidency could submit it directly to the 

CoR. He said he is just waiting on the PM\'s return from 
Japan on April 13 to make a decision. 


11. (C) Asked about the potential withdrawal of the Sunni 
Tuwafug bloc from the government, Talabani opined that the 
Sunnis feel like they are not a partner in policy-making. He 
reiterated his plan to deal with this problem by holding 

regular meetings of the PCNS, of the Presidency, and between 
Presidency and PM. He also said the three presidencies of 

the branches of government (President, PM, and CoR Speaker) 
should begin meeting regularly. Talabani said he and Shia VP 
Mehdi had met with Sunni VP Hashimi to convince him to remain 
in the government. Talabani said after the April 3-4 attacks 

by AQI on the Iraqi Islamic Party (IIP) headquarters he sent 

his presidential guard to protect the IIP and gave them 
$200,000 for reconstruction ($100,000 each from the 
Presidency and the PUK). He said it is important the IIP 
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feels like it has friends. He asserted that the Presidency 
cooperates across sectarian lines but that \"others do not 
have the same good relationship.\" 


Turkey: Talabani\'s Call to Erdogan 
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12. (C) Talabani later that day provided a readout to the 
Ambassador of his April 9 telephone conversation with 
Erdogan. Talabani told Erdogan that he was working closely 
with Barzani to take measures to contain the PKK. Erdogan 
raised Turkey\'s disappointment that the conference would not 
be held in Istanbul. Talabani explained that Iraq has issues 
with its Arab neighbors and he asked for Turkey\'s indulgence, 
explaining that Arab leaders would have difficulty accepting 

a conference in Turkey as they are not as \"enlightened.\" In 
Talabani\'s estimation, Erdogan was pleased with the 
conversation. 


13. (C) Again on April 9 the Ambassador spoke by phone to 
Talabani, who said he had talked to Barzani and told him to 
make a positive statement toward Turkey. At the suggestion 
of Talabani and Foreign Minister Zebari, the Ambassador 
called Barzani to reiterate this request. Barzani told the 
Ambassador that he had never made the statements recently 
attributed to him in the media. He suggested, rather, that 

an earlier statement he made on February 27 had been merely 
been released again and distorted (Note: The Al-Arabiyah 
reporter who conducted the interview confirmed that it 
occurred on February 27 at Barzani\'s residence in the 
Kurdistan Region. End Note). He speculated that this 
interview was being aired again now to cause trouble. At the 
same time, Barzani pointed to Turkey as the culprit for 
heightened rhetoric, noting a list he had of 17 negative or 
threatening statements Turkey had made in recent weeks and 
months. 


14. (U) Barzani said he told his staff to issue a statement 
on moderation, cooperation and brotherhood, which Post 
confirmed was issued on April 10 (septel). 

CROCKER 
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E.O. 12958: DECL: 04/11/2017 
TAGS: PREL, GY, VE 
SUBJECT: NEW VENEZUELAN AMBASSADOR STILL A NO SHOW 


Classified By: Ambassador David M. Robinson for reasons 1.4(b) and (d) 


1. (C) Dario Morandy Figuera, publicly announced last month 

by Venezuela\'s Ministry of Foreign Affairs (MFA) as the new 
Ambassador to Guyana, has still not formally arrived in 

Guyana. Although he did visit Guyana during the recent Rio 
Group Summit, he had to return to Caracas as the GoG had yet 
to extend agrement for his appointment. Guyana\'s MFA 
Director General, Ambassador Elizabeth Harper, told DCM she 
was informally aware that Morandy had been in Guyana, and was 
not comfortable with his visit before the Cabinet had met to 
discuss agrement. She was surprised to learn that Venezuelan 
MFA had posted Morandy\'s appointment on its web site a month 
earlier and let on that the GoG knows virtually nothing about 

him. However, a Venezuelan artist and restauranteur who has 
settled in Georgetown is from the same town as Morandy and 
described him as \"smart\" and \"pragmatic\" and stated that he 
maintained a very good reputation as the Mayor of their town. 


2. (C) Fernando Rincon, current Venezuelan Charge to Guyana, 
told Poloff more than a month ago that he would be 
permanently leaving country \"within the next few days!" in 
order to make room for the new ambassador. Although he has 
attended many farewell parties and good-bye dinners, Rincon 
is still here and the newly appointed ambassador is nowhere 

to be found. Rincon has represented Venezuela as Charge in 
Guyana for more than seven years-- Venezuela\'s previous 
Ambassador to Guyana never actually resided in country, 
choosing instead to live and work in Caracas. It remains to 

be seen whether Figuera will do the same. 


3. (C) COMMENT: This is yet another sign of the strange 
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diplomatic relationship Guyana has with Venezuela. Between 
the on-going border dispute, Guyana\'s inexplicable support of 
Venezuela for the UNSCR seat, Chavez\'s recent unexplained no 
show at the RIO Summit, and their newly signed PetroCaribe 
deal, they can\'t seem to decide whether they are friends, 

foes or simply neighbors doing their best to get along. 

Robinson 
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ENERGY FOR CDAY, DPUMPHREY, AND ALOCKWOOD 
NSC FOR DTOMLINSON 


E.O. 12958: DECL: 01/12/2017 
TAGS: EPET, ENRG, EINV, ECON, VE 
SUBJECT: CONOCOPHILLIPS HANGS TOUGH FOR NOW 


REF: A. CARACAS 00157 
B. CARACAS 426 


C. CARACAS 504 
D. CARACAS 659 
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Classified By: Acting Economic Counselor Shawn E. Flatt for Reason 1.4 
(D) 


1. (C) SUMMARY: ConocoPhillips (CP) Chairman and Chief 
Executive Officer Jim Mulva told Energy Minister Rafael 
Ramirez that CP will turn over operational control of the 
Petrozuata and Hamaca strategic associations as well as the 
Corocoro project in the Gulf of Paria on May 1. CP will not 
continue running operations but has offered to provide 

advice. CP will pull out all of its expats that have been 
seconded to the three projects as well as select Venezuelan 
employees. CP expect PDVSA to be able to maintain operations 
for several weeks or months. Assuming that CP follows 
through on its tough talk, the BRV and PDVSA may find that 
they have bitten off more than they can chew. END SUMMARY 


2. (C) Petroleum Attache (Petatt) met with CP Latin America 
President Roy Lyons (strictly protect throughout) on April 11 

to discuss CP Chairman and CEO Jim Mulva\'s meeting with 
Energy Minister and PDVSA President Rafael Ramirez the 
weekend of March 31. According to Lyons, Ramirez began the 
meeting by stating that the forced migration of the strategic 
associations and profit sharing agreements to 
PDVSA-controlled joint ventures did not constitute 
expropriations (Reftels A 8 B). He also stressed that the 

BRV wanted private sector companies to invest in the 
Venezuelan hydrocarbons sector. Mulva later stated in the 
meeting that CP expected fair compensation for the 
\"expropriation\" of value in its projects. He then used the 
term \"expropriation\" several times in the meeting to make his 
point. Mulva also stated CP was not a \"political\" company 
but that it expected its investments to be run in an 

efficient and transparent manner. 


3. (C) Mulva stated that CP will cede operational control to 
PDVSA on May 1. As is the case with ExxonMobil (XM) (Reftel 
C), CP made it clear that it will not operate the projects if 

it does not have operational control. Lyons stated CP will 
withdraw 75 expat employees who were seconded to the three 
projects. He added that select Venezuelan employees will 
also be reassigned to CP projects in North America. He also 
said Mulva offered to leave CP employees in place to advise 
PDVSA employees until the June 26 deadline for conversion to 
the joint ventures. However, CP will only do so provided 
PDVSA signs a service agreement. Under the terms of the 
agreement, CP employees will not be allowed to make 
operational decisions. 
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4. (C) Lyons has told CP management that PDVSA will be able 
to maintain operations at the three CP projects for several 
weeks or months. He warned his superiors that once 
operations begin to run into problems, the BRV and PDVSA will 
try to blame CP for their difficulties. Lyons noted that the 
Petrozuata and Hamaca strategic associations employ 
industry-first technologies. CP is carrying out highly 
sophisticated drilling at Hamaca and Petrozuata\'s wells 
employ the largest pumps of their kind in the world. In 
addition, it is currently laying a underwater pipeline at 
Corocoro. Lyons stated CP will not complete the laying of 

the pipeline before May 1. 


5. (C) COMMENT: XM executives have also expressed concerns 
that the BRV will blame them for operational shortcomings at 
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the Cerro Negro strategic association after May 1. In order 

to head off accusations from the BRV, XM submitted a master 
plan for the transition of operational control of Cerro Negro 

to PDVSA and formed transition committees for major 
operational areas (Reftel C). END COMMENT. 


6. (C) Under Venezuelan labor law, CP employees who will 
convert to joint venture employees must have one month to 
reach a decision on accepting employment with the joint 
ventures. XM executives stated that strategic association 
employees should have received employment offers and 
compensation packages by March 30 in order to comply with the 
law (Reftel D). When Petatt raised the issue with Lyons, he 
laughed and stated that none of the CP employees at the three 
projects have received offers or compensation packages. 
Based on the context of the conversation, it appears that 

CP\'s interpretation of Venezuelan labor law is the same as 
XM\'s. 


7. (C) The BRV and PDVSA may have bitten off more than they 
can chew. If CP follows through on its tough talk, PDVSA 
would find itself operating three strategic associations 

(Cerro Negro, Petrozuata, and Hamaca) as well as a major 
profit sharing agreement field (Corocoro) on May 1. At this 
point, it is not clear if CP has developed a transition plan 

to hand over operations to PDVSA. We find it hard to believe 


Column 3 

that CP would just walk away from three major projects. It 

is possible that CP may be trying to increase the pressure on 
the BRV and PDVSA in order to be in a better bargaining 
position after May 1. The BRV has stated that 

non-operational issues will be dealt with during the period 
between May 1 and June 26. Lyons believes that the BRV and 
PDVSA thought the strategic association migration would occur 
along the same lines as the operating service agreements 
(OSA) migration. During the OSA migration, PDVSA was able to 
obtain operational control but the private sector companies 
continued to actually carry out operations. This may not be 

the case with the strategic association migration. We agree 
with Lyons that the projects could continue to operate on 

their own, due to sheer momentum, for a period of time. It 

is hard to say how the BRV would react if the projects, 
particularly the strategic associations, began to develop 
serious operational problems. Given its current fiscal 

policies, the BRV cannot afford a serious decline in 

production in the Faja. If XM and CP actually cede all 
operational control to PDVSA on May 1, the BRV and PDVSA may 
find themselves paying a steep price for their insouciance 
towards the private sector. 

BROWNFIELD 
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TAGS: PGOV, PREL, ASEC, MARR, FJ 

SUBJECT: FIJI'S GREAT COUNCIL OF CHIEFS REJECT VICE 
PRESIDENTIAL NOMINEE 

Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 
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1. (SBU) In a stunning rebuke to the interim government, 

Fiji's Great Council of Chiefs rejected President lloiloWs 
nominee for Vice President April 11. Commodore Bainimarama 
responded angrily, saying he was \"totally bewildered\" by the 
unprecedented decision. He claimed that members of the 
ousted government were using the GCC for their own political 
purposes. Bainimarama said his government \"would not stand 
idly by.\" He announced an immediate cessation of all GCC 
meetings, a coming review of GCC membership and procedures, 
and investigations into the financial dealings of some GCC 
members. End summary. 


GCC Rejects VP Nominee Nailatikau 

2. (SBU) Fiji's Great Council of Chiefs rejected President 
lloilo\'s nominee for Vice President, Ratu Epeli Nailatikau, 
during the Council's meeting April 11. Nailatikau, former 
head of the RFMF, Speaker of the Parliament, and High 
Commissioner to the UK, is currently the interim Minister of 
Foreign Affairs. Only one of Fiji's three confederations, 
Tovata (home of the Mara family), approved the nomination. 
The other two confederations, Kubuna (Nailatikau\'s 
confederacy) and Burebasaga (President lloilo\'s confederacy) 
rejected the nomination. This is the first time a GCC has 
ever rejected a VP nomination put forward by the President, 
although the nomination of VP Madraiwiwi in 2001 had 
difficulties before it was finally approved. The Permanent 
Secretary of the Ministry of Fiji Affairs, Ratu Meli 


SIPDIS 

Bainimarama, said President lloilo had accepted the GCC 
decision. The GCC must reconvene at a future date, he said, 
at which time lloilo will submit another nomination. 


3. (SBU) Contacts tell us that Ro Tememu Kepa of the 
Burebasaga confederacy, former Minister of Education in the 
Qarase government, led the opposition to Nailatikau. She was 
given the floor early in the day\'s discussions and initiated 

a conversation that led to province by province discussions 

on whether the GCC should accept the President\'s nomination. 
According to press reports, Ro Tememu insisted that 
Nailatikau represents an illegal regime and therefore should 
not be appointed Vice President. Ro Tememu also noted 
concern about statements made against the GCC by Commodore 
Bainimarama and others after the military took power last 
December. 


Ganilau, Bainimarama Surprised and Angry 


4. (U) Speaking to reporters after the GCC announcement, 
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interim Minister for Fijian Affairs Ganilau was clearly 

surprised and upset by the decision. The role of the GCC, he 
said, is to endorse the President\'s decision. It is very sad 

to see the chiefs fail to fulfill their proper role. In an 

interview April 12, Ganilau said it is clear that members of 

the GCC do not recognize the interim government and that some 
chiefs are pursuing a political agenda. Ganilau said he and 
Commodore Bainimarama would not make scheduled appearances 
before the GCC April 12 since it would now be pointless to 

brief the chiefs on the progress made by the interim 

government. 


5. (U) In a press statement issued by the interim PM\'s 

office April 12, Bainimarama blasted the GCC decision. \"l am 
totally bewildered as to why the Chiefs rejected the 
nomination by His Excellency of Ratu Epeli as Vice 
President,\" he said. \"Reportedly the rejection is based on 
the premise that Ratu Epeli as Interim Foreign Minister is 

part of an illegal regime and thus should not be endorsed for 
that position. It is premature and irrational to bring in 
reasoning such as this. It is the Judicial and Court process 
which will determine the legality or otherwise of the Interim 
Government.\" In his statement, Bainimarama said that 
Nailatikau joined the interim regime to \"help move the 
country forward.\" He and other interim government members 
\"are being penalized and crucified for having responded to a 
genuine call of national service." Bainimarama concluded 
the statement by saying that \"instead of pulling together in 
this hour of need (the chiefs) have drifted apart primarily 
based on prejudiced advice and personal agendas.\" 


Bainimarama - \"We will not stand idly by\" 
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6. (U) In remarks to media late April 12, Bainimarama said 

\"my government will not stand idly by\" and let those with a 
political agenda \"bring disrepute to this august institution 

(the GCC).\" He said it was clear that some members of the 
ousted government were using the GCC to further their own 
aims. Bainimarama directed the Ministry of Fijian Affairs to 
undertake an urgent review of GCC membership and procedures 
to ensure a \"clean up\" of that institution. In the meantime 

the GCC would not be allowed to meet. He also said there 
would be a review of newly appointed members of the board of 
the Fijian Trust Fund to look for corruption. Ro Tememu 

Kepa, among others, is one of the new members. Bainimarama 
said that, while there is no Vice President at present, 

President lloilo will be able to appoint an acting VP \"by 
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proclamation\" for the period when the President is in 
Australia for medical treatment. 


Comment 

7. (C) The Chair of the GCC had been sounding conciliatory in 
recent months. Rumor has it that the military had threatened 
the Chair with corruption charges. Quite clearly from the 
meeting this week, most GCC members remain very 
unenthusiastic about the coup and the interim government. 
Nailatikau\'s rejection is in part because of that. In part 

it presumably reflects internal chiefly disputes as well. 
Bainimarama\'s expressed intention to \"clean up\" the GCC will 
be taken as an insult by traditionalist Fijians. It will 

stoke the still-live discontent in the villages. We hear 

there is unhappiness in military ranks, in part because of 
Bainimarama\'s past anti-GCC remarks. If so, that will be 
further fueled. All that said, to this point ethnic-Fijian 
discontent has not translated into action. Even savvy 

Fijians are unable to predict what will happen next, but all 
agree the GCC action this week was historic. 

DINGER 
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DRL FOR C. NEWLING, WHA/CEN FOR J. CORNFORTH, H. THOMPSON 


E.O. 12958: N/A 

TAGS: MARR, MASS, MOPS, PHUM, PINR, ES 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING OF SALVADORAN 
OFFICERS 


1. This cable contains an action request; please see 
Paragraph 2. 


2. Post requests Department review of human rights records 

of Salvadoran soldiers for participation in the Intelligence 
Course to be held at the Western Hemisphere Institute for 
Security Cooperation (WHISC), Fort Benning, GA, scheduled for 
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May 2 - August 2, 2007. 


1LT HERNANDEZ AGUILAR, MELVIN SANTIAGO 
CAVALRY REGIMENT 
DPOB: APRIL 23, 1979; ZACATECOLUCA 


1LT MARTINEZ GUILLEN, HECTOR ANTONIO 
SPECIAL FORCES COMMAND 
DPOB: AUGUST 7, 1978; COJUTEPEQUE 


CAPT MEJIA NAVAS, ELMER ROMAN 
SIGNAL COMMAND 
DPOB: NOVEMBER 7, 1973; MEJICANOS 


1LT RODRIGUEZ LOPEZ, ALDO ALIRIO 
SPECIAL FORCES COMMAND 
DPOB: APRIL 30, 1978; SAN VICENTE 


3. Post has reviewed available human rights files; the above 
individuals have not been determined to be identifiable with 
individuals involved in or accused of human rights abuses. 
Glazer 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PREL, UNSC, ETTC, SU, PGOV 


SUBJECT: UN/SUDAN SANCTIONS: COMMITTEE MEETS WITH EXPERTS 
PANEL TO DISCUSS EMBARGO VIOLATIONS 
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Classified By: MINISTER COUNSELOR WILLIAM BRENCICK, FOR REASONS: 1.4(B) 
AND (D). 


1. (C) SUMMARY: The Sudan Panel of Experts briefed the Sudan 
Sanctions Committee on April 10 on its interim report, which 
highlighted ongoing violations of the arms embargo by the 
rebels and the GOS, and GOS offensive overflights in Darfur 
and use of white aircraft bearing the UN logo, all of which 
contravened resolutions 1556 (2004) and 1591 (2005). Given 
the continued embargo violations, the Panel recommended 
expanding the embargo to all of Sudan and imposing further 
sanctions on individuals impeding the peace process. The 
Panel expressed privately to USUN its frustration that the 
Committee has taken no action on the information it has 
provided over the past year. 


2. (C) SUMMARY CONTINUED: The UK, supported by USUN, argued 
that the Panel\'s findings were further evidence of GOS and 
rebel disregard for the will of the international community. 
Slovakia and Peru stated their support for new sanctions, and 
Belgium expressed support for sanctions that would complement 
the political process. France argued that Committee action 
should not impede broader discussions taking place on Darfur, 
but that this position did not preclude French support for 

new sanctions on individuals. Without explicitly opposing 

further sanctions, China argued that Committee action must 
further the goal of finding a solution in Darfur, and 

credited the international community\'s intensive diplomatic 
engagement for the recent progress on the Heavy Support 
Package. Russia argued that increasing sanctions pressure 
against Khartoum at this time would be \"counterproductive,\" 
and Indonesia stated that sanctions would complicate the 
delicate political process. South Africa indicated that 

their overriding concern was to not take action that would 

worsen the situation in Darfur. END SUMMARY. 


VIOLATIONS OF THE EMBARGO UNABATED 


3. (C) The Sudan Sanctions Committee, established pursuant to 
UN Security Council resolution 1591 (2005), was briefed on 
April 10 by the Sudan Panel of Experts on their March 2007 
interim report, which found that violations of the arms 

embargo continued unabated by all parties to the conflict 

during the January to March reporting period. The Panel 
asserted that weapons are entering Darfur both from other 
countries and from Sudan. It stated that since September 

2006 the main impediments to the peace process and threats to 
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stability in the region had been ongoing hostilities in 

Darfur; the lack of progress in disarmament of 
non-governmental armed groups in Darfur; the increased 
factionalization among select armed groups; impediments to 
the work of the African Union (AU) and UN operations in 
Darfur; and armed incursions across the Chad-Sudan border. 


4. (C) One particularly egregious impediment to the work of 
the AU and UN was the Government of Sudan\'s use of white 
aircraft, one of which, an Antonov AN-26 with GOS 
registration number 7705 observed by the Panel on March 7, 
also bore a UN logo. The Panel believed that the GOS was 
deliberately attempting to disguise its aircraft to resemble 

UN or AMIS aircraft, an act that constituted a violation of 

the DPA and of customary international humanitarian rights 
law (IHL). The Panel had confirmed with UN representatives 
in Sudan that the UN did not operate the aircraft in 

question, and underlined that the use of white aircraft 
increased the risk to UN or AU personnel of being targeted. 
The Panel was also continuing to investigate instances of 
aerial bombardment by the GOS and attacks on civilians that 
may constitute violations of IHL. 


PANEL ENDORSES FURTHER SANCTIONS 


5. (C) The Panel encouraged the Committee to reconsider its 
previous recommendations in light of the continued embargo 
violations, namely: expanding the arms embargo to all of 
Sudan, requiring end-use certification for arms sold to 
Sudan, and placing restrictions on the import of dual-use 
items. It also recommended that the Committee formally 
consider the candidates in the confidential annex to the 
September 2006 report for targeted sanctions, which they 
pointed out included both rebels and GOS officials. 
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UK, US, FRANCE, SLOVAKIA, BELGIUM, AND PERU SUPPORT SANCTIONS 


6. (C) In contrast with previous Committee meetings with the 
Panel, the meeting was relatively collegial, and all 

delegations acknowledged the high quality of the report. 

Most delegations registered grave concern over the use of 
white aircraft. Taking the floor first, the UK pointed to 

the Panel\'s findings as further evidence of GOS and rebel 
disregard for the will of the international community and 
stressed that the Committee had more than enough information 
in front of it to act. USUN echoed UK comments and supported 
a UK proposal that the Committee meet regularly to consider 
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the many cases of violations before it. 


7. (C) Slovakia emphasized that the Committee and Security 
Council\'s failure to take action on the repeated violations 

of the embargo undermined the Council\'s credibility. 
Slovakia stated that it was ready to support an expansion of 
the arms embargo and further targeted sanctions, as did 
Belgium, which added that sanctions should complement the 
political process. The French stated that the Committee 
should avoid impeding the ongoing discussions and create 
\"political space\" for further political progress, but 

underlined that this position did not mean that France would 
not support additional individual sanctions. Peru noted that 
it preferred \"dialogue at all times,\" but had concluded that 
GOS had done little to pursue dialogue and advised that the 
Committee take the Panel\'s recommendations very seriously. 


CHINA AND QATAR LESS STRIDENT THAN IN PAST 


8. (C) Mostly abandoning the ad hominem attacks that had 
characterized their criticism of the Panel in the past, the 
Chinese and Qatari statements were relatively light in their 
criticism of the report (comment: perhaps thanks to the 
report\'s overwhelming factual evidence of embargo violations. 
End comment.). Qatar stated that the report could be read as 
an indictment of the GOS, and asked why the Panel had not 
referenced the positive actions the GOS or explored GOS\'s 
reasons or motivations for its embargo violations. Qatar 

also stated that it was gravely concerned over use of white 
aircraft by the GOS, provided that the photographs had not 
been doctored. (The Panel assured the Committee that they 
had not be altered and were taken by Panel members 
themselves.) Qatar warned the Panel, and was later supported 
by China, that it was inappropriate to \"prod\" the Committee 

to impose targeted sanctions. The UK subsequently reminded 
the Committee that it was fully within the Panel\'s mandate to 
recommend action. 


9. (C) China stated that the Committee\'s work was not 
conducted in a vacuum and must further the goal of finding a 
solution in Darfur. China pointed to positive movement from 
Khartoum on the Heavy-Support Package and the recent 
reduction of violence in Darfur, crediting the international 
community\'s intensive diplomatic efforts, and noted DepSec 
Negroponte\'s upcoming visit to the region. China also 
asserted that the report was skewed toward GOSVs violations 
of the embargo. 


10. (C) Russia argued that increasing sanctions pressure 
against Khartoum at this time would be \"counterproductive\" 
and that the Committee\'s task should focus on full 
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implementation of the current resolutions. Russia would not 
support expanding the arms embargo and noted the need for a 
balanced approach to a crisis for which all parties bear 
responsibility. 


11. (C) Indonesia stated that the political process was the 
key to resolving the conflict in Darfur, and neither a 
peacekeeping operation nor additional sanctions could 
substitute for that process. Further sanctions would instead 
complicate a delicate process. South Africa stated that 
their overriding concern was to not take action that worsened 
the situation in Darfur and asked how previous targeted 
sanctions had impacted the crisis, noting that such 
information would help it better understand the Panel\'s 
recommendations. The Panel responded that it believed 
sanctions to have a deterrent effect, and stressed that in 
their conversations with parties to the conflict, the latter 
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exhibited noticeable nervousness about the potential to be 
subject to sanctions. 


PANEL FRUSTRATED WITH COUNCIL INACTION 


12. (C) In a private meeting with the Panel earlier during 

the day (attended by IO/PSC Sanctions Chief John Sandage, 
USUN Sanctions Unit Head Brian Hook, USUN PolOff Anna Morris, 
and UK PolOff David Whineray), the Panel expressed its 

frustration over the Committee\'s perceived lack of action on 

any of the information the Panel has provided over the past 

year, including suggested targets for individual sanctions in 

the September 2006 confidential annex to the Panel\'s report 

and the information on the white aircraft, first transmitted 

to the Committee on March 9, 2007. 


13. (C) USUN assured the Panel that Washington shared its 
frustration with Committee inaction. Noting that the 

Committee was constrained by the consensus rule for 
sanctioning individuals, the Panel urged USUN and the UK to 
force a vote in the Council on new names and sanctions 
measures. The Panel was also willing to bypass the Committee 
by sending a copy of their interim report directly to the 

Council to force discussion of the numerous embargo 
violations among ambassadors. (Comment: Since the report is 
an interim report and not a final one, the Committee has no 
obligation to forward the report to the Council for 

consideration. Any proposals to do so in the Committee would 
likely be blocked by China, Qatar, Russia, or Indonesia.). 
USUN indicated that Washington might support such a move. 
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The Panel stated its readiness to \"go for it\" in order to 
shine light on its findings, but opined that the Council 
needed to go for it with new action on Sudan as well. 
WOLFF 


104026 

PP RUEHWEB 

DE RUEHSN #0670 1012148 

ZNR UUUUU ZZH 

P 112148Z APR 07 

FM AMEMBASSY SAN SALVADOR 

TO SECSTATE WASHDC PRIORITY 5807 


SIPDIS 
SIPDIS 
DRL FOR C. NEWLING, WHA/CEN FOR J. CORNFORTH, H. THOMPSON 


E.O. 12958: N/A 

TAGS: MARR, MASS, MOPS, PHUM, PINR, ES 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING OF SALVADORAN 
OFFICERS 


1. This cable contains an action request; please see 
Paragraph 2. 


2. Post requests Department review of human rights records 
of Salvadoran soldiers for participation in the Peacekeeping 
Operations (PKO) Course to be held at the Naval Postgraduate 
School, Monterey, CA; scheduled for May 4, 2007 - May 18, 
2007. 


LTC CASTANEDA HERNANDEZ, ROBERTO ALEJANDRO 
5TH INFANTRY BRIGADE 
DPOB: MARCH 11, 1965; ZACATECOLUCA 


LCDR HERNANDEZ, ROGER OMAR 
NAVY HEADQUARTERS 
DPOB: JUNE 24, 1964; CHALCHUAPA 


LTC HERNANDEZ LARA, JUAN ANIBAL 
Military Doctrine Command Center (CODEM) 
DPOB: JUNE 23, 1962; LA PAZ 


MAJ HERNANDEZ VEGA, DARIO SALVADOR 
ILOPANGO AIR FORCE BASE 
DPOB: AUGUST 25, 1968; SAN SALVADOR 


LTC HERNANDEZ VEGA, SALVADOR 


Column 3 
FIRST AIR BRIGADE 
DPOB: SEPTEMBER 14, 1966; SAN SALVADOR 


LCDR MALDONADO TORRES, DIEGO ALFONSO 
NAVY HEADQUARTERS 
DPOB: DECEMBER 4, 1968; LA LIBERTAD 


LTC RUIZ CHAVEZ, MIGUEL ANGEL 
SIGNAL COMMAND 
DPOB: FEBRUARY 3, 1965; SAN SALVADOR 


3. Post has reviewed available human rights files; the above 
individuals have not been determined to be identifiable with 
individuals involved in or accused of human rights abuses. 
Glazer 
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E.O. 12958: DECL: 04/11/2017 
TAGS: PREL, PGOV, UNSC, MO, AG, WS 
SUBJECT: WOLFF-FASSI FIHRI MEETING AND SUBSEQUENT CONTACTS 


Classified By: Classified by Amb. Alex D. Wolff. E.O 12958. Reasons 1.4 
(B&D). 


1. (C) SUMMARY: April 11 was a day of intense activity on the 
Moroccan Western Sahara initiative. In a meeting with 
Ambassador Wolff, MFA Minister Delegate Fassi Fihri requested 
US assistance in helping solidify Moroccan public and 

political party opinion in support of this initiative by 

convincing the SYG to include a positive reference to it in 

his forthcoming report in conjunction with the next MINURSO 
extension and to append its text to the report as an annex. 
Ambassador Wolff agreed to work on both issues, but urged 
Fassi Fihri to prepare to send the text to the President of 

the Security Council for distribution before the SYG\'s report 
in the event that efforts to get it appended to that report 

did not succeed. Wolff and Fassi Fihri reviewed the likely 
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positions of the various Council members; Wolff noted that 
the submission of a Polisario proposal could well complicate 
matters both with the UN Secretariat, which would want to 
equate the two plans, and with those members of the Council 
most committed to the Baker approach. Wolff praised the work 
that Morocco had done to date with many Council members, 
urged that it continue, recommended additional efforts with 
states outside the Council, suggested that the Moroccans 
include the SYG\'s envoy for the Western Sahara in their 
contacts, since he was responsible for producing the first 
draft of the SYG\'s report and it would be best for a positive 
reference to the Moroccan initiative to be included from the 
beginning, and cited the importance of mounting an intensive 
media campaign in support of Morocco\'s moves. Fassi Fihri 
agreed to take these steps and expressed the belief that 
Morocco already enjoyed the support of Qatar, the EU 
countries, Ghana, the Congo, and Indonesia, that it appeared 
to have convinced Russia to be supportive, but that it had 
achieved less success with China. 


2. (C) SUMMARY CONTINEUD: Since this meeting, the French 
PermRep has suggested to Ambassador Wolff that we convince 
the SYG to transmit the Moroccan text to the President of the 
Security Council under a positive cover note. Ambassadors 
Wolff and Sanders have pursued the Moroccan requests and the 
French suggestion with the SYG, his Deputy Chief of Staff, 

and other senior members of the Secretariat. The Deputy 

Chief of Staff reported that the request for a positive 

reference in the SYG\'s report was under active consideration 
and that he would look into having the SYG transmit the 

report under a positive cover note. He volunteered that the 
existence of a separate proposal from the Polisario would 

have to be considered; Wolff rejoined that the two documents 
were different -- one new, the other a rehash of old 

positions -- and that the SYG should find a way to address 

this. Ambassador Wolff has briefed Fassi Fihri on these 
contacts and urged him to have King Mohammed VI call the SYG 
to reinforce the importance of the Moroccan requests. We 

will continue to press the SYG and the Secretariat. END 
SUMMARY. 


3. (U) Ambassador Wolff, accompanied by Ambassador Sanders, 
Ambassador (ret.) Chris Ross, and USUN/POL officer Ang, met 
with a Moroccan delegation led by MFA Minister Delegate Taleb 
El Fassi Fihri and hosted by Moroccan PermRep El Mostapha 
Sahel, for one hour April 11. 


4. (C) Fassi Fihri did all the talking on the Moroccan side, 
opening with a long exposition on Morocco\'s attempts to 
normalize relations with Algeria, which Algeria rebuffed 
pending resolution of the Western Sahara conflict, its 
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subsequent unsuccessful attempts to talk directly to the 

Polisario, and its ultimate resort to \"a domestic approach to 

the self-determination principle\" which, he stated would 

ultimately be put to a referendum. He expressed regret that 
Morocco had been denied a chance to present \"the new Morocco\" 
to the Polisario in the process. 


5. (C) Fassi Fihri then moved to recent developments on the 
issue; King Mohammad VI had agreed to the word changes 
proposed by U/S Burns, and Ambassador Sahel had presented the 
revised Moroccan proposal to SYG Ban this morning. However, 
the Moroccan delegation was concerned about what it had heard 
from U/SYG Guehenno and others in the UN Secretariat 
regarding the difficulty of annexing the Moroccan proposal to 

the SYG\'s impending report in conjunction with consideration 

of another extension of MINURSO. UN interlocutors had posed 
both technical and political issues, notably that by annexing 

the Moroccan proposal the report would appear to endorse it. 


6. (C) This, Fassi Fihri said, was not what Morocco was 
looking for. It merely wanted some kind of positive 

recognition from the international community and the U.S. to 
validate the King\'s decision to work on this proposal in the 

eyes of Moroccan public and party opinion. It was after all, 

\"a credible, open-minded, lawful, and constructive proposal 
open to negotiation,\" even though the Algerian government had 


termed it \"unilateral and unlawful\" and had darkly predicted 
that it would create \"a new Darfur.\" 


7. (C) Fassi Fihri continued that, last night, the Moroccan 
delegation had heard that the Polisario Front had put 
something forward. It was nothing new -- the Polisario 
stated that it was ready to negotiate the implementation of 
the Baker Plan. And it said negative things about Morocco. 
(To buttress his point, Fassi Fihri handed Ambassador Wolff 
the French text of the Polisario proposal.) This approach, 
he said, looked to the past, while Morocco was looking to the 
future, to the best possible Maghrib, and to the well being 

of the Sahrawis, two-thirds of whom are happy and one-third 
of whom need to be reconciled. 


8. (C) Fassi Fihri then requested US assistance with the SYG 
to ensure that Morocco\'s proposal was handled in a way that 
would satisfy public and party opinion in Morocco and the 
Sahrawis in the south that making this \"important effort\" had 
been worthwhile. Assuming the correct handling by the SYG, 
the members of the Security Council could then welcome his 
report and agree that a two-month extension of MINURSO was 
reasonable, as the Department had told Fassi Fihri, to 

exploit the current momentum and push for the opening of 
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negotiations between Morocco and the Polisario. U/S Burns 
had made clear that, if in two months the Polisario was still 
refusing to be constructive, the USG would draw the 
conclusion that Morocco\'s plan was the best solution. 


9. (C) Fassi Fihri repeated that it was very important to 

have the SYG put Morocco\'s initiative into his report to the 
Council. Then, France, Spain, the UK, and the US could 
cooperate to create an international coalition within the 

Council in support. While Morocco knew that Saudi Arabia and 
Panama were elsewhere on the issue, Qatar and the EU 
countries (Belgium) were supportive. Ghana and the Congo 
were also supportive, albeit more discreetly; they preferred 

to follow the lead of the US and others on this issue. 


10. (C) Ambassador Wolff thanked Fassi Fihri for his clear 

and cogent presentation. He then reviewed the operational 
steps that were required:. USUN would follow up with the 
SYG\'s office on his report from two angles -- making the 
Moroccan proposal an annex and ensuring positive treatment of 
the proposal in the body of the report. He noted that we 

would see what could be done on both issues. We were agreed 
that some acknowledgment of Morocco\'s initiative was needed, 
and we hoped it would be positive. Beyond the text of the 
SYG\'s report itself, however, the Moroccan delegation should 
remember that it has the right to send its proposal to the 
President of the Security Council for transmission to the 
members. This being the case, getting the proposal to 

Council members would not be a problem, but the Moroccans 
should be prepared for that contingency. 


11. (C) Turning to attitudes among the Council members, 
Ambassador Wolff urged the Moroccans not to be too rosy or 
too dark in their assessment. That said, the makeup of the 
Council was problematic. Guehenno\'s reaction was indicative 
in this regard. Within the UN Secretariat and among certain 
members of the Council, there was significant investment in 
the Baker approach, and getting a different approach blessed 
would not be easy. In this regard, Morocco\'s openness to 
discussions with the Polisario without preconditions would 

help the USG work with Council members. Ambassador Wolff 
confirmed that the time frame for the extension of MINURSO 
that we would propose would be two months. We would see 
whether the Polisario engaged with Morocco during that period 
and then draw our conclusions. While we had not yet seen the 
Polisario\'s plan, the conclusion we drew from press reports 

is the same as Morocco\'s. Nonetheless, its mere existence 
would complicate matters with the UN Secretariat, which would 
want to equate the two plans, especially given the commitment 
of some Security Council members to the Baker approach. 


Column 3 

12. (C) Ambassador Wolff stressed that, in raising these 
concerns, he was not being reticent, but merely realistic. 

The Secretariat would be looking for the easiest way out, but 
we would confront this posture. As for the members of the 
Council, South Africa\'s position was well known, and it 

carried weight among the other members. Morocco\'s 
discussions with Ghana and the Congo were encouraging. If 
other undecided members saw other Africans supporting 
Morocco\'s initiative, South Africa\'s influence could be 
mitigated. Indonesia and Panama could be on the fence; what 
was Morocco\'s understanding of Indonesia\'s position? Fassi 
Fihri replied that they had given Foreign Minister Ben Issa a 
commitment to be positive. Ambassador Wolff asked about the 
Russians and Chinese. Fassi Fihri affirmed that Morocco had 
convinced Russia that it was worthwhile for Morocco to try to 
create a new dynamic without forcing a choice between Rabat 
and Algiers. If the Russians felt that there was agreement 
among Washington, Paris, London, and Madrid, they would not 
oppose what would be presented as an attempt to create a new 


dynamic and open negotiations, not to impose a solution. 
China, said Fassi Fihri, was more complicated. The Chinese 
saw the conflict as being very young and suggested that 
Morocco could wait 100 years, but they did know that Morocco 
was ready for negotiations. 


13. (C) Looking beyond the Council, Ambassador Wolff 
suggested that efforts with the Arab League and others to 
create a foundation of support would buttress US efforts in 
this regard. Fassi Fihri noted that all members of the Arab 
League, other than Syria, Libya, and Mauritania, recognize 
Morocco\'s sovereignty over the Western Sahara, but Qadhafi 
was becoming more neutral and Asad had closed the Polisario\'s 
office in Damascus. Ambassador Wolff reiterated the need to 
be active in building support, because Algeria would be very 
active on the other side. Morocco could count on US support, 
and we would work closely with the French in following up 
immediately with the SYG. Fassi Fihri asked whether the US 
could get a response from the SYG in the next few hours, and 
Ambassador Wolff confirmed that we would push for one. 


14. (C) Ambassador Wolff suggested that, meanwhile, in 
addition to its previous contacts, the Moroccan delegation 
should talk to Van Walsum, the SYG\'s envoy for the Western 
Sahara. Fassi Fihri indicated that Ambassador Sahel had 
already talked to him, but it was not clear where he stood. 
Ambassador Wolff encouraged the Moroccan delegation to keep 
its pressure on him, because he is the drafter of the SYG\'s 
report and it would be best for him to agree to a positive 
reference to the Moroccan initiative from the beginning, 

before the report when to Guehenno and others for clearance. 
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15. (C) Ambassador Wolff reiterated that the Moroccan 
delegation should be ready to transmit its proposal through a 
letter to the president of the Security Council on Friday, 

April 13, if the issue of annexing it to the SYG\'s report had 
not been resolved. A positive reference in the report, 
coupled with transmission to Council members, would give 
Morocco\'s initiative the political recognition it needed for 
domestic purposes. Fassi Fihri cautioned that, by Monday, 
April 16, Moroccan public opinion would be looking to see 
whether the SYG\'s report mentioned the proposal. If it did 
not, the proposed two-month extension of MINURSO would be 
seen as pressure on Morocco, not the Polisario. 


16. (C) Ambassador Wolff raised another interim step -- how 
to generate international media coverage of Morocco\'s 
initiative. This could be done, not necessarily on the basis 

of the SYG\'s report, but on the basis of what Council members 
said. Fassi Fihri agreed that good work in managing public 
opinion could be done in the coming \"many days.\" 


17. (C) As the meeting ended, Fassi Fihri noted that the 
Secretary had asked Algerian Foreign Minister Bedjaoui to 


SIPDIS 

help get the Polisario to talk to Morocco about its 

initiative. It remained to be seen whether Bedjaoui would be 
successful. 


18. (C) COMMENT: In parallel consultations with the French, 
who are also pressing the Secretariat for a positive 

reference to the Moroccan initiative in the SYG\'s report, 
Ambassador de la Sabliere suggested that the SYG could also 
transmit the Moroccan text to the Council, perhaps with a 
cover note that took a positive tack. After a phone call 

with the SYG, Ambassador Wolff went over the Moroccan request 
and French recommendation in detail with Ban\'s Deputy Chief 
of Staff, Ambassador Kim. He stressed Morocco\'s domestic 
need for a positive reference to the Moroccan initiative in 

the SYG\'s upcoming report and mentioned the possibility that 
the SYG could transmit the Moroccan text to the President of 
the Security Council with a positive cover note. Kim 

indicated that the Moroccans had already approached him on 
including a reference to their initiative in the report and 

that their request was under consideration. On having the 
SYG transmit the Moroccan text to the Council with a positive 
cover note, Kim said that he would look into this 

possibility, but gave no commitment. He then noted that the 
Polisario had submitted its own plan and that this would have 
to be considered. Ambassador Wolff rejoined that the two 
documents could not be compared -- the Moroccan effort was 
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something new; the Polisario effort merely repeated old 
positions, and it would not be appropriate to give them equal 
treatment. He urged Kim to help the SYG find a way to 
address this difference. 


19. (C) COMMENT CONTINUED: We will continue to press these 
points with the Secretariat at every opportunity. Ambassador 
Wolff has just briefed the Fassi Fihri by phone on our 

efforts and urged that he consider asking King Mohammed V 
call the SYG to press the importance of a positive welcoming 
reference to their initiative in the SYG\'s report both for 
Morocco and for the negotiating effort. Fassi Fihri wanted 

to know whether we could guarantee the outcome of sucha 
call. Our sense is that, in the absence of such a guarantee, 
which is not ours to give, it is unlikely that Fassi Fihri 

will ask the King\'s to call. END COMMENT. 


WOLFF 
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RUEHWN/AMEMBASSY BRIDGETOWN 5572 
RUEHGE/AMEMBASSY GEORGETOWN 3636 
RUEHKG/AMEMBASSY KINGSTON 8504 
RUEHPU/AMEMBASSY PORT AU PRINCE 3512 
RUEHSP/AMEMBASSY PORT OF SPAIN 4674 
RUEHDG/AMEMBASSY SANTO DOMINGO 2793 
RUEHUB/USINT HAVANA 0416 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR WHA/CAR RBUDDEN, ISN/CPI JPURCELL, ISN/CPI MSTUMPF 


E.O. 12958: N/A 

TAGS: MNUC, PARM, PGOV, PHSA, PREL, KNMP, BF 

SUBJECT: ATTORNEY GENERAL OPENS WINDOW OF OPPORTUNITY FOR 
PROLIFERATION SECURITY INITIATIVE 


REF: A. NASSAU 332 


B. 06 STATE 161506 
C. 06 NASSAU 1512 
D. 06 STATE 50811 

E. 06 NASSAU 1404 


1. (U) This is an action message. Please see paragraph 4. 


2. (SBU) During his farewell call on Attorney General 

Allyson Maynard Gibson on April 4, Ambassador Rood reiterated 
his interest in seeing the U.S. and The Bahamas conclude a 
Proliferation Security Initiative agreement (PSI) -- a point 

he had been making publicly in his farewell speeches within 

the country. He noted to Maynard Gibson that PSI is a U.S. 
priority that will strengthen U.S. and Bahamian ability to 

combat weapons proliferation on the high seas. 


3. (SBU) Having previously discussed the issue with Foreign 
Minister Fred Mitchell, who noted that he had recently 

received a legal analysis from the Attorney-General\'s office 
about PSI, Ambassador Rood questioned Gibson about her 
conclusions and recommendations to the Minister. He noted 
that Mitchell had indicated that the memo suggested the 
Comprehensive Maritime Agreement between the U.S. and The 
Bahamas adequately addressed PSI issues (reftel A.) 


4. (SBU) Gibson responded that, at the Ambassador\'s request, 
her office had reconsidered the matter and determined that 
PSI \"was now a priority,\" that the Bahamian government \"was 
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eager to expedite agreement\" and that \"we would like to sit 

down and hammer something out.\" Gibson expressed an interest 
and willingness to have her staff and other Bahamian 

officials sit down with USG PSI experts for technical 

discussions to finalize agreement. 


5. (U) Post requests State\'s assistance in securing Bahamian 
agreement on a PSI agreement. Post specifically requests 
that a team of PSI legal and policy experts travel to Nassau 
for discussions at a mutually convenient time to be 
coordinated with the Bahamian government (reftel B.) 


6. (SBU) COMMENT: With Bahamian elections scheduled for May 
2, and Gibson\'s attention firmly on her campaign, it may be 
difficult to hold Gibson to her word on PSI. Nevertheless, 

we are encouraged by her willingness to move forward and 
believe that, should she remain in her current post, we would 
be able to follow up on this commitment. We note that her 
belief that most of what we are seeking in the PSI is already 
covered under our Comprehensive Maritime Agreement tracks 
closely with our preferred approach to this issue (reftels 

B-E) and offers an approach that we should be able to build 
on in bringing this to a successful conclusion. 

HARDT 
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RUEHZS/ASEAN REGIONAL FORUM COLLECTIVE 
RUEHZN/ENVIRONMENT SCIENCE AND TECHNOLOGY COLLECTIVE 
RUEAIIA/CIA WASHINGTON DC 

RUEHPH/CDC ATLANTA GA 

RUEAUSA/DEPT OF HHS WASHINGTON DC 

RUEHRC/DEPT OF AGRICULTURE WASHINGTON DC 
RUEKJCS/SECDEF WASHINGTON DC//USDP/ISA/AP// 

RHMFISS/CJCS WASHINGTON DC//J2/J3/J5// 

RHEFDIA/DIA WASHINGTON DC//DHO-3// 

RHMFIUU/CDR USPACOM HONOLULU HI//J00/J2/J3/J5// 
RHEFAFM/DIRAFMIC FT DETRICK MD//MA-1A//","UNCLAS HANOI 000686 


SIPDIS 
SIPDIS 


STATE FOR EAP/MLS, EAP/EP, INR, OES/STC, OES/IHA, MED 
DEPARTMENT OF DEFENSE FOR OSD/ISA/AP (LSTERN) 
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E.O. 12958: N/A 

TAGS: KFLU, KPAO, SENV, VM 

SUBJECT: EVALUATION OF OUTBREAK COMMUNICATION STRATEGIES 
IN COUNTRY AVIAN INFLUENZA PLANS: WHITE HOUSE MANDATED 
UPDATE, VIETNAM 


UNCLASSIFIED 
SIPDIS 
REF: STATE 46669 


(U) The Avian Influenza Work Group developed a communication 
strategy in anticipation of a pandemic, which is an integrated and 
interwoven part of the overall plan. The strategy is consistent 
with the WHO September 2004 report detailing best practices for 
communicating with the public during an outbreak. There are no 
updates, and in our judgment, none are needed at this time. 


MARINE 
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RUEHKV/AMEMBASSY KYIV 0033 
RUEHMO/AMEMBASSY MOSCOW 0746 
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RHEFDIA/DIA WASHINGTON DC//DHO-3// 

RHMFIUU/CDR USPACOM HONOLULU HI//J00/J2/J3/J5// 

RHEFAFM/DIRAFMIC FT DETRICK MD//MA-1A//","UNCLAS SECTION 01 OF 03 HANOI 000687 


SIPDIS 
SIPDIS 


STATE FOR G/AIG/JKOWALSKI, PCLERKIN AND SES-O/CMS/LGISVOLD 
STATE FOR EAP/MLS, EAP/EP, INR, OES/STC, OES/IHA, MED 

STATE PASS TO USAID FOR ANE AND GH 

STATE PASS TO HHS/OGHA (WSTIEGER, DBELL AND ABHAT) 

STATE PASS TO CDC (NCOX AND AMOHEN) 

USDA PASS TO APHIS 

DEPARTMENT OF DEFENSE FOR OSD/ISA/AP (LSTERN) 

BANGKOK FOR RMO, CDC, USAID (JMACARTHUR AND MBRADY) 
ROME FOR FAO 


E.O. 12958: N/A 

TAGS: KFLU, KPAO, SENV, OCII, AJ, CB, CA, CH, EG, IN, ID, LA, MX, 

NL, PK, RS, TH, TU, UP, VM 

SUBJECT: UPDATE ON OUTBREAK COMMUNICATION STRATEGY IN VIETNAM AVIAN 
INFLUENZA PLANS 


HANOI 00000687 001.2 OF 003 


UNCLASSIFIED 
SIPDIS 
REF: STATE 22991 


1. (U) SUMMARY. The Socialist Republic of Vietnam (GVN) has a 
comprehensive prevention and control approach for avian and pandemic 
influenza (Al) based on a national surveillance system in the 

developing world context. The approach integrates both animal and 
human health sectors. The GVN leadership and management structure 
effectively reaches all levels of government, from the Prime 

Minster\'s office down to the district commune. The approach is 

based on a national plan, which specifically addresses preparedness. 
The plan is aggressive by international standards and has proven 
effective during recurring animal and human outbreaks over recent 
years. The implementation now falls under a partnership framework 
between the National Steering Committee for Avian Influenza (GVN) 

and international partners through a Vietnam Partnership for Avian 

and Human Pandemic Influenza (PAHI), established in November 2006. 
HHS/CDC has a cooperative agreement, which includes effort to 

provide technical assistance to update this type of planning. 

Experience with SARS provided momentum for building Al preparedness. 
END SUMMARY. 
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2. (U) The national plan is contained in two documents: Vietnam\'s 
Integrated National Plan for Avian Influenza Control and Human 

Pandemic Influenza Preparedness and Response, 2006-2008 (also known 
as the \"Red Book\") and The Vietnam Integrated National Operational 
Programme for Avian and Human Influenza (OPI), 2006-2010 (known as 
the \"Green Book\" See: http://www.avianinfluenza.org.vn (under 
\"resources,\" under \"documents,\" accessed 04/11/2007). 


3. (U) The GVN has conducted and participated in pandemic response 
exercises at the national and international regional level. See 

list below. It has trained rapid response teams at national, 
provincial, and district levels. On the human health side, hospital 
staff has been trained in detection, diagnosis, and management of 
influenza suspects. There has been some effort to upgrade capacity 
(i.e., equipment and staff training) and to deal with respiratory 

failure (e.g., in the use of ventilators and oxygen, planned 

training on personal protective equipment). Preparation and 
response also characterizes the animal health side. The approach 
includes systems for early detection, reporting, rapid response with 
compensated culling, isolation, quarantine, and the implementation 
of a comprehensive poultry immunization program. Regulations for 
safer poultry rearing, slaughtering and marketing are in place and 
longer term industry reforms are moving forward. Vietnam is taking 
an increasingly important regional role in training and support. 
Multi-agency USG support, both technical and financial, to the GVN 
and the assistance of other international partners has contributed 
substantially to Vietnam\'s preparedness capacity. 


4. (U) The list of trainings and exercises should be put in the 
context of the chronology of six \"waves\" of animal Al outbreaks 
(12/2003, 4/2004, 12/2004, 10/2005, 12/2006, and 3/2007) and 
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confirmed human cases were related to the first four waves. 

Further, the trainings should be understood in the context major 
communications efforts on the part of the GVN (some examples include 
01/28/04: Prime Minister issued the decision No 13/2004 QD-TTg to 
establish the National Steering committee for Al control and 

prevention; 2004: 64 Provincial Steering Committees for Al Control 

and Prevention were established; 11/2006: Establishment of 
Partnership on Avian and Human Influenza (PAHI); 12/22/06: Urgent 
message 2119/CD-TTg by Prime Minister to direct authorities to 

control Al). 


5. (U) The list of trainings and exercises below includes the date, 
title (location or frequency), and if available, estimated total 
number of participants and sponsor. This is partial list. There is 
no known centralized catalogue for this data. The data was 
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collected by Post from Ministry of Health (MOH), Ministry of 
Agricultural and Rural Development (MARD), and Vietnamese and 
English language press. 


2004, Training for community health workers, 1500, 30 training 
courses, GVN 


2004, Training for public health officials (five courses), 150, 
World Bank (WB) 


2005, Tabletop exercise (Hanoi), 300, GVN 
2005, Tabletop exercise (Hue), 300, GVN 
2005, Tabletop exercise (Ho Chi Minh), 300 staff, GVN 


2005, Conference on avian influenza for regional health officials 
(four locations), 300, GVN 


2005, Tabletop exercise, (four locations), 1500, GVN 


2005, Training for community, district level (three locations), 
1800, GVN 


2005, Training for provincial and district public health workers 
(three locations), 250, WHO 


2006, Tabletop exercise (Thai Binh Province), 300, United Nations 
Joint Program (UNJP) 


2006, Tabletop exercise (Vinh Phuc Province), 300, UNJP 

2006, Tabletop exercise (Can Tho Province), 300, UNJP 

2006, Tabletop exercise (Quang Binh Province), 300 

2006, Conferences for hospital health workers and ministerial 

officials (Hanoi, Hue, Ho Chi Minh), 180, WHO 
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2006, Tabletop exercise (Can Tho, Vinh Phuc, Quang Binh, Thai Binh 
Provinces), 1200, WHO 


2006, Training on Al containment and prevention (23 Provinces), 
1610, WHO 


2006, Training on Al treatment therapy (10 Provinces), 500, GVN 
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2006, Training on using ventilator for central, provincial hospital 
(24 cities and Provinces), 1200, GVN 


2006, Training on WHO\'s Early Warning and Reporting System (EWARS) 
for provincial and district public health workers (59 courses), 
2950, WHO/FAO/UNDP 


2006, Training for SARS control and prevention and other diseases 
(Hanoi), 90, WHO 


2006, Training for influenza surveillance A/H5N1 (Hanoi), 360, WHO 


06/02/2006, Conference to support National activities on 
coordination program against bird flu and human Al, WB MARD 


01/07/2007, Quang Nam province conducted a tabletop exercise in the 
event of an H5N1 human outbreak (Quangnam Province), 700, GVN 


3/2007, National workshop on Influenza Surveillance, 65, US CDC 


3/2007, Training course for sentinel hospitals (two locations) 90, 
US CDC 
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PP RUEHDBU RUEHLN RUEHVK RUEHYG 

DE RUEHTA #0924 1020049 

ZNR UUUUU ZZH 

P 120049Z APR 07 ZDK 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC PRIORITY 9054 
INFO RUEHAST/USOFFICE ALMATY 
RUCNCIS/CIS COLLECTIVE 0120 
RUEHMD/AMEMBASSY MADRID 0090 
RUEHVEN/USMISSION USOSCE 1715","UNCLAS ASTANA 000924 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR SCA/CEN (M. OVMARA) 

E.O. 12958: N/A 

TAGS: PHUM, PGOV, PREL, KZ 

SUBJECT: KAZAKHSTAN: SPANISH FM MORATINOS SEES HOPE FOR POLITICAL 
REFORM 


REF: Astana 515 
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1. (SBU) OSCE Chairman-in-Office Spanish Foreign Minister Miguel 
Moratinos wrapped up his two-day visit to Kazakhstan with a briefing 
on April 11 for the press and diplomatic corps. Echoing the April 

10 OSCE press release, Moratinos said that it was vital for 
Kazakhstan to make concrete progress on political reform in order to 
obtain consensus support for the chairmanship. 


2. (SBU) In a separate conversation with Pol-Econ Chief, Moratinos 
said that his meetings with President Nazarbayev, Prime Minister 
Masimov, and others had left him with the impression that it might 
yet be possible for Kazakhstan to pursue real reform in time for a 
positive decision on the CiO bid. 


3. (SBU) Comment: Post holds out hope that the working group created 
by President Nazarbayev in February (reftel) will put forward draft 
legislation that will increase the ability of Kazakhstani citizens 

to influence their government. There are still few signs, however, 

that those at the highest levels of the Kazakhstani government are 
ready for anything more than incremental changes. End comment. 


ORDWAY 
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RR RUEHDBU RUEHLN RUEHVK RUEHYG 
DE RUEHTA #0927 1020050 

ZNR UUUUU ZZH 

R 120050Z APR 07 ZDK 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC 9055 
INFO RUCNCIS/CIS COLLECTIVE 0121 
RUEKJCS/SECDEF WASHDC 0024 
RUEHAST/USOFFICE ALMATY 
RUEAADN/DTRA DULLES WASHDC","UNCLAS ASTANA 000927 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR SCA/CEN (M. OVMARA), SCA/RA (A.CUMMINGS) 
SECDEF FOR ATSD/NCB/CT/TR AND ASD/ISP/TSP/CP/CTR 
DTRA FOR BYRD 


E.O. 12958: N/A 

TAGS: PARM, PREL, KNNP, KZ 

SUBJECT: KAZAKHSTAN: PUSH CONTINUES ON CTR VAT ISSUE 
REF: A. ASTANA 906 B. ASTANA 860 


1. (SBU) On April 10, the Ambassador met with Deputy Head of 
Presidential Administration Vladimir Shkolnik to urge his 
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support in finding a solution to the value added tax issue 
threatening the Cooperative Threat Reduction (CTR) program in 
Kazakhstan. Shkolnik, a former Minister of Energy and Natural 
Resources and still an influential player on 

non-proliferation issues, expressed confidence that the VAT 
issue would be resolved and promised to do what he could to 
help. The Ambassador also sent letters to the Ministers of 
Finance, Health, Energy and Mineral Resources, and Foreign 
Affairs reiterating the need for concrete progress by April 

15. DTRA is in close contact with the members of the tax 
committee, who have requested a number of documents prior to 
the next meeting of the VAT Commission on April 12. 


2. (SBU) Comment: Shkolnik joined the list of high-ranking 
figures, including the Prime Minister and the Minister of 
Finance, who have promised that the VAT issue will be 
resolved before DOD\'s April 15 deadline. Post remains hopeful 
that this high-level support will create the necessary 
momentum for a quick resolution from Kazakhstan\'s 
decision-shy bureaucracy. End comment 

ORDWAY 
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PP RUEHFK RUEHKSO RUEHNAG RUEHNH 

DE RUEHKO #1605/01 1020107 

ZNR UUUUU ZZH 

P 120107Z APR 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 2581 
INFO RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHAAA/THE WHITE HOUSE WASHINGTON DC PRIORITY 
RUEAWJA/USDOJ WASHDC PRIORITY 
RULSDMK/USDOT WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHDC//J5// 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHHMHBA/COMPACFLT PEARL HARBOR HI 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// 
RUALSFJ/COMUSJAPAN YOKOTA AB JA//J5/JO21// 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
RUAYJAA/COMPATWING ONE KAMI SEYA JA 
RUEHNH/AMCONSUL NAHA 3095 
RUEHFK/AMCONSUL FUKUOKA 0641 
RUEHOK/AMCONSUL OSAKA KOBE 4169 
RUEHNAG/AMCONSUL NAGOYA 9956 
RUEHKSO/AMCONSUL SAPPORO 1566 
RUEHBJ/AMEMBASSY BEIJING 6556 
RUEHUL/AMEMBASSY SEOUL 2629 
RUCNDT/USMISSION USUN NEW YORK 3896","UNCLAS SECTION 01 OF 11 TOKYO 001605 
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SIPDIS 


SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 04/12/07 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Visit of Chinese Premier Wen Jiabao: 

4) Abe, Wen agree to strengthen economic ties, speed up strategic 
mutually-beneficial relationship, focusing on energy, environmental 
protection 

5) Talks between Prime Minister Abe, Premier Wen avoid historical 
issue 

6) China agrees to resume imports of Japanese rice 

7) Gist of conversation between Abe, Wen 


8) WWII comfort-station owner in Indonesia, later enshrined at 
Yasukuni, was \"ordered by Japanese military\" to set up facility: 
document 


Defense and security affairs: 

9) PACOM Commander Adm. Keating, Defense Minister Kyuma agree to 
cooperate in promoting USFJ realignment plan 

10) Lower House ready to adopt USFJ realignment legislation 

11) Japan, US, Australia to hold bureau director-general-level talks 

today on security affairs 


Political issues: 

12) National referendum bill on constitutional amendment process to 
be adopted by Lower House committee today over opposition \'s 
objections 

13) Minshuto (Democratic Party of Japan) head Ozawa avoiding 
debating Abe in Diet, focusing instead on campaign stumping for 
Upper House election 

14) More faked records of political expenses uncovered at Minshuto 
lawmaker Nakai\'s office 
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15) Another irregularity for Agricultural Minister Matsuoka 
involving nine years of suspicious entertainment expenses 


16) Japan, US begin study of possible EPA 


17) Finance Ministry plans restrictions on foreign company 
affiliates forming triangular mergers in Japan, particularly the 
forming of \"paper companies\" 


Articles: 
1) TOP HEADLINES 


Asahi, Mainichi, Yomiuri, Nihon Keizai, Sankei and Tokyo Shimbun: 
Abe, Wen agree on building \"strategic, reciprocal relations\" and 
boosting bilateral economic relations with emphasis on environment, 
energy; Specific plans for joint gas development this fall; Abe to 

visit China later this year 


Akahata: 

National reformist council announces that 54 renowned figures are in 
favor of thorough discussion on national referendum legislation and 
protecting Article 9 


2) EDITORIALS 


Asahi: 
(1) Japan-China summit: Reciprocal visits needed 
(2) Kanemi oil symptoms: Squarely address question of dioxin 
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Mainichi: 
(1) Regular summit talks essential for Japan and China 
(2) North Korea must keep its promises 


Yomiuri: 
(1) Don\'t let political issues hinder Japan-China ties 
(2) Will envisioned human resource bank really work? 


Nihon Keizai: 
(1) Tokyo, Beijing must make greater efforts to melt the ice 


Sankei: 
(1) Japan-China summit: Clear reciprocal path essential 
(2) Pressure on North Korea necessary for dialogue 


Tokyo Shimbun: 
(1) Six-party talks must not create problems for future 


Column 3 
(2) G7: Greater risk awareness called for 


Akahata: 
(1) Danger of state-controlled broadcasting 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, April 11 


NIHON KEIZAI (Page 2) (Full) 
April 12, 2007 


09:27 
Met at Kantei with Foreign Ministry Asian and Oceanian Affairs 
Bureau Chief Sasae, joined by Chief Cabinet Secretary Shiozaki. 


10:40 
Met with Special Advisor Nemoto, followed by Lower House member 
Tokuichiro Tamazawa. 


11:22 

Attended groundbreaking ceremony for redevelopment of the Otemachi 
2-chome district at Nippon Keidanren Hall. Met later with Tokyo Gov. 
Ishihara. 


12:26 
Met at Kantei with Shiozaki. 


14:13 
Met with Deputy Chief Cabinet Secretary Matoba. 


16:02 
Cabinet Intelligence Director Mitani. 


17:15 
Welcomed Chinese Premier Wen. Held welcoming ceremony for Wen and a 
meeting with him. 


19:18 
Attended signing ceremony for joint press statement. 


19:52 
Hosted dinner party for Wen. 
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22:03 
Returned to his official residence. 
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4) Abe, Wen agree on boosting Japan-China economic cooperation 
focusing on environment, energy; Greater efforts for a strategic, 
reciprocal relationship affirmed 


NIHON KEIZAI (Top play) (Excerpts) 
April 12, 2007 


Prime Minister Shinzo Abe met yesterday with visiting Chinese 
Premier Wen Jiabao at his official residence for about one hour and 
40 minutes. The two leaders agreed to establish, among other things, 
a Japan-China economic ministerial conference to realize \"strategic, 
reciprocal relations\" between the two countries centering on the 
environmental and energy areas, as was agreed upon last October 
between Abe and Chinese President Hu Jintao. They also affirmed 
close cooperation on the North Korean nuclear and abduction issues. 
Abe officially expressed his intention to visit China later this 

year. 


Wen is the first Chinese premier to visit Japan since Zhu Rongji in 
October 2000. Abe and Wen, who signed two joint statements on 
environmental conservation and energy cooperation, released a joint 
press statement after the summit. 


Abe started off his meeting with Wen with the remark, \"I expect your 
visit to Japan will serve as a big step forward toward building a 
strategic, reciprocal relationship between our two countries.\" In 
response, Wen said, \"I believe that will be the most important 
achievement in this trip.\" Abe revealed a plan to visit China later 

this year and also invited President Hu to visit Japan early next 

year. Wen replied, \"We would like to consider it positively.\" 


Regarding historical views, Wen stated: \"Historical issues, if they 

are settled amicably, could result in a good political foundation 

for the development of bilateral relations; if handled poorly, they 

could become an obstacle.\" Abe replied, WJapan has been following a 
peaceful path.\" 


On the Taiwan issue, Wen said, \"China will not accept an independent 
Taiwan.\" In response, Abe said, \"We do not take two-China policy or 
support Taiwan\'s independence.\" 


The two leaders also agreed that the two countries would jointly 
develop gas fields in a comparatively broad area of waters in the 
East China Sea acceptable to the two sides. The next 
bureau-chief-level talks will be held in May. The two countries will 
aim at reaching an agreement on joint development by this fall. 


On the North Korean nuclear issue, Abe and Wen also agreed that 
Pyongyang must faithfully implement the initial steps, such as 

shutting down and sealing its nuclear facilities, as was agreed upon 
at the six-party talks in February. Wen announced that China would 
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provide necessary cooperation to Japan for an early settlement of 
the abduction issue. 


5) Japanese, Chinese prime ministers avoid pursuing history issue, 
confirm cooperation on North Korean nuclear issue, and maneuver on 
abduction and Taiwan issues 


NIHON KEIZAI (Page 2) (Excerpts) 
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April 12, 2007 


Quite apart from the peaceful atmosphere at the diplomatic events 
designed to give the impression of cooperative stances, Prime 
Minister Shinzo Abe and Chinese Premier Wen Jiabao in their meeting 
yesterday had penetrating exchanges on pending issues. 


Wen broached the intended subject of his conversation, saying: 


\"If we can deal skillfully with the issue of historical views, that 
would become a good political base for improving bilateral ties. But 
if we cannot, the issue will hinder our efforts to move relations 
forward.\" 


This year marks the 35th anniversary of normalization of diplomatic 
ties between Japan and China, as well as the 70th anniversary of the 
Marco Polo Bridge Incident. China therefore is sensitive about the 
history issue. 


The Chinese premier without a doubt had the Yasukuni-Shrine issue in 
mind. Wen added: \"Progress on bilateral relations after Prime 
Minister Abe visited China compared to twists and turns in the 
relationship in recent years have proved that.\" He sought to 

constrain Abe by referring to the worsening of ties brought on by 

visits to Yasukuni Shrine by Prime Minister Junichiro Koizumi. 


Abe, under advice to \"handle the historical issue properly,\" dodged 
the remark by responding: \"My desire is for Japan to continue moving 
ahead as a peaceful country; that is my view of history.\" A joint 

press statement included the same expression stipulated in last 
October\'s press statement that the two countries should face the 
history issue squarely while looking ahead into the future. Abe and 
Wen thus avoided pursuing the history issue. 


6) Resumption of rice exports to China: Japanese products dependent 
on Chinese market 


TOKYO SHIMBUN (Page 9) (Full) 
April 12, 2007 
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The governments of Japan and China signed an agreement yesterday to 
resume Japan\'s exports of rice to China after four years of 

suspension. Prime Minister Shinzo Abe and visiting Chinese Premier 
Wen Jiabao confirmed the details of the agreement during their 

meeting yesterday afternoon. The Japanese government has set forth 
the goal of increasing exports of agriculture, forestry and 

fisheries products to one trillion yen by 2013. Rice might become a 
powerful card for Japan to meet this goal. Farmers across the nation 
now have growing expectations for the Chinese market with 1.3 

billion people. 


In China, about 128 million tons of rice is consumed annually, about 
15 times more than in Japan. The average price of rice per kiloliter 

is about 50 yen in China, but the number of those who earn more than 
10 million yen annually is now larger there than in Japan, owing to 

its rapid economic growth. Agriculture, Forestry and Fisheries 
Minister Toshikatsu Matsuoka emphatically said: \"It is significant 

for Japan to be able to export rice, which is the symbol of Japanese 
farm products, to China, in which high-end consumers are increasing 
as its economic level has risen.\" 


Japan\'s exports of agriculture, forestry and fisheries products in 
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2006 surged to 374.1 billion yen, up 13% over the previous year. In 
order to attain the goal of one trillion yen, Japan needs to grow 
exports by 15% every year. Japan\'s exports of rice to Taiwan, the 
United States, and Hong Kong have been on the rise, but its scale 
remains small at 967 tons or 426 million yen. Once Japanese rice 
attracts Chinese consumers, Japan will be able to sharply boost 
imports of rice. 


The National Federation of Agricultural Cooperative Associations 
serves as the liaison office for exports. Its official said: \"If 

exports of rice to China go smoothly when domestic production 
adjustment is underway, farmers will certainly be encouraged. We 
would like to address the challenge in a positive manner.\" The 
association will station an official in charge of rice exports in 
Beijing starting in mid-April to promote market research and 
negotiations with China. 


The Ministry of Agriculture, Forestry and Fisheries plans to also 

call on China to import beef, fruits, vegetables and other products 
from Japan. But in a meeting yesterday, a Chinese official 
responsible for quarantine asked Matsuoka to lift the embargo 
imposed on certain products for quarantine reasons, such as fresh 
chicken, wheat straw for feed, and fresh vegetables. Japan will 
unavoidably be pressed to open its market to China in exchange for 
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expanding exports to China. 


7) Japan-China summit talks 


ASAHI (Page 2) (Full) 
April 12, 2007 


The following is the Japanese governmentVs press briefing on main 
points from yesterday\'s Japan-China summit meeting. 


Greenhouse effect gas reductions 


Prime Minister Abe: It\'s important to cooperate in building an 
effective framework for the years from 2013 on. Japan would like to 
talk with China. 


Prime Minister Wen: China supports the Kyoto Protocol but does not 
accept its indicators. We also want to push ahead with cooperation 
on climate change. 


Historical perception 

Wen: The history issue is a matter that concerns the feelings of the 
people and the political foundation of relations between Japan and 
China. China is neither being being sticky about the past nor is it 


playing the history card. 


Abe: Japan will move forward as a nation of peace. That\'s my 
feeling, and that\'s the perception of history | hold. 


East China Sea development 

Abe: It\'s important to carry out joint development in a 
comparatively wide range of waters that is acceptable to both Japan 
and China. Let us make it a symbolic project in the East China Sea 
for peace, cooperation, and friendship. 


Wen: | would like our two countries to agree to carry out joint 
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development. 
Abduction issue 


Abe: North Korea has not shown an earnest attitude, just taking the 
position that this problem has already been settled. Japan will 
continue to work strongly on North Korea, and Japan would like 
China\'s continued cooperation. 
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Wen: | understand the Japanese people\'s sentiment, and my thoughts 
are with the Japanese people. We want to offer the necessary 
cooperation. 


Defense, military affairs 


Abe: It\'s extremely important for us to build confidence. Japan 
would like to further continue defense exchanges, including the 
opportunity for the Chinese defense minister to visit Japan by this 
fall. | also hope to see more transparency in the military area. 


Wen: China also would like to welcome the Japanese defense 
minister\'s visit to China at an appropriate time. We would like to 
consider mutual fleet visits as well. China\'s defense capability 
will be used only to maintain its national security and unification. 
It will not threaten any country. 


8) Comfort station opened \"in accordance with the former Japanese 
military\'s orders,\" according to international court of war crimes\' 
ruling handed down to owner now enshrined at Yasukuni Shrine 


TOKYO SHIMBUN (Page 1) (Full) 
April 12, 2007 


Koki Miura, Berlin 


It became known yesterday that a judgment document handed down by an 
international court of war crimes managed by the Dutch Forces in 
connection with a Japanese man who had run a commercial comfort 
station in Japan\'s occupied Indonesia during World War II -- and 

later enshrined at Yasukuni Shrine -- indicated that the comfort 

station had been opened in accordance with the former Japanese 

Imperial Army\'s orders. The document also includes a testimony by a 
woman who was arrested and put in detention by the military police. 

This testimony is taken as a material showing the Japanese 

military\'s \"coercion.\" 


The legal document was obtained by free-lance journalist Taichiro 
Kajimura (60), who lives in Berlin, while researching in a library 

in the Netherlands. Kajimura will soon publicize the document in a 
weekly magazine. 


In the international court of war crimes, a Japanese man running a 
commercial comfort station \"Sakura Club\" in Batavia (currently 
Jakarta), Indonesia, was charged with coercing women into 
prostitution. The man was sentenced in October 1946 to 10 years of 
imprisonment and later died in prison. 


The judgment document wrote that the comfort facility was opened 
\"because the defendant was ordered by the Gunseikanbu (meaning the 
military government staff office, a Japanese term used in the 
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judgment document) on June 2, 1943 to open a brothel.\" The document 
indicates that the brothel was opened in line with the military\'s 
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strong request, noting, \"The defendant raised an objection to the 
first order for him to open a brothel, but he carried out the second 
order.\" 


The comfort station was operated under the military police\'s 
supervision and brought in 20 Western women from internment camps 
and other locations. According to a testimony in the judgment 
document, the comfort station offered both prostitution and dining 
services. Women were initially allowed to choose between those two, 
but afterwards even minors were forced into prostitution. If they 
refused to provide sexual services, they were threatened by this 
phrase, \"The military police will come for you.\" Some women fled 
from the brothel and were later apprehended and put in detention by 
the military police. Based on this testimony, the judgment document 
recognized that \"it is certain that most women were forced into 
prostitution against their will.\" 


9) Kyuma vows efforts for USFJ realignment 


NIHON KEIZAI (Page 2) (Full) 
April 12, 2007 


Defense Minister Fumio Kyuma yesterday met with US Pacific Forces 
Commander Keating at the Defense Ministry. Referring to the issue of 
realigning US forces in Japan, Kyuma clarified that Japan would 
steadily push ahead with realignment plans. He said, \"This is an 
important issue for the US Pacific forces, too.\" He also said, \"We\'d 
like to make our utmost efforts, so we will deliver on what we 
promised.\" 


10) Diet committee to vote on US military realignment bill 


TOKYO (Page 2) (Full) 
April 12, 2007 


The House of Representatives Committee on Security Affairs held a 
meeting of its directors yesterday and decided to wrap up its 
deliberations today on a government-introduced package of special 
legislative measures for the planned realignment of US forces in 
Japan, including a plan to subsidize local governments affected by 
realignment. The ruling coalition will take a vote after general 
deliberations. The committee is expected to pass the special 
legislation with a majority from the ruling Liberal Democratic Party 
and its coalition partner, the New Komeito. The ruling coalition 

will take a vote tomorrow on the legislation in a plenary sitting of 
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House of Representatives members to get it through the lower 
chamber. 


11) Japan, US, Australia to hold working-level security talks today 
in Tokyo 


MAINICHI (Page 5) (Full) 
April 12, 2007 


Japan, the United States, and Australia will hold their first 

trilateral meeting of working-level foreign affairs and defense 

officials today in Tokyo. The meeting will be held with the 

participation of Foreign Ministry North American Affairs Bureau 
Director General Shinichi Nishimiya, Defense Ministry Defense Policy 
Bureau Director General Kazuo Ofuru, US Deputy Assistant Secretary 
of Defense Shinn, and Australian Vice Defense Minister Noble. They 
will exchange views about the regional security environment, such as 
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the situation in North Korea. In March, Japan and Australia held a 
meeting of their defense ministers and released a signed joint 
declaration that incorporated the idea of strengthening trilateral 
cooperation. 


12) Ruling parties to hold vote on national referendum bill today at 
Lower House special committee 


TOKYO SHIMBUN (Page 2) (Full) 
April 12, 2007 


The Lower House Special Committee on the Constitution in its 
directors\' meeting yesterday discussed a timetable for deliberations 
on the national referendum bill stipulating the proceedings for 
constitutional revision. The ruling parties suggested taking a vote 
on the bill today, but the opposition camp raised an objection. Taro 
Nakayama of the ruling Liberal Democratic Party (LDP), chair of the 
committee, exercised his authority and decided to assemble a 
committee meeting this morning and discuss the major opposition 
Democratic Party of Japan\'s (Minshuto) revision bill. 


This afternoon after deliberations on Minshuto\'s revision bill are 
over, the ruling camp intends to put both the ruling parties\' bill 

and Minshuto\'s bill to a vote, regardless of Minshuto\'s response. 
The ruling parties aim to take a vote on their bill at a Lower House 
plenary session tomorrow and send it to the Upper House so that the 
bill will be enacted during the current Diet session. 


The ruling parties\' secretaries general and Diet policy chiefs met 
in Tokyo yesterday afternoon and confirmed their plan to take a vote 
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on their bill ata committee meeting today and get the bill approved 

in the Lower House on April 13. Three opposition parties -- 

Minshuto, the Social Democratic Party, and the People\'s New Party -- 
held a meeting of their Diet policy chiefs yesterday morning and 
confirmed their policy line of opposing taking a vote in a committee 
meeting today. 


13) Party-head debate will not take place before April 22, since 
Minshuto President Ozawa places priority on stumping tour in 
Fukushima, Okinawa 


MAINICHI (Page 5) (Slightly abridged) 
April 12, 2007 


Chances are that no one-on-one debate between Prime Minister Shinzo 
Abe and Minshuto (Democratic Party of Japan) President Ichiro Ozawa 
will take place before April 22, the day of the Upper House 

by-elections in Fukushima and Okinawa prefectures, the second half 
of the unified nationwide local elections. The reason is that Ozawa 

was reluctant to debate since he has been busy with his stumping 

tour of electoral districts where single seats are up for grabs in 

the Upper House election this summer. Many in the party are now 
unhappy with Ozawa\'s stance, with one junior lawmaker saying, \"l 
want him to show the public his determination to take the lead in 
election campaigning.\" 


Since April 11 was a Wednesday when party-head debates regularly 
take place, the ruling Liberal Democratic Party (LDP) called on 
Minshuto to hold a debate. The main opposition party, however, 
insisted that intensive deliberations on the issue of politics and 

money should first be held at the Lower House Budget Committee. An 
agreement, therefore, was not reached. Under an agreement between 
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the ruling and opposition camps, a party-head debate is not held in 
the week when a question-and-answer session takes place at the 
attendance of the prime minister. Therefore, a senior Minshuto 
member said: 


\"If we agree to hold a party-head debate, it means that we will 
allow the LDP to put off an intensive debate questioning the prime 
minister about Agriculture Minister Toshikatsu Matsuoka\'s huge 
utility expenses issue.\" 


Senior members of the two parties\' Diet affairs committees carried 
out coordination last month on a plan to hold a party-head debate on 
April 4, but Ozawa stated in a press conference on March 23: 


WI want to conclude my stumping tour of electoral districts where 
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single seats are up for grabs before the Golden Week holidays from 
late April to early May. So | would like to hold it at an 

appropriate time after then.\" 


Minshuto Secretary General Yukio Hatoyama called on Ozawa for an 
early opening of a debate, but Ozawa told him: \"I want you to leave 
it to me.\" 


Although Minshuto is fighting a defensive battle, a party-head 
debate is a golden opportunity to demonstrate the political presence 
of opposition parties. Since Minshuto did not make much effort to 
make its presence felt with unaffiliated voters in the first-half of 

the unified nationwide elections, many participants at a study 
session on April 10 of junior and mid-level lawmakers voiced the 
view that the party head\'s political sway was being questioned. 


14) Former Justice Minister Nakai found to have made fraudulent 
political fund report 


TOKYO SHIMBUN (Page 2) (Full) 
April 12, 2007 


Former Justice Minister Hiroshi Nakai (elected in proportional 
representation to the Lower House) of the opposition Democratic 
Party of Japan (Minshuto) yesterday revised his political fund 
reports for 2003 and 2004 and reported on revisions to the Ministry 
of Internal Affairs as his own fund management organization 
\"Kowakai\" recorded other expenses as utility costs. Nakai\'s office 
member stressed: \"Those reports recorded the usage charge for an 
official vehicle and other items in the utilities category. This was 

an error on the part of a bookkeeper. But there was no change in the 
total amount.\" Nakai himself is to meet the press today and give an 
account of this failure. 


Kowakai is located in the Diet Members\' Building, where electricity 
and water expenses are paid by public expense, but it recorded 5.46 
million yen in 2003 and 2.36 million yen in 2004 as the utilities 

costs. 


(07041203ku) Back to Top 

15) Agriculture Minister Matsuoka\'s funds management body fails to 
report details of 86 million yen recorded as social expenses over 
nine years from 1997 


ASAHI (Page 39) (Excerpts) 
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April 12, 2007 


The funds management organization of Agriculture, Forestry and 
Fisheries Minister Matsuoka failed to record the details of a total 

of about 86 million yen entered in its financial reports as social 
spending from 1997 through 2005, including for what the money was 
used. Politicians are required to record the amount of money and the 
purpose of its use if they declare more than 50,000 yen as social 
spending in each case. Although large sums of money were recorded as 
social spending, Matsuoka\'s office unprecedentedly did not enter the 
required details in each case. Matsuoka has yet to give an 
explanation about his questionable office expenses and utility 
charges. 


In the expenditure column in the sheet, there are two categories: 
ordinary outlays, including office expenses and utility charges, and 
spending for political activities, including organizational 

activities costs and election campaign fees. 


Under the rules on enforcing the Political Funds Control Law, social 
expenses are included in the category of activity expenses. If the 
cost is more than 50,000 yen in each case, it is required to mention 
such details as the purpose of use, the amount, the date, and the 
destination in a report, attaching receipts. But regarding what 

types of expenditures should be classified as social spending, \"that 
determination is entrusted to each group,\" according to an official 
of the Internal Affairs and Communications Ministry. 


Matsuoka\'s political fund organization declared as organizational 
activities costs in its 2005 funds report 21.04 million yen in 

social spending, 7.92 million yen in organization policy expenses, 
and 7.52 million yen in public relations fees. 


The group entered the details for about 25 cases of organization 
policy expenses and 34 cases of public relations fees, but regarding 
social expenses, it recorded no details, entering only the total 
amount. 


16) Economic partnership agreement: CEFP urges launching of Japan-US 
joint study 


NIHON KEIZAI (Page 5) (Full) 
April 12, 2007 


The Council on Economic and Fiscal Policy (CEFP) yesterday held a 
working group meeting. Participants agreed that Japan should 
promptly launch joint studies with the US for the conclusion of a 
bilateral economic partnership agreement (EPA). The working group 
will draft an interim report as early as this month and submit it to 

the CEFP. Since an EPA with the US will necessitate opening the 
agricultural market, views of government officials are split. 
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However, the CEFP indicating a direction will likely spur 
discussions in the government. 


The CEFP working group yesterday sorted out points at issue for an 
interim report. The panel pointed out that Japan should first sign a 
pact with the Association of Southeast Asian Nations (ASEAN) in view 
of the fact that Japan is lagging behind China and South Korea in 
signing EPAs with Asian countries. Regarding an EPA with the US, 
participants underscored that a Japan-US EPA would lead to 
strengthened bilateral relations through active trade and investment 
activities. They also agreed on the perception that it is necessary 
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to set a deadline on negotiations for a speedy conclusion of an EPA 
with that nation. 


Regarding the agricultural area, a fetter to trade talks, a proposal 
was made for drafting a five-year reform road map to enhance 
productivity. Participants from MAFF indicated a stance of delving 
into problems with past policies and compiling specific measures in 
order to improve productivity as early as this fall. Others said 

that they had already sorted out points at issue and that the panel 
is slow in taking action. 


17) Triangular merger: Finance Ministry set standards restricting 
subsidiaries of foreign corporations eligible for tax deferral: Aim 
is to prevent use of paper companies 


ASAHI (Page 10) (Full) 
April 12, 2007 


A ban on a triangular merger system is to be lifted in May. 

Following the move, the Finance Ministry has set a guideline for a 
measure to defer taxation on stockholders of a Japanese company who 
receive foreign stocks as merger consideration in the event where 
foreign companies take over Japanese companies using this system. 
The requirement for being entitled to this guideline is that a 

Japanese subsidiary of a foreign corporation has business substance, 
such as employees and an office, in Japan. The aim is to prevent 
triangular mergers using paper companies. Subsidiaries that are in 
the process of preparing to launch operations will also be eligible 

for this regulation, if they have already started sales campaigns, 
market surveys, etc. 


The new guideline will be included in a Finance Ministry ordinance 

to be released shortly. Requirements to be entitled to tax deferral 
include that a Japanese subsidiary of an acquiring foreign 

corporation has (1) employees, permanent executives and an office in 
Japan and that it is in the same line of business as a company it 
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will absorb is in terms of commodities, services, know-how and 
targeting customers. Even if a subsidiary has no sales record at the 
time of the merger, it will be eligible for the regulation, if it is 

based in Japan firmly enough so that it cannot pull out easily, such 
as that it has prepared to launch business in Japan, applied for the 
authorization right of enterprise and registered its intellectual 
property right. 


The removal of the ban on triangular mergers will make it easier for 
foreign corporations to buy out Japanese companies in the form of 

having its Japanese subsidiary take over a Japanese company. An 

acquiring foreign corporation transfers its stocks to stockholders 

of a targeted Japanese company as merger compensation. 


In this case, if it is judged that capital gains have occurred at 

the stage of stockholders of the Japanese company giving away stocks 
of the disappearing company, and such gains are regarded as subject 
to taxation, the stockholders will need cash to pay the tax. 

European and US business circles have called for a tax deferral 
measure, under which taxation is deferred until stockholders 

actually give away their stocks. 
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E.O. 12958: N/A 
TAGS: PARM, PREL, PGOV, IZ 
SUBJECT: GOI SUBMITS NON-PROLIFERATION LAW 
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REF: BAGHDAD 1252 


1. (SBU) During an April 8 meeting, Minister of Science and 
Technology Dr. Rai\'d Fahmi Jahid and Director General of 
Nuclear Technology Mohammad al-Sharaa told PolMilOffs that 
the GOI had drafted a non-proliferation law. They said that 
the Organization for the Prohibition of Chemical Weapons had 
helped the ministry draft the legislation, adding that the 

GOI was now discussing the draft with the IAEA. Jahid and 
al-Sharaa said that the draft legislation had been approved 

by the Council of Ministers and forwarded to the Council of 
Representatives, but were unable to provide additional 

details about the exact status of the law in the legislative 
process. 


2. (SBU) On April 11, al-Sharaa forwarded us a copy of the 
legislation, as well as the associated draft \"Iraqi National 
Monitoring Directorate Law.\" (Note: We have e-mailed these 
to NEA/I-PM, USDEL OPCW, and UNVIE.) 

CROCKER 
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Classified By: Econoff TLManlowe for Reason 1.4 (b,d) 


1. (SBU) Summary: Moe Myint, a well-connected Burmese 
business leader, was accustomed to making money while keeping 
a low profile until he burst into the headlines recently as 

the head of the only Burmese private company to join the 
international rush for petroleum reserves beneath Burma\'s 
waters. Although the spotlight did not suit him, the public 
perception of Moe Myint as a wealthy businessman with the 
right ties is accurate. Moe Myint claims that regime cronies 
would like to see him fail, so he walks a delicate line of 
working quietly with international partners, while carefully 
following the regime\'s rules. End summary. 


2. (C) Moe Myint, aka Michael, was born in Rangoon, and is 
married with two sons, both of whom study in the US. He 
graduated from the International School in Bangkok and. 
attended the University of Rangoon and Marshall University in 
West Virginia. He holds a degree in physics. In 1974, after 
two years at airline training school, he flew for Myanmar 
Airways, the national carrier. He trained other pilots and 
was the personal pilot for former dictator Ne Win. Moe Myint 
decided to resign from Myanmar Airways in 1987 after, he 
said, he saw his civil servant colleagues nearing retirement 
with small pensions and \"no hope for the future in their 
eyes.\" He rejected generous incentives offered by his 
supervisors to stay on and has not piloted a plane since. 


3. (SBU) Capitalizing on his contacts in the airline 

industry, Moe Myint started in business with an American 
friend at an airplane equipment export company (reportedly 
Interaero), which he said was based out of his friend\'s 

garage in Malibu, California. In 1989, he returned home at 

the urging of Burmese colleagues and he founded Myint and 
Associates Company to supply the oil and gas industry. 

Again, he tapped old contacts to solicit business, many of 
them colleagues of his father, a government geologist who was 
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forced to retire in 1962. 


4. (C) Myint and Associates supplies \"anything foreign oil 
companies need,\" from catering services to drill bits. His 
clients include onshore oil companies as well as the 

operators of Yadana and Yetagun, the two successful fields 
operating offshore. At one point, Moe Myint ran a catering 
company with 3,000 employees that imported most of the food 
it served to meet foreign workers\' tastes. He now employs 
3,000 people directly, and over 10,000 through subcontracts. 
His success is due in part to his ability to tap external 
resources. Moe Myint has hired consultants from the Colorado 
School of Mines and sends employees overseas to get the 
latest training. He also maintains his competitiveness with 

the latest technology: he told us he had spent over $1 

million to digitalize the information in his databases, and 

over $15 million for the latest industry software. Moe Myint 
makes practical use of expertise gained from his 

international clients, and served as the Burmese 
representative of Baker Hughes, FMC Group, Mitsui, McDermott 
International, Bredo Price International and Shinawatra 
International. 


5. (SBU) In 1990, Moe Myint established Myint Petroleum 
Resources, Ltd, which he registered in the British Virgin 

Islands, to conduct oil and gas exploration and production at 
Mahn oil field in Magwe Division. The company entered into a 
Production Sharing Agreement with Baker Hughes and the 
government\'s Myanmar Oil and Gas Enterprise. When Baker 
Hughes withdrew from Burma, Moe Myint changed the company 
name to MPRL E & P. Production in Mahn field is difficult 
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and complicated, he said. Moe Myint told us that foreign 
visitors were amazed at the level of complexity at his field, 
and said they had only seen such systems before in textbooks. 


6. (C) Moe Myint said there are more undiscovered oil 
reserves onshore, and that he expects to continue to earn 
revenues from the onshore fields. He claims to have profited 
well from the $18 million he has invested in the oil and gas 
sector so far, and is optimistic about the potential for 
significant reserves from his latest investment in offshore 
block A-6 (reftel). The A-6 deal reportedly allows MPRL six 
months to review existing data before it must pay $2 million 
for exploration rights, with a commitment to invest $33 
million in the first four years of development. Moe Myint 
said that recent finds in the Shwe Fields caused a general 
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reassessment of the geology of Burma\'s offshore area, and 
boosted estimates of potential reserves. 


7. (C) Moe Myint said the broad press coverage that he 
received when he signed the latest deal embarrassed him. He 
tries to avoid the spotlight, and said he only granted the 
interview as a favor to a friend who was retiring from the 
Myanmar Times weekly. He said he was surprised when the 
reporter appeared with his editor and a photographer, and 
again when the wire services picked up and ran the story 
widely. He chose his words carefully in the interview in 

order not to offend the regime. Moe Myint told us his 

careful behavior has allowed him to continue to be 
successful. He is honest, he claimed, in his dealings with 

the Internal Revenue Department, and said he is their largest 
taxpayer. \"The cronies are always watching me,\" he said, 
\"and would like to have the opportunity to bring me down and 
take over my business, so | am careful not to give them that 
opportunity.\" 


8. (C) To get around international sanctions, Moe Myint said 
that he conducts his business in Singapore dollars, and asks 
international clients to purchase their own supplies in US 
dollars when necessary. He decried the impact that sanctions 
have had on reducing overseas educational opportunities for 
Burmese students who are related to regime leaders, some of 
whom work in his companies. 


9. (C) Moe Myint is a member of the Burmese Olympic 
Committee, the President of the Yachting Federation, the 
Secretary of the Sailing Association and the Chairman of the 


SIPDIS 

Sailing Club. His focus is his business, his family, and his 
sailing. Careful not to offend the regime, he stays out of 
politics but profits from the current situation, particularly 
growing interest in the oil and gas sector. His caution was 
evident when he agreed to only meet in a location that would 
not attract attention. He claims that he does not agree with 
the regime\'s policies, but has no power to influence change. 
This caution has served Moe Myint and his bottom line well, 
while the revenue he shares with the regime suits their 
interests and gives him more freedom to operate than most. 
STOLTZ 


104036 

OO RUEHWEB 

DE RUEHBUL #1220/01 1020321 
ZNY SSSSS ZZH 

O 120321Z APR 07 

FM AMEMBASSY KABUL 


Column 3 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7442 

INFO RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHEFDIA/DIA WASHINGTON DC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 

RHMFISS/CDR USEUCOM VAIHINGEN GE PRIORITY 


SIPDIS 


NOFORN 
SIPDIS 


STATE FOR P, SCA/FO (DAS GASTRIGHT), SCA/A (SINGRAM), S/WCI 
(MSTAMILIO, MSHIN), L/PM (EPELOFSKY) 

NSC FOR AHARRIMAN 

OSD FOR ARICCI 

CENTCOM FOR CG CJTF-82, POLAD, CSTC-A, SOUTHCOM, JTF-GTMO 


E.O. 12958: DECL: 04/03/2017 

TAGS: KAWC, MARR, PTER, PGOV, PINS, PREL, AF 

SUBJECT: DETAINEE LEGAL FRAMEWORK: PALACE CONVENES DETAINEE 
REVIEW BOARD APRIL 8 


REF: A. KABUL 01091 
B. KABUL 01078 
C. KABUL 00956 
D. KABUL 0806 


Classified By: Acting DCM Carol A. Rodley; reasons 1.4(b) and (d) 


1. (S/NF) Summary: Post continues to encourage the Office of 
the National Security Council (ONSC) to exert both executive 
and administrative leadership regarding detainee issues as we 
press for the remaining pieces of a legal framework. Post 
continues to explore ONSC and parliamentary views on 
indefinite detention as we focus the GOA Detainee Review 
Board (DRB) on the practical issues surrounding the return of 
detainees to GOA custody and preparations for prosecution. 
End Summary. 


2. (S/NF) Following the opening of the Afghan National 
Detention Facility (ANDF) on March 25 (reftel B), Deputy 
polmilcouns and polmiloff met with three Office of the 
National Security Council (ONSC) officials on April 1: Malik 
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Quraishi, Director of Policy and Oversight; Zia Mohammed 
Salehi, Situation Room Director; and Abdullah Popal, Director 
of Internal Policy. The officials acknowledged ONSC 
leadership was necessary to bring disparate parts of GOA 
together to coordinate the proper handling of detainees and 
the practical aspects of the legal framework. We reminded 
them that we await certification from DNSA Ibrahim that 
responses received to date constitute a collective GOA 
response on the legal framework issue (reftel C). We believe 
the delay in receipt of this document is due to lack of 
coordination among officials who frequently travel, have 
minimal support staff, and have other responsibilities. We 
reiterated to the ONSC representatives that we have been 
assured verbally that indefinite detention is an option for 
\"exceptional\" cases (reftel D) that cannot be prosecuted and 
again requested written assurance of this. Quraishi said it 
might be difficult to provide anything in writing on this 
\"political\" issue. Polmiloffs also requested clarification of 
the type of mentoring that would benefit DRB\'s NDS 
representative Rasoli (reftel C). 


3. (S/NF) Since reftel C, post has continued to explore 
parliamentary views on possible legislation regarding 
indefinite detention without trial. Our assessment remains 
that parliament would act decisively against an effort to 
establish a security detention framework. We do not believe 
we have more than a handful of natural or potential allies in 
parliament on this issue; the general mood is to let bygones 
be bygones. We believe any legislation proposing a means for 
indefinite detention without trial would be voted down by a 
very large margin and see no way the head of the legislature 
could take steps to avoid inflammatory debate. If debate 
began, we would expect it to be televised and contentious and 
would not expect the outcome to be in our favor. Since the 
vast majority of detainees are Pashtun, any indefinite 
detention-related legislation would be viewed by many 
parliamentarians through an ethnic lens. There are no 
parliamentary procedures that would insulate a policy 
implemented by presidential executive order from 
parliamentary review. 


4. (S/NF) On April 1, Polmiloffs passed to ONSC officials GOA 
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notes in Dari taken by GOA prosecutorial teams at the Bagram 
Theater Internment Facility (BTIF) for all remaining cases on 


the BTIF Order of Merit list of planned transfers. At 

CSTC-A\'s request, we also relayed to ONSC English-language 
files classified \"Secret/Releasable to GOA\" for all 
Guantanamo Bay (GTMO) detainees as well as Pashto 
translations of 28 of these files. As indicated in reftel B, 

ONSC has said that while they could accept these first Pashto 
files, files must be translated into Dari to be of most use. 
CSTC-A has now begun translation of the remaining GTMO files 
into Dari. ONSC officials and polmiloffs discussed security 

and tracking of evidentiary files in some detail and agreed 

how to present these issues to the Detainee Review Board 
(DRB). Polmiloffs relayed a hard copy of the Detainee 

Tracking Chart spreadsheet that has now been shared 
electronically with CSTC-A, CUTF-82, SCA, WCI, and 
OSD-Policy; the chart tracks which type of evidence is 

relayed when and will also be used to track the status of 
transferred BTIF and GTMO cases. 


5. (S/NF) ONSC officials asked that the USG provide three 
paper copies of each evidentiary file along with an 

electronic copy and advised that ONSC would retain the latter 
and one paper copy and pass the other two paper copies to the 
National Directorate of Security (NDS) and Ministry of 

Interior DRB representatives. ONSC later advised that they 
could not photocopy the 244 GOA evidentiary files or the GTMO 
evidence; post will track the dates when the requested copies 
are relayed. The GOA administrative capacity for organizing 
evidentiary material appears to be very limited. 


6. (S/NF) On 1 and 7 April ONSC\'s Salehi again told polmiloff 
that the quality of both Dari and Pashto translations 

received is weak, but he has not yet provided requested 
copies of problematic passages or documents so that quality 
control issues can be addressed. 


7. (S/NF) The full Detainee Review Board (DRB) listed in 

reftel C, including the Ministry of Justice (MOJ) 

representative who missed the initial meeting, convened on 
April 8. Malik Quraishi and Zia Salehi attended for ONSC. 
CSTC-A Chief of Detainee Operations and Chief of Operational 
Law, deputy polmilcouns and polmiloff also attended. DRB 
representatives discussed potential transfer and 

prosecutorial issues extensively. Specifically, they 

requested that the US give the GOA the opportunity to approve 
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any anticipated releases of detainees from the BTIF or GTMO. 
The Attorney General\'s representative suggested that priority 
for transfer be given to detainees who have spent the most 
time in detention (USG attendees clarified that time in 
detention is one of several factors in prioritizing 

transfers), that the most prosecutable cases be transferred 
early, and that there was a need for MOI and MOD to 
investigate any cases ahead of possible release. US 
attendees recapped the history of the GOA-USG agreement, 
clarified that the ANDF is a detention facility, and 

reiterated assurances given the Defense Minister (reftel B) 
that MOD will not bear the prosecutorial burden for detainee 
cases. NDS stressed that they have enough investigators and 
that one person will handle one-two detainee cases. 
Attendees also said they did not believe there would be a 
conflict between assignment of cases to the national security 
or civil courts but agreed the Supreme Court could adjudicate 
if one occurred. 


8. (S/NF) Several DRB representatives stated that they had 
not been informed by ONSC after the April 2 detainee transfer 
occurred. ONSC, which was informed by CSTC-A on April 2, 
acknowledged the DRB should have been informed and committed 
to notifying all DRB members after each transfer occurs. The 
DRB agreed to consider April 8 as the date the \"clock would 
start ticking\" on the pretrial detention period for the newly 
transferred 12 detainees and the date the investigations 

would officially begin. The Supreme Court representative 
expressed agreement with this approach while noting that such 
issues ultimately could not be answered definitively until 


raised before a court. NDS noted after the meeting that the 
Supreme Court could be asked to extend the pretrial period 
for a given case. Polmiloff stressed to the entire DRB the 
USG\'s interest in receiving progress reports on the status of 
cases, and the DRB agreed to reconvene before the end of the 
30-day pretrial detention period. Polmiloff oriented the DRB 
to the types of information we are tracking via the Detainee 
Tracking Chart and the types of evidence that will be 
provided to GOA. Representatives asked if any physical 
evidence shown in evidentiary photographs will be relayed; 
CSTC-A has confirmed with CJTF-82 that there is no other 
physical evidence to transfer, and we will advise the DRB of 
this at the next meeting. 


9. (S/NF) The processes involved in GOA pretrial 

investigation are opaque at this point. While we know NDS and 
MOI have reviewed the files of the first 12 transferred, it 

is unclear how much investigation can be done before a 
detainee is physically transferred. We discovered NDS was 
expecting an official letter from the ONSC tasking it to 
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investigate, which ONSC has agreed to provide. The DRB was 
asked about the mechanism for notifying detainees of 
decisions about their cases and what documents the ANDF 
commander will receive to support detainee transfer for trial 

or release. An MOD representative clarified that the Criminal 
Code outlines procedures for investigators and prosecutors to 
inform the detainee with defense counsel present. 


10. (S/NF) Many procedural issues related to detainee 
transfers still require discussion and establishment, but we 
believe GOA efforts are gaining traction. 

NORLAND 
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SUBJECT: RUSSIA: GLOBAL NAVIGATION SATELLITE FORUM CONTRASTS COSMIC 
HOPES AND REALITY 


REF: MOSCOW 00038 


1. (SBU) SUMMARY: The April 9-10 International Global Navigation 
Satellite Forum in Moscow showcased advances in global positioning, 
navigation and timing (PNT) systems. Led by the U.S. GPS system and 
followed closely by the Russian GLONASS, many new technologies are 
opening in agriculture, weather and environment monitoring, 
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transportation, counterterrorism security, and other civilian and 

military uses. Despite GLONASS lagging behind GPS in operational 
capability, the moment is ripe for the USG and the GOR to pursue 
agreement on cooperation between their PNT systems. END SUMMARY 


Reaching for the Stars... 


2. (U) On April 9-10 the Federal Space Agency Roskosmos hosted the 
International Global Navigation Satellite Forum in Moscow. More 

than 600 representatives of government, business and the scientific 
community attended over 200 presentations at the Forum. 

Highlighting the importance the GOR attaches to its Global 

Navigation Satellite System (GLONASS), Anatoliy Perminov, head of 
Roskosmos, opened the Plenary Session with a call for expansion of 
GLONASS to 18 satellites, the minimum number for operation of the 
global navigation system, with two planned launches by the end of 
2007. In what sounded like a promise to President Putin and First 
Deputy Premier Sergey Ivanov, who have called for rapid completion 
of GLONASS, Perminov said by 2009 Roskosmos would deploy 24 GLONASS 
satellites or newer-model GLONASS M satellites necessary for full 
configuration of the system. 


3. (U) Nikolay Anfimov, member of the Russian Academy of Sciences 
(RAS) and General Director of the Central Machine Building 

Institute, outlined improvements in the accuracy of Russian global 
positioning systems. He identified GLONASS applications for air and 
marine safety, mapmaking and environmental issues. Anfimov reported 
accuracy of measurements from 0.1 meter to 2 meters for aviation, 
from 0.1 meter to 1 meter for maritime use, from .02 to .03 meters 

for cartography and an amazing .001 to .005 meters for geodynamics. 
Other speakers at the breakout sessions detailed the potential uses 
of GLONASS in these areas, but most acknowledged that current 
applications used the fully-operational United States Global 
Positioning System (GPS). 


... Through Adversity 


4. (SBU) Nikolay Testoyedov, member of RAS and General Director of 
NPO Applied Mechanics named for Academician Reshetnev, which builds 
GLONASS satellites, reported that 15 GLONASS satellites are in 

orbit, including three launched on December 25, 2006. However, he 
was questioned pointedly by Forum participants based on recent 
newspaper articles that claimed only seven GLONASS satellites were 
currently operational. Testoyedov responded that the articles were 
\"true in form\" but were outdated. He claimed that two of the three 
December satellites had recently been declared operational and the 
third would be fully functional by the end of April. (COMMENT: This 
explanation fails to account for the other non-operational 

satellites. Although the sources are not identified, media reports 
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suggest that as many as 10 navigational satellites may be out of 
commission. END COMMENT) He also defended the longevity of GLONASS 
satellites, saying that by 2009 their functional life would 

increase. (NOTE: Roskosmos press releases have stated that the next 
generation GLONASS K satellite service life would be 10 to 12 years. 

END NOTE) 


5. (U) M. G. Lebedev, Advisor to the Ministry for Information 
Technologies and Communications, cited the break-even point in 
annual sales at 700,000 to 750,000 units of GLONASS positioning and 
synchronization devices. He forecast achievement of this level in 

the Russian market within five years based on projected sales of two 
to three million new cars and the inclusion of such devices in 70% 

of information technology products. He ascribed 2006 sales of 
380,000 units to lagging development of infrastructure, especially 
outside Moscow and St. Petersburg, and low awareness by users. 
However, audience questions suggested that the Russian market had 
not accepted the GLONASS-based devices because of their poor quality 
compared to GPS devices. 
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6. (U) Kenneth Hodgkins, Deputy Director of the Office of Space and 
Advanced Technology reviewed the progress in U.S.-Russian 
cooperation on GPS-GLONASS interoperability and radio frequency 
compatibility. He praised fruitful talks between the GOR and the 

USG on a proposed agreement to document this progress. Michael 
Shaw, Director of the National Space-Based Positioning, Navigation 
and Timing (PNT) Coordination Office, outlined the USG policy of 
open access to GPS free of direct user fees on a worldwide basis. 

He cited mutual security interests and encouragement of GPS use and 
cooperation with competing systems, such as GLONASS. He noted that 
the PNT Advisory Board had six international members of the 24 total 
participants. 


7. (SBU) In a question period at the end of the Plenary Session, the 
participants were told that the GOR had already contracted for the 
GLONASS K satellites in 2009, but by law other contracts would be 
open for bidding. Yuriy Urlichich, Director General of the Russian 
Institute of Space Device Engineering, said funding for GLONASS 
would be provided from the government budget and private loans, but 
he suggested that the Ministry of Finance might oppose this. A 
representative from Motorola was told there was a special office for 
certification of imported devices, and this would be covered in one 

of the breakout sessions. At that session, the response was \"See me 
outside the conference.\" Several questioners elicited the 

information that regulatory authorities were considering acceptance 
of U.S.-based CDMA technology for GLONASS. 
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Legal and Regulatory Environment 


8. (U) In the Forum session devoted to the International and Legal 
Aspects of Satellite Navigation in Russia, Vladimir Klimov, head of 

the Roskosmos Office of Navigation of Automatic Spacecraft, 
identified 11 departments and agencies in the GOR that are part of 
the Coordinating Council for the interagency group overseeing 
GLONASS. He said the Coordinating Council\'s priorities are 
upgrading GLONASS functioning and orbital configuration, developing 
civilian use, pursuing transportation applications, improving 
capabilities and servicing special (i.e. military and security 

forces) users. He professed optimism on cooperation with GPS, the 
European Space Agency\'s Galileo system and other global navigation 
programs. (NOTE: Klimov is co-chair with Ken Hodgkins of the Plenary 
Group on GPS-GLONASS Cooperation. END NOTE) 


9. (U) Sergey Pisarev, Director General of the Russian Institute of 
Radionavigation and Timing (RIRV in Russian acronym), referred to 
coordination and research for civilian and military purposes as 

driving GLONASS. He cited the Chaika (seagull) system of 14 
stationary and 20 mobile stations as having cost advantages and 
allowing coverage of the southern and eastern areas of Russia. First 
Deputy Premier Sergey Ivanov recently encouraged RIRV to increase 
Russian competitiveness with GPS. When questioned, he acknowledged 
that the GLONASS standard was only accepted in 20 percent of the 
countries using global positioning technology. He forecast that 
GLONASS will develop a receiving chip that would sell for only five 
dollars each. 


10. (U) Col. Mark Crews, U.S. Air Force Chief Engineer for GPS, 
reviewed satellite development and modernization. He noted recent 
decommissioning of the longest orbiting GPS satellite after 15 
years. Twenty-nine satellites are currently operational, the latest 
having come online a few days after launch in November. He also 
cited improvements in technical aspects of bandwidths and signal 
strength that provided enhanced civilian user benefits. He looked 
forward to increased cooperation with GLONASS and other 
international systems. 


Comment 


11. (SBU) High-level officials of Roskosmos extended extraordinarily 
warm welcomes to the U.S. delegation. Roskosmos Deputy Head Yuriy 
Nosenko invited Hodgkins, who has the lead on drafting the 
GPS-GLONASS Cooperation Agreement, to sit on the dais for the 
Plenary Session with Perminov and First Deputy Commander of the 
Space Forces Kvasnikov. Nosenko\'s second-in-command, Anatoliy 
Shilov, Director of the Space Complexes and Ground Control 
Directorate, came to the U.S. table at the celebratory dinner and 
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toasted Russian-U.S. cooperation in space navigation systems. 


12. (SBU) COMMENT (CONT.): Despite GLONASS lagging at this point 
behind GPS, it is still the only other functional global PNT system. 

On March 29 President Putin cited GLONASS at a meeting of the 
Presidium of the State Council as an example of innovation and 
diversification of the economy. First Deputy Premier Ivanov has 
noticeably pushed development of GLONASS. This is clearly an 
opportune moment to seize the initiative to conclude a GPS-GLONASS 
cooperation agreement between the GOR and the USG. 


13. (U) OES/SAT Ken Hodgkins cleared this cable. 
BURNS 
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1. (SBU) United Nations Mission for Iraq (UNAMI) Senior 
Electoral Advisor Sandra Mitchell told poloff in a April 10 
meeting that the selection process for the new Independent 
High Electoral Commission (IHEC) is \"off to a surprisingly 
good start.\" The Council of Representatives (COR) is 
implementing the UNAMI recommended fair and transparent 
process to select commissioners, she said. According to 
legislation signed into law in February, the IHEC will have 
the responsibility for administering and overseeing all 
elections and referenda at the national, regional, and 
provincial level. It replaces the outgoing Independent 
Electoral Commission of Iraq (IECI). 
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2. (SBU) Demonstrating support for UN involvement, COR Deputy 
Speaker Khalid Attiya (Shia) provided a letter to UNAMI 

inviting them to observe and advise the commissioner 

selection process. Attiya will allow UNAMI to verify 
implementation of the recommended selection process, conduct 
random quality checks on the first stage screening, and sit 

in on all second stage interviews, said Mitchell. 

Furthermore, Attiya told Mitchell that he intends to provide 

an additional letter engaging UNAMI to advise the new IHEC 

with any up-coming elections and referenda. 


3. (SBU) Mitchell stated that the COR selection committee\'s 
public outreach for nominations was excellent, and included 
over 400 media outlets. \"Hundreds and hundreds\" of 
nominations have pored in - from all 18 provinces, from men 
and women, from all sects and ethnicities, and even from the 
Diaspora in Jordan and Syria, she said. In addition, a 
majority of the out-going elections commissioners are seeking 
re-nomination, she observed. 


4. (C) The selection process appears on track to meet the 
COR\'s announced April 26 deadline. However, the increase in 
regional nominations suggests that transport to Baghdad for 
interviews may be a constraint that requires extending the 
deadline to properly process all meritorious applications. 

After months of delay in passing the IHEC law, Post is 
cautiously encouraged by the sudden focus by the COR on this 
process. We also still expect the political party leadership 

to weigh in behind the scenes in selecting the IHEC. Once 

the new Commission is established, UNAMI will begin training 
and developing the capacity of the IHEC. One challenge is to 
ensure the roughly 300 mid and lower level personnel in the 
IECI remain in their positions to ensure a smooth transition 

and retain institutional knowledge. Another challenge will 

be the appointment of provincial General Electoral Officers, 
who are to be nominated by the COR and appointed by the IHEC. 
CROCKER 
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Classified By: PolCouns Ted Osius, Reason 1.5 (B,D) 


1.(S) Summary: People\'s Democratic Party (PDP) leader Mufti 
Muhammad Sayeed rather astutely and with exquisite timing 
caused a major dilemma that threatened to unravel the 
Congress-PDP coalition government of Jammu and Kashmir state. 
In negotiations before the SAARC Summit and on the eve of 

Uttar Pradesh polls to save the Congress-led government, 

Prime Minister Singh met with Mufti several times to discuss 

his demand that the centre offer Kashmiris some form of 
demilitarization or troop confinement to barracks. Even 
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Sonia Gandhi took a personal interest in keeping the alliance 
together, likely because early elections in J&K would 
complicate and dilute Congress\'s campaigning in Uttar 
Pradesh. Defense Minister Antony, J&K Chief Minister Azad, 
and the Indian security services all signaled their concern 
with any form of troop withdrawal, replacement, or 
demilitarization in the near term, but Singh nonetheless has 
reportedly taken up the topic with his innermost circle. It 
appears for the time being that Mufti has won this latest 
battle over the hearts, minds, and sentiments of those in the 
Kashmir Valley. Indeed, our interlocutors say PDP 
manufactured the crisis either to steal the issue and any 
eventual credit from the All Parties Hurriyat Conference 
(APHC) or to force early elections because of PDP\'s fear that 
moderate separatists may steal its votes if they join the 
political fray. With J&K elections to occur sometime within 
the next 18 months, Mufti has struck a vulnerable Congress at 
the most opportune moment, scoring valuable political points. 
Still, we would be surprised if the Indian Government takes 
any meaningful steps in the near term on troop strength in 
J&K. End Summary. 


Congress Partially Concedes to PDP 


2. (S) Over the course of the past several weeks, Mufti 
Muhammad Sayeed of the People\'s Democratic Party (PDP) and 
Congress-appointed Jammu and Kashmir Chief Minister Gulam 
Nabi Azad had argued over PDP\'s call for demilitarization of 
the Kashmir Valley in response to an ongoing scandal over 
investigations of blatant custodial killings. Mufti came to 

Delhi several times at the end of March--and at Prime 

Minister Singh\'s request--as a last-ditch effort to repair 

the fragile alliance of convenience between the Congress 

Party and People\'s Democratic Party in J&K. While Mufti 
received no commitments that troops would be removed, he is 
victorious nonetheless since the issue of demilitarization is 

now being taken up and reviewed at the highest levels in 

Delhi. On April 9, Singh chaired a \"high power\" committee 
meeting that addressed the issue and included Defense 
Minister A.K. Antony, Army Staff General J.J. Singh, and 
National Security Advisor M.K. Narayanan. Allthe while, 
Antony has been telling the press that there will be no troop 
withdrawal from J&K without the advice of the Indian armed 
forces, and security concerns appear to have trumped any 
temptation for an immediate and politically-minded solution 

for the moment. This episode unfolded against the backdrop 
of Congress\'s large, looming, and possibly losing electoral 
battle in Uttar Pradesh, and just before the SAARC Summit 
convened in Delhi. On March 19 Sonia Gandhi held a Congress 
Party meeting declaring that Singh must do everything in his 
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power to keep the PDP-Congress coalition in J&K going. Press 
reports suggest she was likely motivated by an interest to 

avoid added pressure and distractions during the Uttar 

Pradesh elections. In addition, the Indian Government could 
not afford to have demilitarization on the front pages when 

the SAARC delegations were in town. 


Security-Wallahs\' Concerns Create Space for Delay 


3. (S) J&K Chief Minister Gulam Nabi Azad and his supporters 
in the Congress Party had attempted to place significant 
pressure on the Prime Minister not to meet Mufti\'s demands. 
Azad came to New Delhi to meet with the PM on March 21, 
publicly arguing that withdrawing early would reverse the 
progress the security services have made in the Valley. He 
also adopted the line that demilitarization must be agreed 
upon by \"all political parties\" in J&K, and that nobody 
should \"be allowed to hijack the issue.\" In a Hindustan 
Times article, National Security Advisory Board member Manoj 
Joshi detailed the concerns of security officers that the 
situation in the Valley is nowhere near normal, and the idea 
that the decline in violence and infiltration are enough to 
begin demilitarization is fallacious. Joshi estimates--based 
on \"back of the envelope calculations\"--that currently there 
are 100,000 army and central police force personnel in the 
Kashmir Valley and 60,000 J&K police. Press reports say 
Prime Minister Singh sent Mufti a letter on March 15, arguing 
that it would be impossible to draw down Indian security 
forces in J&K, at least until India could monitor the 
post-winter violence and infiltration trends in the Valley at 

the end of summer 2007. Singh has stuck to this security 
forecast while humoring Mufti in the meantime. This 
wait-and-see approach rather conveniently provides several 
months\' time for Congress to hold off on taking a firm 
position on the troop withdrawal issue--or at least until 

after the UP elections, according to several media sources. 


4. (S) An article by Praveen Swami in Outlook says that the 
Prime Minister had already been working toward some form of 
demilitarization by replacing some 11,000 members of the 
Border Security Force (BSF) with Central Reserve Police 
Forces (CRPF), removing the military from counter-terrorism 
duties. Swami told Poloff on March 24 that the CRPF is not 
as effective as the Army in anti-insurgency operations as 

they operate essentially as a police force. In the past 

three years, he claimed, they have not been successful in a 
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single operation. While in theory they were supposed to be a 
highly trained counter-terrorism force, he said, the 
government is moving so quickly to send them in that they are 
receiving training only \"on the job.\" They are also not as 
well armed as the Border Security Force (BSF), and they are 
trained only to reach for guns as a last resort. Ironically, 

he said, the officers who are accused of extra-judicial 

killings in the recent scandal are the almost exclusively 
Kashmiri Jammu and Kashmir police, not the BSF or the CRPF, 
and the highest ranking officer accused in the scandal was 
one Mufti himself hand-picked while he was Chief Minister. 


Opposition Sounds the Alarm 


5. (S) The Bharatiya Janata Party (BUP) capitalized on the 
opportunity to cast scorn on Congress\'s discussions with the 
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PDP. According to the media, the BUP was alarmed by reports 
of \"troop relocation\" within J&K, which military sources 
reportedly said were routine. BUP spokesman Prakash 
Javadekar grumbled, \"The question arises where the new 
relocation and fortification is taking place.\" He stressed 

that political expediency should not \"lead to a dilution of 
critical security considerations\" in the troubled state. 

Ashok Singhal of the Vishwa Hindu Parishad linked the 
presence of forces in J&K to a Parliamentary resolution that 
says the Pakistan-controlled areas of Kashmir are part of 
Kashmir as a whole. He sees the troops there as necessary to 
secure the \"release\" of those areas and their integration 

into J&K--and India. 


Electioneering Against the APHC 


6. (S) Praveen Swami said further that he thinks the PDP is 
threatening the coalition because they are concerned that 
President Musharraf told the All Parties Hurriyat Conference 
(APHC) to participate in elections in J&K in 2008. Pakistani 
Prime Minister Shaukat is said to have communicated the same 
message to separatist leaders in April 4 meetings that 

included Mirwaiz Umar Farooq, Shabir Shah, Bilal Ghani Lone, 
Fazal Hag Qureshi, Agha Syed Hassan Al-Moosvi, and perhaps 
others (reftel). Swami said the PDP is terrified that if or 

when these \"real guys\" get into the race PDP will not have a 
constituency left. He said Mufti is creating this crisis 

either to force early elections or to make the issue PDP\'s 

and \"steal it" away from the APHC. All Parties Hurriyat 
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Conference leader Bilal Lone echoed concern about the latter 
point in an April 5 meeting with Deputy PolCouns. \"If Mufti 
takes our position, then we are forced to take a harder line 
than him,\" Lone said. Another difference that Lone pointed 
out is that Mufti has a whole organizational structure around 
him, while others like Lone have \"nothing.\" 


7. (S) Congress activist Ashok Bhan told PolOff on March 24 
that Mufti is laboring under the wrong impression that there 

is some sort of deal between Pakistan, India, and the All 
Parties Hurriyat Conference. He said while PM Singh was 
still \"keen\" for a meeting with the APHC, there was no such 
deal at this time. He said Mufti is trying to be the only 

voice on the demilitarization issue, so the APHC won\'t be 
able to use the issue to join the political fray. Praveen 

Swami commented that this fear of Mufti\'s is a misnomer 
because it is unlikely that the Mirwaiz will enter elections 

any time soon because he does not have a male heir, and doing 
so is too great a risk to his life . He explained that 

Mirwaiz\'s mother and wife will lose millions of dollars, 
including four apartments in Dubai, if he dies without a male 
heir because the money will go to Mirwaiz\'s uncle. 


Azad does not Represent Kashmir 


8. (S) PDP activist and prominent Kashmir businessman Altaf 
Bukhari told Poloff on March 20 that PDP has overarching 
concerns about the leadership of Chief Minister Gulam Nabi 
Azad. Azad, he said, is a Muslim from Jammu, so he does not 
give the Congress a \"Kashmiri face\" in J&K politics. His 
interests, Bukhari claimed, were in Jammu; in fact, the PDP 

had evidence that they have not yet made public that Azad has 
been diverting development funds away from Srinagar to Jammu. 
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Azad, he claimed, spoke openly about wanting to stop the 
railroad currently under construction before it could reach 
Srinagar because it would take business away from Jammu. 
Thus while Mufti wants to keep the coalition alive, he has 
specific demands that Bukhari claims have to be met for the 
PDP to remain in the government. 


Not Asking for Real Demilitarization 


9. (S) Responding to press reports representing the views of 
hard-liners in New Delhi, Bukhari said the PDP was not asking 
for India to withdraw its security forces from the Valley. 
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He said while the replacement of Border Security Forces with 
Central Reserve Police Forces (CRPF) began during Mufti 
Sayeed\'s time as Chief Minister, the two forces were very 
similar because they have the same tactics and weaponry, they 
are accused of the same human rights abuses, and the CRPF is 
essentially a paramilitary force. PDP\'s goal is to reduce 

the impact that these forces have on the everyday lives of 
Kashmiri civilians. He explained that the security forces 

occupy hospitals, schools, heritage sites like the Mughal 
Gardens, and privately owned land, including Kashmir\'s famous 
orchards. (Comment: The Bukhari family\'s burgeoning 
conglomerate originated in the apple juice business. End 
comment.) He commented that the government could build its 
security forces their own shelters in a matter of months, 

keeping them from occupying private and public buildings in 
Kashmir, and allowing the Kashmiri people to feel a 

difference in their everyday lives. To most, that is all the 
demilitarization they seek. 


Impact on the Peace Process 


10. (S) When asked about the consequences for the peace 
process if the PDP were to force fresh elections, Bukhari 
explained that PDP leader Mufti has offered to ally with the 
moderate All Parties Hurriyat Conference--allowing them to 
lead a J&K government even if they hold fewer seats than the 
PDP after elections--in order to bring peace to the Valley. 
The easiest thing we can give the separatists to bring about 
peace is political power, Bukhari said, claiming that is what 
Mufti had told the Prime Minister. When asked if the PDP 
would go so far as to help the APHC find the political space 
necessary to enter politics, Bukhari said PDP is a political 
party, after all, so Wwe can\'t ally with the APHC until after 
elections.\" Bilal Lone did not sound eager at the prospect 
of working with Mufti through regular political channels, but 
did add, \"I don\'t have a problem if Mufti is the one to get 
peace in Kashmir.\" 


Comment: Mufti Launches Preemptive Attack 


11. (S) Comment: In this ever-lasting campaign season in 
Jammu and Kashmir and with the prospect of some or all of the 
All Parties Hurriyat Conference joining the electoral fray 

with Pakistan\'s blessings, Mufti has launched a preemptive 
attack to capture one of their key demands and show the 
newcomers who\'s boss. If the APHC can no longer use a claim 
of having forced India to permit some form of 

demilitarization as political cover to enter the elections 
successfully, it may be pushed to a further extreme as to not 


Column 3 


NEW DELHI 00001727 005.2 OF 005 


be outdone by Mufti and the PDP. Simultaneously, the PDP now 
owns an issue it can wield as blackmail against the ruling 
coalition if it is unhappy with the results of the committee 

review process initiated by PM Singh. Despite Mufti and 
Bukhari\'s purported altruism, the PDP is using everything at 

its disposal to siphon off prospective voters from APHC, 

their perceived rival in still hypothetical elections, even 

if the ultimate cost is to the overall peace process. For 
Congress, J&K has become an even bigger headache. We doubt 
it can do much to appease Mufti without bringing upon itself 

a stinging BJP attack. For the government, some token 

gesture may be the best outcome. End Comment. 

MULFORD 
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SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION 


1. (SBU) SUMMARY: The Government of Mongolia (GOM) has established a 
new state-owned holding company named ERDENES-MGL to receive and 
manage its equity shares of mines determined to be \"strategic\" under 

the country's most recent mining law. The move signals the GOM\'s 
seriousness in acquiring the anywhere from 0 to 50% stake in the 
country's most prominent mining developments, as allowed under the 
new legislation. The appointment of D. Zorigt, a young, well-known 

and generally respected technocrat with the Ministry of Industry and 
Trade, as ERDENES\ Executive Director has been welcomed as a 
positive development by many in the expat business and mining 
communities who have recently grown pessimistic over perceptions of 
GOM and populist antagonism toward foreign mining companies. Zorigt 
has vowed to base his management of ERDENES on western-style best 
practices and is approaching donor agencies for assistance in 

setting up shop. END SUMMARY. 


ERDENES: Origins, Purpose, Structure, Plans 


2. (SBU) The GOM has created a state-owned company, ERDENES, to 
manage the GOM\'s expected share of equity in mines dubbed 
\"strategic\" by the State Great Hural (parliament). The new mineral 

law enacted last year provides the government the legal right to 

\"take\" between 0-50% of large mines. The GOM is preparing to 
negotiate detailed investment agreements (formally known as 

stability agreements) with international mining firms over prominent 
mineral development projects in which the GOM\'s (non-funded) equity 
share in mines could be a major sticking point. 


3. (SBU) Econoff recently spoke with ERDENES\' Executive Director D. 
Zorigt, who said that the company is modeled after Singapore\'s 
state-owned TEMASEK and will essentially be a wealth management 
company, overseeing the intake of mining profit dividends, advising 

the GOM on the selling of equity shares, and funneling income from 
sales into the state budget to be reapportioned by parliament, some 

of it back to ERDENES. (Note: ERDENES\' roles and functions have yet 
to be determined. For example, at a recent meeting between Commoff 
and one of Zorigt\'s new staffers, the staffer related that Zorigt\'s 

initial plan was rejected by the State Property Committee (SPC). 

The staffer did not explain the SPC\'s reasons; however, she noted 

that they sent back suggestions, in which ERDENES would function 
more like a consulting firm for the GOM rather than as a wealth 
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manager.) 


4. (SBU) When questioned over how or even whether the GOM could pay 
for it controlling equity, Zorigt expressed confidence that the GOM 

will ante up one way or another, either through deferred dividends 

or tax breaks. Recent news of a reported investment agreement 

between Rio Tinto - lvanhoe and the GOM (ref C) over the copper-rich 
Oyu Tolgoi development seem to bear this prediction out, although 

details are still sketchy (subject of future septel). Zorigt said 

the protracted and at times contentious negotiations with Ivanhoe 

had stalled over this very issue. 


5. (SBU) ERDENES\' 7-member Board of Directors will be made up of 
representatives from the Ministries of Justice, Industry and Trade 

and Finance, a representative from the Ministr of Resources and 
Petroleum Authority (MPRAM) along with three persons from the State 
Property Committee. Ministry of Finance Financial Secretary (the 
Ministry\'s senior civil servant) Ch. Khurelbaatar, number three in 

the Ministry, will occupy the chair. Khurelbaatar has been the 
government\'s lead negotiator in the Rio Tinto/lvanhoe negotiations. 


6. (SBU) A long-time civil servant, Zorigt concedes little private 
sector experience, but intends to get the company off on the right 
foot, creating a transparent corporate structure, an open work plan 
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and a proper management system. Wary of political dominance over 
state-run industries, especially ones with a hand in the country\'s 
largest money-maker, mining, he argues that the best way to shield 
the company from politics is to lock in a fully transparent 
organization based on western standards while the company is still 
in its infancy. To that end, he has approached, or plans to 
approach, the World Bank, EBRD and other donor sources for 
assistance. \"It would be in everyone\'s interest if the company were 
structured and behaved like Va normal private companyW he told 
Econoff. Although he admitted such thoughts were premature, Zorigt 
felt ERDENES might one day find itself listed on a major exchange, 
following the example of state-owned Shinua or China Telecom. 
ERDENES Executive Director Zorigt Bio Notes 


7. (SBU) By way of background, ERDENES Executive Director Dashdorj 
Zorigt is an up-and-coming technocrat who has proved a reliable and 
reasonable USG interlocutor on state-commercial issues. From 1994 

to 2004 he worked in the Ministry of Foreign Affairs, including a 

stint as First Secretary at the Mongolian Mission to the UN. 


8. (SBU) His appointment seems a positive step for a mining sector 
dogged by GOM missteps that have eroded investor confidence. The 
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head of the Mongolian Mining Association proclaimed the selection 
\"good news,\" and a prominent American banker added \"I\'ve known 
Zorigt for years and find him one of the promising young \'hopes\' for 
[Mongolia\'s ruling party] the MPRP\". He has repeatedly expressed 
concern to the DCM and others that GOM and Mongolia are gradually 
losing energy and commitment with respect to market economy 
principles. 


9. (SBU) Since passage of the new mining law last year, the industry 
has accused the GOM of thwarting sector development by imposing 
extra-legal pressures, arbitrary judgments, hyper-bureaucratic 
headaches and preferential treatment.(refs A and B) 


Goldbeck 
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General , Chengdu. 
REASON: 1.4 (b), (d) 
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1. (C) Summary: During a series of informal discussions in 
southern Yunnan Province along China\'s borders with Vietnam and 
Laos, local Muslim leaders described with pride the resurgence 
of Islam in their communities. A recently-completed mosque and 
religious training school in Najiaying has attracted Muslims 

from throughout the province, and, while mosque authorities are 
not keen to advertise the fact, Arabic teachers from northwest 
China as well as perhaps Pakistan and Thailand. According to a 
Najiaying senior Koran recitation instructor, an ethnic Uighur 
originally trained in Arabic in Xinjiang by a Saudi teacher, 
Yunnan provincial officials in general take a far more relaxed 
attitude towards religion than government authorities in 
northwest China. In the small town of Shadian, site of a 1975 
rebellion against the Communist Party, the largest mosque in 
China is soon to be completed. A local Arabic instructor in 
Shadian, recently returned from ten years of training in Saudi 
Arabia and four in Pakistan, told CG he looks forward to working 
with and guiding a new generation of believers. End Summary. 


2. (C) CG and Congenoff made brief stops at the small towns of 
Najiaying and Shadian, known for their historically predominant 
Muslim populations, while on an April 1-7 road trip in southern 
Yunnan to assess transportation infrastructure developments 
along China\'s borders with Vietnam and Laos (to be reported in 
septels). Yunnan Foreign Affairs Office (FAO) officials in the 
provincial capital of Kunming cancelled at the last moment a 
meeting we had requested with Najiaying\'s official Islamic 
association, but indicated orally they had no objection to an 
\"informal\" visit to the local mosque. Government officials did 
not accompany us to any meetings or send along an obvious 
\"security escort\" to shadow our vehicle. 


3. (SBU) Standing dominant over the center of Najiaying, a small 
town of officially only 8,000 residents approximately 130 
kilometers southeast of Kunming, the four-story, green-domed 
mosque was completed in 2004 and has four minarets each 
appearing to be about 100 feet in height. The entrance of the 
mosque compound was decorated with quotations from Chinese 
President Hu Jintao calling for \"social harmony\" and united 
action against \"splittism and extremism.\" A series of 
photographs taken of students from the mosque\'s religious school 
participating in a military reserve training program were also 
displayed on a large bulletin board in front of the mosque. The 
students were flanked in the photographs by People\'s Liberation 
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Army (PLA) noncommissioned officers as well as local religious 
leaders. Female students in camouflage uniforms and matching 
headscarves appeared in separate photographs. 


4. (SBU) Wandering between the mosque and its religious school 
located in a separate neighboring building, we introduced 
ourselves to an elderly man who turned out to be a senior local 
member of the official Islamic Association. He volunteered to 
escort us to the mosque\'s prayer hall, describing on the way how 
growing demand to use the facility has already outstripped its 
size and that prayer services held during weekends usually 
attract spill-over crowds of over one thousand worshippers. 

While he himself can not speak it, the man indicated the 

principal purpose of the mosque\'s religious school is to teach 
Arabic to young local Muslims. The school currently has several 
hundred students and 22 teachers. The man noted he had been on 
the Hajj twice and that over 400 people from Najiaying had also 
been able to make the pilgrimage to Mecca and Medina. He did 
not comment if local Muslims who cannot get an Islamic 
Association-supported Chinese slot for the Hajj travel 

individually through Southeast Asia. 


5. (C) At the prayer hall, the man left us alone with a 

college-age student who was memorizing the Koran by listening to 
a recording of it in Arabic. The student said he supported his 
studies by working at a small iron and steel plant in Najiaying 

with close ties to the mosque. Although he claimed to have 
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already learned many chapters of the Koran, the student\'s 
conversational Arabic was poor and he preferred to speak mostly 
in Chinese. In response to a question from CG, the student 

noted he sometimes has the opportunity to practice Arabic with 
foreign teachers -- specifically Pakistanis and Thais -- who 

visit Najiaying. The student noted that only through Islam can 
young people in the region hope to solve their problems and 
develop meaningful lives. Conceding that he had never been out 
of China, the student exclaimed that more and more people around 
the world are turning to Islam. 


6. (C) Hurriedly taking us off the hands of the student, upon 

whose appearance the student said very little, a local man who 
looked to be in his mid-thirties showed up and introduced 

himself as a leader of the mosque school. He led us away behind 
the new mosque and past the school dormitory. Young college-age 
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men standing together on the dormitory balconies who had been 
eager earlier to exchange greetings with the CG in Arabic, 
disappeared into the building as we passed. When asked by the 
CG, the school leader asserted that there were \"of course\" no 
foreign instructors at the school as it would be impossible to 

get necessary government approvals. In fact, he continued, 
almost all the school\'s instructors are from Muslim communities 
in Yunnan. According to the school leader, Nijiaying has 
approximately 6,000 Muslims in its official registered 

population, but an additional 10,000 Muslims who have come to 
the town as migrant laborers. He did not indicate, however, 
what exactly could generate that scale of additional employment 
in the town as there were no obvious building or construction 
operations taking place. 


7. (C) As we arrived at where the school leader was taking us, 
the old original Najiaying mosque dating back to the 19th 

century and located well away from the front entrance of the new 
mosque compound, he appeared to relax and loosen up a bit. The 
old mosque is currently used as an Islamic school for girls and 
young women. The school leader stressed that Islam has 
historically played an important role in Yunnan. Although few 
local people of his generation can speak or read Arabic, 
Najiaying\'s youth welcome and need to be taught Islamic precepts 
in Arabic. As he talked, what appeared to be middle school-aged 
girls wearing head scarves and shoulder-to-foot robes crossed 
the old mosque court yard to attend classes. One girl was 
dressed in full black chador and veil. The school leader 

asserted that it was time for Islam and religion in general to 
reemerge in China. Communists used to deride religion for being 
the \"opiate of the masses.\" Now, the era of the \"Marxist 
opiate\" is over, he said. According to the school leader, the 
building of Najiaying\'s new mosque was financed strictly from 
local donations. Although the Chinese government sometimes 
likes to make token contributions to the construction or 
refurbishment off religious buildings for propaganda purposes, 
Najiaying did not accept anything. 


8. (C) Citing the official provincial governmental statistic for 
number of Muslims in Yunnan at 550,000, the school leader said 
that making an accurate estimate, whether higher or lower, is 
difficult. He remarked, however, that Islamic institutions are 

far more dynamic in Yunnan than in Sichuan Province (see ref a). 
Rather than emphasize growth in numbers, the Najiaying mosque 
school tries to focus on developing the character of Muslims. 

As there is a dearth of educational materials on Islam available 

in China, Muslim schools must rely on foreign sources including 
recordings of the Koran. The school leader noted he hopes his 
students upon graduation will be able to use their Arabic skills 

in other parts of China, referring specifically to the provinces 

of Zhejiang and Guangdong. In response to a question from the 


Column 3 

CG, the school leader said local Muslims think well of Americans 
as being a \"religious people,\" but are strongly opposed to the 
\"slaughter\" by U.S. forces of Muslims in Iraq and Afghanistan. 
When asked, he claimed that his school does not pick up 
Al-Jazeera or other Arabic satellite stations, noting that to do 

so would violate government regulations. 
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9. (C) As the school leader escorted us out of the main mosque 
compound, an ethnic Uighur approached CG and introduced himself 
in Arabic as 

a Koran recitation instructor by the name of Muhammad. Speaking 
in clear classical Arabic that he indicated he learned from 

years of instruction from a Saudi religious teacher in the city 

of Kashgar in Xinjiang in northwest China, Muhammad said he has 
never left China and finds his calling to be teaching the young 
people of Najiaying about Islam. He stressed the building of 

new mosques or religious schools in Xinjiang would be impossible 
due to tight political controls and repression. Many of his old 
friends from Kashgar have left China for either the United 

States or Europe. Yunnan authorities, on the other hand, do not 
appear to be particularly strong-handed in dealing with Islam or 
other religious faiths as long as \"peace\" is maintained. When 
asked specifically why authorities in Yunnan are so flexible, 
Muhammad replied that local Muslims play an active and positive 
role in local business development. Muhammad added that there 
were other instructors at the Najiaying mosque school from 
Xinjiang as well as some from Ningxia in northwest China. After 
CG noted he had heard the Najiaying mosque is the largest in 
Yunnan, Muhammad said that that honor in fact should go to 
Shadian and suggested we pay it a visit as it was along our 

route to the Vietnam border. 


10. (SBU) Shadian lies just outside Mengzi, the capital of 

Honghe (Red River) Prefecture, about 150 kilometers south of 
Najiaying. As we approached what turned out to be an unmarked 
turnoff for Shadian along the Kunming Expressway, we went by a 
construction site for a large multi-structure Islamic school 

that appeared to be near completion. Shadian is a town of 
approximately 30,000 people and was the site of a rebellion 
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against Community Party rule in 1975 at the tail end of the 

Cultural Revolution that ended in the deaths of at least 800 

local residents when military units were sent in to restore 

order. A large memorial stone marking the incident is visible 

on a hill overlooking the town. Driving through Shadian, we 

went by a number of small mosques and were told by a passerby 
that there were over ten mosques in the town. Many signs and 
posted announcements along the town\'s main road were written in 
Arabic. 


11. (C) Stopping by an Islamic school, we spoke with one of its 
teachers, a local man in his thirties. The teacher introduced 
himself in Arabic by the name Muhammad and alternated during the 
discussion between fluent Arabic and pretty good English. He 
said there are currently 100 boys and 100 girls at the school. 

He described how he had just returned to Shadian from living 
overseas and learned Arabic during ten years of training in 

Saudi Arabia and English while living four years in Lahore, 
Pakistan. Smirking, he told the CG in Arabic that it could be 
dangerous to be an American in either Saudi Arabia or Pakistan, 
but that Shadian welcomed Americans as most were people of the 
Book (\"ehl al Kitab\"). 


12. (C) Muhammad claimed the new Shadian mosque will be the 
largest in China when completed, and that the over-RMB 100 
million (approximately USD 13 million) investment is being 
entirely financed by local donations. (Note: a donation board 

in front of the school listed local metallurgy and mining firms 

as principal contributors. End note). He stressed the mosque 
will attract many followers and that he will hold a leadership 

role in it. Muhammad added he looked forward to contining to 
work with Shadian\'s youth and to teaching them about Islam, 
although he seemed somewhat embarrassed that none of his 
students could understand basic conversational Arabic. Located 
on the edge of town, the new mosque was still surrounded by 
scaffolding but appeared to be almost complete. The domed 
mosque\'s dimensions were indeed impressive. With its four 
massive minarets, it appeared to be at least several times the 
size of the mosque in Najiaying. 


13. (C) Islam\'s arrival in Yunnan dates back to the Mongol Yuan 
Dynasty in the 13th and 14th centuries. Yunnan\'s Muslim 
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communities are concentrated in Kunming, Yuxi, Xishuangbanna, 
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Honghe, Zhaotong, and Shimao, but can be found scattered 
throughout the province including in traditionally Tibetan areas 
in the west. Local government authorities appear for now not to 
be interfering with a resurgence of Islamic religious 
instruction. The province is also known to have active 
Christian missionary groups -- particularly from South Korea -- 
and proselytization. Particularly in light of Yunnan\'s status 

as a sensitive border area, however, link ups between local 
Muslims and Uighurs or the introduction of foreign Islamic 
instructors could very well at some point result in a more 
forceful response from security organs. 

BOUGHNER 
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E.O. 12958: N/A 
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SUBJECT: NIIGATA PREF LOOKING TO EXPLOIT ENERGY ADVANTAGE 


REF: TOKYO 1296 


1. (SBU) Niigata is looking to exploit its energy advantage 
to attract new business to the prefecture. The prefecture is 
Japan,s largest producer of oil and natural gas and the 
country\'s leading supplier of electric power, which allows it 
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to sell electricity at a substantial discount compared to the 

rest of the country. Niigata is investing in alternative 

energies such as dimethyl ether and also is exploring 
snow-cooling energy systems, wind and solar power generation 
and bio-mass plants. Nevertheless, it is failing to 

effectively use these benefits to attract new companies to 

the area. End Summary. 


2. (SBU) During a visit to Niigata Prefecture in February 

(reftel), econoff discussed energy with the prefectural 
government and paid a visit to one of the prefecture\'s energy 
companies, Mitsubishi Gas Chemical (MGC), which produces oil 
and natural gas from local fields and converts it into energy 

for local businesses or into derivative products such as 
methanol and formaldehyde. 


Niigata Power Development 


3. (SBU) Niigata Prefecture, which borders the Japan Sea 
facing the Koreas, produces the most oil and natural gas of 
any prefecture in Japan. It boasts 52 percent of Japan,s 
crude oil production -- 480,000 kiloliters or 4 million 

barrels in 2004. (Note: Japan consumes an estimated 5.5 
million barrels per day so this amount fails even to meet one 
day\'s requirement.) Its production of natural gas in 2004 
was 2 billion cubic meters or 64 percent of Japan,s domestic 
production. 


4. (SBU) Niigata Prefecture also is the leading supplier of 
electric power in Japan. Niigata,s power development, begun 
in 1949, was primarily hydropower. In 1963 Niigata,s first 
thermal plant began operation, reaching its peak in 1969. In 
1985 the first Kashiwazaki-Kariwa nuclear plant opened and 
the seventh and last of these plants started up in 1997. The 
seven Kashiwazaki-Kariwa nuclear plants together produce the 
largest power output in the world, 8.56 million kilowatts 

(kw) or eight percent of Japan,s total. Currently Niigata 
Prefecture\'s power generation totals 16.66 million kilowatts 
or six percent of Japan,s total. Of this, 8.21 million kw 

is nuclear energy, 5.1 million kw is thermal energy and 3.34 
million is hydropower. 


Cost Advantage 


5. (SBU) Because of Niigata,s abundant power, the prefecture 
is able to sell electricity at a discount. In the areas 

around its nuclear power plants, for example, the charge for 
electricity is discounted by one-fourth to one-half, a fact 

the prefectural government hopes will attract new business. 
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Niigata Exploring Alternative Energies 


6. (SBU) Niigata Prefecture also intends to become a center 
for clean alternative energy production. In summer 2007, a 
dimethyl ether (DME) plant will open in the Niigata East Port 
area. The plant, Japan,s largest, will promote the use of 

DME, acolorless, gaseous, clean-burning fuel produced from 
natural gas, coal or biomass. By 2010 Niigata plans to 
construct an experimental plant in the Niigata East Port to 
develop gas-to-liquid energy sources. The prefecture also 
plans to develop diverse industries related to different 

energy resources, including snow-cooling energy systems, wind 
power generation, solar system power generation and biomass 
plants. 


Niigata Looking to Stabilize Energy Supplies 
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7.(SBU) Niigata is working to maintain a stable energy 
supply. The prefecture is exploring for new gas fields while 
using depleted gas fields to store natural gas during the 
summer months for use in the winter when usage peaks. 
Niigata is looking to enhance its pipeline capacity to serve 
its far western border and it plans to diversify risk by 

building a pipeline to the liquefied natural gas (LNG) import 
station in Shizuoka Prefecture. In 2014 Chubu Electric will 
complete construction of a new thermo plant in Naoetsu City 
that will operate using LNG. Hoping to become a Northeast 
Asian hub, Niigata is planning new air and ferry routes to 
connect it to Korea and energy-rich Russia, with which it has 
a long history of cooperation. Niigata has also put in a 
request to the Ministry of Economy, Trade and Industry (METI) 
to establish a petrochemical stockpiling station in the area. 


Niigata,s Mitsubishi Gas Chemical 


8. (SBU) A visit to the Mitsubishi Gas Chemical Co. (MGC) 
demonstrated how Niigata,s oil and natural gas are being 
exploited locally. The company was established in 1971 ina 
merger between two technology-oriented chemical 

manufacturers, Japan Gas Chemical Co. and Mitsubishi Edogawa 
Chemical Co. The MGC plant sits on 1.2 million square which 

are divided into blocks for the production of different 

chemicals. Despite employing 500 workers, the plant is 
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largely computer-controlled. Security guards patrol the site 
regularly, according to MGC Administrative Manager Nariyuki 
Nagaoka. The coast of North Korea is visible from the plant. 


9. (SBU) MGC was the first company in Japan to synthesize 
methanol (1952) and ammonia (1957) from natural gas. Since 
then, MGC has developed many products using these chemicals 
as raw materials. The company boasts a unique chemical 
manufacturing system, producing not only raw materials but 

also derivative products. These derivatives include 

commodity chemicals such as methanol, formaldehyde, ammonia 
and urea, which come from the company\'s own Niigata gas 
wells; specialty chemicals such as hydrogen-peroxide and 
sodium hydrosulfite; and functional products such as 
engineering plastics, electronics materials, and bio-chemical 
products. 


10. (SBU) MGC continues to explore and produce oil and 
natural gas in the Higashi Niigata field directly beneath the 
plant and in the Iwafuneoki field in the Japan Sea. The 
company uses the gas produced from these fields as feedstock 
and to produce chemicals in the Niigata plant. Niigata,s 

natural gas supply should last another 20 years if it is not 

used for power generation. Chemical production uses far less 
natural gas, allowing the company to extend the life of its 
natural gas fields and maximize profits. Some of MGC,s 
overseas ventures include methanol production in Saudi Arabia 
and Venezuela. The methanol is then shipped to the plant for 
the production of chemical derivatives. 


Comment 


11. (SBU) As home to Japan,s largest source of domestic oil 
and natural gas as well as being a significant producer of 
hydropower and nuclear energy, Niigata Prefecture offers a 
significant power advantage over the rest of the country. 
The prefecture has so far failed to exploit this effectively, 
however. Neither its Japanese- nor its English-language 
website highlights this fact nor do any of the brochures made 
available to econoff. Were this to change, the prefecture 
might successfully use this advantage to attract not only 
Japanese but also foreign investment to the area. 
DONOVAN 
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TO RUEHC/SECSTATE WASHDC 4855 

INFO RUEHGP/AMEMBASSY SINGAPORE 6865 

RUEHKO/AMEMBASSY TOKYO 8660 

RUEHBK/AMEMBASSY BANGKOK 3645 

RHMCSUU/FAA NATIONAL HQ WASHINGTON DC 

RHMFIUU/TSA HQ WASHINGTON DC 

RULSDMK/DEPT OF TRANSPORTATION WASHINGTON DC","UNCLAS AIT TAIPEI 000816 


SIPDIS 
SIPDIS 


STATE FOR EAP/TC AND EB/TRA/OTP 
SINGAPORE AND TOKYO FOR FAA 
BANGKOK FOR TSA 


E.O. 12958: N/A 
TAGS: EAIR, ECON, TW 
SUBJECT: Taiwan Plans Expansion of Taichung Airport 


1. The Civil Aeronautics Administration (CAA) announced plans April 

7 to expand Taichung\'s Cing Cyuan Gang (CCK) Airport. The expansion 
cost is projected to be NT$1.48 billion (US$44.8 million). After 

the expansion, the facility will be able to handle two 737-800 

passenger jets at the same time. Construction is scheduled to be 
completed in December 2009. 


2. At the ceremony where CAA Director General Billy Chang announced 
the expansion, President Chen Shui-bian called on CAA to further 
expand the role of CCK Airport. In addition to charter flights to 
Southeast Asian destination planned by CAA, Chen suggested the 
airport should also handle cross-Strait charter flights and more 

cargo services. 


YOUNG 
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E.O. 12958: N/A 
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TAGS: OTRA, HR, AMGT, SR 

SUBJECT: COUNTRY CLEARANCE GRANTED TO MR. DANIEL L. MEGES AND SUSAN 
E. ANDERSON 


REF: SECSTATE WASHDC 47011 


1. US Office Pristina welcomes and grants country clearance to 
Economic Officers, Daniel L. Meges and Susan E. Anderson to visit 
Pristina April 15 - April 18, 2007. The purpose of the visit is for 
consultations with mission officials. Control Officer for this visit 

will be Economic Officer, Shante Moore, who can be reached at: 
office 381-38-549-516 ext. 3141; GSM 377-44-501 -745; fax 

381 -38-549-890. 


2. Post will coordinate arrangements for airport pick up and for 
transportation for official meetings during the visit. 

Accommodations have been confirmed Hotel Victory, Tel# 038/543-277. 
The Hotel Victory accepts cash only. The room rate is euro 69 a 

night, including breakfast. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
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distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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E.O. 12958: N/A 

TAGS: OTRA, AMGT, SR 

SUBJECT: COUNTRY CLEARANCE GRANTED TO INL JENNIFER FIORELLO AND 
DAVID KEEFE 


REF: SECSTATE WASHDC 44956 


1. US Office Pristina welcomes and grants country clearance to INL 
Jennifer Fiorello and David Keefe to visit Pristina April 17 - April 

22, 2007. The purpose of the visit is to conduct interviews for 
leadership positions within the U.S. contingent and conduct 
consultations with post and UNMIK UNPOL. Control Officer for this 
visit will be Police Liaison Officer, Mitch Maviki, who can be 

reached at: office 381-38-549-516 ext. 3181; GSM 377-44-147-985; fax 
381-38-549-890. 


2. Post will make arrangements for airport pick up and 
transportation to all official meetings during the visit. 
Accommodations have been confirmed at Hotel Royale. Hotel Royale 
requires 48 hour cancellation notice otherwise they will charge the 
first night. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 
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4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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E.O. 12958: N/A 

TAGS: OTRA, AMGT 

SUBJECT: COUNTRY CLEARANCE GRANTED TO DARREL HART AND LEON 
STRIGOTTE 


REF: AMEMBASSY TIRANA 290 


1. US Office Pristina welcomes and grants country clearance to 
ICITAP Albania Program Manager Darrel Hart and Leon Strigotte, 
ICITAP Advisor to visit Pristina April 12 - April 15, 2007. The 
purpose of the visit is to review the Police Inspectorate Program 

that was developed and implemented in 2006. Control Officer for this 
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visit will be ICITAP Program Manager, Steve Bennett, who can be 
reached at: office 381-38-549-516 ext. 3730; GSM 377-44-500-216; fax 
381-38-549-890. 


2. Post understands that no U.S. Office Pristina assistance is 
required. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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RUEHBW/AMEMBASSY BELGRADE 3493 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, OTRA, NATO 
SUBJECT: COUNTRY CLEARANCE GRANTED TO DAN LYNCH 


REF: USMISSION USNATO 232 


1. US Office Pristina welcomes and grants country clearance to Mr. 

Dan Lynch to visit Pristina on April 17-18, 2007. The purpose of 

the visit is for consultations with USOP. Control Officer for this 

visit will be Political Officer, AJ Rei-Perrine, who can be reached 

at: office 381-38-5959-3195; GSM 377-44-500-972; fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
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same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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E.O. 12958: N/A 
TAGS: OTRA, ASEC, AMGT 
SUBJECT: COUNTRY CLEARANCE GRANTED TO KATRINA MOSSER 


REF: AMEMBASSY SKOPJE 273 


1. US Office Pristina welcomes and grants country clearance to Ms. 
Katrina Mosser to visit Pristina on April 17-18, 2007. The purpose 

of the visit is attend \"Contact Group Plus\" Conference. Control 

Officer for this visit will be Political Officer, AJ Rei-Perrine, 

who can be reached at: office 381-38-5959-3195; GSM 377-44-500-972; 
fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 
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the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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E.O. 12958: N/A 

TAGS: OTRA, FR 

SUBJECT: COUNTRY CLEARANCE GRANTED TO JOHN L. ESPINOZA 
REF: AMEMBASSY PARIS 1385 

1. US Office Pristina welcomes and grants country clearance to Mr. 


John L. Espinoza to visit Pristina on April 17-18, 2007. The 
purpose of the visit is to attend \"Contact Group Plus\" Conference. 
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Control Officer for this visit will be Political Officer, AJ 

Rei-Perrine, who can be reached at: office 381-38-5959-3195; GSM 
377-44-500-972; fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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INFO RUEHDS/AMEMBASSY ADDIS ABABA 9241 
RUEHDR/AMEMBASSY DAR ES SALAAM 5218 
RUEHDJ/AMEMBASSY DJIBOUTI 4650 
RUEHKM/AMEMBASSY KAMPALA 1974 
RUEHLO/AMEMBASSY LONDON 2209 
RUEHFR/AMEMBASSY PARIS 2166 
RHMFIUU/CDR USCENTCOM MACDILL AFB FL 
RHMFIUU/CJTF HOA 


SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, KDEM, PGOV, PHUM, KE 
SUBJECT: BAD GOVERNANCE THE ROOT OF INSECURITY IN MT. ELGON 


REF: NAIROBI 5393 


1. (SBU) Summary: With the death toll approaching 150 and 
the number of displaced persons rising to above 61,700, the 
conflict over land settlement in the Mt. Elgon district of 
Western Kenya has become a major political issue. The 
Kibaki administration is promoting dialogue among the 
warring factions and increasing security forces in the 
area, which only addresses the symptoms. The underlying 
causes of the conflict are layered, with clan identity, 
corruption, and patronage playing prominent roles. 
Untangling these issues and establishing a firm basis for 
communal harmony in the region is further complicated by 
the politics of Western Province, one of Kenya\'s more 
politically contested regions. END SUMMARY. 


A Brewing Conflict 


2. (U) Mt. Elgon\'s slopes, an extinct volcano, are 
exceptionally fertile, which has made the region the 
breadbasket for much of Western Province and beyond. The 
Mt. Elgon region, located on the Kenya-Uganda border, is 
primarily populated by members of the Kalenjin/Nilotic 
ethnic group. The Kalenjin account for approximately 11 
percent of Kenya\'s population and are comprised of a 
collection of small ethnic groups amalgamated into one 
ethnic identity largely for political mobilization 

purposes. (Reftel.) One of these small ethnic groups, 

the Sabaot, is at the center of crisis in Mt. Elgon. The 
Ndorobo clan of the Sabaot are traditionally forest 
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dwelling hunter-gathers living on the upper slopes of Mt. 
Elgon around Chepkitale peak. The Soy clan, traditional 
pastoralists and cultivators, reside on the lower slopes 
of Mt. Elgon. 


3. (U) Violence escalated in Mt. Elgon in November 2006 
between the two Sabaot clans. There has been tension and 
occasional violence between the two groups since 1971, 
when a settlement program brought them into conflict over 
land allocations. The Ndorobo traditionally have a low 
status relative to the Soy. The land settlement scheme 
was intended to make farmers of the Ndorobo so that they 
would no longer depend for their sustenance on the local 
flora and fauna in an ecologically unique and sensitive 
area. The population living in the resettlement area has 
grown since the inception of the scheme, resulting in too 
little land available to accommodate the expanding 
population. The most recent land allocations under Phase 
Ill of the settlement program resulted in the eviction of 
approximately 3,000 Soy by GOK security forces to clear 
land intended for resettled Ndorobo. 


4. (SBU) In addition to the complaint that the land 
allocations disproportionately benefit the Ndorobo at the 
expense of the Soy, the Soy accuse the government of 
corruption in land allocation decisions. Local leaders and 
land officials are accused of distributing land unfairly in 

an attempt to reward particular communities at the expense 
of others. It is alleged that following the recent 

eviction of the Soys, the government (involving numerous 
offices in the Provincial Administration and the Ministry 

for Lands, as well as a local Member of Parliament aligned 
with the government) distributed the land to its supporters 
as a reward for their YES vote in the 2005 Constitutional 
Referendum. The Ndorobos, in general, are pro-government, 
as is the local MP. 


5. (U) Members of the Soy clan have formed the Sabaot 
Land Defense Force (SLDF) to challenge the land allocations 
and protect their perceived land rights. Recently, the 

SLDF evolved into an armed militia which has been fighting 
the government and attacking the beneficiaries of the 
allocations (predominately Ndorobos). 


6. (U) In the past six months, the SLDF carried out attacks 
against both the administration and the community. Over 
144 people have already lost their lives in the conflict, 

with the number of killings escalating in recent weeks. 
Schools have been forced to close their doors due to poor 
security in the area, affecting thousands of students. 

The Kenya Red Cross reports over 61,700 people have been 
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displaced, with many fleeing to the safety of neighboring 
communities in Uganda and other parts of Western Province. 
There are numerous reports of violence and rape used by the 
SLDF to intimidate families into fleeing their land. 


Strong Arm Tactics Contribute to Insecurity 


7. (U) The governmeni\'s response to the conflict thus far 
has been to fight fire with fire. The increasing attacks 

by the SLDF prompted the government to declare the Mt. 
Elgon area \"closed\" to outsiders due to security concerns. 
The government deployed security forces to the area 
(estimated at between 550 and 650 police officers) to quell 
the violence in early 2007; however their arrival appears 

to be more incendiary than calming. The death toll 
continues to rise. The security forces themselves are 
accused of committing serious abuses against Mt. Elgon 
residents, particularly sexual abuses against women and 
children. Their presence also contributes to tensions 
between the two contending communities because they are 
perceived to be victimizing (or punishing) the Soy while 
defending the Ndorobo. 


Death Toll Attracts GOK Attention 


8. (U) Amid the rising death toll, 13 members of 
parliament (MPs) urged the Kibaki administration to step up 
its efforts to bring stability to the area and defuse 

tensions between the affected communities by promoting 
dialogue. During the April 4 special session of parliament 
to discuss the conflict, members traded accusations of 
responsibility for fanning the flames of the conflict. 

Area MPs are accused of opportunistically fueling the 
conflict for political gain in an election year. Internal 
Security Minister John Michuki laid the blame squarely at 
the feet of several MPs and announced that his policy of 
force was working. Michuki outlined the government\'s 
response to date, saying almost 300 suspects have been 
arrested. Michuki also urged the Ministry of Lands to 
expeditiously issue controversial title deeds to the 
(primarily Ndorobo) allottees. Following the April 4th 
debates in parliament, the government spokesperson 
announced that the government was promoting dialogue 
between the administration and community leaders through 
the establishment of peace committees and offering amnesty 
to those who surrender their weapons. 


9. (U) Following more violence over the weekend in which 
the children of an assistant chief in the area were 
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targeted and killed, the government announced on April 10 
the cancellation of all of the grief-giving Phase III land 
allotments. Rather than cause for celebration, the 
announcement has engendered much confusion among Mt. Elgon 
residents. The announcement casts additional controversy 
concerning the status of ownership for people who had 
assumed possession of the allotted land as well as for 
people who were evicted from the land identified for 
allotment. The government has yet to clarify the status of 
the land under consideration for allotment. Michuki is 
widely blamed for the deteriorating security situation in 

Mt. Elgon. Numerous civil society organizations, prominent 
religious leaders and politicians are calling for his 

removal. 


10. (SBU) Comment: Many of those calling for Michuki\'s 
removal have little interest in or knowledge of the Mt. 
Elgon communities. Rather, they have other reasons for 
wanting to see the back of Michuki. This issue is a 
convenient means to achieve that end. Michuki is a crucial 
financial backer of President Kibaki. We do not expect to 
see him go. 


11. (SBU) The roots of the Mt. Elgon conflict 

extend beyond the mere security threat posed by the SLDF. 
Unless the underlying causes of the conflict are adequately 
addressed, and not just \"resolved\" through arrests and 
reshuffling of title deeds, the resentment and disaffection 
of dispossessed communities will continue to simmer and 
threaten stability in the region. Only by tackling the 

difficult problems inherent in the controversial land 
distribution program through a transparent, consultative 
and objective public process can the government bring 
lasting security to Mt. Elgon\'s residents. 

RANNEBERGER 
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RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 
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STATE FOR V/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: MEDIA REACTION - SIX-PARTY TALKS - TOKYO 


LEAD STORIES: Most Thursday morning papers gave top play 
to Prime Minister Abe\'s meeting Wednesday evening with 
visiting Chinese Premier Wen. 


1. \"Six-Party Talks: Time for DPRK to Implement \'Initial 
Steps\'\" The liberal Mainichi editorialized (4/12): \"On 
Tuesday, the US Treasury Department and Macau authorities 
announced that they would release all DPRK-linked funds 
frozen at Banco Delta Asia (BDA). Attention is now 
shifting to whether North Korea will completely implement 
the Vinitial steps\' toward nuclear disablement stipulated 
in the February six-party agreement.... These steps 
include the suspension and sealing of the Yongbyon 
nuclear complex, as well as the acceptance of IAEA 
inspectors. Beyond this lies the major goal of getting 
Pyongyang to abandon all its nuclear weapons and 
denuclearizing the Korean Peninsula.... Although it is 
understandable that the US had to compromise with the 
DPRK to break the deadlock, it is important to note that 
the US compromise raises many concerns. For example, the 
US agreement may be incompatible with the rules it has 
proposed for global finance, and there is no guarantee 
that North Korea will not keep illicit funds at other 
financial institutions in the future.... It will not be 

until after Pyongyang completely implements the Vinitial 
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steps\' that we will be able to determine whether the US 
decision was the correct one.\" 


2. \"Pressure Needed for Dialogue\" An editorial in the 
conservative Sankei commented (4/12): \"Following the 
release of all of DPRK-linked funds frozen at BDA, the 
money will likely to returned directly to North Korea 

without being handled by the Bank of China. Many have 
noted that Washington completely capitulated to Pyongyang 
because of its priority on achieving progress in the six- 
party talks. Japan, however, extended its sanctions on 
North Korea by another six months on the grounds that the 
DPRK government has not acted in good faith on the 
abduction issue. The USG and GOJ had previously agreed to 
use a policy of \'dialogue and pressure\' in dealing with 
North Korea. We cannot help but entertain misgivings 
about the recent conciliatory US stance. Providing 

\'carrots\' in the absence of any \'sticks\' will have no 

effect at all, only aggravating the situation. Pressure 

is needed to bring Pyongyang to the negotiating table.\" 


DONOVAN 
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E.O. 12958: DECL: 04/11/2017 

TAGS: PGOV, PREL, PINR, UP 

SUBJECT: UKRAINE: CONSTITUTIONAL COURT TAKES UP 
YUSHCHENKOVS DECREE AMIDST POLITICAL MANEUVERING 
REF: KYIV 790 
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Classified By: Ambassador for reasons 1.4(a,b,d). 


1. (SBU) Summary. As President Yushchenko and Prime Minister 
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Yanukovych meet daily to try to reach a political compromise 
to end the crisis sparked by Yushchenko\'s April 2 decree to 
dismiss the Rada and call new elections and the 
coalition/Rada\'s refusal to accept the decree, attention has 
focused on the Constitutional Court (CC). The Court decided 
April 5 to accept the petition of 53 Regions\' MPs to review 
the decree and assigned emergency status to the case, 
mandating a decision within 30 days. Embassy sources on the 
Court indicated privately that 8 of the 18 judges were 
prepared to rule against the decree, with 4 on the fence (10 
are required for a decision), but also that the Court\'s legal 
department has issued an opinion that the President\'s decree 
has constitutional grounds to be considered legal. On April 
10, five judges recused themselves from the case, issuing an 
open letter and holding a press conference to claim there was 
currently too much political pressure on the judges to allow 
the court to review such a case properly and offer a fair 
ruling. The court initially announced April 10 that hearings 

in the case would commence April 11, but Court Chair 
Dombrovskiy, returning from Easter vacation, postponed the 
opening until April 17 to allow more time to prepare for oral 
arguments. Nevertheless, both coalition and opposition held 
demonstrations April 11 outside the Constitutional Court 
building, focusing the public eye directly on the Court. 


2. (C) Comment. For a variety of reasons--the lack of rulings 
in nine months, apparent poor case management, alleged 
threats against and efforts to buy judges, efforts by 

political forces to deny the court a quorum--the Court\'s 
credibility has been undermined in the eyes of many 
Ukrainians. Despite this, all the primary political forces 

in Ukraine--PM/Regions; President/Our Ukraine, and 
Tymoshenko--have lodged appeals to the Court on various 
aspects of post-political reform power arrangements. As 
imperfect a mechanism as it may be, the court has an 
important role to play to sort out various constitutional 
issues. However, the current politicized reality may suggest 
that a political compromise rather than a court decision 
could ultimately be a more effective path forward in 
resolving the ongoing crisis. End summary and comment. 


The Court Reviews a Case 


3. (SBU) The Constitutional Court announced on April 10 that 
it had decided that the full Court would review President 
Yushchenko\'s decree disbanding the Rada. Since the Court 
gave the case urgent status, the Court must render a decision 
within 30 days. (Note: Since the Court accepted the appeal on 
April 5, there should be a decision by May 5, although many 
expect it sooner. End note.) Moreover, one CC judge told us 
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privately that the Court would not consider any other issues, 
including Tymoshenko\'s imperative mandate petition, until 
this case was completed. 


4. (C) The case has been assigned to Deputy Court Chairman 
Suzanna Stanik, who will serve as reporting judge. It will 

be her responsibility to collect all necessary documentation, 
talk to experts, and to write up the Court\'s final decision. 

Oral arguments are currently set to begin April 17. Court 
staffers told us privately April 11 that the court\'s legal 
department issued a legal opinion that the Presidential 
decree could be considered constitutional; this decree, which 
an Embassy staffer has seen, has been circulated among the 
court judges, ten of which must agree on a ruling for it to 

be issued. 


5. (C) Bio note: Stanik is one of three remaining judges on 
the Court appointed by President Kuchma--she served as 
Kuchma\'s Justice Minister (1997-2001) and is alleged to be a 
close friend of Kuchma\'s wife. An NGO contact told us that a 
CC judge had told him that Judge Stanik had repeatedly left 
deliberations to call the Rada with updates, although we have 
no independent confirmation of this allegation. 


Five Judges Protest Political Pressure, threaten recusal 


6. (SBU) Five CC judges, three of whom were appointed by 
Yushchenko, one by the Rada, and another by the Congress of 
Judges, held a press conference on April 10 to announce that 
they were refusing to participate in the hearings on the 

decree unless court working conditions improved, because 
there was currently too much political pressure on the Court 
for it to provide an honest assessment. Their statement, in 
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part, stated: \"Regretfully, some well-known statesmen and 
political figures are making premature statements that the 
decree is unconstitutional, whereas the constitution says 
only the Constitutional Court is authorized to check the 
constitutionality of the decree. In fact they order 

(specific) decisions ... and thus, interfere with the court\'s 
work.\" 


7. (SBU) It is generally acknowledged that all major 
parties--Regions, Our Ukraine, and BYuT--have been trying to 
influence the Court in various ways. Acting SBU Head 
Nalyvaichenko had confirmed to Ambassador two months ago that 
their investigation found that CC judges had been pressured 
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by Regions and BYuT. An informal straw poll of judges in 
early January indicated that 14 were ready to endorse the 
fundamental principle of judicial review and overturn the 
August 6, 2006 law banning the court from reviewing 
constitutional changes enacted December 8, 2004, yet by time 
a preliminary vote was taken in mid-February in the case, a 
minority of judges retained that position, amidst wide-spread 
rumors of judge-buying by the coalition (the case remains 
stalled on the court\'s docket). Yushchenko\'s decision to 
call CC judges into his office on March 27 similarly raised 
eyebrows. 


8. (C) Comment: A second NGO activist told us that one judge 
(among the five who spoke out April 10) privately confided 
April 4 that judges were being physically threatened and that 
he was afraid for his life. The five recused judges all 
requested bodyguards; the SBU has since complied with the 
request. There have also been accusations that the SBU or 
private parties were bugging some of the judges\' phones, 
although whether the report is true, and if so, at whose 
behest, was unclear. The first NGO contact also told us that 
Court Chairman Dombrovskiy had announced in a closed court 
session on April 4 that he was thinking of resigning, but 

that had caused such a stir among the other judges that he 
had promised not to step down. Even before the morning 
internal court deliberations had concluded, however, PM 
Yanukovych and Speaker Moroz publicly claimed that 
Dombrovskiy had resigned (reftel). 


Presidential Backup Plan: Deny a Quorum? 


9. (C) Since only 12 judges are required for a quorum, the 
refusal of five judges to participate would not deny the 

court a quorum. However, coalition supporters started 
circulating rumors April 9 of a Presidential plan to dismiss 

the six judges on the Presidential quota in an effort to deny 
the court a quorum. The Presidential Secretariat disavowed 
the report, but presidential adviser Roman Bezsmertniy told 
Ambassador on April 11 that if Yushchenko believed that the 
Court would rule against him, Yushchenko may consider 
removing the six judges on the presidential quota from the 
Court. Combined with the two other judges threatening 
self-recusal (one appointed by the Rada, one by the Congress 
of Judges), that would reduce the Court to 10 sitting judges, 
below the quorum of 12, pushing resolution of the crisis back 
to a politically-negotiated settlement. (Note: the 

Constitutional Court lacked a quorum from November 2005 until 
August 2006 because the coalition parties--Regions, 
Socialists, and Communists--refused to swear in judges 
nominated by the Congress of Judges and the President, 
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fearing the Court might reverse political reform contained in 
the December 8, 2004 amendments). 


Public Pressure on Court Too 


10. (SBU) On April 11, People\'s Union Our Ukraine party 
leader Vyacheslav Kyrylenko led about 1500 supporters from 
European Square to the Constitutional Court to hold a rally 
entitled, \"Honest Court, Honest Decision/Elections.\" Three 
hundred Regions supporters gathered around the Court to hold 
a counter demonstration. Police were reinforced to keep the 
peace if necessary, but Embassy observers indicated that 
there was no signs of violence or confrontation. (Note: The 
arrival of portable toilets outside the Court late April 11 
suggests that the mushrooming tent camps which have sprouted 
by the Rada, the Maidan, and the Central Election Commission 
in the past week may expand to include the Court as well.) 


What Has the Court Been Doing? 


11. (C) Although the Court has yet to issue a ruling since 
being seated in August 2006, it had begun to examine other 
important cases as well before everything was set aside to 
review the decree. Under Court procedures, panels of judges 


KYIV 00000871 003.2 OF 003 


(6 out of 18) are assigned new cases to make recommendations 
to the full Court as to whether the case merits Court review. 
According to the Court website, panels were considering 
petitions regarding the August 2006 law banning the CC from 
reviewing the 2004 constitutional reforms (on which a 
preliminary vote was held in February), as well as reviewing 

the constitutional reforms in general. BYuT\'s petition 

regarding imperative mandate was still with the Court 
Secretariat and had not yet been passed to a panel. While a 


SIPDIS 

panel initially decided that the Court should not review the 
CabMin law, it will present that recommendation at a future 
full Court session, where the full Court could overrule the 
panel decision and choose to hear the case. One judge told 
us that not all of the delays were due to political 
interference; there was also a lot of bad case management. 


12. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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DOD for OASD 


E.O. 12958: N/A 

TAGS: OSCE, PREL, TX 

SUBJECT: Turkmenistan Responds to USOSCE Plans to Support OSCE 
Border Assessment of Central Asian States 


Ref: USOSCE 154 


1. (U) Per reftel, post is providing comments, suggestions and 

points of contact regarding the scope, focal points, and proposed 
methodology for assessment of Turkmenistan\'s borders in conjunction 
with a general assessment of the five Central Asian states\' borders. 


2. (SBU) SCOPE: Post envisages an assessment inclusive of internal 
border station management among the 9-11 agencies represented at 
each border crossing point (BCP); cross-border communication; 
command and control capabilities and procedures along the border, at 
the BCPs, and from the border areas to the capital city, Ashgabat; 
sufficiency of personnel and resources to accomplish relevant tasks 
associated with securing the entire length of the border and 

operating the BCPs; overall training of officers working in border 
areas; inter-agency coordination at the local BCP, regional, and 
national levels; and the legislative framework for law enforcement 
and border security-related issues. 


3. (SBU) METHODOLOGY: The assessment should coordinate strongly with 
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international organizations, especially the European Union - Border 
Management Program in Central Asia (EUBOMCA) and United Nations 
Office on Drugs and Crime (UNODC) that already operate in 
Turkmenistan and have a working relationship with the government. 
It is unlikely a previously unknown, outside group will inspire much 
confidence and openness with local interlocutors. Post recommends 
that an assessment team first meet in Ashgabat with diplomatic 
missions and international organizations working at the border and 
all of the agencies represented at the border stations prior to 
heading out to individual posts. An effective assessment will 

require official buy-in at the highest level before lower-level 

officials will feel comfortable sharing information. Any team 

should recognize the fact that most law enforcement information is 
considered a \"state secret\" and is not made available for public 
consumption. Post looks forward to supporting an assessment as a 
necessary and useful coordination step for regional work, but 
cautions against too much optimism on the part of implementers. 


4. (SBU) FOCAL POINTS: The focal points have already been laid out 
in paragraph 2. The Government of Turkmenistan has shown an 
increased willingness to engage the international community with 
equipping the State Border Service (SBS), training SBS and State 
Customs Service officers, and constructing border-crossing 
checkpoints. The government has not shared a comprehensive border 
management strategy with the donor community, so training, equipping 
and construction has been sporadic and uncoordinated at a national 
level. An assessment should highlight both areas of success and 
improvement, but also consider national inter-agency coordination 

and control. 


5. (U) Points of contact: 


Primary: 
Political/Economic officer: Carla A. Gonneville 
gonnevilleca@state.gov 


Secondaries: 

Export Control and Related Border Security Program Manager: Mike 
Kirk 

kirkml2@state.gov 


Defense Attache: LTC James Zink 
zinkjf@state.gov 


BRUSH 
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E.O. 12598: N/A 
TAGS: KIPR, ETRD, KCOR, ID 
SUBJECT: INDONESIA - 2007 IPR PROJECT PROPOSALS 


REF: Jakarta 475 


1. Summary: Embassy Jakarta requests $640,000 in INL/EB funding to 
support the continued employment of our two DOJ-ICITAP Senior IPR 
Technical Advisors for asecond and final year. The success of 

these advisors has been critical to Indonesia\'s recent improvements 
in IPR protection and enforcement as well as to our ability to 

leverage the Special 301 process. Their continued efforts on the 
ground will be all the more important as we approach a critical 
juncture where the GOI must act on mounting forensic evidence 
against optical disk factories. Without their continued presence, 

we fear the GOI will lack the capacity and imperative to take these 
hard steps, and we may lose an important opportunity to build on 
current momentum. End Summary. 


2. With FY 2005 INL/EB Intellectual Property Rights funding, 
Embassy Jakarta\'s Econ Section and its DOJ-ICITAP offices have 
employed and co-managed two senior IPR technical advisors. For 
roughly the last six months the two advisors have provided technical 
assistance and training to the Indonesia Ministry of Industry (MOI) 
and National Police on implementation of Indonesia\'s 2004 Optical 
Disk Regulations. Both advisors are foreign experts who have 
brought with them years of experience on IPR protection and 
enforcement in Indonesia, as well as long-established relationships 
with key Government of Indonesia (GOI) and intellectual property 
(IP) industry contacts. From their first weeks on the job last 

August and September, both were able to engage the GOI effectively 
and produce tangible results quickly. 


Optical Disk Monitoring Team Advisor 
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3. While both advisors coordinate their efforts closely and share 
some responsibilities, the MOI advisor has focused his efforts 
primarily on the further development and training of the GON's 
recently established Optical Disk Monitoring Team (ODMT). During 
the past six months, he has achieved a number of impressive 
accomplishments: 


-- Provided training and other capacity building to members of the 
ODMT, including 16 hours of theory and 60 hours of field training at 
registered optical disk (OD) factories; 


-- Coordinated with IFPI to secure source identification codes for 
the MOI to assign to registered factories; 


-- Held public awareness seminars and other events for the media 
and owners of Indonesia\'s 29 registered OD factories to inform them 
of the requirements of the new OD regulations; 


-- With assistance from IPFI, organized, training inspection visits 

to OD factories in which four separate teams visited all registered 
factories to assess their compliance and collected large numbers of 
exemplars from 147 registered CD and/or DVD production lines. IFPI 
is now examining these exemplars at its forensic lab in London and 
preliminary results are providing some clear evidence of piracy at 
some factories; 


-- Refined the ODMT\'s data base to include allow for the recording 
of more detailed and useful information related to OD factory 
inspections; 


-- Established an ODMT office within the MOI with computers, digital 
cameras, inspection kits, storage other ancillary equipment, and one 
full-time administrative assistant to enter data from factory 
inspections in the ODMT database; 


-- Convinced the MOI to assign four full-time staff to lead the ODMT 
and coordinate with other team members and agencies, such as the 
police; 


-- Convinced the MOI to place tamper proof seals on equipment that 
factories claim remain idle; 


-- Established procedures whereby the MOI now sends warning letters 
to factories suspected of piracy and, in the future, will sanction 
factories that remain non-compliant; 


-- Collaborated with the other IPR senior technical advisor for the 
police in organizing a workshop for the cabinet and working 
officials of the National IPR Task Force on OD regulation 
implementation and other broader IPR topics. Those attending the 
event included IP industry representatives, as well as IPR 
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enforcement officials from neighboring countries; 


Police Advisor 
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4. During the last six months, the senior technical advisor for the 
police has had equally important successes in working directly with 
the police -- once the weakest link in the GOl\'s interagency IPR 
enforcement efforts -- as well as other key GOI and industry 
players: 


-- Identified targets for retail, distributor and factory raids, 
including for newly discovered factories and burner operations; 


-- Advised police on conducting raids and arrest, case investigation 

and management, rules of evidence, and other IPR enforcement related 
matters. (Note: As a result of Indonesia police human rights 

violations, the USG currently requires special vetting procedures 

for training for Indonesia\'s police. This has slowed to some degree 

the pace of police trainings, but they should intensify in the 

coming months. End Note); 


-- In collaboration with Embassy\'s Resident Legal Advisor (RLA), 
approached the Indonesia\'s Attorney General\'s Office (AGO) to 
establish an IPR task force within the AGO with specially designated 
prosecutors as members. One the task force is established, the 
advisor will hold joint workshops on case development and 
prosecution for the ODMT, police, prosecutors and judges. (Note: 
INL/EB has provided Embassy RLA with $100,000 in FY 2006 INL/EB 
funds to support the creation of the task force and related capacity 
building programs. End Note); 


-- Through IFPI forensic evidence, and other sources, developed a 
map showing key individuals involved in piracy in Indonesia, and the 
linkages between them and others; 


-- Working with IFPI and the Indonesian Police to establish an 
in-country forensic lab for the GOI, which will most likely be 
housed at the Metropolitan Police Special Crimes Division; 


GOI at a Turning Point 


5. As noted in Embassy\'s recent Special 301 submission (ref A), GOI 
leadership continues to demonstrate the political will to improve 

IPR protection and enforcement. The Police Chief has made IPR 
enforcement and raids a top ten priority, and President Yudhoyono 
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has called for the legalization of all GOI software. More recently, 

we learned from Ministry of Justice Directorate General for IPR 
Abdul Bari Azed that the GOI is working with a private Jakarta-based 
University to launch on April 19 a one-year Masters program in IP. 
According to Bari, the program will train future academics, law 
enforcement and GOI officials, technical advisors and attorneys. 


6. The coming year will likely be a make-or-break year in terms of 
the GOI\'s longer-term resolve to address piracy and other IP 
violations. Specifically, as forensic and other evidence against OD 
factories mounts, the GOI will come under increasing pressure to 
act. Given the powerful interests involved, GOI interagency 
coordination will be critical to a successful outcome, and our MOI 
and Police 

advisors and work with the AGO will be invaluable. With our 
technical support in these three key areas, and the incentives from 
the Special 301 process, the GOI will find itself in a position 
where, if it does not act, it can blame only itself. However, 

without our ongoing support during the coming year, particularly 
that of our two technical advisors, the GOI will likely lack the 
technical assistance and perhaps even the sense of imperative to 
take these next, hardest steps. 


Request to Retain Technical Advisors for Second Year 


7. Based on the successes to date of our two IPR senior technical 
advisors and the critical juncture at which we have arrived, Embassy 
Jakarta urges INL and EEB to consider funding for these two 
positions for another year. (Note: The MOI position terminates in 
August and the Police position in September. End Note.) The 
positions and their achievements represent a creative approach to 
the unique IPR challenges in Indonesia. They have been critical to 
our successful efforts over the past two years to leverage the 
Special 301 process (including two consecutive Out-Cycle-Reviews), 
and they will be equally important for this upcoming critical 

period. 


8. DOJ-ICITAP reports that the base salaries and benefits for both 
positions would be roughly $440,000 for a second year. In addition, 

we would hope that some programming resources, perhaps as much as 
$200,000, could also be attached to the positions to support their 
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work and supplement the $100,000 already allocated to Embassy\'s RLA. 
Those programming funds would be employed as follows: 


Those programming funds would be employed as follows: 
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-- Two Senior Technical Advisors, four locally employed Indonesian 
staff & Program support -- $442,000. 


-- Program deliverables, capacity building training, 
limited equipment donations and participant travel -- $198,000 


9. This budget will serve to facilitate continuity of current term 
achievements and provide a means to conclude the programs, while 
addressing requests for extended assistance from the GOI. 

The goals and objectives for the second term include: 


IPR Program: 


A) Support guide and assist the GOI in establishing an Optical Disk 
forensic facility. 


B) Mentor police with long term enforcement strategies and sustained 
outcomes. 


C) Assist police with identifying illegal, unregistered OD 
factories. 


D) Assistance and capacity building with border control 
authorities. 


E) Assist in developing liaison between police, prosecutors and the 
AGO. 


F) Provide advice to IPR stakeholders. 
G) Assist the ODR program as required. 
ODR program: 


A) Mentor and assist the Department of Industry inspection team 
further in carrying out regular compliance inspections of OD 
factories. 


B) Provide guidance and Assistance in methods of collection and 
storage of exemplars from OD production lines to support a forensic 
database. 


C) Support the DOI in updating the database of factory information 
and mentor the team in reporting techniques and following up on 
non-compliance issues. 


D) Guide and mentor the DOI inspection team towards having all 
registered factories fully compliant with the OD regulations by 
project end. 
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E) Mentor and train the full time inspection team members to be 
capable of replicating training and best business practice for OD 
factories. 


F) Provide input and assistance to the IPR program on issues 
relating to OD regulation. 


G) Compile a complete Guideline book of all training materials and 
provide this to the DOI and DGIPR. 


HEFFERN 
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LONDON AND PARIS FOR NEA WATCHER 


E.O. 12958: N/A 
TAGS: EINV, EIND, ENRG, EPET, ETRD, EAIR, TS 
SUBJECT: MINISTER OF INDUSTRY SEEKS INCREASED US INVESTMENT 


REF: 06 TUNIS 2665 


1. (SBU) SUMMARY: During Ambassador\'s April 10 courtesy call, 
Minister of Industry, Energy, and Small and Medium Enterprise 
Afif Chelbi focused on the potential opportunities for US 
investment and expressed his readiness to meet with US 
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investors. Chelbi also highlighted the broader economic 
challenges facing the GOT: the January 2008 implementation of 
the European Union Association Agreement and creating jobs 
for new graduates. Chelbi responded enthusiastically to 
Ambassador\'s mention of a potential US business delegation 
and volunteered his assistance. END SUMMARY. 


2. (SBU) During Ambassador\'s courtesy call, Minister of 
Industry, Energy, and Small and Medium Enterprise Afif Chelbi 
quickly outlined two major challenges for the Tunisian 
economy: the January 2008 implementation of the EU 
Association Agreement and absorbing the growing number of 
unemployed university graduates. Chelbi stressed that 
confronting these challenges would require Tunisia to advance 
technologically both to compete with EU entrants to the 
Tunisian market and to create skilled employment for new 
graduates. 


3. (SBU) Chelbi expressed a desire for increased US 
investment in Tunisia and highlighted several potential 
opportunities for American companies. In particular, Chelbi 
noted the great potential in the oil and gas sector. There 

are currently about 40 international companies in the oil and 
gas sector, but exploration has increased in response to high 
oil prices. Chelbi stated that exploration has been 
productive and that the GOT expects production and 
consumption to be in equilibrium in 2007. (Post will report 
septel in greater detail on potential investment opportunies 

in the oil and gas sector.) In addition to his interest in 
attracting US oil and gas companies, Chelbi named Boeing and 
General Motors as two firms that could have sizeable 
manufacturing presences in Tunisia. He suggested that Boeing 
could undertake long-term contracts that included production 
of parts in Tunisia and plane purchases. He noted that 
Airbus currently produces parts in Tunisia. (NOTE: Local 
newspapers have recently reported several Tunisair Airbus 
purchases. END NOTE.) While GM is currently present in 
Tunisia, Chelbi remarked that he would like to see a larger 
investment. Ambassador raised the possibility of a US 
business delegation. Chelbi responded enthusiastically to 
the potential visit and volunteered his own participation and 
assistance to US investors. 


4. (SBU) Ambassador raised Enerciel\'s ongoing dispute with 
state-owned Tunisian Electricity and Gas Company (STEG) about 
the production of wind energy (Reftel). Chelbi, who was 

familiar with the details of Enerciel\'s case, stated 

unequivocally that the GOT is not interested in private 

sector wind energy. While Enerciel had an agreement with 

STEG to collect test data for wind energy production, Chelbi 

said that GOT cost analysis revealed that the price of wind 
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energy would be prohibitive. The GOT is already subsidizing 
gas and could not afford to undertake further energy 
subsidies to Tunisian consumers. Chelbi offered to provide 
the Embassy with the cost analysis conducted on wind energy. 
Chelbi added that while almost all of the remaining 
state-owned industrial entities would be privatized, energy 
provision would remain public. (NOTE: Post will follow up on 
this meeting with the Ministry and with Enerciel. END NOTE.) 
GODEC 
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E.O. 12958: DECL: 01/12/2017 
TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 
SUBJECT: IIGEP\'S GLACIAL PROGRESS DISCOURAGING 


REF: A. COLOMBO 525 


B. COLOMBO 511 
C. COLOMBO 402 
D. COLOMBO 290 
E. AND PREVIOUS 


Column 3 
Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


1. (C) Summary. International Independent Group of Eminent 
Persons (IIGEP) Assistants Rohan Titus and David Savage 
called on the DCM on April 10 to give an update on IIGEP\'s 
progress. The Commission of Inquiry (Col) plans to finally 

hold public hearings for several days in May, June, and July. 
So far, the IIGEP has received only one police case file 

from the Col. On March 27, the Chairman of the Col announced 
that the Col will appoint an independent legal counsel to the 
Panel of Counsel on the recommendation of IIGEP, but that the 
Attorney General\'s (AG) office will retain a key role in the 

Col despite the apparent conflict of interest. Once the 

Col\'s Victim Witness Protection Unit (VWPU) is established, 
IIGEP plans to conduct workshops to help train VWPU staff. 
The Col has agreed to accept the IIGEP Assistants as 
representatives of the EPs in their absence (ref c). The 
second plenary IIGEP meeting will be held from May 11-14 in 
Colombo. However, with half of the Col\'s 12-month mandate 
already lapsed, and no substantive progress, it is doubtful 

that the Commission will be able to fulfill its objective of 
investigating 16 major human rights cases, within the time 
frame of its mandate. End Summary. 


2. (C) IIGEP Assistants Rohan Titus and David Savage called 
on the DCM on April 10 to give an update on IIGEP\'s progress 
and outline some of the recent successes and challenges. The 
Assistants explained that the Col has three sub-units which 

are currently being assembled: the Investigative Unit, the 
Panel of Counsel, and the Victim Witness Protection Unit. 

The Col has yet to commence any formal hearings. On March 21, 
the Secretary of the Col informed IIGEP in writing that 

public hearings will be held for 5 days in May, 6 days in 

June, and 8 days in July, but failed to specify which dates. 

So far, IIGEP has received only one police case file (the 
August slaying of NGO workers in Muttur) from the Col. A 
second case file was sent to IIGEP on April 4, but was too 
incomplete to review. The second plenary IIGEP meeting will 
be held from May 11-14 in Colombo. 


Set-Up Hurdles Continue to Slow Progress 


3. (C) On March 27, the Chairman of the Col announced that 
the Col will appoint an independent legal counsel to the 

Panel of Counsel on the recommendation of IIGEP. The Col had 
previously intended to use a Panel of Counsel consisting 

entirely of members of the AG\'s office (ref c). It appears, 
however, that the AG\'s office will retain a key role in the 

Col, possibly even remaining on the Panel of Counsel along 
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with the independent counsel. The IIGEP is currently waiting 
for a formal written response outlining the AG\'s revised 
duties within the Col. 


4. (C) One of the biggest hurdles to the Col\'s progress is 

Sri Lanka\'s complete lack of witness protection capacity. 
According to IIGEP staff, several NGOs have informed the Col 
that they have potential witnesses identified who cannot come 
forward to testify until witness protection measures are in 
place. The Col is in the process of constituting a Victim 
Witness Protection Unit (VWPU). According to IIGEP, the most 
likely candidate to head the new unit is Deputy Inspector 
General of Police Jayakumar Thangavelu, Sri Lanka\'s most 
senior Tamil police officer. Thangavelu, a well-respected 
human rights advocate, is scheduled to retire in November 
2007. IIGEP staff say he is worried that after his 

retirement he would not have the clout necessary to 
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effectively serve in the position. According to IIGEP, there 

is an ongoing dispute between the Presidential Secretariat, 

the Col, and the Police Force over who will pay the salaries 

of the Head and Deputy Head of the VWPU. Once the VWPU is 
established, IIGEP plans to conduct workshops, in partnership 
with the UNVs Office of the High Commissioner on Human 
Rights, Sweden and the United Kingdom, to help train the VWPU 
and Investigative Unit staff. A second workshop is planned 

for judicial authorities and the Col Commissioners. 


Role of IIGEP Assistants Clarified 


5. (C) Following the submission of a letter from each 
Eminent Person (EP), the Col has agreed to accept the IIGEP 
Assistants as representatives of the EPs in their absence 

(ref c). The Rules of Engagement for interaction between the 
Col and the Assistants have been drafted by IIGEP and 
reviewed by the Col. IIGEP staff told the Embassy that the 
two sides are close to agreement on a final version. One 
outstanding issue regarding the Assistants is the absence of 
diplomatic immunity. The Government of Sri Lanka (GSL) has 
made it clear that only EPs will have full diplomatic 

immunity, and that Assistants will have some unspecified 
lesser degree of immunity that applies only to actions 

related to their work for the IIGEP. Many assistants worry 

that this leaves them exposed to retaliation, once their work 
begins, if they incriminate law enforcement and security 
officials. At IIGEP\'s request, Minister of Disaster 
Management and Human Rights Mahinda Samarasinghe promised 
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that the GSL would provide a clear written explanation of the 
Assistants\' immunities. 


6. (C) Comment: The GSL is quick to point to the Col and 

the IIGEP as evidence of its commitment to human rights. 
However, it doesn\'t appear that the GSL is putting in the 
necessary effort to make sure the Col succeeds. The mandate 
of the Col extends only through November 2007. With nearly 
half of the Col\'s 12-month mandate already lapsed, and no 
substantive progress, it is doubtful that the Commission will 

be able to fulfill its objective of investigating 16 major 

human rights cases within the time frame of its original 
mandate. Embassy will look for opportunities to urge the GSL 
to accelerate the establishment of the VWPU so the Commission 
can get on with its work as soon as possible. 


BLAKE 
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SIPDIS 
SIPDIS 


STATE FOR EUR/NCE, EUR/ERA, OES/OA 
EUR/NCE FOR BPUTNEY, OES/OA FOR E BLOOM AND L HUGHES 


E.O. 12958: N/A 

TAGS: ECON, SENV, AOCR, AY, KSCA, KTIA, PL 

SUBJECT: DEMARCHE ON ANTARCTIC TREATY CONSULTATIVE MTG 
DELIVERED 


REF: STATE 042866 


Econoff delivered demarche in reftel regarding the Antarctic 
Treaty Consultative Meeting to Jakub Wolski and Marek Madej 
of the Law and Treaty Department in the Ministry of Foreign 
Affairs. They promised to review our priorities for the ATCM 
XXX and had no substantive response. 

ASHE 
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DEPT FOR EUR/SCE, DRL, INL, AND S/WCI, NSC FOR BRAUN, USUN 
FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER, OPDAT FOR 
ACKER 


E.O. 12958: DECL: 04/05/2017 

TAGS: PGOV, KJUS, KCRM, EAID, KDEM, UNMIK, YI 

SUBJECT: KOSOVO: GROWING PRESSURE ON AND FROM KOSOVO SERBS, 
EVEN IN CONTEXT OF USG AID PROJECTS 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Recent instances in which Kosovo Serb 
officials have refused to accept U.S. assistance if Kosovo 
Albanians are involved in the projects or in the provision of 
USOP/USAID security suggest that these communities are coming 
under increased and deliberate pressure from Belgrade and 
their own hardline northern leadership. Citing \"orders from 
above,\" school principals in north Mitrovica told USAID 
implementers recently that USOP Albanian staff and security 
were not welcome at upcoming events to mark the signing of 
grant agreements with youth councils, since this might create 
problems and cause security incidents. The official in 

charge of education in north Mitrovica for Belgrade\'s 
Coordinating Council for Kosovo (CCK) confirmed this state of 
affairs to another USAID implementer. In another example, 
the CEO of the northern Serb-majority municipality of 
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Leposavic, saying he was \"under pressure from Belgrade,\" 
recently refused to co-sign a roadbuilding project because a 
Kosovar Albanian firm had won the bid. Despite this 
pressure, we will continue to fund quick-impact projects in 
Serb areas of Kosovo to demonstrate our support for and 
goodwill toward the Kosovo Serb community. This is a 
critical time in Kosovo, and Serb communities are under 
intense pressure from Belgrade and from hardliners in their 
midst; we will not react to these statements by halting our 
cooperation, but neither will we accept working under these 
strictures. We suspect that some of the pressure may also be 
coming from Kosovo Serb construction companies, which are 
seeking to protect their limited market from wider 
competition. END SUMMARY. 


2.(C) On April 3 staff of Catholic Relief Services (CRS), 
implementing a USAID-funded youth empowerment project, held 
meetings with five high school principals in the 

Serb-majority part of the divided city of Mitrovica. 

Discussion centered around an April 19 ceremony -- to which 
the COM is invited -- to mark the signing of grant agreements 
with youth councils in the participating high schools. CRS 
told us that all five principals expressed concern that at 

this point in time, due to the \"very tense political 

situation, \"ethnic Albanian staff and security from USOP 
would not be welcome at the ceremony because this might 
create problems with the project or even cause security 
incidents during the event.\" The principals said they 
understood the gravity of their remarks, but that there \"was 
not much they could do,\" since they had to act in accordance 
with an order \"coming from above.\" On April 4, staff of 
another USAID implementer, IOM, met the principal of a 
technical high school receiving USAID funding for 
rehabilitation and also scheduled for an inaugural ceremony, 
and was told the same thing. Predrag Stojetovic, the CCK 
official in charge of education in the north Mitrovica 

region, admitted to CRS staff on April 5 that this was indeed 
the state of affairs, but that he could \"do nothing because 

of orders from above.\" 


3. (C) In an even more direct sign of the political 
atmospherics in the north, the CEO of the northern Serb 
municipality of Leposavic recently refused to co-sign a USAID 
roadbuilding project with a Kosovar Albanian company, despite 
the fact that the company\'s bid came in at less than half the 
price of the next lowest bid, from a Kosovar Serb company, 
and municipal leaders had already agreed to it. The CEO 
admitted to us that he was \"under pressure\" from Belgrade to 
say he could not guarantee security for the company\'s 
Albanian workers. Leaders in the village of Socanica, where 
the road work will take place, are reportedly very upset by 
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the CEOVs decision and do not agree that security is an 
issue. USAID Director will travel to Leposavic today to 
attempt to resolve the problem. Meanwhile, USAID has put a 
hold on another roadbuilding project, successfully bid by a 
Kosovar Serb firm, until the first issue is resolved. 


4. (SBU) USAID Director traveled to Leposavic April 10, 
where he met with the CEO. According to the CEO, he could 
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not provide protection for Albanian workers or their 

equipment. He also said that Kosovo Albanian workers and 
contractors at KFOR\'s Nothing Hill facility had been the 
source of community discontent. The CEO was clearly reading 
from prepared notes; the meeting was civil and polite. He 

also raised no objection to the fact that the USAID Director 

had come up with Kosovo Albanian LES security personnel. 


5. (C) COMMENT: While these examples should not be 
exaggerated, they do indicate the extent to which Kosovar 
Serbs, especially those in the north, are feeling pressure -- 
whether from Belgrade, from their own hardline leadership, or 
from a combination of both -- to reject cooperation with 
Kosovar Albanians and with the international community. We 
have directed a good deal of assistance to quick-impact 
projects in the north and in Serb enclaves throughout Kosovo; 
we will continue to do so. Our work in the north, through 

IOM and Mercy Corps has been almost exclusively with Serb 
contractors; the use of Albanian workers or contractors has 
not been an issue in the enclaves. However, our broader 
policy interests preclude us from accepting as a condition of 
our assistance to Kosovo Serbs that no Kosovo Albanians be 
involved. Also, our interest in the responsible stewardship 

of our assistance funds precludes us from disregarding a 
winning bid because of the ethnicity of the contractor. 

While we have always encouraged the use of firms from target 
municipalities where possible, we have never told any member 
of our LES staff -- Albanian or Serb -- that there are parts 

of Kosovo where they cannot do their jobs. Delivering 
assistance to these communities will remain a key Mission 
priority to demonstrate our support for and goodwill toward 
Kosovo Serbs. END COMMENT. 

6. (SBU) U.S. Office Pristina clears this cable in its 

entirety for release to U.N. Special Envoy Martti Ahtisaari. 
LASKARIS 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PINS, IR, TU, IZ 

SUBJECT: KURDISTAN OFFICIAL: WE USED THE LANGUAGE OF 
SELF-DEFENSE, NOT THE LANGUAGE OF THREATENING 


REF: BAGHDAD 01256 


1. The below article highlights statements made by Dr. Fouad 
Hussein, Chief of Staff to Kurdistan Regional Government 
President Massoud Barzani on April 10, 2007, which was posted 
in English on the Kurdish news website Peyamner.com. 


2. Begin Text: National - Kurdistan Official: We used the 
language of self-defense not the language of threatening (10 
Apr 07, 10:35). 


Erbil, Kurdistan region (Iraq), (KUNA) - PNA - An Iraqi 
Kurdish official said on Monday, Kurdish people were seeking 
to have one-to-one dialogue with Turkish leaders to ponder 
over unsettled disputes between both sides. 


Fouad Hussein, of the Iraqi Kurdistan Region Presidency, said 
in news remarks that Kurdish leaders had extended their hands 
to political leaders in Turkey, and there were several 

efforts to sit and negotiate with them, but, unfortunately, 
Ankara used to respond in the negative. \"If a clear-cut 
invitation is extended to any official in Kurdistan (for a 
meeting), with an unequivocal and articulate agenda, then the 
response will be in the positive. Relevant efforts were 

exerted, and a date was set for a meeting with Mr. Prime 
Minister of Kurdistan with Turkish officials. But, 

regrettably, the meeting was canceled at the last moment,\" he 
said. However, he affirmed that Kurdish leaders did not 
support Kurdistan Workers\' Party (PKK) elements. \"We have 
repeatedly said that we do not poke our noses into the 

affairs of neither Turkey nor Iran, neither do we back 

violence or PKK elements on the border between Turkey and 
Iraq or the border between Turkey and Iran" \"Kurdish people 
do not use the language of threatening against anybody in our 
political dictionary. Instead, we used to adopt the language 

of self-defense to defend our land and Kurdistani society. 
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But, at the same time, we cannot allow others to use the 
language of threatening against the Iraqi people or 
Kurdistan\'s people.\" End Text. 

CROCKER 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, ECON, DJ 

SUBJECT: DJIBOUTI AIMS AT BECOMING REGIONAL SERVICE HUB 
THAT PROMOTES GROWTH AND REDUCES POVERTY 


SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE ACCORDINGLY. 


1. (U) In his annual address to Djibouti\'s National Assembly, 
Prime Minister Dileita Mohamed Dileita praised President 
Ismail Omar Guelleh\'s new anti-poverty initiative (below) and 
called for Djibouti to become a hub for regional services. He 
touted Djibouti\'s new oil, bulk, and container terminal 
projects as success stories upon which to build. He also 
called the U.S.-initiated Livestock Export Center an example 
of Djibouti\'s potential. 


2. (U) Dileita warned, however, that the social fabric of 
Djibouti was being \"stressed\" by rapid change. He cited the 
lack of job skills among Djboutians and the high cost of 
energy as two key obstacles to putting Djibouti\'s unemployed 
to work. He cited better geographic distribution of schools 
and health centers as part of Djibouti\'s overall investment 

in human capital. He also said that developing alternative 
sources of energy was essential to growth. On governance, 
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Dileita hailed Djibouti\'s efforts to decentralize by creating 
last year multi-party, elected regional assemblies and 
working with them to address needs throughout the country. 


3. (U) In a separate meeting, Minister of Foreign Affairs 
Mahamoud Ali Youssouf briefed diplomats on Djibouti\'s new 
poverty reduction strategy. The three-year National 

Initiative for Social Development is focused on providing 
broad access to basic social services and on job creation. 
Youssouf stressed that the gap between elites and those who 
live in poverty must be narrowed. He called on international 
donors to release funds for poverty-reduction projects in a 
timely manner, said that the Action Plan for the Initiative 
should be ready for public release later this month, and 
invited the international community to take part in the 
drafting process. 


4. (SBU) COMMENT. The Prime Minister\'s political speech and 
the Foreign Minister\'s address to donors show that the 
Government of Djibouti (GODu) is keenly aware that increased 
private investment alone will not lift Djibouti out of 

poverty. Nonetheless, it is a positive sign that the GODJ is 
focused on training, job creation, and increased social 
spending as essential steps for Djibouti to succeed. In what 

is still one of the world\'s poorest countries, the GODJ will 
need continued help to effectively sustain its new commitment 
of resources to anti-poverty measures. END COMMENT. 
SYMINGTON 
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STATE FOR SCA/INS 
MCC FOR D NASSIRY AND E BURKE 


E.O. 12958: N/A 

TAGS: ECON, EINV, ETRD, PREL, PGOV, PTER, CE 

SUBJECT: SRI LANKA: BUSINESS LEADERS WANT PEACE, BUT 
HESITATE TO PUSH FOR IT 


REF: A) COLOMBO 491 B) COLOMBO 023 C) COLOMBO 536 


1. (SBU) Summary and comment: Sri Lankan business leaders are 
concerned that increased fighting could provoke an LTTE 
attack that would seriously hurt the economy. While normally 
hesitant to question the government\'s handling of the 
conflict, a small group of American Chamber of Commerce 
members appears ready to tell President Rajapaksa that the 
economic costs of prolonged fighting could be higher than 
what his advisors are predicting. Embassy thinks the 
President might listen to a rationally presented case that 
average Sri Lankans\' economic well-being could suffer if the 
government drives the LTTE to attack economic targets. End 
summary and comment. 


NEGATIVE ECONOMIC IMPACT FROM INCREASED HOSTILITIES 


2. (SBU) On 5 April 2007, the Ambassador invited eleven 
business leaders from the American Chamber of Commerce to 
discuss how the private sector can advocate for a peaceful 
solution to the conflict between the Government of Sri Lanka 
(GSL) and the ethnic separatist Liberation of Tigers of Tamil 
Eelam (LTTE). The executives were unanimous that the 
resumption of fighting in the past year was bad for the 
economy and for their businesses. They believed that 
continued fighting would further harm Sri Lanka\'s business 
climate and deter both international and local investment. 

The March 26 LTTE air attack (ref A) had spooked some foreign 
business partners and had given a foretaste of how badly 
business could be affected if a desperate LTTE attacked 
economic targets like ports or hotels. 


3. (SBU) The CEO of a major garment exporter said that his 
company\'s American strategic partners had canceled a visit to 
the island after the air attack. This was the first time 

such crucial on-site meetings had been cancelled. \"We are 
this close to disaster,\" said the visibly worried CEO, 

indicating the width of his hand. (Note: At the CEO\'s 

request, the Ambassador subsequently spoke to the partner 
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company\'s ex-FBl security officer and expressed Embassy\'s 
view that the air attack had not made it unsafe to travel to 
Colombo and its environs.) 


4. (SBU) A telecom company managing director likewise 
described how the hostilities were hurting his business. The 
government routinely ordered the telco to disable its CDMA 
wireless landline services in the North and East, in an 

effort to limit the LTTE\'s communications. However, the 
government forbade the company from attributing the service 
interruption to government instructions. As a result, when 
customers complained that their service was out, the company 
had no way to deflect the blame from itself. Also, he 

reported, there were now so many highway checkpoints, manned 
by unidentified armed officials, that he had stopped sending 
employees on work trips to Trincomalee. This prevented his 
company from making further investments in the North and East 
in the short term. He would like to bring business back to 

the area, he said, but \"| need to protect my business and 
shareholder value.\" 


CALLING FOR PEACE BRANDED AS UNPATRIOTIC 


5. (SBU) The business leaders, most of whom are 
well-connected to senior government officials, reported that 
the government seems confident that it could gain the upper 
hand in the conflict by fighting, rather than negotiating. 

They acknowledged that the private sector had not actively or 
vocally advocated a peaceful solution to the conflict. They 
told Ambassador that doing so risked harming their relations 
with the government and with their customers. The government 
would likely view calls for peace as criticism of its 

policies. Since the government had a hand in every aspect of 
the economy, it was in a position to punish companies that it 
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viewed as disloyal. Likewise, average Sinhalese -- the 
companies\' consumer base -- were pleased that the government 
was finally \"punching back\" against the LTTE, one executive 
said, adding \"you are a traitor if you question that.\" 


6. (SBU) The AmCham members cited lack of unity among 
businesses as another reason that they had not more actively 
pressed for peace. Many companies had not been as badly 
affected by the renewed fighting as tourism firms had been. 
One representative noted that the government did not heed the 
tourism sector, but that the plantation and garment sectors 
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could get the president to listen. Most felt that only a 

serious attack against a prime economic target would produce 
a consensus among businesses to press for peace. 


PRESIDENT MIGHT LISTEN TO ECONOMIC ARGUMENTS 


7. (SBU) The Ambassador observed that President Rajapaksa 
generally responded best to arguments backed up by real 
evidence. He recommended that the business leaders stick to 
their area of expertise -- economic, not humanitarian or 
political concerns. One importer, a member of the 
president\'s new National Economic Council (ref B), agreed, 
saying the firms should focus on the war\'s impact on the 
economy, not just on their businesses. Discussing the 
economic case for peace, the group judged that the president 
did not mind that the war imposed an opportunity cost on GDP 
growth. They thought the president would be satisfied if GDP 
grew by six percent in 2007, instead of the publicly targeted 
eight percent. They knew Rajapaksa to be sensitive about 
inflation however, so this would be a point they could make 

-- that the war would make it hard to reduce Sri Lanka\'s 
twenty percent inflation (ref C). The garment company CEO, 
saying it was useless to raise these issues publicly or in 

the press, offered to join thr 

ee or four other business leaders with access to the 

President to quietly make their case. 


COMMENT 


8. (SBU) Only the Ambassador and a handful of other 
diplomats, UN officials and local NGOs have been willing to 
discuss publicly the costs of continued fighting; few Sri 
Lankans have been willing to do so. The Embassy has no 
illusion that business leaders\' expressions of concern to the 
president will cause him to reverse his policy of pressing 
the LTTE militarily. We do, however, think it important that 
the president hear an assessment, more frank than what his 
advisors may be giving him, of how the war is affecting the 
economy, and how much worse it could be if the LTTE were to 
attack an economic target. 

BLAKE 

BLAKE 
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RUEAIIA/CIA WASHDC PRIORITY 

RHMFISS/HQ BICE WASHINGTON DC PRIORITY","S E C R E T TAIPEI 000822 


SIPDIS 
SIPDIS 
STATE FOR EAP/TC, ISN/CB AND ISN/MTR 


E.O. 12958: DECL: 04/11/2027 
TAGS: ETTC, KNNP, PARM, TW, IR, NK 
SUBJECT: TAIWAN, IRAN, NORTH KOREA AND UNSCRS 1747 AND 1737 


REF: A. TAIPEI 705 
B. TAIPEI 736 
C. TAIPEI 734 


Classified By: AIT Econ Chief Daniel K. Moore, 1.4 B/C 


1. (C) Taiwan agencies have agreed to AIT suggestions to 
cancel a trade mission to the Iranian cities of Tehran and 
Esfahan planned for April 24 to May 3, 2007. AIT confronted 
Taiwan officials on April 10 with the irony of reports that 

the Taiwan External Trade Development Council (TAITRA) was 
organizing a trade mission to the Iran at the same time the 
Bureau of Foreign Trade (BOFT) was preparing a report on 
Taiwan trade sanctions against Iran in response to UNSCRs 
1737 and 1747. BOFT reported to AIT on April 12 that it had 
persuaded TAITRA to cancel the trade mission even though 
\'most\' of the participants dealt only in daily-use goods, 

textiles, and novelty items. Taiwan\'s exports to Iran grew 

46% in 2006 to US$511 million. After AIT met with Taiwan 
Counterterrorism Office (CTO) Chief Coordinator Kuo Lin-wu on 
March 27(ref A), Kuo instructed BOFT to prepare reports on 
Taiwan\'s compliance with UNSCRs 1737 and 1747. BOFT, in 
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turn, sent requests to relevant agencies for feedback by 
April 15. 


2. (S) BOFT also informed AIT that it has confirmed that 
Sinatek was acting on behalf of Ching Hwee when it exported 
horizontal milling machines to North Korea (ref B). BOFT 

will delay its administrative penalties against these 
companies until the Ministry of Justice Investigative Bureau 
finishes its investigation. 


YOUNG 
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SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PINS, TH 
SUBJECT: MILITARY SOURCES EXPRESS CONFIDENCE IN POLITICAL CONTROL 


1.(SBU) Summary. While keeping a close watch for any Thai 
Rak Thai (TRT) resurgence, military officers in the northern 
region are confident that the new constitution will pass in a 
public referendum and the TRT party will be disbanded. Former 
northern army head Gen Saprang Kalayanamitra, now Assistant 
Secretary General of the Council for National Security (CNS), is 


SIPDIS 

likely out of the running for Army Commander as a result of the 
same tough military style that won him admiration when he was 
directing his remarks against then-Prime Minister Thaksin 
Shinawatra. End summary 


2. (SBU) During a visit to Chiang Mai for a counter-narcotics 
meeting April 3-4, Defense Minister Gen Boonrot Somthat and 3rd 
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Army chief Lt Gen Jiradet Kotcharat told a senior Office of 
Narcotics Control Board (ONCB) official that Thaksin and TRT 
pose little threat and that the political situation is under 
control. Much more worrisome, they said, is the situation in 
the south, which they believe will need at least five years to 
set straight. 


3. (SBU) The two generals expressed confidence that the new 
constitution will pass and that subsequent elections will not 

bring a return of Thaksin or his nominees. Boonrot told the 
ONCB official that TRT is certain to be disbanded around the end 
of May by a Constitutional Court ruling and that the Assets 
Scrutiny Committee will finish off Thaksin. 


4. (SBU) The ONCB source noted that the latest army reshuffles 
in the north, including command changes in the 32nd, 33rd 
Military Circles and the Military Districts of Chiang Rai, 

Phayao and Uttaradit, signaled the army\'s determination to 
ensure the right political outcome in future elections by 

closely monitoring the actions and movements of key TRT 
supporters. As an additional measure to keep the political 
situation under control, Boonrot and Jiradet pointed to the 

draft military act, said to be copied from the U.S. Homeland 
Security Act, which gives the Internal Security Operations 
Command (ISOC) oversight of all government intelligence work. 


5. (SBU) Although Gen Saprang Kalayanamitra, who helped 
instigate the coup from his post in Phitsanulok, predicted 

during a visit to Chiang Mai earlier this year that he would be 
made Army Commander, sources say this is now unlikely. Promoted 
to Assistant Army Commander after the coup and subsequently 
appointed chairman of the board of two major corporations - 
Telephones of Thailand (TOT) and Airports of Thailand (AOT) -- 
Saprang has since tarnished his reputation with an expensive 
junket to Europe and a series of hawkish statements. The 
once-popular general now has trouble on both sides: anti-coup 
groups charge Saprang with abuse of power while his military 
colleagues worry that the outspoken general could exacerbate 
problems in the south and widen the internal rift within the 
armed forces. 


CAMP 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR ISN, NEA, lO, AND EAP/MTS 


E.O. 12958: DECL: 04/12/2017 

TAGS: AORC, BX, IAEA, KNNP, MNUC, PARM, TRGY, UNSC 
SUBJECT: BRUNEIAN AMBASSADOR ATTENDED NATANZ OPENING 
BECAUSE CONTRARY INSTRUCTIONS DID NOT ARRIVE IN TIME 


REF: A. (A) BANDAR SERI BEGAWAN 121 


B. (B) SECSTATE 45880 
C. (C) 06 BANDAR SERI BEGAWAN 167 


Classified By: AMBASSADOR EMIL SKODON FOR REASONS 1.4 (B,D) 


1. (C) Ambassador encountered Pengiran Ali Hashim, Director 
for Bilateral Affairs at the Ministry of Foreign Affairs and 

Trade, at a social event the evening of April 10 and asked if 
Brunei\'s Ambassador in Teheran had attended the previous 

day\'s ribbon-cutting at the Natanz Fuel Enrichment Plant 

(FEP) following Embassy demarche on this subject (ref A). An 
embarrassed Ali Hashim responded that the Bruneian Ambassador 
had in fact gone to Natanz even though MFAT leadership had 
decided that he should not, because instructions to that 

effect did not reach him in time. 


2. (C) Ali Hashim explained that following his receipt of 

our demarche at OOB on April 9 he raised our approach with 
Foreign Minister II Pehin Lim. Lim agreed that the Bruneian 
Ambassador should not attend the ribbon-cutting and directed 
Ali Hashim to cable instructions to that effect. Ali Hashim 

did so, but given that the ceremony was scheduled for later 
that day decided to phone the Bruneian Ambassador and warn 
him that instructions were coming (Teheran is five hours 
behind Bandar Seri Begawan). He finally reached the 
Ambassador on his cell phone, only to learn that he was 
already at the Iranian Foreign Ministry waiting to board a 

bus that the ministry had arranged to take members of the 
diplomatic corps on the four-hour drive to Natanz. The 
Bruneian Ambassador felt it was too late for him to back out 
and so, with Ali Hashim\'s reluctant acquiescence, boarded the 
bus, rode to Natanz, and attended the FEP ribbon-cutting. 


3. (C) Ali Hashim told Ambassador Skodon that he had told 
Brunei\'s Ambassador in Teheran to make clear to all and 
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sundry that he was in Natanz only as an observer of Iranian 
developments and his presence did not signal any support for 
Teheran\'s work on nuclear enrichment. Ambassador expressed 
disappointment that Brunei was represented at Natanz, 
especially since it had made clear its commitment to support 
UNSC resolutions regarding Teheran\'s nuclear program, and 
stressed the need to avoid any steps that the Iranians might 
mistakenly interpret as support for their defiance of the 

UNSC. 


4. (C) Comment: The silver lining in this unfortunate 
episode is that MFAT leadership apparently remains willing to 
respond to our cautions about inadvertently displaying 
support for Teheran\'s covert nuclear weapons program, as it 
did last year when the Sultan sidestepped an invitation to 
visit Iran following our intervention (ref C). 

SKODON 
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E.O. 12958: DECL: 04/12/2017 

TAGS: PGOV, PHUM, PREL, ECON, BO 

SUBJECT: LUKASHENKO SEEKS TO ASSUAGE CONCERNS OVER PERSONAL 
AND ECONOMIC WELLBEING 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (SBU) During his latest speeches on April 4-9, Lukashenko 
emphasized that he remains in firm control of the country. 
Lukashenko stated that while the recent oil and gas conflict 
had caused problems for the economy, these problems would 
soon be overcome and forgotten. He declared that recent 
efforts to diversify the sources of Belarus\' petroleum supply 
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were not directed against Russia and would not be used as a 
\"lever\" against Russia. Lukashenko also acknowledged that he 
wants relations with the EU to improve, but a dialogue 

remains impossible with sanctions in place. End summary. 


Lukashenko Still Firmly in Control 


2. (U) In response to recent rumors and speculation about him 
and the leadership of Belarus, Lukashenko stated April 8 that 
he remains in \"full control\" of the situation in the country. 

He underlined that no significant changes had taken place in 
the last year, and while some would like to see him begin 
\"teetering\", he would continue to stand firm. Lukashenko 
also emphasized that he had kept the promise he made a year 
ago to maintain peace and stability in the country, and that 
any force that could potentially threaten that peace had 
already been dealt with. 


Tough Economic Times Will Soon Be Over 


3. (U) During his Easter speech, Lukashenko admitted that the 
oil and gas conflict with Russia, which he blamed on 

resentful Russian oligarchs, was a \"powerful blow\" to the 
Belarusian economy. However, he assured everyone that the 
economy had already begun to overcome the effects, that 
Belarus\' economy would soon stand \"on its feet\" again, and 
that by summer Belarus would forget that it ever happened. 


4. Lukashenko explained that profits from oil exploration 

in places such as Iran and Venezuela could be used to 

purchase Russian oil at world prices. He then elaborated and 
explained that while these moves were not directed at Russia 
and would not be used as a \"lever\" against them, they would 
allow Belarus to import oil from a variety of sources should 
relations with Russia make it necessary. However, Lukashenko 
later stressed more than once that despite any disputes over 

oil and gas, Belarusians and Russians remain \"one people\" and 
will continue to cooperate on security and defense. 


No Dialogue with the EU until Sanctions are Lifted 


5. (U) In a speech on April 4 Lukashenko said that he 

believes it is the EU who is missing out on a real chance to 
agree with Belarus and have the \"best kind of partner.\" 
Lukashenko elaborated by saying that while relations with the 
EU should continue to grow based on mutual interests, Belarus 
would not stand for any prodding from the EU. Moreover, 
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before a dialogue can begin, the EU must lift existing 
sanctions against Belarusian state officials. Lukashenko 
further emphasized that if the EU imposed sanctions under the 
GSP, they would in effect be taking Belarus \"by the throat,\" 
and then he would not agree to any kind of talks. 


Comment 


6. (C) It appears from the content of his latest public 
speeches that Lukashenko is trying to reassure those both in 
and outside of Belarus that, despite rumors to the contrary, 
neither his health nor the state of the economy has affected 
his control over the country. In fact, his statement that 
relations with the EU will only progress on his terms seems 
to indicate that Lukashenko feels that he will soon be in an 
even better bargaining position than before the oil and gas 
conflict. However, despite brazen statements toward Europe, 
Lukashenko apparently realizes that Russia is and will remain 
an important neighbor. Hence Lukashenko\'s attempts to 
reassure Russia that Belarus still values good relations with 

it and plans to continue cooperating in spheres of mutual 
interest. 

Moore 
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WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
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E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 
SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 04/12/07 


INDEX: 


(1) Japanese, Chinese leaders agree on joint development of gas 
fields in East China Sea; Gap remains over choosing area; Japan 
cannot give in on median line 


(2) Key points in Diet speech by Chinese Premier Wen Jiabao 


(3) Main points from the Japan-China joint statement on 
environmental protection cooperation 


(4) US CRS\'s report on \"comfort women\" issue: \"No organized and 
coerced recruitment\" 


(5) Upper House by-election in Okinawa: Candidates prioritizing 
livelinood-related matters as campaign issue: Military base issue 
too complicated 


(6) Editorial: Japan must demonstrate strong leadership in 
supporting Iraq 


(7) Koyusho column by Ikuo Kabashima, professor of law at University 
of Tokyo: My former university professor gave me a future 


ARTICLES: 
(1) Japanese, Chinese leaders agree on joint development of gas 


fields in East China Sea; Gap remains over choosing area; Japan 
cannot give in on median line 


Column 3 
ASAHI (Page 10) (Full) 
April 12, 2007 


Tokyo and Beijing have moved a step forward on the East China Sea 
gas field issue, a bottleneck in Japan-China relations, with the 
leaders of the two countries during a meeting yesterday reaching 
agreement that the two countries come up with specific measures for 
joint development by the fall. They also agreed to jointly develop 

oil fields in a relatively wide area of waters that are acceptable 

to both countries. Since it cannot be said that China has made a 
concession, it appears difficult to choose specific areas for 
development. 


Concerning gas fields, a joint press release noted that: (1) 
higher-level talks than before would be held; (2) joint development 
would be carried out in a relatively wide area; and (3) the two 

sides would aim at submitting a report this fall on specific 

measures for the envisaged joint development. This goes beyond the 
press release last year, which noted that ways to boost cooperation, 
firmly maintain a direction for joint development and settle the 

issue be searched out. 


Prime Minister Abe during the meeting told Wen, \"! would like you to 
display special leadership so that the issue will have been settled 

by the time when we meet next time.\" Wen responded, \"! would like to 
make efforts to settle the issue.\" 


The nitty-gritty of the problem is in which part of the open waters 
joint development should be carried out. The views of the two 
countries are at odds over this issue. Japan cannot afford to give 

in on carrying out joint development in waters straddling the 
Japan-China median line. However, the Chinese side did not make a 
compromise on this. A senior official of the Ministry of Economy, 
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Trade and Industry (METI) complained that the words \"wide areas\" are 
meaningless. 


A Japanese government source said: \"It would be impossible to reach 
a decision if waters for the joint development are specified. The 

words are difficult to understand, but they reflect resourcefulness 

of the two countries. It is half step forward to a settlement.\" The 

paper was completed two minutes before the summit meeting started, 
since both countries were unable to reach agreement on what words to 
adopt until the last moment. 


Harufumi Mochizuki, director general of the Resources and Energy 
Agency, pointed out, \"Putting on hold territory or territorial 
waters is the most popular way of settling an issue on joint 
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development of natural resources in the world.\" Japan and China will 
discuss specific areas for the planned joint development at the next 
bureau-director-level talks slated for May. However, a final 

decision will be left to top leaders to make as usual. 


Gas fields in the East China Sea are apparently not promising in 
economic terms. However, the same senior METI official insisted, \"It 
has a significant meaning for natural resource-importing countries, 
such as Japan and China, to have gas fields in their own gardens, 
even if their reserves are small and it is costly to develop.\" 

Another senior official said, \"It is a matter of honor.\" 


However, there is the possibility of a hard-line argument that Japan 
should start test-drilling gas fields, if Japan fails to win a 

concession as it wishes and joint development straddling the median 
line does not realize, gaining ground. 


The Lower House on Apr. 3 passed a bill for a basic law of the sea 
and a bill on the setting of safe water areas for maritime buildings 
(lawmaker-initiated legislation) and sent them to the Upper House. 
Those bills stipulate a ban on vessels from entering nearby waters, 
in the event where the Japanese side test-drills in the exclusive 
economic zone (EEZ). 


(2) Key points in Diet speech by Chinese Premier Wen Jiabao 


YOMIURI (Page 2) (Full) 
Evening, April 12, 2007 


If Prime Minister Abe\'s visit to China last October is labeled as a 
trip to break the ice, | hope that this visit will be deemed as a 
trip to melt the ice. 


In order for the two countries to strengthen friendly and 

cooperative bilateral relations, they need to summarize the lessons 
learned from their unfortunate history and keep such lessons in 

their mind. Their friendly ties were once severed in recent times 
because their sad, unfortunate events that lasted for 50-odd years. 

In the aggressive war waged by Japan against China, Chinese people 
suffered a serious calamity and numerous Chinese were killed or 
hurt. The positive experiences and negative lessons are both our 
valuable assets. We can learn more deeply and effectively through 
our past experiences and lessons. 


Only a few militarists should take the responsibility for the 
aggressive war, and Japanese people at large were also the victims 
of the war. 


There is an old saying that history serves as a mirror. This saying 
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is intended to tell us that we should not continue to have a grudge 

but should try to open the way to a better future while keeping the 
lessons from history in mind. Since (China and Japan) normalized 
diplomatic ties, the Japanese government and leaders have repeatedly 
announced the nation\'s view about the history issue, officially 
recognizing its acts of aggression and expressing its remorse and 
apology. | have positively evaluated such a stance of Japan. | hope 
from the bottom of my heart that Japan will demonstrate what it 
expressed and promised by its actions. 


The leaders of the two countries agreed to build bilateral 
strategic, mutually beneficial relations. If both sides abide by the 
principles in the China-Japan joint statement and other two 
political documents, progress will be made in their relations. 


The Taiwan issue is sensitive enough to affect China\'s core 

benefits. We are strongly opposed to \"legal independence of Taiwan\" 
and any other independence moves by Taiwanese authorities. | hope 
Japan will acknowledge that the Taiwan issue is highly sensitive and 
cautiously deal with the issue while observing its promises. 


There are differences in both sides\' interests and views about 

certain problems. Compared with the common interests shared by the 
two countries, such differences are minor. With respect to the 

dispute over the East China Sea, the two countries should lay aside 
the issue and make the East China Sea a sea of peace, friendship and 
cooperation. 


Bilateral cooperation in the economic area will serve to build 
mutually beneficial and win-win relations. Both countries\' economic 
development will not pose a threat but provide a chance to each 
other. 


It is necessary for China and Japan to maintain the peace and 
stability of East Asia by strengthening bilateral coordination and 
cooperation. It is also imperative for them to work together in 
dealing with global-scale issues, such as energy security; 
environmental protection; climate change; prevention and control of 
diseases; antiterrorism; crack down on multinational crimes; and 
non-proliferation of weapons of mass destruction. 


(3) Main points from the Japan-China joint statement on 
environmental protection cooperation 


NIHON KEIZAI (Page 4) (Excerpts) 
April 12, 2007 


Recognizing the regional characteristics of environmental problems 
and the urgency of such problems, especially those in East Asia, and 
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believing it will contribute to building mutually beneficial 

strategic ties between the two countries, the governments of Japan 
and China have agreed to boost cooperation in the following areas: 


1. Enhancing efforts to protect drinking water resources. Preventing 
river pollution and cooperating in preventing water pollution, 
especially the basins of Bo Hai and Huang Hai. 


2. Making every effort for recycling wastes. Cooperating in 
collecting wastes and implementing a corporate environmental 
protection supervisor system. 


3. Implanting Japan-China acid rain and yellow sand monitoring 
networks with the aim of preventing air pollutants, especially 
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sulfur dioxide and yellow sand. Transferring technologies, such as 
coal power plant denitration. 


4. Announcing a political resolve to make efforts to resolve climate 
change issues through international cooperation only under the 

United Nations Framework Convention on Climate Change and the Kyoto 
Protocol. Actively taking part in the process of building effective 
frameworks in 2013 and beyond. Enhancing talks and cooperation on 

the Asia-Pacific Partnership on Clean Development and Climate, 
promoting working-level cooperation, and continuing cooperation on 

the clean development mechanism project under the Kyoto Protocol. 


5. Building a cooperative mechanism in controlling and inspecting 
exports and imports of electrical and electronic wastes. Joining 
efforts for preventing wastes, including drifting wastes, from 
illicitly crossing borders with the aim of stopping cross-border 
environmental pollution. 


6. Giving positive assessments to the important roles played in 
afforestation by the Japan-China private-sector greening cooperation 
committee and other organizations. 


7. Actively promoting cooperation through Japan-China-South Korea 
environmental ministerial meetings, the regional environmental 
cooperation mechanism, and other means. 


8. Joining efforts in increasing public awareness and educating 
people about sustainable development and environmental protection. 


9. Affirming greater cooperation at the Japan-China joint 
environmental conservation committee and on policy dialogue. 
Conducting technical exchanges putting high priority on use and 
protection of intellectual property rights. 
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10. Promoting the transfer of advanced environmental technologies 
and other matters by allowing the Japan-China Friendship 
Environmental Protection Center to play a greater role as the point 
of contact for environmental protection cooperation to make it a 
platform for transferring environmental protection technologies 
between the two countries. 


(4) US CRS\'s report on \"comfort women\" issue: \"No organized and 
coerced recruitment\" 


SANKEI (Page 6) (Full) 
April 12, 2007 


Yoshihisa Komori, Washington 


The US Congressional Research Service (CRS) has just issued a 
research report on Japan\'s \"comfort women\" issue in connection with 
House comfort women resolutions (Resolution 759 and Resolution 121). 
The report criticizes a series of statements by Prime Minister 

Shinzo Abe as being contradictory, but on the principal question of 
whether there was \"compulsory recruitment by the former Japanese 
Imperial Army,\" the report sides with the view that neither the 

military nor the government adopted a compulsory recruitment policy. 
Moreover, the report indicates skepticism about (Resolution 121 
introduced on Jan. 31, 2007, in the House of Representatives) 

calling on Japan to further apologize for former comfort women and 
expresses concern that if Japan is pressured to make compensation, 
Japan may claim compensation for victims of the atomic bombs. 
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The report titled \"Japanese Military\'s Comfort Women\' System\" 
produced by a specialist at the CSR as of April 3 consists of 23 
pages. 


On a major contention in the so-called \"comfort women\" issue of \"the 
Japanese military\'s coerced recruitment of women,\" the report says: 
\"The former Japanese military would not have directly taken part in 
recruitments, particularly on the Korean Peninsula,\" and takes the 
view that there was no organized, policy-based forced recruitments 

of comfort women that confirms (Resolution 759) which denounces 
Japan with this language \"200,000 women were sexually enslaved by 
the Japanese military.\" 


However, the report criticizes Prime Minister Abe\'s and other 
government officials\' statements denying forced recruitments as 
minimizing the major role played by the military in establishing and 
operating comfort stations and transporting and managing comfort 
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women by emphasizing a denial of \"recruitment\" alone under the 
comfort women system. The report also points out that some 
statements could be taken to mean that there was no coerced 
recruitment by the military and that other statements are 

contradictory to testimonies by former comfort women, including the 
survey conducted by the Japanese government. It cites as a major 
ground for \"coercion,\" Tanaka Yuki\'s English book \"Japan\'s Comfort 
Women!" published in both the United States and the United Kingdom in 
2002. 


On the other hand, the report details the Japanese government\'s 
efforts to offer apologies and compensation continued since the 

first half of the 1990s, for instance, by establishing the \"Asian 
Women\'s Fund (AWF).\" Portraying the AWF as a manifestation of the 
Japanese government\'s genuine effort to atone for and assist former 
comfort women,\" the report denounces the South Korean government for 
virtually threatening women not to receive atonement money from the 
AWF. Regarding compensation, the report particularly notes that it 

has been already settled by the signing of the peace treaty with 

Japan and through the normalization of diplomatic ties between Japan 
and South Korea, saying that if other countries urge Japan now to 
make an official compensation, \"there is the potential for Japanese 

to counter by demanding official US compensation for the US napalm 
bombings of Japanese cities in 1945 beginning with the massive Tokyo 
fire raid, which killed an estimated 80,000 or more Japanese and the 
atomic bombings.\" 


The House resolution urges the Japanese prime minister and 
government to apologize, but the report emphasizes the importance of 
the Kono Statement and apologies made by past prime ministers to 
recipients of atonement money from the AWF. Noting, \"Critics state 
those actions are inadequate, but they have not detailed their 
reasons for considering them inadequate,\" the report makes it clear 
it is skeptical about calling for an apology. The resolution also 

calls on the Japanese Diet to adopt a resolution on apology, but the 
report points to an unrealistic aspect of the request of that kind, 
noting, \"The possibility is very slim that that such a resolution 

would be approved.\" 


(5) Upper House by-election in Okinawa: Candidates prioritizing 
livelinood-related matters as campaign issue: Military base issue 
too complicated 

YOMIURI (Page 4) (Slightly abridged) 

April 11, 2007 
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Now that the first half of unified local elections is over, the 
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focus of the ruling and opposition camps has shifted to two 
by-elections for the Upper House on Apr. 22. In particular, the 
Okinawa by-election is expected to be a neck-and-neck race. The 
result could determine the fate of the US forces\' Futenma Air 
Station relocation issue. As such, both the ruling and opposition 
parties are geared up to win the race mobilizing party-head-level 
officials. However, with candidates focusing their campaign pledges 
on matters related to the daily lives of people instead of base 
issues, the election campaign has yet to heat up. 


Yoshimasa Karimata, the choice of the opposition camp, made 
street-corner campaign speeches in Henoko, Nago City, the relocation 
site for Futenma Air Station. 


Although he loudly proclaimed, \"| am going to definitely oppose the 
construction of a military base in Henoko,\" the focus of his 

speeches so far has been the income disparity issue. He said: 
\"Income disparity has widened under the Liberal Democratic Party 
(LDP)-New Komeito administration. It is said that the economy is 
booming, but the lives of residents in Okinawa are increasingly 
becoming more difficult. The income disparity issue is the largest 
campaign issue in the upcoming by-election.\" The base issue comes in 
ninth among his 10 policy pledges. 


Karimata, who is against the relocation of Futenma Air Station, is 
adopting such a strategy, based on the reflection that Keiko 

Itokazu, former Upper House member who was said to be the ace of 
renovationists, was defeated to Hirokazu Nakaima, as she stressed 
her opposition to US bases in the gubernatorial election last year. 
Given this outcome, the Karimata\'s camp judged that if he carries 
out an election campaign in the form of asking voters to choose 
between the economy and the US bases, voters would think that he is 
ignoring the importance of economic development, putting him at a 
disadvantage. 


Aiko Shimajiri, a candidate backed by the ruling camp, has already 
visited a number of isolated islands on stumping tours, which she 
started on Apr. 9. She is characterized as the first conservative 
female candidate in elections for national politics in Okinawa. 
Stressing that she is a housewife with four children, she is 
positively taking up in her campaign speeches issues that touch the 
lives of average people, such as assistance for child rearing. She 
has hardly touched on the base issue, and she has only slightly 
referred to economic development, an issue that is deeply related to 
the base issue. 


A staff member of her campaign headquarters said, \"Unaffiliated 
voters are increasing in Okinawa, too. It would be easier for a 

female candidate with a weak name recognition to be accepted if she 
comes up with soft policies instead of giving difficult speeches.\" 
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Both ruling and opposition parties\' effort to bring up base issue 
proving futile 


Both candidates lack name recognition, since this is their first 
challenge to an election for national politics. They have yet to 
solidify their election bases. The ruling and opposition camps plan 
to assist their candidates, mobilizing eminent supporters. 


LDP Secretary General Nakagawa and New Komeito Secretary General 
Kazuo Kitagawa arrived in Okinawa on Apr. 5, when the election was 
officially announced. 
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Senior officials of opposition parties, including Naoto Kan, acting 

head of the Democratic Party of Japan (DPJ or Minshuto), attended a 
kick-off ceremony for Karimata\'s election campaign. DPJ head Ozawa 
also visited Okinawa and did his utmost to expand Karimata\'s support 
base, asking for cooperation from the mayors of four municipalities, 
including Yoichi Iha, mayor of Ginowan City. Ozawa plans to go to 
Okinawa again this weekend. 


Nakagawa stressed at a kick-off ceremony for Shimajiri on Apr 5, \"We 
will create jobs in Okinawa, develop the economy, and eventually get 
the military bases to pull out.\" He made this speech, having in mind 
the final report on the realignment of US forces in Japan, which 
incorporated the transfer of Marines stationed in Okinawa to Guam. 
Ruling and opposition party lawmakers who went to Okinawa to give 
campaign speeches touched on issues other than US bases, as well. 
DPJ Secretary General Hatoyama, who visited Naha on the 8th, for 
instance opposed the relocation of Futenma Air Station, saying, \"Is 

it all right to reclaim such a beautiful sea?\" 


However, since their speeches on the base issue are on divergent 
lines with the strategies of the election headquarters of their 
candidates, the issue has not yet become a major campaign issue. 


(6) Editorial: Japan must demonstrate strong leadership in 
supporting Iraq 


NIHON KEIZAI (Page 2) (Full) 
April 11, 2007 


Iraqi Prime Minister Nouri al-Maliki, now visiting Japan, and Prime 
Minister Shinzo Abe reached an agreement that the two countries 
would aim to build a long-term strategic partnership. Iraq continues 
to be in a chaotic situation. All the more because it is in such a 
situation, it is important for Japan to cooperate with continued 
reconstruction assistance to that country. 
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Recently prominent Iraqi figures visited Japan in succession. Vice 
President Tariq al-Hashimi came to Tokyo in late March, followed by 
a group of 13 parliamentarians headed by National Dialogue Minister 
Akram al-Hakim. Japan-Iraq relations have gradually expanded. 


Abe told Maliki: \"The stability of Iraq is indispensable for the 
international community and it matches Japan\'s national interests.\" 
It is true that a chaotic national situation has brought much 

suffering to Iraqis, but it also has increasingly destabilized the 

entire Middle East and even affected the rest of the world, such as 
by spreading terrorism. 


Japan relies on the Middle East for about 90% of its crude oil 
imports. In the Middle East, Iraq is a major oil producer and lraq\'s 
crude oil reserves rank third in the world. The country\'s stability 

is directly linked to Japan\'s energy security. 


Japan has supported Iraq by dispatching its Self-Defense Forces 
troops, as well as providing the country with economic cooperation. 
Japan withdrew its Ground Self-Defense Force personnel from Iraq 
last July. Japan\'s Air Self-Defense Force (ASDF) has continued its 
mission in the form of transporting personnel and relief goods. 


Abe conveyed to Maliki his cabinet\'s decision to extend the Iraq 
Special Measures Law two year beyond its expiration date in July. 
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In a press conference yesterday, Maliki expressed his appreciation 
for SDF operations. In order to have the ASDF troops continue their 
mission, it is necessary to extend the special measures law. 


The government has decided to provide Iraq with official development 
assistance (ODA) worth about 5 billion dollars. It has also accepted 
IraqVs request for debt reduction of 6 billion dollars. Abe conveyed 

to Maliki in the meeting this time around that Japan would extend 

yen loans for repairing crude oil export facilities and for other 
purposes. At an opportune time, the Japanese government should 
increase ODA achievements. 


For Iraq, the deterioration of public law and order has been its 
biggest problem. The the northern part of Iraq, inhabited by the 
Kurds, and southern Iraq are relatively safe. In Baghdad and the 
central Iraq, car bombs and suicide terrorist attacks continue 
endlessly. 


In early May, a cabinet minister-level international conference will 
be held in Egypt to discuss measures to stabilize lraq. Japan will 
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take part in that international conference. We hope to see 
achievements there so that Iraq can be stabilized. 


(7) Koyusho column by Ikuo Kabashima, professor of law at University 
of Tokyo: My former university professor gave me a future 


NIHON KEIZAI (Page 36) (Full) 
April 7, 2007 


What | am now, | owe to one kind American. 


After graduating from high school, | worked at an agricultural 
cooperative in Kumamoto Prefecture where | was born. 


Dreaming of someday running a ranch, | applied for an agricultural 
training session in the United States. | spent all my time taking 
care of livestock for 18 months. During the 18-month training 
session, | spent three months at the University of Nebraska for 
technical training. Thinking that studying would be an easier life 
than farming, | decided to return to the university. 


Later, with one-way air ticket in my hand, | again visited the US. 
While working as an interpreter for my fellow trainees, | took the 
entrance exam for the University of Nebraska, but failed. Seeing me 
in the depths of despair, one of the teachers, Joe Hudson, 
negotiated personally with the college official in charge of the 
entrance exam. Hudson was around 40 years of age at that time. He 
was working as a lecturer for the training program at the 

university, while writing his doctoral thesis. | worked as an 
interpreter in his training session. 


Hudson negotiated with the exam official, arguing, \"You should give 
a chance to the student who is willing to study.\" So | was 
unofficially allowed to study at the college. | studied hard and got 
good results in all the first semester\'s exams. Fortunately, | was 
able to get a scholarship. | then brought over my fiance to 
Nebraska, and we got married there. Hudson walked down the aisle 
with my fiance. 


| seldom give a failing mark to my students because | want to bet on 
their potential, just as Hudson did for me. Hudson worked at an 
agricultural cooperative in Kansas City, but | haven\'t heard from 
him for some time. | have yet to keep my promise that if | were to 
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succeed, | would invite him to Japan. 


DONOVAN 
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DEPT FOR EAP - AMBASSADOR MICHALAK AND EAP/MTS - MTAYLOR 
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E.O. 12958: N/A 
TAGS: ECON, ETRD, ECIN, MY 
SUBJECT: MALAYSIA\S NEW APEC SENIOR OFFICIAL STRESSES CONTINUITY 


1. (U) Econoff paid a courtesy call on Malaysia\'s new Senior 

Official to APEC, Abdul Ghafar Musa, on April 11. Ghafar, who holds 
the rank of Senior Director in the Ministry of International Trade 

and Industry (MITI), was joined by Principal Assistant Director 
Masaida Buang and Assistant Director Firdaos Rosli. Ghafar noted 
from the outset that Malaysia\'s current goals for APEC largely 

mirror those of the U.S. Malaysia strongly supports efforts to 

refocus APEC on trade and investment issues, to strengthen APEC\'s 
institutions, and to include on APEC\'s agenda those security issues 
that are most relevant to trade and investment. Ghafar also told 
econoff that Malaysia supports extension of the moratorium on new 
members until at least 2010. Malaysia believes existing members must 
make more progress towards achieving the Bogor goals on trade 
liberalization before incorporating new members. 


2. (U) Ghafar noted that Malaysia is interested in the long-term 
prospect of negotiating a Free Trade Area of the Asia Pacific 
(FTAAP). However, he argued that pursuit of further trade 
liberalization through the WTO\'s Doha Round needed to remain the 
first priority for APEC members. Malaysia supports APEC\'s 
continuing efforts to create model measures for FTAs and Regional 
Trade Agreements, which could help pave the way not only to an 
eventual FTAAP but also assist countries like Malaysia as they 
pursue bilateral FTAs. APEC\'s involvement in various forms of 
capacity building, whether in an FTA/RTA context or not, was an area 
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of particular interest for Malaysia and would continue to receive 
strong support, Ghafar added. 


3. (U) One issue of particular concern to Malaysia was the 

possibility that some APEC decisions could be made binding on its 
members. Ghafar told econoff that Malaysia would push back strongly 
against any such efforts. Voluntary adherence to APEC guidelines 
has been a cornerstone since the group\'s founding, and Malaysia 
would be unwilling to sacrifice the policy flexibility that would 

disappear with binding decisions. 


4. (SBU) Comment and biographical note: Ghafar rotated into the 
position as Malaysia\'s Senior Official after his predecessor\'s 
unexpected departure just a couple of months into the job. At this 
point it is unclear how secure Ghafar\'s hold is on the position. 
Ghafar has worked for several years in the industry side of MITI, 
and previously served overseas for nine years in Japan, both in 
Tokyo and in Osaka. He fondly recalled his participation in the 
International Visitors Program in 1984. He has not visited the 
United States in ten years. Ghafar told us he looks forward to his 
first meeting with the U.S. Senior Official to APEC, Ambassador 
Michael Michalak, next week at SOM II in Adelaide. 
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E.O. 12958: N/A 

TAGS: PGOV, PHUM, EFIN, EPET, CB 

SUBJECT: DAS JOHN MEETS OPPOSITION POLITICAL FIGURES, IFI 
REPRESENTATIVES 


1. (SBU) Summary. Human rights leader Kem Sokha told 
visiting DAS Eric John that his move into politics was in 
response to lowered USAID funding to his Cambodian Center for 
Human Rights (CCHR) NGO as well as continued calls from the 
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Cambodian people that he return to political life. Kem Sokha 
said his new party would be more democratic and espouse a 
strong anti-corruption platform as well as term limits for 

the Prime Minister. Opposition leader Sam Rainsy told John 
that Cambodia was effectively a two-party state in the 

aftermath of the April 1 commune elections. Rainsy asked for 
USG support in convincing the government to resolve problems 
with voter registration, which Rainsy claimed kept many of 

his supporters from voting. Son Chhay, a SRP MP, discussed a 
request to send a delegation of Cambodian MPs to Burma; John 
welcomed the proposed trip, stating Cambodia was a good model 
for Burma to emulate. IFI representatives in Cambodia noted 
that the RGC has made some progress in planning for future 
oil/gas revenues, but more work needs to be done to ensure 

the petroleum sector benefits Cambodia by reducing poverty. 
End Summary. 


Kem Sokha: Forced to Return to the Political Limelight 


2. (SBU) Kem Sokha informed visiting EAP DAS Eric John on 
April 6 that he would end his NGO position as the leader of 

the CCHR organization as of May 1; afterwards, he would form 

a new political party. He explained that the reduction in 

funding to CCHR\'s activities by USAID over the last several 
years had created financial difficulties. In addition, 

supporters from the around the countryside had mistakenly 
interpreted the funding cuts as indicative of USG unhappiness 
with Kem Sokha\'s leadership. CCHR has been unable to secure 
additional funding from other donor states, he added, despite 

the submission of proposals to the European Union and others. 
Fund-raising attempts abroad have yielded little additional 
income for CCHR, continued Sokha, as Cambodian-Americans and 
others are unwilling to fund NGO activities in Cambodia. 


3. (SBU) Finally, he said that people in Cambodia are 

looking for a new political party as an alternative to the 

status quo, and one that will really promote democracy. DAS 
John asked if, from a tactical point of view, it made sense 

to create another opposition party rather than combine forces 

with the SRP. Kem Sokha responded that the other political 
parties are not really democratic. Initially, people thought 
FUNCINPEC was a democratic alternative to the CPP but it 

failed and now is nearly destroyed -- as witnessed during the 
recent commune elections, said Sokha. When Sam Rainsy broke 
away from FUNCINPEC, many people followed him -- but the SRP 
has not proven to be a democratic party and Rainsy controls 

all the internal power and decisionmaking. If the SRP comes 

to power, he noted, it may simply replace the CPP and 

transfer the power from one autocratic ruler to another. If 

Rainsy reforms his party, acknowledged Kem Sokha, then the 
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need for Sokha to create another party is removed. 


4. (SBU) Kem Sokha\'s vision of distinguishing his party 
from the others is to create a truly democratic party, with 
different centers of power within the party so that the party 
leader is not the sole decisionmaker. The president of the 
party will remain as president for two terms; all officials 

will be elected by grassroots supporters. Rather than a 
proportional electoral system as is in place in Cambodia, Kem 
Sokha favors a majority system with term limits for the Prime 
Minister. All elections in Cambodia would be direct 

elections, rather than the indirect elections that favor the 

party in power -- as happens with the Senate, the governors, 
and the village chiefs, he noted. Kem Sokha said his party 
will be future-focused, rather than constantly rehashing the 
problems of Cambodia\'s past and laying blame on other 
parties. In response to accusations that Hun Sen and the CPP 
have quietly provided support to Kem Sokha to start a party 

in order to split the opposition vote, Kem Sokha denied the 
rumors and underscored that \"Hun Sen can\'t buy me.\" 


5. (SBU) In terms of joining an alliance of opposition 

parties as Rainsy has called for, Kem Sokha said that he 
doubts an alliance with FUNCINPEC and the Norodom Ranariddh 
Party (NRP) would be of great use as the leadership of both 
parties has been discredited. When asked if he could 

organize in time to compete for the 2008 national elections, 
Kem Sokha said that he already has 200,000 of the needed 
500,000 signatures/thumbprints. He is also asking supporters 
for money to finance the new party, and claims that he is 
uninterested if well-known personalities defect to his party. 

The key to his party\'s success, Kem Sokha noted, is support 
from agricultural workers and the grassroots supporters who 
backed his human rights NGO -- those people are the ones who 
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pushed him back to politics and they represent his base. Kem 
Sokha is also looking to pair U.S. cities and their 
Cambodian-American population with different provinces, e.g., 
the Cambodian-Americans in Lowell, Massachusetts would be 
responsible for providing financial backing for his party\'s 
activities in Kampong Cham, Philadelphia for Prey Veng, 
California for Phnom Penh and Kandal, Seattle and Kampong 
Speu. Kem Sokha said he estimates his party could win 30 
seats in the upcoming national elections. 


Rainsy: Cambodia Now a Two-Party State 
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6. (SBU) A buoyant Sam Rainsy, leader of the opposition 
party named after him, greeted Eric John by informing him 

that his party managed to double its number of votes and win 
25% of the overall vote in April 1, 2007 commune elections. 

He claimed that this was despite close to two million likely 

SRP voters being disenfranchised. He urged USG to press the 
RGC to correct voting problems before next year\'s 
parliamentary elections. Rainsy suggested that many of the 
problems could be corrected if the registration process was 
extended and simplified, and the CPP-aligned village chiefs 
were taken out of the process. Rainsy also expressed his 
desire to unite the opposition to defeat the ruling CPP. The 
Ambassador asked if Rainsy had consulted Kem Sokha recently 
about his new party. Rainsy answered that he did not believe 
that Sokha\'s new party would be successful in the short-run 
because it lacked a nationwide network. Tioulong Saumura, a 
SRP MP and wife of Rainsy, asked the Ambassador to mediate 
between Rainsy and Kem Sokha. The Ambassador demurred and 
suggested talking to Sokha directly was the best and fastest 
way to resolve their differences. 


7. (SBU) Turning to Burma, Son Chhay, a senior SRP MP, 
informed the DAS that the National Assembly has been asked to 
send a delegation of MPs to Burma. The DAS stated that Burma 
was one issue the USG, SRP and the ruling CPP appeared to 
agree; he said that Burma can look to Cambodia as a model for 
change and Cambodia was probably its closest model in ASEAN. 
John noted that though Cambodia\'s development has been filled 
with bumps, which the SRP knew about, its overall trajectory 
was positive and Burma could learn from it. 


IFls and an Update on Donor Support for Oil/Gas Sector 


8. (SBU) Ata lunch with International Financial 

Institution (IFI) representatives to discuss Cambodia\'s 
petroleum potential, conversation centered initially on 

estimates of the reserves. Asian Development Bank (ADB) 
Deputy Purnima Rajapakse described the evolution of estimates 
in 2004 from 400 million barrels of oil in Chevron\'s Block A 

up to 700-800 million barrels. More recently, there have 

been attempts to lower the estimates to reduce expectations, 

he said. World Bank Country Manager Nisha Agrawal commented 
that some important decisions on managing oil revenue have 
been made, such as determining that the revenue should flow 
through the national budget, but that lack of reliable 

estimates hampered the government\'s ability to deal with 

other issues, such as whether the taxation issue should be a 
part of the petroleum law or the tax law. This lack also 

gave the RGC an excuse to delay on issues; e.g., signing onto 
the Extractive Industries Transparency Initiative (EITI) 
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agreement. John Nelmes, IMF Resrep, catalogued the many 
issues regarding management and oversight of the expected oil 
revenue that require resolution. 


9. (SBU) In response to DAS John\'s question on whether 
Cambodia is likely to handle the oil revenue responsibly, 
opinions varied. Agrawal said that signs so far were not 
promising. The prospect of oil would allow Cambodia to 
borrow against future revenue, while China was pouring in aid 
money with \"no strings attached,\" but in reality gaining 

access to Cambodian\'s natural resources. Nelmes of the IMF 
and ADB\'s Rajapakse agreed that Cambodia probably would not 
be as bad as Nigeria, nor would it be Norway. The Cambodian 
leadership would fund some beneficial projects to meet public 
demands for tangible proof that the RGC was using the money 
responsibly, and therefore the government would not be able 
to siphon off all of the revenue. Nelmes commented that PM 
Hun Sen wants Cambodia to be taken seriously and would not 
want to see its reputation ruined by complete mishandling of 
the money. Douglas Gardner, Resrep of UNDP, observed that 
whether it proved to be a blessing or a curse, oil and gas 
would change Cambodia fundamentally. It was the job of the 
international community to work to make it as much of a 
blessing as possible. 
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Comment 


10. (SBU) Kem Sokha held a farewell party at CCHR 
headquarters on April 10, and told members of the diplomatic 
community that he had met earlier in the day for several 

hours with the SRP. Rainsy is keen to create a united front 
against the ruling CPP in 2008, although the media reported 
that the SRP leader publicly allowed that he could also 
envision working with the CPP. Rainsy and Ranariddh\'s 
supporters from FUNCINPEC have often said that it would be 
unwise to publicly launch a united opposition to the CPP too 
early in the run up to the 2008 elections for fear that it 

would give the CPP more time to create divisions. Rainsy\'s 
call for a united front suggests that he needed to seize on 

his undisputed second place position in the commune polls to 
solidify his claim to the opposition leadership mantle in the 
face of Kem Sokha\'s announcement that the NGO leader would 
return to politics. Kem Sokha and Sam Rainsy have been 
eyeing one another warily since early 2006, when Kem Sokha 
was released from prison and began contemplating a return to 
politics, and Rainsy returned to Cambodia after the PM 
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requested that the King pardon the opposition leader. 
Overcoming their differences (and respective egos) and 
working collaboratively against the CPP is unlikely but it is 
clear that a strong and united opposition would force the CPP 
to look more carefully at their reform agenda to prevent the 
opposition from using corruption, land grabbing, and impunity 
to the opposition\'s advantage in 2008. End Comment. 
MUSSOMELI 
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E.O. 12958: DECL: 04/12/2017 
TAGS: PREL, ECON, ENRG, HU, RS 
SUBJECT: RUSSIA-HUNGARY: WARMING TREND 


REF: BUDAPEST 354 
Classified By: Pol/Min Counselor Alice G. Wells. Reasons: 1.4 (b/d). 


1. (C) Summary: Hungarian Prime Minister Ferenc Gyurcsany\'s 
late-March visit to Moscow continued the warming trend in 
relations between Russia and Hungary. Strong economic 
interests have been sufficient to overcome the historical 

legacy that dominates Russia\'s relations with some of its 
former satellites. Nevertheless, Russia did not get a much 
desired endorsement from Gyurcsany of Gazprom\'s proposal to 
expand the Blue Stream gas pipeline to Hungary. The two 
sides discussed diversifying trade, as well as a Russian 
proposal to construct a massive gas storage complex in 
Hungary, making it a hub for Moscow\'s expanding energy ties 
in Europe. An effort by Hungarian activists to remove a 
Soviet-era monument is unlikely to undercut improvements in 
the relationship, given overriding Russian interests in 
reestablishing influence in a former satellite and current EU 

and NATO member. End Summary. 


BEYOND 1956 
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2. (C) Hungarian PM Gyurcsany\'s March 23 visit to Moscow and 
meetings with President Putin, PM Fradkov and Gazprom Chief 
Aleksey Miller was billed by both sides as a working visit, 

with less of the ceremony that accompanied previous trips and 
more business-like talks. References to the 1956 Hungarian 
uprising and subsequent Soviet crackdown did not grab 
headlines, as they did during Putin\'s 2006 visit to Budapest. 
Economic and trade issues dominated the discussion. 
Aleksandr Olesov, chief of the MFA\'s Hungarian Affairs 

Section, told us that Moscow had seen \"a marked improvement\" 
in bilateral ties since Socialist PM Gyurcsany came to power. 

In his view, there were a lot fewer anti-Russian statements 

in the Hungarian press. \"Both sides have gone beyond the 
difficult issues of the past and are now looking forward.\" 


3. (C) The improved relationship is due in part to Putin\'s 

2006 declaration in Budapest that Russians \"feel some sort of 
moral responsibility\" for the Soviet intervention, said 

Szabolcs Nagy, First Secretary at the Hungarian Embassy in 
Moscow. That statement was designed to overcome an emotional 
issue in the relationship, and make way for larger economic 
cooperation, Olesov told us. Another reason for the 

blossoming relationship is the fact that Hungary relies on 

Russia for about 80 percent of its gas needs, Nagy 
acknowledged. 


GAZPROM LEFT WAITING 


4. (C) Despite the improved relationship, Russia did not get 

a public endorsement from Gyurcsany of Gazprom\'s ambitious 
proposal to extend the Blue Stream gas pipeline through 
Turkey, Bulgaria, Serbia, Croatia and western Hungary, Olesov 
said. The Gazprom proposal had been criticized by many EU 
members as a project designed to undermine the EU-proposed 
Nabucco pipeline, which would carry gas from Turkey to 
Austria. Gyurcsany had previously made public statements in 
favor of Blue Stream, though an official Hungarian position 

has not been announced. In Moscow, Gyurcsany said Hungary 
would wait for more details on the two projects. Putin told 
Gyurcsany that Hungary should consider both projects and 
select the one best suited to Hungary\'s needs, Nagy told us. 


5. (C) During the meetings with both Putin and Fradkov, 
Gyurcsany raised Hungary\'s desire to balance trade between 
the two countries, Olesov said. Russia exports about USD 6 
billion to Hungary annually -- mostly oil and gas. Hungary 
exports about USD 2 billion to Russia. The two also 
discussed ways for Russia to diversify its exports to Hungary 
beyond hydrocarbons. Putin raised the GOR\'s opposition to 
U.S. Missile Defense assets being deployed in Poland and the 
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Czech republic, adding that the Russian side had been 
informed of U.S. plans but never consulted about them, Nagy 
said. 


A LOT OF GAS 


6. (C) Gyurcsany also met with Gazprom Chief Miller to 
discuss not only the Blue Stream pipeline, but also a Russian 
proposal to build a massive gas storage facility, with the 
capacity for 10 billion cubic meters of gas, Nagy said. The 
Russians promise to turn Hungary into a major European gas 
hub, Nagy said. He added that construction of the storage 
facility would be contingent on whether Hungary agreed to the 
Blue Stream project. 


NO MONUMENTAL PROBLEMS 


MOSCOW 00001653 002 OF 002 


7. (C) While strong economic ties (and Putin\'s shrewd 
acknowledgment in Budapest of past Soviet sins) have acted as 
a Salve in the bilateral relationship, this doesn\'t mean that 
history can be entirely ignored. One possible irritant are 
efforts by some Hungarians to force a referendum on the 
removal of a Red Army monument in central Budapest. An 
Estonian initiative to remove a prominent World War II 
monument in central Tallinn has sparked angry Russian 
rhetoric and threats of a deterioration in the relationship. 
While any effort to remove the monument in Budapest would 
provoke an outcry in Moscow, political commentators are 
doubtful that Russia\'s overall relationship with Hungary 
would suffer, given its strong economic underpinnings. 


COMMENT 


8. (C) The Russians have made a conscious effort to overcome 
historical differences with Hungary and concentrate on 

building a forward looking relationship, albeit one based 

largely on Budapest\'s reliance on Russian oil and gas. 
Moscow sees Hungary\'s dependence on Russia as an opportunity 
to influence a member of NATO and the EU. Russia\'s desire 
for gas storage facilities in Hungary is part of its efforts 

to reduce the leverage that Belarus and Ukraine have on gas 
transiting to Europe. Russia views the Blue Stream extension 
as key to preventing Caspian and Central Asian gas from 
reaching Europe via non-Russian controlled routes and will 
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work hard to ensure that Hungary is offered the sort of 
economic incentives that will encourage Budapest to 
accommodate Moscow\'s interests. 

BURNS 
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REF: (A) BEIJING 02321 (B) STATE 45880 


Classified By: Classified by Acting Political Unit Chief Robert 
Griffiths. Reasons 1.4 (b/d). 


1. (C) No Chinese officials participated in the April 
9 ribbon-cutting ceremony for the Natanz Fuel 
Enrichment Plant, stated MFA West Asia and North 
Africa Department\'s Acting Director for Iran Xu Wei 
during an April 12 meeting. Xu stated that China is 
well aware of its international obligations, and noted 
that Russia and the European Union did not send 
representatives to the ceremony either. 

RANDT 
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E.O. 12958: N/A 

TAGS: ECON, EINV, EPET, ELAB, PGOV, ASEC, ID 

SUBJECT: EAST JAVA: Lapindo Mud Volcano Floods Roads and Rail While 
President Replaces Mud Managers 


Ref. A: Jakarta 00508, Ref. B: Jakarta 00013, Ref. C: 06 Jakarta 
13358 notal 


1. (SBU) SUMMARY: A March 30 dam wall collapse at the source of the 
PT. Lapindo Brantas (Lapindo) mud volcano flooded East Java\'s 
remaining north-south road and railways, causing major 

transportation disruptions. Local mudflow victims delayed damage 
control response by preventing heavy equipment moving to the breach. 
President Yudhoyono (SBY) replaced the National Mud Disaster 
Management Team (Timnas) with a new permanent body (BPLS) headed by 
retired Maj. Gen. Sunarso. Local contacts are concerned that 
Sunarso\'s close political ties to Bakrie and lack of technical 

expertise will limit BPLSVs effectiveness. Timnas contacts tell us 

the management of the flooding is in disarray. Business contacts 

are planning for repeated and extended road and rail closures and 

are weighing factory closure and relocation options to remove 
transportation difficulties. Lapindo remains delinquent paying 
compensation to the 45-50,000 mudflow victims who continue to 
demonstrate locally in response. A company controlled by Aburizal 
Bakrie, Coordinating Minister of Social Welfare and controlling 

owner of Lapindo\'s managing partner, agreed to buyout PT. Medco 
Energi\'s (Medco) minority interest in Lapindo and assumes Medco\'s 
mud liabilities, avoiding a potential gross negligence judgment ina 
New York court. Business contacts hope the BPLS will take strong 
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action to quickly restore transportation corridors. Political and 

social contacts fear that strong action will cause an emotional 

response and trigger larger or violent demonstrations. END SUMMARY 


Dam Wall Collapse Floods Infrastructure 


2. (SBU) One of the earthen walls at the mudflow site collapsed 
March 30, changing the direction of the mudflow from south and east 
to north and west. The flow change overwhelmed the dam structure 
abutting the Porong Road and national Surabaya-Malang rail line 
causing flooding of this critical infrastructure. Five hundred 

(500) meters of the Porong Road and rail are now flooded to about 
1.5 feet. Train service has stopped from Surabaya to southern East 
Java and rail services in southern East Java remain severely 
disrupted. Travel to the south by road is beset with long delays. 

The National Mud Disaster Management Team (Timnas) initially 
estimated one week to effect dam wall repairs and reopen the road 
and rail line. After 13 days, the rail remains closed, only one 

lane of the road is open to limited traffic and the primary dam wall 
remains breached. 


3. (SBU) Thousands of displaced residents initially prevented 
equipment and dump trucks filled with earth from arriving to repair 

the dam wall breaches. They hoped to pressure the GOI to accelerate 
compensation payments by lengthening the time to reopen the road and 
rail services. The Sidoarjo Regent Win Hendrarso committed to their 
compensation demands based on his receiving \"instructions from 
Jakarta\" to expand the number of families receiving \"cash and carry\" 
compensation from 4,000 to over 13,000. According to a local 
parliament member, Lapindo is now late on its first compensation 
payment of approximately $56 million, which was due March 31 (Ref. 
B). 


SBY Replaces Timnas 


4. (SBU) On April 8, Timnas\' Presidential authority to deal with the 
mud expired. President Yudhoyono (SBY), through decree letter 31 
2007, created the Sidoarjo Mud Management Agency (BPLS) to replace 
Timnas and appointed retired Army Maj. General Sunarso, former 
Military Commander of Central Java, as its chairman and Hadi 
Prasetyo, a Jakarta-based politician, as its deputy chairman. 
Presidential Sookesperson Andi Malarangeng announced that BPLS is 
responsible for managing the mudflow and its containment, relocating 
affected infrastructure and dealing with the social impact. A 14 
member Steering Committee will oversee BPLS operations. Members 
include: Minister of Public Works (as Chairman), Minister of Social 
Affairs (as his deputy), Minister of Finance, Minister of Energy and 
Mineral Resources, Minister of Home Affairs, Minister of Oceans and 
Fisheries, Minister of Transportation, Chairman of the National 
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Development Planning Board, Chairman of the National Land office, 


East Java Governor, East Java Military Commander, East Java Police 
Chief and the Sidoarjo Regent. Andi Malarangeng also announced that 
funds for infrastructure relocation and social services would be 

paid out of GOI 2007 budget, while Lapindo would continue to fund 
only mudflow control and dam wall construction until a permanent mud 
management scheme is completed. 


5. (SBU) East Java leaders complained about the appointment of 
Sunarso to head the new body. Upon his retirement in 2006, Sunarso 
went to work for Aburizal Bakrie, Coordinating Minister of People\'s 
Welfare and controlling owner LapindoYs managing partner, as a 
member of his expert staff. Lapindo was responsible for the 

drilling operation which caused the well blowout and the subsequent 
mud volcano. Embassy sources were able to provide little 

information about Sunarso as he was not considered a significant 
player in the Indonesian military. Muhammad Mirdasy, secretary of 
the East Java parliament \"Mud Commission\" and Porong resident, told 
reporters he doubted that Sunarso will be an impartial manager of 

the situation or has the technical expertise to avoid making the 

same mistakes as Timnas. He also expressed concern that a former 
military man as leader of BPLS may use authoritarian techniques to 
implement policy or quell social unrest. 


6. (SBU) Contacts within the former Timnas tell us that the 

transition to the BPLS is not going smoothly. Little progress is 

being made to repair the main dam wall breach. Local contractors 
had been performing with limited and delayed payments by Lapindo on 
the promise by Timnas leaders of future business from the Ministry 

of Public Works. Those contractors are not convinced the new BPLS 
will deliver on promises of timely payments and are now beginning to 
abandon the dam repair project. 


Economic Damages Mounting 


7. (SBU) Export factories south of the mud are reporting three day 
travel times and increasing transportation costs for containers to 
and from the Surabaya port. The recent flooding also closed the 
recently reopened 28\' methane gas line which was rebuilt above 
ground in the same location adjacent to the source of the mud. Mud 
levels have risen sufficiently to submerge the new gas line since 

the dam wall breach. Gas supplies were forced back to a 10\" line, 
reducing electricity generation capacity and closing fertilizer 
production once again (Ref. C). Local expert\'s initial estimates of 
economic damages caused by the closed road, rail and gas lines are 
$50 million per day. If the road and rail closure becomes longer 
term (3-4 months), local economists predict hundreds of factories 
will start closing, potentially displacing over 100,000 workers. 
Timnas estimates it will cost approximately $360 million and take 
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one year to relocate the infrastructure now impacted by the mud. 


8. (SBU) A local business contact who owns three factories producing 
goods for domestic consumption and employing 5,000 people south of 
the mud is considering his options. His transportation times and 
costs have tripled again since the recent flooding, taking a 

significant bite out of his profit margins. If transportation costs 

and delays continue to increase they will soon be in a loss 

situation and will consider shutting down until the situation 

stabilizes. Other domestic producer contacts have mentioned they 
are making plans to move factories from south of the mud to other 
areas of East Java because the transportation problems are likely to 
be long term. Export manufacturing contacts tell us that their 

choices are to keep going or close permanently due to the 

inflexibility of Indonesian labor laws making it difficult and 

expensive for them to temporarily lay off workers. 


No Solutions in Sight 


9. (SBU) Prior to April 8, Timnas completed inserting 374 concrete 
balls into the mudflow source. The original plan called for 16,000 
balls to be inserted using a steel structure built over the mud to 
precisely insert the balls at a cost in excess of $50 million. The 

few concrete balls that were inserted used a cable and pulley system 
at a cost of $300,000 and have done nothing to reduce the flow rate. 
The mudflow rate fluctuates but continues to average slightly less 


than 1 million barrels per day. The vertical and horizontal 
subsidence rates are increasing, according to Surabaya Institute of 
Technology (ITS) scientists monitoring the mud and advising Timnas. 
The ITS scientists also noted that the composition of the mud is 
rapidly changing. Instead of 95% fine particles, the mud now 
contains 70% gravel and sand. There are several plans being tested 
to divert the mud flow in to the Porong River or build canals to let 

the mud flow to the sea. The ITS scientists claim that none of 

these plans are workable now because the mud is too heavy to flow. 
Their analysis compares the mud to the consistency and properties of 
wet concrete, hardening as it cools. They admitted that Timnas 
efforts to control the mud are failing and they have few ideas how 

to efficiently move the mud away from economically sensitive and 
densely populated areas. 


Limited Political Impacts 


10. (SBU) There have been limited political impacts. The plight of 
the mud victims has not moved other East Javanese to join victim 
protests of their poor treatment or Lapindo\'s slow payment of 
compensation. Residents feel the victims are being greedy by 
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demanding \"cash and carry\" compensation in excess of the values of 
their homes. Local politicians and religious leaders are becoming 
much braver in speaking out against the central government\'s 
handling of the mud. There have been recent public statements 
noting the discrepancies in treatment of the recent Jakarta flooding 
victims and the Sidoarjo mud victims based on the GOI\'s rapid $440 
million response to fund recent flood damages in Jakarta and 

labeling it as discrimination. 


Social Impact Localized 


11. (SBU) The official number of displaced families is currently 

just over 13,000 and the total number of people affected is 
approximately 45-50,000. When the number of affected families 
officially displaced by the mud was increased from 4,000 to 13,000, 
the total compensation requirements for Lapindo remained the same. 
Lapindo is still responsible for paying $278 million in damages to 
homeowners who lost homes to the mud. The Porong Market has 
refilled with refugees, now housing 10-12,000 people. Recent 
demonstrations have concentrated on forcing the GOI to commit to 
expanding the number of families to be covered under the Lapindo 
compensation scheme (Ref. A). Contacts expect future demonstrations 
will intensify in an attempt to force actual payment of compensation 
funds by Lapindo. 


Lapindo Partner Getting Out 


12. (SBU) PT. Medco Energi (Medco), a 32% partner in Lapindo, 
recently agreed to sell its interest in Lapindo to Bakrie-owned 

Group Prakarsa (Prakarsa) for $100. As a part of the transaction, 
Prakarsa will assume all Medco liabilities associated with Lapindo 

and the mud and Medco will drop its arbitration cased filed in New 
York claiming gross negligence by PT. Energi Mega Persada (EMP), the 
managing partner of Lapindo and also controlled by Bakrie, caused 
the mudflow. Prakarsa\'s new liabilities will be guaranteed by 

Minarak Labuan, another company owned by Bakrie reportedly with 
enough assets to convince the Capital Market Supervisory Agency that 
this is not another attempt at a shell transaction to limit Lapindo 

liability for the mud and allow the transaction to close. According 

to Timnas sources, Medco never contributed to the costs of combating 
the mud claiming EMP should bare complete responsibility because 
they did not follow the designed and approved drilling plan for the 

well, among other mistakes. Hilmi Panigoro, President/Director of 
Medco and a political adversary of Bakrie, stated, \"The deal would 
provide certainty for the mudflow victims as regards who would take 
responsibility for the disaster (Note: implying Bakrie and EMP).\" 


Comment 
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13. (SBU) Our contacts were uniformly disappointed but not surprised 
that SBY appointed a Bakrie political crony as the leader of the new 


mud authority. They fear that his motivation will be to save Bakrie 
money and further embarrassment rather than moving strongly to deal 
with this dangerous and growing problem. The appointment of a 
retired general split our contacts into two camps. Economic and 
business leaders are hopeful that Sunarso will bring an army 
construction brigade and a wad of cash to purchase (i.e. commandeer) 
land to quickly get roads and rail lines moved to a safer location. 
Social leaders are concerned the BPLS will strong arm locals to sell 
and ignore the sensitive issue of local land rights. Both political 

and religious leaders are fearful that any forceful actions by the 

BPLS to stave off economic disaster will cause mass demonstrations 
by people protesting the loss of their land and question the former 
military commander\'s ability to handle this difficult but delicate 
situation. 
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1. (SBU) The People\'s Republic of China officially opened 
its consulate in San Nicholas/Laoag City (reftel) in the 

north Luzon province of Ilocos Norte on April 11. The PRC 
also has an existing consulate in Cebu City (Central 

Visayas), as well as consular property (inherited from 
Taiwan) in Davao City (Mindanao). According to Judylin Cruz 
of the Ilocos Norte Tourism, Trade and Investment Council, 
over 300 people attended the high profile ceremony, including 
Ilocos Norte Governor Ferdinand Marcos, Jr. and former First 
Lady Imelda Marcos (son and wife of the late dictator), PRC 
Ambassador Li Jinjun, Undersecretary of Foreign Affairs 
Francisco Benedicto, and Philippine National Police Director 
General Oscar Calderon. In his speech, Ambassador Li 
highlighted the new consulate\'s objectives of promoting PRC 
investment and tourism in north Luzon and strengthening the 
relationship between China and the Philippines. 


2. (C) According to Renato Cruz De Castro, Professor of 
International Studies at De La Salle University and expert on 
Sino-Philippine ties, the opening of this consulate had 
encountered many delays due to the concerns of some 
Department of Foreign Affairs officials, who had privately 
expressed to him their suspicion that the consulate\'s real 
purpose would be \"surveillance.\" De Castro added that the 
PRC had held up the issuance of visas to Philippine diplomats 
in order to \"pressure\" the Philippine Government to give a 
final blessing to the consulate\'s opening. Daniel Espiritu, 
Director of the DFAYs China and North Asia Division and the 
PRC Embassy\'s DCM have separately claimed to poloffs that the 
delay since the formal agreement on the consulate in 2005 had 
been due primarily to the PRCVs inability to identify 

appropriate staff. (The Philippines maintains consulates in 
Guangzhou, Hong Kong, Shanghai, and Xiamen; Espiritu noted 
that the Philippines very much needed to increase its staff 
throughout China, but that PRC limitations so far did not 
enable it to do so.) 


3. (SBU) Comment: The PRC\'s newest diplomatic outpost will 
contrast unfavorably in many Philippine eyes with the U.S. 
diplomatic presence, with the Embassy in Manila and only a 
consular agent in Cebu since the closure of our own consulate 
there in the 1990s. Nonetheless, our active public diplomacy 
programs and vigorous nationwide travel schedule by Embassy 
officials from the Ambassador on down to advance U.S. policy 
goals and to highlight our developmental and relief 

assistance as well as robust bilateral counterterrorism 
cooperation, continue to ensure that we receive vastly 

greater -- and better -- media coverage and public 

recognition among the Philippine public than our Chinese 
counterparts. 
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Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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Robert Griffiths. Reasons 1.4 (b/d). 


1. (C) China understands the United States\' concerns 
about sending the \"wrong signal\" to Iran and is well 
aware of its obligations under UN resolutions, stated 
MFA West Asia and North Africa Affairs Acting Director 
for Iran Xu Wei. During an April 12 meeting, Xu said 
China\'s representative to the Natural Gas Producers\' 
Conference in Qatar confirmed that Iran\'s Oil Minister 
Vaziri-Hamaneh made a press statement claiming an 
imminent deal between Iran and Sinopec on the 
Yadavaran oil field. Xu said he personally believes 
that the press announcement was an attempt to bolster 
domestic confidence in Iran in the face of looming 
sanctions because according to his contact at Sinopec, 
no deal is in the offing. Sinopec is not preparing to 
sign an MOU or a contract on the oilfield, Xu stated, 
pointing out on-going disputes over liquefied natural 
gas pricing. Atthe end of the meeting, Xu reiterated 
that China is a rapidly developing county that needs 
access to energy resources and insisted that China\'s 
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pursuit of oil and gas is done in a transparent manner 
and without causing harm to other countries. 


2. (C) NDRC Energy Bureau (NDRC/EB) officials are 
currently unavailable to discuss Reftel points, 

stated The National Development and Reform 
Commission\'s (NDRC) Department of Foreign Affairs 
Director for American and Oceania Affairs Gu Jun. 
Gu told econoff that senior NDRC/EB officials are 
accompanying Chinese Premier Wen during his talks 
with Tokyo. 

RANDT 


104074 

OO RUEHWEB 

DE RUEHBU #0689/01 1020903 

ZNR UUUUU ZZH 

O 120903Z APR 07 

FM AMEMBASSY BUENOS AIRES 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7804 

INFO RHMFISS/CDR USSOCOM MACDILL AFB FL//SCJ2// 
RULGPUA/USCOMSOLANT 


SIPDIS 


STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, 
WHA/EPSC 
CDR USSOCOM FOR J-2 IAD/LAMA 


SIPDIS 

E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL, MEDIA REACTION 

SUBJECT: MEDIA REACTION; IRAN; IRAQ; CUBA; 04/11/07; BUENOS AIRES 
1. SUMMARY STATEMENT 

International stories today include the alleged Iranian energy 

crisis that could justify its nuclear program; the upcoming FM 

ministerial on the Iraq issue, which will take place in Egypt; and 

the US embargo on Cuba, which is questioned not only in Cuba but 


also in the US, where the majority of the public opposes it. 


Daily-of-record \"La Nacion\" carries an op-ed piece by Admiral James 
G. Stavridis, head of the US South Command. 


2. OPINION PIECES AND EDITORIALS 


- \"(Dead end) ally\" 


Column 3 

Marcelo Cantelmi, international editor of leading \"Clarin,\" penned 
(04/11) \"The issue just looks like a (dead end) ally. Ali Lariyani, 
secretary to the Iranian Security Council and the one who solved the 
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crisis posed by the UK Marines, warned European leaders and the 
International Atomic Energy Agency (IAEA) that the end of the 
Iranian nuclear program should be neither a condition nor the 
outcome of negotiations. 


\"According to Iranian authorities, their program does not include 

the bomb, but, given the circumstances, most believe that this will 

be an inevitable consequence in the medium term. The concrete thing 
for now is that, in spite of the fact that Iran has abundant amounts 

of oil, its energy structure is broken and the nuclear program is a 
handy option to solve a crisis that could well lead to social 

upheavals. 


\"As one can see, it is not only pride we are talking about in this 
thorny issue.\" 


-\"lraq and the hell of civil war" 


Daily-of-record \"La Nacion\" editorializes (04/11) \"On May 1, 2003, 

US President George W. Bush triumphantly announced to his people and 
the nations making up the military coalition that invaded Iraq - 
\'Accomplished mission\... 


\"Four years later, Iraq is merged in a tough sectarian civil war... 


\"The US seems bogged down in a conflict that not only has impaired 

its image in the eyes of the world but which seems to have a remote 

an unpredictable end. The shadow of what happened some decades ago 
in Lebanon is starting to grow and raises concern in all those who 

are involved in this mess. George W. Bush\'s declared objective of 
substituting a democracy for Saddam Hussein\'s tyranny is now 
unrealistic. 


\"As a consequence of the reshuffling of power occurred due to the 
downfall of Saddam Hussein\'s regime, Iran has become a new regional 
power and it openly defies the international community with its 

nuclear program, which contributes even further to worsening this 
complex reality. 


Y... The Iraqi FM has just surprisingly announced that the second 
meeting for multilateral peace talks will take place in Egypt 
instead of Turkey. 


\"... Four years away from the occupation of Baghdad by the US-led 
military coalition, the scenario has considerably worsened and the 
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worst predictions of those who opposed it seem to have been 
accomplished. 


\"The situation in Iraq will be the prevailing issue in the round of 
negotiations in Egypt... The road to dialogue seems to be the proper 
option to put an end to the climate of violence that has taken hold 

of Iraq and, to some extent, of the entire region. The world should 
not miss, then, a crucial opportunity to promote peace.\" 


- The (US) embargo on Cuba, anachronistic\" 


An editorial in leading \"Clarin\" reads (04/11) Cuba has suffered a 
US economic embargo for 45 years, which makes it live under severe 
limitations and outside of major trade flows... 


\"For the first time in history, most people in the US believe that 
sanctions should be lifted or softened, which could open prospects 
of reestablishing major trade. 


\"Reasons for this change are pragmatic rather than ideological. 
Communism has stopped being the main problem for US foreign policy 
and doubts about Castro\'s fragile health condition raise concerns 

and expectations. The problem is how to get out of the prolonged 
siege on Cuba without setting off a sudden imbalance in its economy, 
a point on which both Washington and Havana certainly agree.\" 


To see more Buenos Aires reporting, visit our classified website 
at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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TAGS: KMDR, PREL, KPAO, OPRC, SY 
SUBJECT: Special Report: Wolf, Pelosi and Issa Codels (April 2-6) 


1. Summary: Syrian papers welcomed the visit to Damascus by 
members of US House of Representatives Frank Wolf, Joe Pitts, and 
Robert Aderholt on March 30-31, Speaker Nancy Pelosi and six other 
Representatives on Apr. 3-4, and Representative Darrell Issa on Apr. 
5. 


The three government-owned dailies on Apr. 2 published only the 

brief Syrian News Agency reports on the meetings that Wolf, Pitts 

and Aderholt held with President Asad and FM Mouallem in Damascus on 
Apr. |, offering no further reporting and making no comment. 


Independent al-Watan, on the other hand, referred to the statement 
that the three representatives issued after the meetings, describing 

it as \"a slap in the face of the hoped-for Syrian-American 

dialogue.\" The paper said the Representatives\' statement 
\"reiterated the US Administration\'s demands of Syria and brought us 
back to square one.\" From the statement, al-Watan quoted the 
following: \"During all our meetings, we raised the need to prevent 
foreign fighters who kill innocent American and Iraqi soldiers from 
entering Iraq via Syria and the need to halt support for Hizbollah 

and HAMAS and to recognize Israel\'s right to exist in peace and 
security and to stop interference in Lebanon.\" Al-Watan also quoted 
the visitors\' statement that they met with \"businessmen, religious 
leaders, former political prisoner and current opposition leader 

Riad Seif, and other members of Syrian civil society.\" 


In another article on Apr. 2, entitled \"Damascus Sees in US House of 
Representatives Speaker Nancy Pelosi\'s Visit an Opportunity for 
Dialogue,\" al-Watan quoted an unnamed high ranking Syrian official 
as saying the following: \"Damascus views this visit with interest, 

as it appreciates Pelosi\'s positions, which represent American 
public opinion as revealed by the latest election, especially the 
opposition to the war on Iraq and the need to find a peaceful 
solution to the problem through dialogue with the influential powers 
in the region" \"Damascus finds in visit of the Speaker of the US 
House of Representatives an opportunity to express its position and 
explain that Syria has never been part of the problems of the region 
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and that the problem lies with the US Administration\'s ideology, 
which Pelosi and the American voters reject.\" \"The meeting with 
Pelosi is an opportunity for the dialogue that Syria calls for and 
considers to be the solution to the problems of the region.\" 


Papers reported Pelosi\'s arrival in Damascus on Apr. 3 and her 

meetings with President Asad, VP Shara and FM Mouallem on Apr. 4. 
Headlines featured President Asad\'s statement to Pelosi that \"direct 
dialogue could clarify a number of realities and tackle the main 

issues which are of mutual concern between Syria and the US, as well 

as the security of the region\". \"The visit of Mrs. Pelosi and the 
accompanying delegation to Syria conveys a clear message that 

dialogue and peace are the common language among nations,\" President 
Asad added. 


President Asad renewed Syria\'s commitment to peace, referring to the 
role played by Syria and the US since the launch of peace process in 
Madrid, to the following negotiations, and to Syria\'s adoption of 

the Arab peace initiative, a fact that proves the credibility of 

Syria\'s peace approach as a strategic option. 


On Iraq, the President underlined Syria\'s keenness for Iraq\'s unity, 
independence, stability and security through a comprehensive 
national reconciliation and a timetable for the withdrawal of 

foreign troops. 


\"Accordance among the Lebanese is the basic factor to tackle the 
main issues which guarantee restoration of stability in Lebanon,\" 
President Asad said. 


Mrs. Pelosi stressed that her visit to Syria aims at \"opening 
horizons of dialogue between Syria and the US to deal with the main 
regional issues,\" pointing to the positive impressions she and her 
accompanying delegation took from Syria. 


Pelosi described her talks with President Asad as productive, saying 
\"we came in friendship, hope, and determined that the road to 
Damascus is a road to peace.\" 


\"Our visit to Syria was very necessary based on the recommendations 
of the Baker-Hamilton Committee on Iraq and on the determination of 
Head of the House Foreign Affairs Committee to visit Syria,\" Mrs. 
Pelosi told a news conference with FM Mouallem. 


She added, \"the talks of the US delegation in Damascus concentrated 
on the necessity of achieving peace in the Middle East, combating 
terrorism, and regional issues\", stressing that peace in the Middle 
East is a priority for the American people, the region and the 

world. 


Mrs. Pelosi expressed relief over President Asad\'s reassurances made 
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to the US delegation that Syria was ready to resume the peace 
process in the Middle East. 


FM Mouallem underscored Syria\'s readiness to engage in dialogue, 
based on mutual respect, renewing Syria\'s commitment to achieve a 
just and comprehensive peace based on Israeli withdrawal from 
occupied Arab lands, including the Syrian Golan. 


\"Differences in viewpoint between Syria and the US is because of the 
absence of dialogue and because Syria lives in this region which 
witnesses disorder,\" FM Mouallem said, describing the visit as a 
contribution to narrowing those differences. 


\"Syria is ready to realize a just and comprehensive peace according 
to the Arab peace initiative,\" he reiterated. 


On HAMAS, Mouallem said it is a basic part of the political process 
in Palestine, having won the elections there. 


Regarding Iraq, the Syrian Minister added, \"We explained to the US 
delegation the measures taken by Syria to prevent any infiltration 
along the Syrian-lraqi borders,\" noting the formation of Syrian and 
Iraqi committees for the purpose. 


On Lebanon, Minister Mouallem said Syria aspires to excellent 
relations with brotherly Lebanon based on encouraging dialogue among 
the Lebanese parties to reach national accordance. He denied any 
arms\' smuggling from Syria to Lebanon. 


\"This visit paves the way for a constructive dialogue in the future 
to establish best relations between the Syrian and American 
peoples,\" FM Mouallem added. 


Government-owned Al-Thawra on Apr. 3 cited Syrian Ambassador in 
Washington Imad Mustafa\'s press statement describing Pelosi\'s visit 
as a \"positive step.\" He noted that leaders of both the Democratic 

and Republican parties \"have made many public statements on the need 
for public engagement in a dialogue with Syria." W According to 

media reports, the US Administration was shocked by the visit. | 

read in The New York Times that President Bush personally intervened 
to prevent the visit, but Pelosi said she came based on the 
recommendations of the Baker-Hamilton committee.\" The ambassador 
said the visit is \"part of the calm dialogue and a reminder of the 

basic fact that we might have different policies but we must remain 
diplomatically engaged in a dialogue to reach some understandings.\" 


All papers on Apr. 4 featured Pelosi\'s press statement in Beirut on 
Apr. 3 describing her visit to Damascus as important and expressing 
hope that reciprocal trust could be built by this visit. 


Papers on Apr. 6 reported President Asad\'s meeting on Apr. 5 with 
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Representative Darrell Issa. Talks dealt with developments in the 
region and means and mechanisms to start relations on a correct 
basis between Syria and the United States. Issa also met with FM 
Mouallem, who emphasized Syria\'s commitment to dialogue with the US 
on all issues and asserted the importance of the recent visits paid 

by US Congressmen to Damascus for finding solutions to the problems 
of the region. Issa reiterated the importance of continuing 

dialogue between Syria and the US, adding that \"the latest visits by 
US Congressmen to Syria constitute a new start for joint action to 
solve pending issues between the two countries.\" Issa said his 
meeting with President Asad was \"very constructive.\" In a press 
statement at the end of his talks in Damascus, Issa underscored that 
he joins his voice to that of Pelosi and supports the 

recommendations of the Baker-Hamilton Committee regarding the 
necessity of dialogue with Syria. \"At some point we will have a new 
Ambassador,\" he said. 


End of summary. 
2. Selected Headlines: 


\"Pelosi talks about opening horizon for dialogue, confirming her 

good impressions. President Asad: Dialogue and peace are common 
language among peoples... Syria is committed to peace as a strategic 
option\" (Government-owned Tishreen, 4/5) 


\"Speaker of US House of Representatives Pelosi leaves Damascus with 
good impressions: Damascus is the road to peace. FM Mouallem: We 
are ready to realize a just and comprehensive peace according to the 
Arab peace initiative\" (Government-owned Al-Thawra, 4/5) 


\"Information Minister Bilal: Speaker of US House of Representatives 
Pelosi\'s visit to Syria was fruitful and positive\" (Government-owned 
Tishreen, 4/5) 


\"President Asad reviews the situation in Iraq and the region with a 
delegation of US House of Representatives. FM Mouallem: The 
dialogue is to reach common denominators that would help find 
solutions to the crises in the region\" (Government-owned Tishreen, 
4/2) 


\"Pelosi, Welcome to dialogue. Mustafa, Syrian Ambassador to 
Washington: A positive step towards a calm dialogue\" 
(Government-owned Al-Thawra, 4/3) 


\"Pelosi in Beirut: Syria has hope for trip to Syria\" 
(Government-owned Syria Times, 4/3) 


3. Editorial Block Quotes: 
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\"And Pelosi to Damascus\" 


Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
wrote (4/3): \"US legislators from both the Republican and 
Democratic parties realize that there is disorder in US policy 

toward the region. They also realize that they have to work to 
redress this disorder, beginning with the mistakes of the war on 

Iraq and relations with Syria and ending with US foreign policy in 
general. 


\"In this context come the visits to Syria by US parliamentary 
delegations from the Republican and Democratic parties. These 
visits will reach their highest point tomorrow with US House of 
Representatives Speaker Pelosi\'s visit... 


\"Ms. Pelosi comes to Damascus with a large number of facts collected 
by previous delegations on the true Syrian constructive role in 

dealing with the issues of the region. This role was accurately 

sensed by the US Republican Representatives who came to Damascus 
before her -- Frank Wolf, Joe Pitts, and Robert Aderholt... 


\"Everyone, both in and outside the United States, knows that Syria 
is open to dialogue with the US administration.... Syria is 

interested in listening to US views and ensuring that Americans know 
its true stands. 


\"People can remove a lot of misunderstanding and learn about 
policies through dialogue and discussion.... 


\"Syria is known at the world level for being committed to 
international legitimacy. It does not need to present evidence in 
this respect, and Americans know this fact well. Syria has asserted 
to them many times that it is interested in working with the 
neighboring states to help Iraq overcome its tragedies, proceeding 
from the fact that Iraq is a fraternal country and a neighbor. 


\"Syria also asserted to Americans that it is interested in 
re-launching the peace process and achieving peace, security, and 
stability in the region in accordance with the Arab peace initiative 
and on the basis of the relevant UN Security Council resolutions. 


\"That is Syria before, during, and after the visits by Ms. Pelosi 
and other US officials: Inclination toward constructive dialogue, 
efforts to achieve peace, security, and stability, and adherence to 
international charters. 


\"Ms. Pelosi, welcome to Damascus, and there is great hope that 
balance will be restored to US policy in the region.\" 


Column 3 


Umar Jaftali, an editorialist in government-owned Tishreen, said 
(4/3): \"Pelosi will find out in Damascus that Syria reaches out for 
a serious and sincere dialogue with US officials and that Syria\'s 
true image is different from the one that entails unfairness and 
preconceptions.... 


\"The US House speaker will personally see the truth of Syria\'s 
position and the extent of its seriousness in solving all pending 
problems, whether to establish security in the region or to build 
fruitful and constructive relations with the United States.... 


\"Pelosi knows that Syria has an important and constructive role 
based on the criteria of justice and the international resolutions, 
and that it is not possible to do without Syria in any serious 
attempt to correct the accumulating mistakes, from the problem of 
the Israeli occupation of Arab land to Israel\'s failure to comply 
with UN resolutions, which upsets the balance in the region, to the 
situation in Iraq... 


\"Syria has always stressed that dialogue, not estrangement, is the 
way to reach understanding and establish correct and balanced 
relations... 


\"We have great hope in the results of Codel visits and dialogue. 
Pelosi, who is welcome in Syria, might, through her visit, help 
correct the situation and restore balance to Syrian-American 
relations.\" 


Ahmad Dawwa, a commentator in government-owned Al-Thawrah, wrote 
(4/3): \"Pelosi\'s visit to Syria shows that US officials are 

convinced of the importance of dialogue with Syria and of Syria\'s 

key role in the region.... Also, the visit reflects an explicit 

admission that Bush\'s policy of isolating Syria has failed.... 


\"Statements by Pelosi and Democrats in general about Syria and 
problems of the region, which substantially disagree with Bush\'s 
policy, open the door for a serious and constructive dialogue 
between Syria and the United States to find acceptable common 
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denominators about the sensitive issues in the region and, 
consequently, prevent deterioration in the region\'s security and 
stability... 


\"Syria welcomes Pelosi\'s visit and any visit by any American 
official who opts for dialogue and cooperation to solve the problems 
of the region. Those who believe Syria will offer concessions or 
bargain over its rights are wrong. All that Syria wants is to spare 
the region further damage as a result of the US Administration\'s 
policy and to safeguard Arab rights. If any party must make 
concessions, then it is the US Administration, which believed that 
pressure could force Syria to change its positions... 


\"Pelosi\'s visit to Syria acquires its importance from the delicate 
and sensitive situation in the region and from the position that 
Pelosi occupies at the helm of the US House of Representatives.... 


\"Pelosi is in Damascus not because she loves this beloved city but 
because she realizes that it is impossible to ignore Syria\'s role. 
Others, who also realize this fact, need to wake up.\" 


Muhyi-al-Din al-Muhammad, a commentator in government-owned Tishrin, 
wrote (4/3): \"Pelosi\'s visit to Damascus is an important step in 

the right direction because it is part of Syria\'s dialogue with the 

United States and the rest of the world and because the US House of 
Representatives Speaker strongly opposes the war in Iraq and knows 

that the problems of the region are connected and that Syria can 

play an important role in finding solutions... 


\"It can, therefore, be said that the importance of the visit lies in 

the visit itself, regardless of the results it will produce. This 

is because this visit by the Speaker of the House of Representatives 
revives the Syrian-American dialogue over issues of the region. It 

is also consistent with Syria\'s desire to push the political process 

in Iraq forward, help Lebanon overcome its problem, and revive the 
Middle East peace process based on the terms of reference of the 
Madrid conference and the relevant UN resolutions, especially 
Resolutions 242, 338, and 194, while taking into consideration what 
was accomplished before the suspension of the negotiations between 
Syria and Israel... 


\"Syria today receives Nancy Pelosi with an open heart and mind and 
with deep realization that it is difficult, if not impossible, to 

have identical views on all the issues that might be raised on the 
discussion table. But we trust that the continuation and deepening 
of the dialogue is a demand by Syria and the countries of the 
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region, and that if the dialogue does not help attain all the 
desired results, it at least revives hope for reduced tension and 
for better results in the next dialogue rounds, no matter how long 
it takes.\" 


Isam Dari, Chief Editor of government-owned Tishrin, commented 
(4/4): \"With all realism, we acknowledge that Mrs. Pelosi\'s visit, 
important as it is, will not be able to remove all the obstacles 
blocking the restoration of Syrian-US relations to normalcy or 
overcome the phase of misunderstanding or dissipate the heavy dark 
clouds that hover in the sky of these relations and prevent mutual 
understanding and dialogue. However, this does not mean that the 
visit will not achieve any positive results. Although we do not 
consider the mere visit as a positive development irrespective of 
the results that it will produce, we believe that the dialogue which 
she will hold in Damascus will be of great importance....\" 


Khalid al-Ashhab, a commentator in government-owned Al-Thawra, wrote 
(4/4): \"Pelosi\'s visit to Damascus is the first cloud of the white 

smoke that began to appear and clear the air of the Syrian-American 
relations.\" 


\"If President Bush\'s administration, through the policies of 

injustice, occupation, and repression, failed to answer the historic 
American question \'why do they hate us?\' that was asked after 9/11, 
then Mrs. Pelosi and her team, who are willing to uphold and 
translate the true American values, are able, if they want, to make 
the world once again yearn for America\'s culture and high ethical 
values....\" 


Thana al-lmam, a commentator in independent al-Watan, said (4/2): 
\"The statement that three US Republican Congressmen issued at the 
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end of a visit to Damascus was something like a slap in the face of 
the hoped-for dialogue between Syria and the United States.... 


\"The American statement contained no reference to the need to 
achieve a just and comprehensive peace in the region and strongly 
supported President George Bush\'s strategy in Iraq. 


\"The congressmen called for stopping support for Hizbollah and 
HAMAS, preventing fighters from crossing into Iraq, recognizing 
Israel\'s right to live in peace, and refraining from intervening in 
Lebanon.... This means that we are back to square one. For these 
American demands have not changed for more than three years.... 


\"The statement also achieved a US objective through the announcement 
that the representatives met with Riyad Sayf, former People\'s 

Assembly member, especially since the US administration allocated 
funds to support the Syrian opposition, something that Damascus does 
not view with satisfaction... 


\"Observers believe that the only positive thing in the Congressmen\'s 
statement was their call for a strong diplomatic effort to address 

the unresolved issues in the region. And even here, the Congressmen 
failed to specify that the main problem in the region is the 

Arab-Israeli conflict... 


\"The official Syrian report on the Representatives\' meeting with 
President Asad was very brief.... This proves that the US 
Representatives\' visit to Damascus was not as successful as was 
hoped for. 


\"Pending the arrival in Damascus of Nancy Pelosi, it is clear that 
Syria is left with no option but to wager on the contradictions 
between the Republican Party, which controls the White House, and 
the Democratic Party, which controls the Congress, to serve its 
interests, especially through a search for solutions to the issue of 

a just and comprehensive peace, to start with.\" 


Corbin 
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E.O. 12958: DECL: 04/12/2017 

TAGS: PREF, PREL, PHUM, PGOV, CH, NP 

SUBJECT: TIBETAN REFUGEES: NANGPA-LA SURVIVOR TELLS HIS 
STORY 


Classified By: Ambassador James F. Moriarty for reasons 1.4(b/d). 


Summary 


1. (C) According to Lhopsang Penjore, a Tibetan refugee who 
was present at the time, recently provided more details 
regarding the September 2006 murder of a Tibetan nun by PRC 
border guards. Penjore told RefCoord on April 10 that the 
76-person group was ten days from Lhasa when Chinese armed 
police shot and killed the young Tibetan nun and fired shots 

at several others, injuring one in the leg. Penjore was 

arrested and detained in Tingre and Shigatse prisons for 

nearly two months. After he was released, Penjore returned 

to Lhasa and, four months later, began the journey again -- 

this time on his own. He successfully crossed near the 
Nepal-China border at Kodari and arrived at the Tibetan 
Refugee Reception Center in Kathmandu March 27. 


Lhopsang Penjore -- A Tibetan Farmer Decides to Flee 


2. (C) On April 10, RefCoord interviewed Lhopsang Penjore 
(please protect) at the Tibetan Refugee Resettlement Center 
in Kathmandu. Penjore, 30, said he was from a farming family 
in northern Kham district, the youngest of five children. 

His family had owned a large tract of arable land, which the 
People\'s Republic of China (PRC) had divided and 
redistributed to several families in 1959. His family grew 
wheat and barley on their small acreage. Penjore indicated 
that his village was ethnically Tibetan, but governed by Han 
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Chinese authorities. The relationship between the two groups 
was \"not bad,\" but that whatever they (the Chinese) say, we 
must do. Penjore decided to attempt the perilous trek to 
Nepal to pay homage to the Dalai Lama; he feared that as he 
grew older, it would be more difficult to make the journey. 
Penjore said that he had left his home knowing that he would 
spend the rest of his life in India. 


Impossible to Procure a Passport 


3. (C) In July 2006, Penjore departed for Lhasa, where he 
hoped to obtain a Chinese passport. According to Penjore, if 
he were to have applied for a passport in his district, it 

would have taken one and a half years to receive a reply. 
Thus, he carried with him to Lhasa his identity card, a 

letter from the Han Chinese village authorities, and one from 
the district government. Even with this evidentiary 

support, Penjore was unable to procure a passport from the 
PRC in Lhasa. He believed it was because he did not know any 
of the Chinese authorities personally and was unable to pay 
the necessary bribe. Chinese applicants, on the other hand, 
he said, only had to show an identity card to obtain a 
passport. 


The Journey Begins in Lhasa 


4. (C) After spending two months in Lhasa, Penjore met a 
Tibetan guide who offered to take him to Nepal with a group 
of 75 other Tibetans. They departed Lhasa in mid-September 
2006 at night in the back of a large lorry. Penjore recalled 
knowing one other Tibetan in the group who was from a 
neighboring village. Ten of the group were children and six 
or seven were women, he added. The group traveled only at 
night, he said, as it was very dangerous to travel by day. 
They spent the first two nights in the back of the truck, 

which brought them to a village near Tingre. Another vehicle 
met them in Tingre, roughly 400 miles from Lhasa, and 
transported them the third night to a remote village from 
where they had to proceed on foot. On the seventh day, the 
group ran out of food, which had to be carried individually 

in rucksacks. Penjore noted that they could not ask for food 
at nearby villages for fear that a \"Chinese spy\" would report 
their presence to the authorities. The Tibetans also knew 
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that anyone who helped them could be arrested. 
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The Incident at Nangpa-La 


5. (C) On the tenth day of the journey, the group was 
traversing the Nangpa La (Nangpa Pass) at over 19,000 feet 
above sea level between Tibet and Nepal. By this time, 
Penjore said, they were traveling by day for two reasons: 

first, crossing the snow and ice was too dangerous at night, 
and second, they needed to proceed quickly as they were all 
starving. The large group had also divided into smaller 

units with some walking faster than others. Penjore reported 
that he was in a group of fifteen people, roughly in the 

middle. Penjore\'s group had traversed across the side of a 
mountain and had reached the bottom when they heard a shot 
fired. (Penjore later realized that this was the shot that 

killed 17-year-old Kelsang Namtso.) A few minutes later, 

they could see a Chinese army patrol shooting and running 
toward them. One man in Penjore\'s group was shot in the leg. 
The army soldiers, he said, put a gun to the head of one 
Tibetan man in his group and yelled at everyone, \"do not take 
another step or | will shoot!\" Roughly 33 of the group of 76 
were arrested. Penjore and the others were handcuffed and 
escorted back to a waiting vehicle, which also carried the 
body of the deceased nun. He speculated that someone must 
have spotted them the day before and reported it to the 
Chinese authorities. 


Incarceration in Chinese Prison 


6. (C) The vehicle took the Tibetans two hours away to an 
army post where they were each interrogated for roughly 30 
minutes. Penjore recalled watching the army soldiers 
photograph the dead nun\'s body and extract the bullet. 
Members of the group were asked about the identity of the 
deceased. The body, he believed, was left at the army camp. 
The next day, another army vehicle transported the Tibetans 
to Tingre where they stayed for three days in army detention 
and one day in a police prison. They were questioned about 
why they had attempted to leave the country. Penjore noted 
that the group was ill fed, given only small amounts of 
tsampa (traditional Tibetan porridge made of barley) three 
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times per day. The soldiers and police also beat the 

Tibetans with hands and feet, but used no other methods of 
torture. From Tingre, the group was taken by truck to the 
Shigatse prison where, Penjore said, there were roughly 300 
Tibetans incarcerated. In Shigatse, Penjore stated, the 
Chinese authorities believed he was a Tibetan monk, or lama, 
due to his short hair, which was typically worn by monks 
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versus long hair kept by most Tibetan lay people. Because 
they thought he was a monk, Penjore was required to clean the 
pig sties and kill the insects inside the prison\'s 

greenhouse. After 1 month and 20 days, one of Penjore\'s 
relatives was called to the prison and he was released. 


Second Journey to Nepal Successful 


7. (C) Penjore immediately returned to Lhasa where he stayed 
with a childhood friend for four months. With financial help 
from his friend, Penjore decided in March 2007 to attempt the 
journey to Nepal again, but this time on his own. He paid a 
truck driver 3,000 yuan (roughly USD 390) to transport him to 
a place called Dham, near the Kodari border crossing, which 
is on the heavily guarded main commercial trading route 
between China and Nepal. At Dham, Penjore found a Nepali 
guide who agreed to bring him to Kathmandu for 2,600 yuan 
(roughly USD 335). Penjore arrived safely at the TRRC on 
March 27 and was expected to depart for New Delhi by bus on 
April 11. 


Background on Transit of Tibetans Through Nepal 
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8. (SBU) Between 2,000 - 3,000 Tibetans every year enter 
Nepal from China on their way to India. The most common 
reasons for departing Tibet include religious pilgrimage (to 

see the Dalai Lama or Karmapa), education, or economic 
opportunity. During the fall and early winter months, most 
Tibetan refugees transit down to Solukhumbu in Nepal (through 
the Sagarmatha National Park). During this period, the 
glaciers have solidified and the passes remain open. During 
winter, the passes become snowbound, while during the spring 
and summer months, the glaciers become soft and are extremely 
treacherous. Thus, at this time of year, most Tibetan 

refugees transit to Nepal near Dham in Tibet, somewhere close 
to the Kodari border crossing (often referred to by the name 

of the nearby Nepali town, Tatopani). As a result, fewer 
weather-related injuries are seen (such as frostbite), but 

fewer refugees make it through due to higher security near 

the border checkpost. 


Comment 


9. (C) Penjore\'s journey from Tibet is fairly typical except 
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for the deadly incident at Nangpa-la in September 2006. 
Although not an eyewitness, Penjore gave an account of the 
shooting and its aftermath that appeared genuine. Penjore 
seemed to have no idea that the shooting had occurred inside 
Nepal, which other eyewitnesses have suggested. This is 
unsurpising considering the absence of national demarcation 
lines in the remote, mountainous terrain. The Chinese 
authorities treated Penjore and his group less harshly when 
compared to other accounts of torture in Shigatse that we 
have heard. With continued reports of discrimination against 
ethnic Tibetans in China, it comes as no surprise that 
Tibetans remain willing to take extreme risks and undergo 
hardship to cross the Himalaya and escape into Nepal. 
MORIARTY 
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E.O. 12958: DECL: 04/12/2017 

TAGS: PREL, PREF, MOPS, PHUM, BH, TH 

SUBJECT: RTG MFA REACTION TO SKIRMISHES ON THE THAI-BURMA 
BORDER 


REF: CHIANG MAI 000066 


Classified By: Political Officer J.R. Littlejohn for reasons, 1.4 (b) a 
nd (d) 


1. (C) On April 12, MFA Director of the East Asian Division 

Il Kallayana Vipattipumiprates said the Thai were closely 
monitoring recent skirmishes on the border between the Karen 
National Union (KNU), the collective forces of the State 

Peace and Development Council (SPDC), the Democratic Karen 
Buddhist Army (DKBA), and soldiers allied with former KNU 7th 
Brigade Commander Htain Maung. On April 9, Kallayana visited 
the border area where the attacks allegedly took place. He 

told us that RTG military units along the border said the 

fighting had not spilled over to the Thai side of the border. 


2. (C) The Thai, he said, have registered little concern 
because there are no Thai villages near the battleground, and 
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no Thai casualties. Kallayana noted that roughly 300 
refugees fled across the border as a result of these latest 
developments. He said the Thai were ready to accept them 
until the fighting simmers down. 


3. (C) Kallayana reported that one shell landed on the Thai 
side of the border on April 9 and, after failing to detonate, 
was secured by Thai officials. Currently the Thai are trying 
to determine the origin of this artillery. If the evidence 
suggests that the shell was fired by the Burmese army, 
Kallayana speculated that the Thai would prepare a 
strongly-worded \"Letter of Protest.\" 


4. (U) This cable coordinated with Emb Bangkok/CG CM 
BOYCE 


104078 

PP RUEHWEB 

DE RUEHTV #1075/01 1020915 

ZNR UUUUU ZZH 

P 120915Z APR 07 

FM AMEMBASSY TEL AVIV 

TO RUEHC/SECSTATE WASHDC PRIORITY 0497 
RHEHAAA/WHITE HOUSE WASHDC PRIORITY 
RHEHNSC/WHITE HOUSE NSC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUEAHQA/HQ USAF WASHINGTON DC PRIORITY 
RUEADWD/DA WASHDC PRIORITY 
RUENAAA/CNO WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 
RUEHAD/AMEMBASSY ABU DHABI PRIORITY 1965 
RUEHAS/AMEMBASSY ALGIERS PRIORITY 8704 
RUEHAM/AMEMBASSY AMMAN PRIORITY 1916 
RUEHAK/AMEMBASSY ANKARA PRIORITY 2769 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 1959 
RUEHEG/AMEMBASSY CAIRO PRIORITY 9801 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 2701 
RUEHLO/AMEMBASSY LONDON PRIORITY 9604 
RUEHFR/AMEMBASSY PARIS PRIORITY 0080 
RUEHRB/AMEMBASSY RABAT PRIORITY 6686 
RUEHRO/AMEMBASSY ROME PRIORITY 4083 
RUEHRH/AMEMBASSY RIYADH PRIORITY 8983 
RUEHTU/AMEMBASSY TUNIS PRIORITY 3178 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 5105 
RUEHJM/AMCONSUL JERUSALEM PRIORITY 6514 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RHMFISS/COMSOCEUR VAIHINGEN GE PRIORITY 
RHMFIUU/COMSIXTHFLT PRIORITY 


Column 3 
SIPDIS 
STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 


JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 


SIPDIS 
E.O. 12958: N/A 
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SUBJECT: ISRAEL MEDIA REACTION 


HaVaretz, Yediot, and Israel Radio reported that US Defense 
Secretary Robert Gates will visit Israel next week for a series of 


SIPDIS 

meetings with PM Ehud Olmert and Defense Minister Amir Peretz on the 
strategic situation in the Middle East. Ha\'aretz\'s web site 

reported that, during his visit, Gates may attempt to persuade 

Israel to ease its objections to the sale of advanced weapons 

systems to Saudi Arabia and other Gulf states. The visit, which 
HaVaretz said is scheduled for April 17, is the first time a US 

Defense Secretary will be visiting Israel in eight years. HaVaretz 
reported that American sources told the daily on Tuesday that the 

visit was decided and a date finalized, though an official 
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announcement on the matter has not been made public. HaVaretz 
wrote that the visit, which comes about a month after Peretz visited 
Washington, will also deal with bilateral defense ties between the 
U.S. and Israel. 


The Jerusalem Post quoted the Prime Minister\'s Office as saying that 
Olmert will block any attempt by Abbas to discuss final status 

issues when the two leaders meet on Sunday. Citing AP, The 
Jerusalem Post quoted Palestinian Finance Minister Salam Fayyad as 
saying on Wednesday in Brussels that the new Palestinian government 
will need USD 1.33 billion in international aid to \"get back on our 
feet.\" 


Leading media quoted Hamas as saying on Wednesday that a prisoner 
swap deal for the release of Cpl. Gilad Shalit was \"doomed to fail,\" 
if Israel demanded that militants \"with blood on their hands\" be 
dropped from the Palestinians\' list. The Jerusalem Post reported 
that, as negotiations over the release of Cpl. Gilad Shalit appeared 
to enter their final lap this week, grave concern was expressed 
within the Israeli defense establishment on Wednesday over the 
growing rift within Hamas, which Israeli officials warned could 
jeopardize the deal and future contacts with the PA. The Jerusalem 
Post quoted a senior Hamas official as saying on Wednesday that 
Israel will eventually surrender to Shalit\'s captors and release 
hundreds of Palestinian prisoners. The Jerusalem Post also quoted 
the PA as saying that Israel was responsible for the delay in 
reaching a prisoner exchange with the Palestinians. 


The Jerusalem Post reported that senior Israeli defense officials 

told the newspaper that Defense Minister Peretz plans to go ahead 
with the evacuation of settlers from the controversial Hebron 

building they have occupied, even if Olmert opposes the move. 
HaVaretz and other media quoted Attorney General Menachem Mazuz as 
saying on Wednesday that the settlers should be allowed to petition 

the High Court of Justice against their eviction. Therefore, Mazuz 

was quoted as saying that they could not be evacuated immediately. 
The settlers have 30 days to petition against their eviction. 

According to Mazuz, the settlers\' inhabitance of the house -- which 
they claim to own after having paid USD 700,000 for it -- cannot be 
defined as \"invasion\" and is therefore not subject to immediate 
eviction. Mazuz had, however, ordered their eviction based on the 

fact that even if the house were legally acquired, the settlers 

still required permission from the Israeli Civil Administration to 

inhabit it. Maariv and other media cited the opinion of half the 

cabinet members that Defense Minister Peretz cannot make a deQsion 
to evacuate the building. 


Yediot reported that PM Olmert has decided to continue legal 
investigations into illegal settler outposts. Yediot quoted Olmert 
associates as saying that the outposts will be vacated in a matter 
of weeks. According to the newspaper, Justice Minister Daniel 
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Friedmann will likely head the committee that should ultimately 
decide on their evacuation. 


HaVaretz and Maariv, and The Jerusalem Post reported that Alon Liel, 
former director general of the Foreign Ministry, and American-Syrian 
national Ibrahim (Abe) Suleiman will appear today before the 
Knesset\'s Foreign Affairs and Defense Committee. The two will brief 
the committee members on the secret, unofficial talks they 
conducted, and on the understandings they reached for a peace 
agreement between Israel and Syria. Suleiman, who landed in Israel 
on Tuesday, will become the first Syrian to address a Knesset 
committee when he briefs the panel on the extent of his connections 
with the Syrian regime. He will tell the Knesset members about the 
committee appointed by Syrian President Bashar Assad, which is 
headed by one of his army generals, to coordinate the talks with 
Israel. In addition, he will relay the messages he received from 
Syrian FM Walid Mualem. HaVaretz wrote that, in the hearing, Liel 
will disclose the content of the reports he allegedly gave to 

officials in the Foreign Ministry regarding his progress in the 

talks. Liel also reported to various parties in the Prime Minister\'s 
Office when it was headed by former PM Ariel Sharon. HaVaretz said 
that, during his stay in Israel, Suleiman told Israeli sources that 

he intended to clarify to the MKs that \"there is a genuine 

willingness in Damascus to initiate peace talks with Israel, which 

at the very least requires Israel to test the waters.\" HaVaretz 
reported that, despite Suleiman\'s interest to meet Israeli officials 
during his visit, the Foreign Ministry decided against such a move. 
The ministry\'s Director General, Aharon Abramovitch, explained that 
Suleiman\'s request had been denied \"to avoid giving a false 
impression, as though he were engaged in official talks with the 
State of Israel.\" Abramovitch added: \"If Syria wanted to conduct 
official talks, it had other avenues available to it.\" HaVaretz 

reported that the Prime Minister\'s Office had similar reservations, 

as it did when the newspaper first exposed the existence of the 

talks in January. 


Leading media quoted Hizbullah Deputy Secretary-General Naim Qassem 
as saying in an interview with the British Guardian that his 

organization is preparing for the possibility of a new war with 

Israel as soon as next summer. The Jerusalem Post quoted Thomas 
Fuentes, special agent in charge of the FBI\'s international 

operations, as saying on Wednesday that the FBI assesses that 

Hizbullah has not conducted attacks in America out of concern that 

it would provoke too strong a response and disrupt the 

organization\'s fund-raising in the US. 


Yediot quoted sources in Jordan as saying that Knesset Member Azmi 
Bishara has proposed that he return to Israel provided he is not 
arrested. According to the sources, Israel is not prepared to 

conclude any deal with him. Yediot reported that Bishara told his 
friends in Jordan that a kidney condition he suffers from does not 
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allow him to sit in jail. The media reported that his wife and 
children have come back to Israel. 


The Jerusalem Post printed a picture taken Wednesday of visiting US 
Rep. Gary Ackerman (D-NY) with the wife and mother of abducted IDF 
solder Ehud Goldwasser. The photo shows Ackerman displaying signed 
copies of the House bill supporting calls for the release of the IDF 
soldiers. 


Yediot quoted International Atomic Energy Agency Spokeswoman Melissa 
Fleming as saying on Wednesday that it will take four to six years 

for Iran to have the capacity to build its own nuclear bomb. This 

means, in FlemingQs opinion, that there is still time to counter the 
potential threat by diplomatic efforts. Yediot cited the Israeli 

intelligence\'s assessment that Iran would have that capacity in 3-4 

years. 


Maariv quoted former Mossad head Nahum Admoni as saying that Israel 
attempted to thwart the construction of a nuclear reactor in Iraq in 
the 1980s -- after Israel bombed the Osirak reactor in 1981. 


Yediot reported that police officers will interrogate billionaire 
Olmert associates abroad -- Frank Lowie in Australia and Daniel 
Abrams in the US -- regarding Olmert\'s alleged intervention in the 
government tender for the sale of the controlling interest in Bank 
Leumi, Israel\'s second-largest bank. 


All media reported on Wednesday\'s series of bombings in Algiers, in 
which at least 24 people were killed. A local branch of Al-Qaida 
claimed responsibility for the attacks. 


All media reported on a further drop in the rate of the US dollar on 

the Tel Aviv market (4.107 shekels to a dollar on Wednesday). The 
media said that a comment by Bank of Israel Governor Stanley Fischer 
that he will not intervene in the foreign currency market 

accelerated the decline of the US currency in Israel. HaVaretz 
explained that the situation entails no crisis. 


HaVaretz reported that the peace fund established by Yitzhak Rabin 
and Shimon Peres is voluntarily liquidating its assets. 


HaVaretz reported that, during his recent visit to Israel, 
conservative American journalist Robert Novak criticized the Bush 
administration, Olmert, AIPAC and Senator Hillary Rodman Clinton, 
but that he found that AIPAC was a suitable interlocutor. 


All media reported that on Wednesday IAF warplanes nearly shot down 
a Continental Airlines aircraft during its approach to Ben Gurion 


Airport after it lost communications with air controllers. 


HaVaretz reported that the average prison term for convicted 
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traffickers in women last year was 33 months, compared to 54 months 
in 2005 and a maximum sentence of 16 years. 


Maariv cited a claim by Shlomo Taub, the director of a private 
corporation dealing the restitution of Jewish property, as saying 

that one fifth of the land in Poland belongs to Jews. The value of 

the supposedly Jewish-owned property is assessed at USD 35 billion. 
Maariv also cited a new Google Earth project mapping the Holocaust. 
The Jerusalem Post ran a feature about House Speaker Nancy Pelosi\'s 
late father, US Congressman Thomas D\'Alesandro, Jr., a \"Roosevelt 
Democrat\" who broke ranks with President Franklin D. Roosevelt on 
the issues of rescuing Jews from Hitler and creating a Jewish 

state. 


HaVaretz and Hatzofe cited The Wall Street Journal as saying that 
Northrop Grumman Corp. plans to forge an excusive partnership with 
Israel Aircraft Industries (IAI) to provide lighter, more flexible 

spy satellites to the US military and intelligence agencies. 


HaVaretz reported that the international transportation firm 
Bombardier is in advanced talks with Iscar and Cyclone Aviation 
Products that would make the two local companies regular suppliers 
for its factories worldwide. Iscar, which was bought up by American 
tycoon Warren Buffett last year, may supply cutting tools to 
Bombardier Transformation factories in Europe. The deals could be 
worth tens of millions of dollars. 


Maariv printed the results of a TNS/Teleseker Polling Institute 
survey according to which 45 percent of Israelis support the release 
of Palestinian prisoners who murdered Israelis -- as part of a wider 
release of Palestinian detainees -- in exchange for Shalit\'s 

release; 36.5 percent are opposed; 18.6 percent are undecided. 


Senior columnist and chief defense commentator Zeev Schiff wrote on 
page one of the independent, left-leaning HaVaretz: WA release of 
prisoners in stages will ensure that [Hamas\'s] commitment [to 

freeing IDF Cpl. Gild Shalit and maintaining a general cease-fire] 

is upheld.\" 


Senior columnist Haggai Huberman wrote in the nationalist, Orthodox 
Hatzofe: \"The very fact that the release of terrorists in exchange 
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for the kidnapped soldier is being negotiated at all is moral 
bankruptcy.\" 


Block Quotes: 


|. \"Release Them in Stages\" 


Senior columnist and chief defense commentator Zeev Schiff wrote on 
page one of the independent, left-leaning HaVaretz (4/12): \"Once 
again in the history of the Israeli-Palestinian conflict, Israel is 

faced with the question of whether to cross the red line in the hard 
war against terrorism.... The list of prisoners presented to Israel 

is extreme in its demands. It is clear that Israel will have to 

cross certain lines in this deal, and the question is how to bring 
Shalit back without undermining certain criteria of the war on 
terrorism. Israel has no choice but to negotiate with Hamas, even 
through Egyptian mediation.... Hamas has a twin interest in the 
release of the prisoners: shocking Israeli public opinion and 
bolstering its position among the Palestinians. Israel\'s surrender 
to Hamas on the matter of the prisoners\' list will seriously 
undermine its deterrent in the war against terrorism and will 

bolster terrorist groups. The lesson to terrorists is that acts 

against Israel are risky, but that they stand a chance of avoiding 
punishment a few years later.... There is no way to avoid 
negotiating with Hamas for the release of Shalit, despite the 
continuing war. The members of [Israel\'s] National Security Council 
are right in their claim that the current deal needs to be part of a 
broader effort. For example, not only exchange of Shalit for these 
prisoners but also the commitment of the Hamas government to impose 
the cease-fire on all the Palestinian groups. A release of 

prisoners in stages will ensure that this commitment is upheld.\" 


Il. \"No to the Shalit Deal" 


Senior columnist Haggai Huberman wrote in the nationalist, Orthodox 
Hatzofe (4/12): \"Prime Minister Ehud Olmert deserves our praise for 
having rejected the list of prisoners that Hamas submitted with a 
demand that they be released in exchange for Gilad Shalit. The 
difficult problem is not the list of prisoners but the very fact 

that the release of terrorists is being negotiated in exchange for 

the kidnapped soldier. The following is likely to be very 

unpopular, but it is something that needs to be said: the very fact 
that the release of terrorists in exchange for the kidnapped soldier 

is being negotiated at all is moral bankruptcy. It damages and 
weakens the State of Israel and the terrorists are given a valuable 
lesson: Kidnapping soldiers pays.... The [1985] Jibril 

[prisoner-swap] deal served within two years as the fuel for the 
Intifada. The Intifada created an irreversible reality in Judea and 
Samaria [i.e. the West Bank]: the masses of Israel stayed away from 
those parts of the Land of Israel. That reality, the aloofness and 
alienation that was shown by the masses of the Jewish people to 
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Judea, Samaria, and Gaza, prepared the emotional groundwork for 
trading them for a political agreement and prepared the ground for 
the acceptance of the terrible Oslo Accords, which established a 
terrorist Palestinian Authority in the heart of the Land of Israel 

and ended with 1,500 Israelis dead.\" 


JONES 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
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E.O. 12958: N/A 
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SUBJECT: MEDIA REACTION: CHINA-JAPAN RELATIONS, U.S. FOREIGN POLICY 


1. Summary: While Taiwan\'s major Chinese-language dailies gave 
front-page coverage to an accident that happened at the Kaohsiung 
Zoo Wednesday evening, news coverage on April 12 also focused on the 
battle over the ownership of the Taiwan Television Enterprise, one 

of the island\'s four terrestrial TV networks, and on the 2008 
presidential elections. The pro-status quo \"China Times\" devoted 
more than half of its second page to an exclusive interview with 

Vice President Annette Lu, in which a news story carried the 

following headline: \"Regarding the Four Nos, Lu Asks the United 
States Not to Press [It] Any More.\" The sub-headline added 
\"[Taiwan] has Long since had Independent Sovereignty; the Republic 
of China is Taiwan.\" 


2. In terms of editorials and commentaries, a \"China Times\" op-ed 
piece commented on Chinese Premier Wen Jiabao\'s visit to Japan. The 
article said Wa profound \'tectonic movement\ has occurred under the 
tense surface of China-Japan relations.\" A separate \"China Times\" 
analysis said the fact that the Taiwan issue was not put into words 

or included in the China-Japan communique indicated that the 

distrust between the two countries has yet to subside. An op-ed 

piece in the limited-circulation, pro-independence, English-language 
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\"Taipei Times,\" on the other hand, discussed the U.S. foreign policy 
and said \"a full appreciation of the strengths and particularly the 
weakness of the US position in the international community provides 
an indispensable context for how the US will subsequently act when 
confronting new challenges.\" End summary. 


3. China-Japan Relations 
A) \"Unexpected Improvement in China-Japan Relations\" 


Professor Lin Chong-pin of Tamkang University\'s Graduate Institute 
of International Affairs & Strategic Studies opined in the 
pro-status quo \"China Times\" [circulation: 400,000] (4/12): 


\"Chinese Premier Wen Jiabao arrived in Japan yesterday for a visit, 
and it is expected [his trip] will help expand bilateral economic 
cooperation. It has been six-and-a-half years since a Chinese 
premier visited Japan the last time, and China-Japan ties, which 
have been ice-covered for several years, will begin to thaw. The 
fact that new Japanese Prime Minister Shinzo Abe had visited Beijing 
October 8, 2006 before he visited the United States marked the 
initial breakthrough of the bilateral ties between Japan and China. 

... As a matter of fact, a profound \'tectonic movement\' has 
occurred on the tense surface of China-Japan relations, and one will 
easily misjudge the situation if he seeks to predict the future 

based on facts in the past. ... 


\"Japan has been lingering at the crossroads for a long time. On the 
military aspect, it went eastbound and secured an alliance with the 
United States, and just recently it has established a security 
cooperation relationship with Australia. On the economic aspect, 
Tokyo went westbound and started cooperation with China. If the 
United States loses its predominant strength when being caught in 
the quagmire of Iraq, while China continues its economic expansion, 
Japan will face a significant challenge. ...\" 


B) \"\'Taiwan\' Issue\' Is Not Included in the Communique, Distrust 
between China and Japan Fails to Subside\" 


Journalist Lin Ke-lun wrote in an analysis in the pro-status quo 
\"China Times" [circulation: 400,000] (4/12): 


\"The strategic significance of Chinese Premier Wen Jiabao\'s visit to 
Japan this time lies in the hope to establish a strategically 

reciprocal relationship between China and Japan, and to outline the 
rules of game for the two countries\' future \'strategic\' engagement 
by signing an official communique. But the fact that the Taiwan 
issue was not put into words and included in the communique as 
Beijing desired indicates that the distrust between China and Japan 
still remains. ...\" 


Column 3 
4. U.S. Foreign Policy 


\"What Faces the Next US President?\" 


Kurt Campbell, CEO and co-founder of the Center for a New American 
Security, opined in the pro-independence, English-language \"Taipei 
Times\" [circulation: 30,000] (4/12): 


\"With the US presidential contest in full swing, it is prudent to 

reflect on what the 44th US president will inherit in terms of 

foreign policy. This context will have a significant bearing on how 
the US chooses to deal with potential challenges, conceivably even 
tensions across the Taiwan Strait. ... So a full appreciation of 

the strengths and particularly the weakness of the US position in 

the international community provides an indispensable context for 
how the US will subsequently act when confronting new challenges -- 
particularly the drama that is playing out in Asia with a rising 


China, a more assertive Japan, a nuclear North Korea, and a more 
militarized Taiwan Strait. ... 


\"To Asian friends, this contemporary foreign policy legacy and 
inheritance may seem somewhat peripheral, but nothing could be 
further from the truth. Asia is entering an extraordinarily dynamic 
period and will confront many of its challenges with a US arguably 
distracted and not at full capacity -- not a welcome reality for 
those committed to peace and stability in the Asia-Pacific region.\" 


YOUNG 
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AND SARA MAYFIELD 


REF: STATE 36420 


1. Post warmly welcomes and grants country clearance to 
Michael Heeschap and Sara Mayfield from May 1 through June 1, 
2007. 


2. Hotel reservations have been made at: 


-- Grand Hyatt Erawan Hotel, 494 Rajadamri Road 
Tel: 66-2-254-1234 
Fax: 66-2-254-6308 


Room rate is USD 146 (taxes and American breakfast included) 
and is within per diem (lodging $146, M&IE - $72). 


3. Embassy point of contact is: 


Name: Jennifer (J.R.) Littlejohn 

Work phone: (66-2) 205-4865 

Cell phone: (66-8) 1918-3116 

Unclass E-mail Address: littlejohnjr@state.gov 


SIPDIS 


After-hours emergency number for the Embassy is (66-2) 
205-4108. 


4. Due to limited resources and easy availability of airport 
transportation, post policy does no allow for airport meet 

and assist. Thai Airways Limousine Service and American 
Express Airport Taxi are recommended for persons unfamiliar 
with Bangkok; these services are located on the 2nd floor of 
Suvarnabhumi Airport (http://www.bangkokairportonline.com) 
for arriving passengers and the cost of a one-way trip varies 
from 700 to 1,500 Baht, depending on the type of vehicle, 
with an additional 70 Baht for highway tolls. The new 

airport currently has limited facilities for regular taxis in 

the main terminal (located on the ground floor) and if no 
taxis are available there, arriving passengers will have to 
board an airport shuttle bus from the main terminal to a 
nearby taxi and bus terminal. Regular taxis cost 
approximately 250 Baht, not including tolls, and an airport 
taxi surcharge of 50 Baht. Currently, the Thai Baht is 
approximately 34.50/dollar. 


5. Although visas are not required of holders of U.S. 
passports (whether diplomatic, official or tourist) who plan 
to stay fewer than 30 days, post nonetheless recommends that 


Column 3 

TDY travelers obtain an official visa before coming to 
Thailand. It is extremely difficult to extend the 30-day 
entry permit granted without a visa at the airport, and fines 
for overstays are costly. 


6. Temporary memberships to Bangkok\'s Commissary (Emporium) 
may be granted to U.S. Government personnel traveling through 
Thailand on TDY orders. TDYers who wish to shop in the 
Commissary MUST present his/her official or Diplomatic U.S. 
passport to the Commissary Office along with a copy of this 

Country Clearance telegram or Official Orders to gain access. 
Membership fees will not be charged to visitors with less 

than 30 days scheduled in-country, however, the Commissary 
charges membership fees US $3.00 per month) for those on TDY 
status in country for more than 30 days. 


7. SECURITY INFORMATION 


-- All U.S. citizen personnel serving under Chief of Mission 
authority in a temporary duty status of 30 days or more must 
complete appropriate overseas personal security training 

prior to travel (04 State 66580). Employees who have 
completed the Security Overseas Seminar course at State,s 
Foreign Service Institute (FSI) after June 1, 2000 meet this 
requirement. All other TDYers must either, 1) complete the 
approved four-day seminar at FSI entitled \"Serving Abroad for 
Families & Employees (SAFE)\" or 2) have their agency certify 
to the State Department Bureau of Diplomatic Security that 
the employee has undergone equivalent security training. The 
contact for this certification is Assistant Director of 

Training, DS/T, at telephone (703) 205-2617. Country 
clearance will not be granted for any traveler with planned 
TDY in excess of 30 days if this information is not 
stated/certified. POC for additional information is 

DS RSOBangkok@state.gov. 


-- Crime is generally non-confrontational in nature. 

Criminal acts are usually crimes of opportunity such as 
purse-snatchings, thefts of unattended property, and pick 
pocketing. Visitors should be especially alert in crowded 
buses, streets, and markets or while on \"tuk-tuks.\" Visitors 
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should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


-- Be aware of common scams and frauds (including credit 
cards, in particular). Visitors should only use credit cards 
at well-established and reputable businesses. Visitors 
should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 
it is illegal to import these products into the U.S. Be wary 
of common scams for jewelry, suits, silks, gems, or 
antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized, seek assistance from Tourist 
Police by dialing 1155. 


-- Visitors are cautioned from visiting bars involved in the 

sex trade. Many of these operate illegally and clients can 

be subject to RTG law; they often charge exorbitant drink 

prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
sporadic reports of victims being drugged and robbed or 

beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment, unconsciousness, and if 
overdosed, death. 


-- The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side, 
opposite from the U.S., although there may be a bus lane that 
flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


-- The threat from transnational terrorist groups to the 

U.S. Mission in Bangkok is currently ranked medium. Despite 
stepped up RTG efforts to monitor its borders, they remain 
relatively porous and allow easy illegal access. 

Transnational terrorist groups, including Al-QaVida and 
Jemaah Islamiyah (Jl), have utilized Thailand as a transit 
point. 


-- The threat from indigenous terrorist groups is currently 
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rated as low. There is no evidence to indicate that 
indigenous terrorist groups are planning acts against U.S. 
personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence, including incidents attributed to armed local 
Muslim separatist groups. Although Americans have not been 
specifically targeted in the past, the indiscriminate nature 
of past attacks by these groups -- including bombings of 
public places -- indicates a potential threat to American 
citizens. 


-- The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia, including 
Thailand. Travelers to Thailand should therefore exercise 
caution, especially in locations where Westerners congregate, 
such as clubs, discos, bars, restaurants, hotels, tourist 

areas, and other places frequented by foreigners. 


-- Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


-- Precautions should also be taken not to discuss sensitive 
or classified matters outside secure environments or over 
unsecured and/or cellular telephones, and to securely 


safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


-- Visitors should also review the State Department,s 

Consular Information Sheet for Thailand and the most recent 
Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov. DOD personnel 

must review the PACOM Force Protection Levels for Thailand 
found at http://131.84.1.218/staff/at/athome.shtml. 


-- In essence, visitors to Bangkok must exercise appropriate 
caution and be alert to their surroundings with regard to 

their personal security. Suspicious incidents/activities 

should be reported to RSO Bangkok (tel. 02-205-4000, 24 
hrs/day). On behalf of US Embassy Bangkok, we hope you have 
a safe and pleasant visit. 

BOYCE 
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E.O. 12958: N/A 

TAGS: PREL, MARR, EAID, MG, IZ 

SUBJECT: Mongolian President\'s Letter to POTUS Discusses Iraq, MCC 
and Other Issues 


1. The Ministry of Foreign Affairs provided the Embassy with the 
copy of a letter from President Enkhbayar to President Bush. MFA 
stated that, while the letter is dated March 30, it was delivered by 
the Mongolian Embassy in Washington on April 11. The letter was 
released to the Mongolian press on April 11, and newspapers 
published the contents of the letter on April 12. MFA\'s English 
language translation of the letter is in para 2. 


2. Begin MFA translation of the letter: 
Dear Mr. President, 


It was a great pleasure to talk to you on the telephone and exchange 
views on several issues of bilateral cooperation. 


It gives me a pleasure to inform you, Mr. President, that the issues 
on which we exchanged views, are begun to be materialized. The 
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Government of Mongolia has decided, at the recommendation of the 
National Security Council, to extend the term of the service of the 
7th rotation team of the Mongolian armed forces in Iraq, until early 
July 2007. As you might know, taking this decision was not easy one 
for us given the situation in Iraq, the public attitude and the 

positions of some of the countries in the region and beyond. 


Taking this opportunity | wish to draw, once again, your kind 
attention to some of the issues that were raised during our 
conversation. 


Concluding MCA Compact Agreement between our two countries is 
becoming for us an issue of principle. The Mongolian public is 
becoming anxious over the fact that Mongolia has not been able to 
receive assistance from the Millennium Challenge Account in spite of 
being eligible to receive assistance four years in row. It is, 

therefore, highly desirable for us to decide, as soon as possible, 

on the issue of concluding Compact Agreement. |, therefore, request 
You, Mr. President, to pay your kind attention to this issue and 
provide a political support to it. 


Given the importance of specialists with higher education for the 
strengthening of democracy and ensuring sustainable economic 
development of Mongolia, | requested, during our conversation, to 
support increasing scholarship opportunities for the Mongolian youth 
in United States higher education institutions. | would be most 
grateful, in this connection, if your administration could initiate 
Scholarships program for Mongolian young people, just the way a 
scholarships program is being implemented by your administration for 
Central Asia and Afghanistan. 


In 2001 our country granted to the United States citizens the right 
to visit Mongolia without visa up to 90 days. We would be most 
grateful if the United States could reciprocate this commitment of 
ours. 


| am confident that Mongolia and the United States will continue to 
fruitfully cooperate on the above and other issues, like Mongolia\'s 
APEC membership, including the Mongolians in the United States in a 
guest - worker program, lraqVs stabilization and rehabilitation, and 
de-nuclearization of the Korean Peninsula. 


In conclusion, | wish to thank you, Mr. President, for your kind 
invitation for me to visit the United States at the time of my 
convenience. ltis my earnest hope that an opportunity will be 
bestowed on me to pay a fruitful visit to your magnificent country 

in order to continue with you our joint efforts to further enhance 

the close and comprehensive partnership between our two countries. 


Please accept, Dear Mr. President, the assurances of my highest 
consideration. 


Column 3 


PRESIDENT OF MONGOLIA 
/signed/ 
NAMBARYN ENKHBAYAR 


ULAANBAATA 00000220 002 OF 002 


End text of MFA translation of letter. 
Goldbeck 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, PINR, ZA 
SUBJECT: ZAMBIA POLITICAL ROUNDUP 


Refs: A) Lusaka 316; B) Lusaka 218; C) 06 Lusaka 1560 
1. (U) Topics Covered: 


-- Minister of Information Sacked 

-- MMD Succession Speculation 

-- United Liberal Party Loses MPs to PF 

-- Government Continues to Demolish Illegal Structures 
-- State Wins Media Case 

-- FOIA Tied To Media Ethics Bill 

-- Parliamentary Election Petitions 

-- PF Suspends Lusaka Mayor 


Minister of Information Sacked 


Column 3 


2. (SBU) On April 11, President Mwanawasa announced in a press 
release that he had \"relieved Honourable Vernon J. Mwaanga of his 
duties as Minister of Information and Broadcasting Services, revoked 
his nomination as member of parliament and removed him as chief 
government spokesperson and Parliamentary Chief Whip with immediate 
effect" (Septel to follow). The President\'s decision does not come 

as a great surprise. Mwaanga has been under fire in recent days for 
statements he made to journalists in the DRC last week regarding a 
law suit filed by DRC Kantanga Province governor Moses Katumbi, as 
well as statements that appeared to question a task force on 

corruption investigation of Kutumbi. In a statement recorded on 

video, Mwaanga said that the Zambian government owes Katumbi USD 
seven million for maize that he supplied to the GRZ in advance of 

the 2001 presidential election. Commenting on the task force 
investigation, he said that the case was an \"ill-conceived 

fabrication by a Zambian newspaper\" and added that it would be 
\"unthinkable for us as Zambian government to consider a 
distinguished and senior member of the government of the Democratic 
Republic of Congo as a criminal.\" 


MMD Succession Speculation 


3. (SBU) Political parties and presidential hopefuls continue to 
maneuver for advantage following President Mwanawasa\'s February 11 
announcement that he would not seek re-election as MMD President. 
Concerned about the political infighting within the party, the 

President recently suggested that the MMD national convention be 
postponed for at least a year, to take place one year before the 

2011 elections. Delaying the MMD convention would reduce tensions 
within the party and allow the opposition less time to attack the 
putative MMD presidential candidate, the President explained. 

Despite the President\'s caution against speculation, a number of 
names have emerged as possible contenders for the MMD\'s top post. 
Some of the more prominent names mentioned are: 


-- Dr. Katele Kalumba, MMD National Secretary and Chief Executive 
Officer. A Minister of Finance and Economic Development in the 
Chiluba administration and the Minister of Foreign Affairs during 

the first six months of Mwanawasa\'s administration, Kulumba is an 
experienced MMD leader. However, he is hurt by the fact that he is 
facing abuse of office and corruption charges for his alleged role 

in funding the ZAMTROP account in London (Ref C). 


-- Minister of Home Affairs Lieutenant General (Ret\'d.) Ronnie 
Shikapwasha. Shikapwasha is one of the best known names in 
Mawanwasa\'s cabinet, having also served as Minister of Foreign 
Affairs. However, there are rumors that Shikapwasha engaged in 
corruption when he served in the Zambian Air Force, and some 
consider the fact that he is related to First Lady Maureen Mwanawasa 
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to be a liability. Possibly seeking to preempt any attacks on his 
integrity, Shikapwasha, who is also a reverend, recently revealed in 

a commencement address at Lusaka Theological College that he had 
been \"a man of many women.\" In remarks widely reported in the 
national press, he urged the graduating pastors to resist the 
temptation of taking financial and carnal advantage of their flocks. 


-- MMD National Chairman and Member of Parliament for Mulobezi 
Michael Mabenga. Mabenga\'s prospects to lead the MMD are limited by 
allegations that he stole 30 million kwacha (USD 7,500) from the 
Constituency Development Fund in 2001. The allegations led the 
Lusaka High Court to overturn Mabenga\'s 2001 election to Parliament, 
which the Supreme Court upheld on appeal. Although both the Supreme 
Court and the High Court directed that Mabenga be prosecuted for 
corruption, the government delayed prosecuting the case. Following 

the death of the key witness in January 2005, the GRZ claimed that 

it could no longer prosecute the case due to \"insufficient 

evidence.\" 


-- Reform Party President Dr. Nevers Mumba. In February 2007, Mumba 
was reported to have met with President Mwanawasa \"to reconcile and 
resolve their differences\" following his 2004 dismissal as Vice 

President for \"gross insubordination.\" Analysts believe that Mumba 
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called on the President to solicit his support for a possible 
presidential run in 2011. 


-- President of the United Party for National Development (UPND), 
Hakainde Hichilema. Following the President\'s February statement 
that his successor should be sought from \"within or outside the MMD 
party ranks,\" speculation continues that Mwanawasa may support 
Hichilema as the candidate to lead the MMD (Ref B). A Hichilema 
presidency would appeal to Mwanawasa and the MMD for a number of 
reasons. For Mwanawasa, Hichilema\'s greatest appeal may be that he 
does not harbor a political grudge against the President and will 

not antagonize him in his retirement. The MMD is likely intrigued 
Hichilema\'s strong base in Southern Province, which would give the 
ruling party a huge political advantage against the opposition 

Patriotic Front (PF). While denying the existence of any pact 

between the UPND and the MMD, Hichilema has continued to show 
support for the president, saying that the UPND does not believe in 
political attacks and that the party\'s efforts should be directed 

towards alleviating poverty and underdevelopment, providing good 
social services, and improving people\'s standard of living. 


United Liberal Party Loses Members to PF 
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4. (SBU) The United Liberal Party (ULP) lost three of its members in 
parliament when Henry Mtonga (ULP Vice President and PF MP for 
Kanyama), Given Lubinda (ULP Chairman for Information and PF MP for 
Kabwata), and Alfredah Mwamba (PF MP for Lukashya), declared that 
they were no longer members of the ULP. Prior to the announcement, 
ULP claimed the three as its members in parliament pursuant to an 
\"electoral pact\" between the ULP and the PF. According to the terms 
of the pact, it was understood that the three candidates would 

retain their ULP membership, although they had run for office on the 
PF ticket. After MMD Chairman for Information and Publicity Ben 
Tetamashimba asked the Speaker of the National Assembly to declare 
their seats vacant on the basis of dual party affiliation, the three 

MPs quickly clarified that they were no longer members of the ULP. 
The Speaker later ruled that the three were PF members and could 
retain their seats in parliament. Following the defections, the ULP 

now has three members in parliament. 


Government Continues to Demolish Illegal Structures 


5. (SBU) Minister of Local Government and Housing, Sylvia Masebo, 
said that the GRZ would continue its campaign to raze illegal 
structures begun in Lusaka (Ref A) and would extend the exercise to 
other cities and municipalities. Since razing the Kalikiliki 

housing compound structures, the government has razed makeshift 
vendors\' stalls in central Lusaka and has slated illegal housing in 
several townships for destruction. Although there have been reports 
of bottle throwing and minor disturbances associated with the 
destruction of properties, the government campaign has not sparked 
widespread unrest. Many of the displaced vendors, who were 
relocated to sites west of the city center, reoccupied their 

previous positions over the long Easter weekend. In response, the 
Lusaka City Council said that it would begin to prosecute illegal 
vendors. 


State Wins Media Case 


6. (SBU) On March 15, the Supreme Court ruled that the Independent 
Broadcasting Authority (IBA) and the Zambia National Broadcasting 
Corporation (ZNBC) Acts of 2002 do not require the Minister of 
Information to submit to parliament names of nominees to sit on the 
IBA and ZNBC boards. Under both Acts, independent media bodies are 
to recommend to the Minister of Information members to sit on the 
boards of the IBA and ZNBC. After then-Minister of Information 
Mutale Nalumango refused to submit the names of the recommended 
board members to parliament for ratification, the media bodies sued 
in the High Court in June 2004. After hearing the case, the High 
Court issued an order in December 2004 to compel the Minister to 
submit the nominees to parliament. The GRZ then appealed the High 
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Court decision. 


7. (SBU) The Supreme Court reversed the High Court decision, finding 
that the IBA and ZNBC Acts only allow the media bodies to provide 
\"recommendations,\" which the Minister is free to reject. To force 

the Minister to submit the names would illegally remove his power of 
discretion, the court said. As a consequence of the ruling, the 

media bodies will be required to submit a revised list of board 
members, presumably in consultation with the Minister of 

Information. Media leaders have criticized the Supreme Court 
decision, noting that it undermines the Acts\' goal of establishing a 
more independent media. 


FOIA Tied To Media Ethics Bill 
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8. (SBU) Following the Supreme Court ruling on the IBA and ZNBC 
Acts, just-fired Minister of Information Vernon Mwaanga (see para 2) 
observed that many in Parliament believe that there is a need for 
greater statutory regulation of the media. Indeed, many opposition 
MPs who attended a recent Media Institute of Southern Africa (MISA) 
workshop on the need for a Freedom of Information Act (FOIA) Act in 
Zambia, declared that they would not support the enactment of the 
FOIA bill unless a media ethics bill was also introduced in 

parliament. The MPs appeared to be particularly concerned about 
reporting in the independent daily Post newspaper, which is often 
highly critical of government officials and which, the MPs said, 
frequently exceeds ethical boundaries. 


9. (SBU) In his statement, Mwaanga did not indicate whether 
government would introduce a media ethics bill, but he suggested 
that the government and media bodies should discuss ways to 
cooperate to improve the media laws. Mwaanga lamented that during 
the time he served as editor of the Times of Zambia, the media 
regulated itself and he encouraged the media leaders to follow his 
example of self-restraint. On a recent MISA program on good 
governance that was aired live on Zambia National Broadcasting 
Corporation (ZNBC) Television, Justice Minister George Kunda argued 
in favor of a media bill that would regulate the conduct of 

journalists. Media leaders have argued that a media ethics bill 

would stifle press freedom and promote censorship. 


Parliamentary Election Petitions 


10. (SBU) In the first court decision based on the merits of a case, 
rather than technicalities, on March 30, the Lusaka High Court 
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nullified the results of the parliamentary election in Kapoche 
constituency, which was won by current Deputy Minister of Community 
Development and Social Services, Nicholas Banda. In his election 
petition, ousted Kopoche MP, Charles Banda, who ran on the United 
Democratic Alliance (UDA) ticket, alleged that the MMD candidate had 
engaged in unfair campaign tactics, including enlisting a local 

chief to threaten subjects with eviction if they did not vote for 

the MMD candidate. The court found that the election was \"marred 
with illegal practices thereby depriving the majority of voters from 
electing their preferred candidate.\" The MMD MP, Nicholas Banda, 
will be allowed to retain his seat in parliament pending appeal of 

the High Court decision. 


11. (U) Losing candidates in the September 28 parliamentary 
elections have now filed petitions contesting election results in 50 
constituencies. As reported in Ref B, petitions in Lukashya, 

Kabushi, Milanzi and Isoka West have been resolved. The High Court 
also recently dismissed a petition in the Mangango parliamentary 
election petition, finding that losing UDA candidate, Webster 
Mulubisha, failed to prosecute his claim. 


PF Expels Lusaka Mayor 


12. (U) The opposition Patriotic Front party expelled Lusaka Mayor, 
Susan Nakazwe, and Councilor, Borniface Musondamwaume, from the 
party on March 31. Nakazwe and Musondamwaume were among the 
dignitaries that welcomed Chinese President Hu Jintao at the Lusaka 
International Airport on February 3, in defiance of a party 

directive not to attend any State functions involving the Chinese 

leader. In her defense, Nakazwe argued that, as Mayor of Lusaka, it 
was her duty to represent the city of Lusaka at State events. 

Nakazwe and Musondamwaume have sued the PF in the Lusaka High Court, 
where they are seeking an order to force the PF to reinstate their 
membership. The High Court will hear the case on April 13. Should 
the court rule that the PF decision to expel the two was legal, it 

will force by-elections that will likely be won by PF candidates in 

the two opposition-dominated wards. 


MARTINEZ 
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REF: A. ANKARA 0489 
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Classified By: Pol Mil Counselor Carl Siebentritt for 
reasons 1.4 (b/d) 


1. (C) Turkey has invested heavily in its security 
relationships in the Caucasus and Central Asia, with the bulk 
of its military assistance going to Azerbaijan. Turkey 
provides security assistance funds and training to all the 
countries in the region except Armenia and Uzbekistan. 
Historical and cultural ties, expanding commercial interests, 
strategic competition with Russia and Iran, and 
disenchantment with Euro-Atlantic relations are the 
traditional drivers of Turkey\'s interest in the east. 
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Increasingly, however, military officials justify intensified 

security ties by citing threats to energy security from 

perceived Russian conniving with Armenia and Iran to \"breach\" 
U.S.-supported east-west routes for Caspian energy. Turkish 
officials tell us they would welcome closer collaboration 

with the U.S. in this region, but intend to move slowly to 

avoid irritating Russia. End Summary. 


2. (C) Turkey\'s military relations with Azerbaijan, which 
Turkey perceives as its strategic bridge to Central Asia, are 
the strongest in the region and the most extensive with any 
country except the U.S. With close ethnic and cultural ties, 
Turkey and Azerbaijan are \"one nation, but two states,\" 
according to one Turkish general. The Turkish General Staff 
tells us Turkey has provided approximately USD 600 million in 
military assistance to Azerbaijan since 1998, focused on 
training, improving force readiness, and adapting Azeri 
equipment and doctrine to NATO standards. Azerbaijan 
benefits particularly from the Partnership for Peace (PFP) 
program, according to Turkish observers, who claim that 
military training has boosted the confidence of Azeri 

military forces. The Turkish military mission in Azerbaijan 
currently includes 46 instructors and staff at the Turkish 
designed and built military academy. Meanwhile, over 200 
Azeri officers and cadets have been trained in Turkey, 
including at Turkey\'s PFP Center. 


3. (C) Turkey and Azerbaijan announced a joint high level 
commission to coordinate military cooperation and mutual 
security assistance in February 2007 during a visit to Baku 
by Deputy Chief of the Turkish General Staff (DCHOD) GEN 
Ergin Saygun. TGS officials say the commission, chaired by 
Saygun and Azerbaijani Defense Minister Safar Aliyev, will 
have logistics, political-military, and defense industry 
components. Prior to Saygun\'s visit to Baku, Aliyev met with 
Chief of the Turkish General Staff (CHOD) GEN Yasar Buyukanit 
on February 5 in Ankara to discuss military cooperation. We 
understand that a three-star billet has been created for a 
Turkish general to become a senior advisor to Aliyev. 


4. (C) The TGS has flagged the strategic importance to Turkey 
of the east-west energy corridor from Azerbaijan, comprised 

of the Baku-Tbilisi-Ceyhan (BTC) oil pipeline, which became 
operational in May 2006, and a parallel new line that is 
expected to pump Azeri gas to the Turkish grid at the eastern 
Turkish city of Erzurum later this year. A new rail line has 
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also been undertaken which will -- when complete -- link Baku 
to the Turkish rail network at Kars (and completely bypass 
Armenia). The TGS is very concerned that Russia is conniving 
with Armenia and Iran to breach this east-west energy 

corridor by pushing north-south alternatives (ref a), 

including a Russia-Armenia-Iran pipeline and construction of 

a refinery in Armenia near the Iranian border. 


5. (C) Accelerated Turkish military ties with Azerbaijan are 

also intended to isolate Armenia. The Turkish-Armenian 
border has been closed since the Nagorno-Karabakh conflict 
and the countries have no bilateral security cooperation. 

Military officials note that Armenian officers have been 

invited to training at Turkey\'s Partnership for Peace Center 
and a senior Armenian officer attended the Silk Road flag 
officer seminar hosted by Turkey. However, Armenia has never 
reciprocated, they complain, and has used NATO and PFP fora 
to push the for recognition of an Armenian genocide. Turkish 
officers cite Armenia\'s close relations with Russia as a 

major impediment to Turkish plans for greater engagement with 
Central Asia (ref b). 


6. (C) While Turkey has sought closer relations with Georgia, 
including military ties, it views Tbilisi\'s recent stance 

toward Russia as unnecessarily and dangerously provocative, 
and has urged Georgia to be more cautious. Turkish officials 
have told us they support Georgia\'s NATO ambitions but are 
not quite as optimistic as the U.S. that a Membership Action 
Plan will temper Tbilisi\'s rhetoric towards Russia. An MFA 
official told us that Turkey\'s security assistance to Georgia 

is calibrated by Ankara\'s concerns for what it considers 
\"inexperienced and reckless leadership\" vis-a-vis Russia. 


7. (C) Turkish observers view Georgia\'s political environment 
as the most fragile in the Caucasus. Nevertheless, the TGS 
reports that Turkey has provided Georgia with over USD 70 
million in bilateral military aid in recent years and has 

trained 65 Georgian military personnel in Turkey, including 
border guards, making Tbilisi the second largest recipient of 
Turkish security assistance in the region after Azerbaijan. 
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Most of Turkey\'s aid to Georgia has focused on training, 
including the establishment of a modern military academy with 
some Turkish faculty and staff. 


8. (C) As in the Caucasus, Turkey\'s military aid to Central 
Asia has focused on training from the outset. The five 
post-Soviet Central Asian republics had a pressing need for 
military training, ASAM Central Asia analyst Gokcen Ogan told 
us, because the large number of mid-level military officers 
and NCOs in those countries who chose to remain in the 
Russian armed services created a void of trained middle 
managers and action officers. And as with Azerbaijan, 
Turkish ethnic affinity with the Central Asians has provided 
an important psychological and strategic rationale for 
Turkey\'s security relations in the region. 
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9. (C) Of the five Central Asian republics, Turkmenistan has 
received the most military assistance from Turkey, valued at 
USD 30 million in recent years for logistics support and 
training, according to the TGS. Turkey has trained 170 
Turkmen officers. Officials tell us Turkey hopes to expand 
its overall relationship with Turkmenistan and is seeking to 
exploit the political opening created by the succession of 
President Berdimuhammedov (reftel). As with Azerbaijan, 
Turkmenistan\'s hydrocarbon resources are a critical factor 
driving Turkey\'s interest. 


10. (C) Other Central Asian countries receiving Turkish 

military assistance according to the TGS are: Kazakhstan (USD 
20 million), Kyrgyzstan (USD 16 million), and Tajikistan (USD 
11 million). 


11. (C) Uzbekistan is perhaps the most strategically 

important Central Asian country for Turkey, according to 
ASAMVs Ogan, but has been the most problematic for the last 
ten years. Although Turkey had provided over USD 6 million 
in military assistance in the early 1990s, according to the 
TGS, President Karimov cut off Turkish military and other 
assistance after Turkey was charged with supporting his 
political opposition beginning in 1996. Turkish training, 
educational exchanges, and much investment have been halted. 
According to Ogan, the bilateral discord continues, with 
further suspicion in Tashkent about illicit Turkish aid to 
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the opposition in Uzbekistan\'s 2007 elections. Uzbekistan 
remains Turkey\'s weakest military link in Central Asia. 


12. (C) While Turkey\'s earlier and less than successful 

forays into Central Asia in the 1990\'s were based on hopes of 
a post-Cold War re-birth of Turkish culture and Turkic 
consciousness in the region, today\'s push for security ties 
focuses more on gas and oil, and Turkey\'s ambition to be the 
region\'s energy hub. The Turkish military in particular 

shares our concern over Russian attempts to monopolize 
Caspian energy sources and transport, seeing Armenia and Iran 
as Russia\'s allies in this effort. In that regard, the TGS 
regards the millions Turkey spends on security assistance in 
the region to be well worth the influence it buys. Turkish 
officials tell us they would welcome closer consultation with 

us on security issues in the region, but add that Turkey will 
proceed cautiously to avoid provoking Russia. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: IRAQ EXECUTIVE STEERING COMMITTEE 

Classified By: Ambassador Ryan Crocker, E.O. 12958, Reasons 1.4 (b) (d) 
1. (C) Summary: The Iraq Executive Steering Committee met 

April 6 to review recent progress by its six committees. 


Prime Minister Maliki underscored the importance of the ICI, 
noting that all international partners had signed on except 
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for Syria. Minister of the Interior Bolani said that MOI had 
begun the process of registering the location of all 

political parties\' offices, as well as inventorying their 
personnel and vehicles. Bolani also briefly described his 
Ministry\'s program for rewarding people who report the 
location and production of IEDs. Ambassador Carney, U.S. 
Coordinator for Economic Transition in Iraq, reported that 
the U.S. was providing $7.3 million toward completion of the 
Mussaib power plant, a project that is virtually complete and 
that will add 200MW initially to the Baghdad grid when 
completed. The Minister of Health complained that he had not 
received the supplemental funds promised to him to fund 
incentive pay for doctors working in Baghdad. Bolani noted 
that the Ministry of Justice was slowly processing detainees, 
and had moved juvenile detainees from the general detainee 
population to a juvenile facility. PM Media Advisor Yassin 
Majid stressed the importance of reaching out to the media to 
publicize positive events, and lamented that the foreign Arab 
press continued to portray the Fardh al Qanoon negatively. 
End Summary. 


2. (C) The Iraq Executive Steering Committee met on April 6. 
PM Nouri al-Maliki chaired the meeting. In a departure from 
both the agenda and previous meeting format, he said that 
each committee head would report on their accomplishments 
since the previous meeting and their future plans. 


3. (C) Political committee member Hajim al-Hassani reviewed 
developments since the last I-ESC meeting, noting that 
progress on a number of issues is pending actions by 
ministries or decisions by the Presidency Council or the 
Council of Ministers. 


4. (C) I-ESC Participants also noted that there had been a 
number of briefings over the past week on the Fardh al Qanoon 
(FAQ), including at briefing for EU Ambassadors by National 
Security Advisor Rubaie and Defense Minister Obedei. The EU 
ambassadors requested follow-up on developments. Members of 
the Political Committee had also engaged Council of 
Representatives (CoR) Speaker Mashadani to discuss more 
active coordination between the Political Committee and the 
CoR. The FAQ had also been raised in the UN in the context 
of preparations for the International Compact with Iraq (ICI) 
meeting slated for early May in Egypt. 


5. (C) Prime Minister Maliki underscored the importance of 
the ICI, noted that all international partners had signed on 
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except for Syria. Anmed Chalabi discussed the success of the 
similar International Compact for Afghanistan, asserting that 
the plan for Iraq would and should be much broader. 


6. (C) Minister of Interior Bolani said that, following a 

decision by the I-ESC two weeks before, the MOI had contacted 
police stations to begin to register the location of 

political party offices, as well as an inventory of vehicles 

and personnel. He expressed some frustration with what he 
characterized as mixed media coverage of the FAQ, noting that 
the parties have more ready access to media and should be 
used in this context. 


7. C) The Prime Minister asked about a program of rewards for 
citizens who provided information on the location and 
production of IEDs. Bolani noted a program within the 

police. PM Maliki encouraged the development of a more 
robust program of financial rewards for Baghdad residents who 
come forward with useful information. Maliki also emphasized 
the importance of providing information on the FAQ to Iraqi 
Embassies so they could positively influence understanding 
abroad of the FAQ. 


8. C) Minister of Electricity Karim presented a detailed 

report on transformers and distribution lines repaired in the 
Karkh and Rusafa areas. While the repair statistics were 
impressive, he noted that 6 members of his repairman had been 
killed ( check ). He said that they had also installed 

street lights in some areas and had established 3 new 
maintenance centers. Karim noted, however, that there were 
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still some areas that are too dangerous for Ministry crews to 
attempt repairs there are too many \"people not wanting them 
fixed.\" Karim said that MoE is also looking at private 
generators for some areas. One Iraqi official sarcastically 
stated that the average Iraqi doesn\'t care how many 
transformers MoE has repaired - they just want more power 
every day. Karim replied that some areas were receiving a 
full day of power. He added that he is hopeful that MOE will 
soon reach 6,000MW daily peak power through the addition of 
generating units coming on line. 


9. (C) Ambassador Carney, U.S. Coordinator for Economic 
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Transition in Iraq (CETI), stated that USMI would provide 
$7.3 million to help complete the Mussaib power plant 
project. Carney noted that the project, which required only 
$20 million to complete, could quickly add 200MW to the 
Baghdad grid. Finishing the project would bring on line 10 
diesel generators and complete a refinery topping plant that 
would provide diesel fuel to the generators. He added that 
the topping plant would also produce Heavy Fuel Oil (HFO) 
that could be utilized at Mussaib\'s thermal (steam-driven) 
stations. Carney stressed that the Ministry of Oilhad a 
crucial role to play both in running the topping plant and 
supplying crude oil and diesel fuel. 


10. (C) Karim stated that the GOI had given the original 
Texas-based contractor everything it needed to complete the 
project, only to have the company pull out of the project. 

He had received Council of Ministers permission to terminate 
the contract with the contractor, and would complete the 
project with the help of the U.S. Embassy which was providing 
both partial funding and a new contractor. He estimated that 
it would take 1 1/2 months to bring the first four units on 

line. 


11. (U) MNF-I Commanding General David Petraeus said the U.S. 
Army Corps of Engineers would work with the Embassy and MOE 
to complete Mussaib, noting that this project represented a 

good team effort. 


12. (U) MG Scott, MNF-I Deputy DCS for Strategic Effects, 
summarized the joint project to install solar street lights 

in Baghdad. In Doura, MNF-I has installed 91 of 270 lights, 
with a total of 179 foundations poured. He noted that the 
solar system still needs environmental testing, since it is 
rated only to 110 degrees Fahrenheit, well below Baghdad\'s 
summer peak. MG Scott added that MoE plans to install a 
total of 5,200 solar lighting units. 


13. (C) Minister of Oil Husayn Shahristani said that waiting 
times at Baghdad gas stations are down to 0-15 minutes at 
stations to that MoO can supply with fuel. He added, however 
that some private stations are a problem, either working with 
terrorists or diverting fuel to other locations for sale. 

Minister of the Interior Bolani said that there was 
disagreement on this issue, with MoO claiming that private 
stations are a problem and Minister Chalabi claiming that the 
private stations do not cause a problem. Bolani said that 
the Rosafa area is a success story in terms of fuel 
availability. 


Services Committee 
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14. (C) The Minister of Health complained that the salary 
incentive program (extra pay) for Baghdad physicians had not 
begun even though the PM had signed the authorization to fund 
the program. His statement was followed by 5 minutes of 
arguing between the MoH and the VP on the bureaucratic 
processes required to solve the problem. 


15. (C) With regard to popular committees, Chalabi reported 
that he and others leading the effort had met with a number 

of local leaders in several Baghdad districts. He spoke of 
modest improvements in a number of areas, including Sadr City 
where violence had been reduced. Chalabi also noted positive 
movement in the Ministry of Interior with regard to ensure 
review of the case files of a number of detainees, with the 

hope that they could soon be transferred to Ministry of 

Justice facilities. 


16. (C) Chalabi expressed frustration over an impasse in 
reopening the al Faroog mosque because of rival claims by 
both the Sunni and Shia endowments. Maliki suggested that 
leaders of the two endowments convene at the prime minister\'s 
office to reach a solution. 
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17. (C) Minister of the Interior Bolani said that they had 

met with detainee lawyers, who had visited the detention 
centers, and that 100 detainees/day were being processed. He 
added that the investigative judges involved in these 
procedures need security. In one camp with 1140 detainees, 
however, only 22 of the 218 deposed had been released. 
Bolani noted that juveniles had been removed from the general 
detainee population and moved to special juvenile facilities. 
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18. (C) Media Advisor to the Prime Minister Yassin Majid 
reiterated the importance of working with satellite radio and 
television stations operated by the political parties to 
disseminate information on the FAQ. He said the media 
committee had not yet reached out on this, but such an effort 
could complement other publicity efforts. He lamented that 
international Arab media continued to portray the FAQ ina 
negative light -- just as the situation in Baghdad began to 
improve, they began to focus more on violence outside of the 
capital, including Kirkuk. He noted efforts underway to hold 
an Iraqi Music festival in Baghdad. He also mentioned a 
campaign to distribute 30,000 tee-shirts with the slogan \"My 
Darling Baghdad.\" 


19. (C) Majid expressed frustration, however, with attempts 
to transport journalists to cover \"positive stories,\" only to 
discover negative developments at the locations where the 
journalists were taken. He cited as an example the recent 
reopening of access to two major hospitals -- when the 
journalists arrived, they found that the hospitals had no 
medical staff. He also expressed the view that many in the 
local media are sensing that the FAQ is starting to slow down. 


20. (C) Vice President Mahdi, who assumed the chair after 
Maliki\'s early departure, closed the meeting by announcing 
the assassination in Ninewa of Sheikh Ghazi Hanash Humood. 
Mahdi described Humood as a \"martyr\" who understood the 
importance of the political process for resolving IraqWs 
violence. He asked that GOI officials present express 
condolences to the family in statements to the media. 
CROCKER 
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1. Mission welcomes Mr. John C. Rood, Assistant Secretary, 
and Mr. Hugh A. Amundson, Senior Advisor, Bureau of 
International Security and Non proliferation to USNATO on 
April 17-21, 2007. Control Officer for the visit is USNATO 
Political Officer Reece Smyth. Office: (32)2-724-3268 Fax: 
(32)2-724-3421. Administrative support is provided by Lucia 
Krul (32)2-724-3233. 


2. Hotel reservations have been confirmed at the Sheraton 
Hotel, Place Rogier 3, 1210 Brussels. Tel: 32 2 224 3111 

Fax: 32 02 224 3456. Confirmation number for Mr. Rood is 
076255858, and Mr. Amundson is 066255858, both arriving on 
April 17 and departing on April 21. 


3. USNATO Political Officer Reece Smyth will be at the 
Brussels International Airport in anticipation of Lufthansa 

Fit 4595\'s arrival at 2230 to meet Mr. Rood and Mr. Amundson. 
Transportation has been arranged to and from the airport and 
their meetings throughout the trip. 


4. NATO visitor passes will be distributed by Mr. Smyth at 

the airport. Upon arrival to NATO, visitors should proceed 
directly to the U.S. Mission, near the NATO \"F-wing\" 
entrance. For security reasons, all visitors, even those 

with green NATO badges, must present two pieces of 
identification or their blue State Department-issued badge to 
the Marine Guard before being admitted into the U.S. Mission. 
Visitors must also leave cell phones and other electronic 
equipment with the Marine Guard. Mission appreciates your 
cooperation. 


5. Computer and Electronics Usage: Inter-agency security 
standards prohibit the introduction or use of non-USG owned 
computer hardware and software at all USG diplomatic 
facilities. Cell phones, palm pilots, radios and other 
convenience electronics are prohibited in all secure areas of 
the Mission. Travelers who anticipate having special needs 
in terms of either access or computer usage should contact 
the RSO office before arriving at post. 


6. Regarding money, there is a branch of the ING Bank at 
NATO which has an ATM that accepts U.S. bank/credit union 
cards on the \"PLUS\" system. Numerous downtown banks also 
have ATM machines. Traveler\'s checks can be exchanged in 
most banks. On Tuesday and Thursday mornings, there is a 
cashier at USNATO to which TDY visitors with travel orders 
have access. 


7. Threat Assessment: A worldwide caution regarding the 
threat of transnational terrorism was issued by the 
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Department of State. (Please consult the Department\'s 
website for text: HTTP:HTravel.State.Gov.) In light of this 
caution and the events of September 11, 2001, all visitors 
are encouraged to assess their security posture, and be alert 
to their surroundings. All visitors should exercise caution 
while traveling abroad as U.S. citizens and facilities are 

often the target of groups demonstrating opposition to the 
U.S. foreign policy. 


8. Belgium remains a relatively safe country but as a result 
of the war in Iraq, and sentiments expressed by its citizens 
against the war, American visitors are advised to exercise 
caution and avoid anti-American demonstrations. Also, it is 
prudent not to wear clothes or carry articles with logos and 
emblems associated with the United States at this time. By 
taking reasonable precautions, visitors should enjoy an 
uneventful stay. However, purse snatching and pick-pocketing 
are occurring more frequently. In Brussels, pick-pocketing 
and purse snatching are more prevalent in the metro system 
(subway, bus, tram) and at Brussels\' three major train 
stations: Gare du Nord (North Station), Gare Central 

(Central Station), and especially Gare du Midi (South 
Station). Extra caution should be used at the Gare Centrale 
Station. Victims have been asked for assistance by someone 
who appeared lost and anxious to catch their train. As the 
victim responds to the request, a third person appears and 
steals laptop computers, and other related travel items. 
According to the police, this is a new strategy by criminal 
gangs operating at Central Station. Apparently they prefer 
platforms 3 and 4, used by trains going to the airport and 
obviously carrying the best category of potential victims. 
Valuables should never be left unattended in vehicles and car 
doors should always be kept locked when driving. Carry only 
a minimum amount of cash, credit cards and ID. Expensive 
jewelry, financial records, address books and other personal 
effects should be left at home or stored in a safe place 

during your visit. 


9. Emergency numbers for the Police and Medical Assistance 
are 101 and 100 respectively, and for cellular phones 
(locally) 112. Visitors to Belgium requiring additional 


information should contact the Brussels Regional Security 
Office at 32-2-508-2370 (if dialing locally, 02-508-2370). 


10. Please advise if further assistance is needed. 
OLSON 
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KYRGYZSTAN, UK VISIT 


1. Key Points at the April 12 MFA Press Conference by 
MFA Spokesman Qin Gang were: 


-- Asked repeatedly about BDA, Qin said China hopes 
the situation can be properly resolved as soon as 
possible, that the handling of the BDA issue will be 
conducive to the social and financial stability of 
Macau and that it will advance the Six-Party Talks. 


-- China hopes to contribute to the economic and 
social development of the DPRK and the well-being of 
its people, the spokesman said when asked about the 
selection of the DPRK\'s new premier. 


-- Premier Wen and PM Abe had a \"frank\" exchange and 
signed an important agreement on energy during Wen\'s 
ongoing visit to Japan. 


-- China welcomes the UN and AU agreement on Sudan, 
noticed India\'s launch of a ballistic missile, 

expressed condolences to victims of terrorism in 

Algeria and Morocco and is concerned about protests in 
Kyrgyzstan, Qin said. 


-- Vietnam\'s territorial claim to the Spratly Islands 
violates China\'s rights and interests, the spokesman 
said. 
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-- Chad\'s Foreign Minister and the UK Deputy PM will 
visit Beijing on April 18-20 and April 19-25, 
respectively. 


China Hopes BDA Issue Can Be Solved ASAP 


2. During the regularly scheduled biweekly MFA press 
briefing on April 12, MFA spokesman Qin Gang responded 
to three questions regarding the Banco Delta Asia 

(BDA) issue. The first asked for a response to the 
Macanese government announcement that the DPRK funds 
had been freed. Qin responded by saying that China 

had taken note that the Macau SAR government had 
issued a statement and that the United States Treasury 
Department had also issued a statement. China is 
communicating with all of the parties involved and 

hopes that the situation regarding the money in BDA 

can be properly solved as soon as possible and that 

the handling of the issue will be conducive to the 

social and financial stability of Macau as well as 

conducive to pushing forward the Six-Party Talks. 


3. A reporter from the Kyodo News Agency followed up 
with a request to confirm the statement that China 

does not consider the BDA issued resolved. Qin 
reiterated the Chinese principals: that the solution 

be conducive to the social and financial stability of 
Macau as well as conducive to pushing forward the Six- 
Party Talks. He said the parties involved have their 
own concerns and interests. China and the Macau SAR 
government also have their own legitimate concerns and 
interests and that all legitimate and reasonable 
concerns and interests should be seriously considered 
so that a proper solution can be found as soon as 
possible. 


4. A third reporter requested confirmation regarding 
China\'s position on the BDA issue, prompting Qin to 
announce that this would be the last time he addressed 
the issue. He said that Macau is a special 
administrative region of China and on financial 
administration matters it has a high degree of 
autonomy. He said that decisions should be made by 
the financial authorities of Macau. He urged those 
asking questions to get a thorough and complete 
understanding of the Macau government statement in 
which the government says the situation can be 
resolved properly. He said that Macau has its own 
concerns according to its international obligations 
and responsibilities proscribed by international law 
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and China supports the Macau government in its efforts 
to resolve the issue according to law. 


DPRK Elects New Premier 


5. A reporter asked for comment on the DPRK\'s recent 


election of Premier Kim Yong Il, in which all members 

of the Supreme People\'s Assembly voted as opposed to 
previously unilateral decisions by Kim Jong Il and 

drew connections to China\'s landmark Party Congress in 
1978. The spokesman declined to comment, noting that 
this involved the DPRK\'s internal affairs, but 

expressed hope that China can contribute to the 
economic and social development of the DPRK and the 
well-being of its people. 


Japan, China Sign Energy Agreement 


6. During Premier Wen\'s ongoing visit to Japan, the 
two sides reached \"an important consensus\" on energy 
development as formalized in a joint communique, said 
Qin. He pointed out that Japan\'s superior expertise, 
technology and experience can contribute much to 
China\'s efforts to enhance energy conservation and an 
environmentally friendly economy. China\'s National 
Development and Reform Commission Chairman Ma Kai 
accompanied PM Wen on the trip, Qin noted. PM Wen 
held a \"frank\" exchange of views with PM Abe, in which 
the two agreed to seek joint development in disputed 
waters of the East China Sea and to resolve disputes 
through consultation and dialogue. 


China Welcomes Sudan Agreement 


7. China welcomes an agreement reached by Sudan, the 
African Union and UN and hopes they can implement the 
plan through dialogue and cooperation so as to realize 
the peace and stability of the Darfur region at an 

early date, Qin said. 


India Launches Ballistic Missile 


8. The MFA \"noticed\" India\'s launching today of an 
Agni-lll medium-range ballistic missile and hopes 
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India can make positive contributions and play a 
positive role in the region. 


Vietnam Claim to Spratlys Infringes China\'s Rights 


9. Vietnam\'s claim that the Spratly Islands fall 

under Vietnam\'s territory violates China\'s rights and 
interests in its own sovereign territory, said the 
spokesman. He added that the leaders of both 
countries had previously reached consensus on this 
issue and reiterated that the Spratly Islands and 
adjacent waters have been indisputably part of China 
since ancient times. 


North Africa Terrorist Attacks, Kyrgyzstan Unrest 


10. Qin expressed China\'s solemn condolences to the 
families of the victims of the terrorist bombings in 
Algeria and Morocco. He also expressed ChinaWs deep 
concern over intensified protests in Kyrgyzstan. Qin 
hopes for the stability of its friendly neighbor and 

fellow member of the Shanghai Cooperation 
Organization, adding that Kyrgyzstan\'s stability is in 

the interests of the entire region. 


Visits: Chad FM, UK Deputy PM to Beijing 


11. At the invitation of FM Li, FM Allam-mi of Chad 
will visit Beijing April 18-20 to celebrate the re- 
opening of Chad\'s Embassy to China and to exchange 
views on issues of regional and international 

interest. China-Chad relations have been recovering 
and developing steadily since the restoration of 
diplomatic ties in August 2006. UK Deputy Prime 
Minister and Head of the UK\'s China Task Force John 
Prescott will visit China April 19-25 at the 

invitation of State Councilor Tang Jiaxuan. 

RANDT 
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E.O. 12958: N/A 

TAGS: EPET, ECON, PGOV, QA 

SUBJECT: LAUNCH OF RASGAS TRAIN 5 MAKES QATAR WORLD\'S 
LARGEST LNG PRODUCER 


1. Summary. Qatar recently launched RasGas Train 5, the 
world,s largest liquefied natural gas (LNG) production 
facility. The start-up of Train 5, which will produce 4.7 
million tons of LNG per annum (mipa), will increase Qatar\'s 
total LNG production capacity to approximately 30.7 mipa, 
making it the world,s largest LNG producer. End Summary. 


2. On March 21, 2007, Amir Sheikh Hamad bin Khalifa Al-Thani 
inaugurated the USD 1.7 billion RasGas Train 5 at Ras Laffan 
Industrial City. The start-up of Train 5, which will produce 

4.7 mtpa of LNG, will increase Qatar\'s total LNG production 
capacity to approximately 30.7 mtpa, making it the world,s 
largest LNG producer. 


3. With Train 5 going online, Qatar\'s total LNG output of 

30.7 mtpa will be produced from eight trains. Qatargas has 
three LNG trains, each having an annual production capacity 

of 3.3 mtpa, and totaling approximately 9.9 mtpa. RasGas 
Trains 1 and 2 each have an annual production capacity of 3.3 
mtpa, while Trains 3, 4 and 5 each produce 4.7 mipa, totaling 
20.7 mtpa. Together Trains 3, 4 and 5 represent one of the 
largest and most innovative LNG developments ever completed. 
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4. The Train 5 project cost approximately USD 1.7 billion, 

which includes both the onshore and offshore components. Nine 
wells have been dug as part of the Train 5 project, bringing 

to 90 the amount of wells that RasGas has dug. Train 5 was 
completed in 27 months, 3 months ahead of schedule, with an 
outstanding safety record. The EPC start date for the project 
was June 30, 2004. EPC completion was declared on October 25, 
2006, and Train 5 brought on stream on November 22, 2006. 
Train 5 is the fastest train of its size ever to be 

constructed. 


5. RasGas expansion of Trains 3 through Train 7 is projected 
to cost USD 14 billion. Including other investments made in 
Trains 1 and 2, Qatar Petroleum and ExxonMobil will invest a 
total of approximately USD 20 billion in RasGas. 


6. Train 5 will bring RasGas total output to nearly 21 mtpa. 
RasGas total output will increase to approximately 36.6 mtpa 
when Trains 6 and 7 come on stream. This will coincide with 
Qatar Petroleum,s plan to reach a production capacity of 77 
mtpa by 2010. At that stage, Qatar will account for fully 
one-third of the projected world LNG supply. 


7. The majority of LNG output from Train 5 will head to 
European markets, with Distrigas, Zeebrugge terminal in 
Belgium being the main recipient. From there it will be 

shipped to customers across Europe. The Zeebrugge facility is 
already fully operational, having exported some 10 cargoes to 
Europe so far. LNG output from Train 5 will head to European 
markets, with Distrigas of Belgium being one of the 

recipients. The Distrigas facility is already fully 

operational, having exported some 10 cargoes to Europe so far. 


8. In 2008, RasGas will begin supplying LNG to the Chinese 
Petroleum Corporation in Taiwan, and in 2009 to the Golden 
Pass terminal in Texas, assuming CFIUS approval of the 
project. To fulfill these contracts, RasGas has begun 
construction of Trains 6 and 7, both with a production 
capacity of 7.8 mtpa, or 17.6 mtpa total. Train 6 is due to 
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come on stream in 2008, and Train 7 in 2009. 


9. Besides LNG, Train 5 also produces 32,000 barrels per day 
of gas condensate, a high quality crude oil, and 14,000 
barrels per day of butane and propane. RasGas continues its 
development with Trains 6 and 7 with a production capacity of 
7.8 mtpa each currently under construction and slated for 
completion in 2008 and 2009 respectively. 


10. Train 5 is the first LNG facility in Qatar to use Dry Low 
Nox (DLM) technology that significantly reduces nitrous oxide 
emissions. All future LNG trains will also be equipped with 
the DLN system. 


UNTERMEYER 
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1. Embassy Dushanbe requests one Embassy Science Fellow for 
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either of the two proposed projects listed below. Tajikistan is 

a country with a predominantly Muslim population and is a member 
of the Organization of the Islamic Conference. Post appreciates 
OES\ initiative to give special consideration to member 

countries. As a post-Soviet country, Tajikistan has a 
well-educated group of scientists ready to cooperate with 

scientists from the United States on research projects. 


2. Post submits the following two proposals and would be 
flexible to design a scope of work that is interesting to the 
Embassy Science Fellow and furthers the U.S. goal in Tajikistan 
of helping to create a healthy Tajik society which would build 
stability and prosperity. The poorest country in Central Asia, 
Tajikistan\'s population faces many health challenges. The 
projects would help to strengthen Tajikistan\'s public health 
system so that it may respond appropriately to the outbreak of 
disease, such as Avian Influenza. The projects would also help 
Tajikistan tackle the more common diseases such as HIV/AIDS, 
cholera, or tuberculosis. 


3. Proposal One: Fighting Infectious Disease Capacity Assessment 


Embassy Dushanbe requests a science fellow to assess the 
capabilities of different infectious disease labs and make 
recommendations concerning any needs for biosafety training or 
lab upgrades. The Embassy Science Fellow would work closely 
with the Center for Disease Control on its infectious disease 
surveillance work. 


Post envisions the Embassy Science Fellow would: 


-- Meet with scientists and lab directors at public health and 
veterinary labs to assess their disease surveillance, control, 
and research capabilities. 

-- Assess the current state of these labs from a biosafety 
perspective to identify high-priority needs for training and 
equipment that would enable Tajik scientists to work more safely 
and effectively. 

-- Identify areas for donor assistance. 

-- Assess the status and needs of regional labs in addition to 
the main labs located in Dushanbe. 

-- Write an overview of Tajikistan\'s laboratory and disease 
surveillance infrastructure. 

-- Assist in organizing a disease surveillance workshop. 

-- Meet with scientists working on US-funded disease research 
projects to assess progress and needs. 

-- Provide technical advice to the Ministry of Health and/or 
Ministry of Agriculture on particular disease control priorities 
they have identified. 


4. Embassy Dushanbe did not host a Fellow last year and would 
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like to resubmit the following proposal from last year for 
consideration. 


5. Proposal 2: Solutions for Water Potability and Water-borne 
Diseases 


Embassy Dushanbe requests an Embassy Science Fellow to conduct 
research on the overall situation and solutions for water 
potability and water-borne disease in Tajikistan. 


In Tajikistan, water-borne diarrheal diseases carry great danger 
for the health of the people. According to available data, 

(which, notably is insufficient), 74,318 (in 1999) to 66,629 

(2003) cases of diarrheal diseases are registered annually. 
Approximately 80% of these cases are children under 14 years of 
age. 


The water supply quality is greatly affected by bad sanitary 
technical conditions of pump stations and distribution networks, 
lack of chlorine reagents, coagulants, and a lack of spare parts 
for the facilities. 


In 2001, water analyses in Tajikistan indicate that 35.3 % of 

the samples did not meet the microbiological standards. The 
percentage of samples not meeting the microbiological standards 
was reported to be 30.7 % in 2002. The comparative analysis on 
gastrointestinal infectious diseases for the last 5 years 
(1999-2003) has shown that water is the major factor for 
infectious diseases outbreaks. 


Moreover, treating diarrheal diseases is expensive, since 

medical aid is often not sought until the latest stages of the 
disease, when heavy dehydration requires expensive medicines for 
the treatment. More than 568,000 or 4.5 % beds per day in the 
hospitals throughout the country are occupied by patients with 
diarrhea, which requires a large chunk of the state health 

budget. In addition, diarrheal diseases have a negative impact 
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on the labor market. (All statistics above come from the 
International Science and Technology Center in Russia.) No 
affordable and feasible solutions have been presented to fix 
this rampant problem. 


A Fellow could complete the following activities: 
-- Investigate the current water supply system and water-borne 


diseases in Tajikistan. 
-- Create a summary of the current national and international 
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programs in place to ameliorate the problem of water-borne 
disease. 

-- Present a concrete action plan for how Tajikistan can take 
specific, affordable steps towards improving the supply of 
potable water and decreasing the frequency of water-borne 
diarrheal disease in the country. 


6. Additional Skills Required 


Knowledge of Russian language is strongly preferred in addition 
to a basic knowledge of and experience working in the former 
Soviet Union. Post would really appreciate it if OES would be 
able to provide funds for the use of a translator should we 
identify a qualified and enthusiastic candidate without Russian 
skills. Post would also consider a candidate with 

Persian/Tajiki language skills. 


7. Preferred Timeframe 


Embassy Dushanbe requests an ESF for a period of one to three 
months to arrive no earlier than September 2007. 


8. Post Commitment 


Post can guarantee the Fellow housing (details to be 
determined), office space, in-country travel arrangements and 
logistical support as needed and stipulated in reftel. 


9. Clearances 


Post requests the Fellow have a Secret security clearance. 
The Fellow should obtain all necessary vaccinations and 
medication prior to travel to Tajikistan. 

Post discourages any accompanying family members. 


10. Point of Contact: 


Uyen Tang 

Political Officer 

Telephone: +992-372-29-2505 

Fax: +992-372-29-2050 

HYPERLINK \"mailto: Tangut2@state.gov\" Tangut2@state.gov 


Back up Point of Contact 


David Froman 

Economic Officer 

Telephone: +992-372-29-2506 
Fax: +992-372-29-2050 
fromand@state.gov 
JACOBSON 
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STATE FOR AF/C MASHRAF, PRM/AF MLANG, AND S/CRS FOR 
PNELSON-DOUVELIS/JVANCE/JBEIK 


E.O. 12958: N/A 
TAGS: PREF, PGOV, PHUM, KCRS, CD, SU, OVIP, OTRA 
SUBJECT: CODEL MCGOVERN VISITS EASTERN CHAD, MEETS SUDAN REBELS 


1. (U) SUMMARY. Rep. James McGovern and staffers, plus Ambassador 
and Emboffs, visited the Abeche area on 6-7 April, meeting with 

local Chadian authorities, UN officials, NGO workers, and Sudanese 

rebel leaders. The group drove to Gaga camp to meet with Sudanese 
refugees. In a meeting with Representatives of the Sudanese 

National Redemption Front (NRF)in their camp outside of town, 

Sudanese rebels stressed their support for Darfur peace talks and 

the need to unify the rebel movements. END SUMMARY. 


2. (U) CODEL McGovern visited Abeche and the nearby Gaga refugee 
camp in eastern Chad on 6 April, before departing to KouKou Angarana 
on 7 April (septel). After meeting with UNHCR Abeche Office 

Director Catherine Huck, and paying a courtesy call on the Secretary 
General of the Ouaddai Region, the delegation proceeded to the Gaga 
Refugee Camp, accompanied by Huck and her External Relations 
Officer. 


Gaga Camp 


3. (U) The camp at Gaga, the newest and perhaps best organized of 
the camps on the Chad-Sudan border, now hosts almost 15,000 
refugees. Most new arrivals from Sudan are settled in the camp, 
which still has room to accommodate additional refugees. Africare, 
the camp manager, escorted the group on a tour of the camp, visiting 
a food distribution center, the clinic (run by International Medical 
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Corps), a school, and a large area set aside for vegetable gardens. 

In a meeting with camp leaders and teachers, the delegation received 
an earful about needs for security, water, and more plentiful food 
rations. The group also visited a site on the edge of the camp 

where refugees who have provided testimony to investigators from the 
International Criminal Court on Sudanese war crimes receive 
protective custody. 


Meeting with Sudanese Rebels 


4. (SBU) In the evening the CODEL met with a delegation from the 
National Redemption Front (NRF) and Justice and Equality Movement 
(JEM) outside Abeche. With Tajadine Niam, a political 
representatives for the NRF and JEM, as the lead speaker, the rebel 
representatives discussed the marginalization of Darfur (and other 
parts of Sudan) and the division of Darfur into three separate 

regions. They stressed that they are seeking compensation, 
reconciliation, and a greater say in the government in Khartoum, not 
independence from Sudan. 


5. (SBU) The representatives said they are committed to working 

with United Nations Special Envoy Elliason, the neighboring 

countries, and other initiatives for peace in Darfur. They 

distanced themselves from the African Union, claiming it was weak 

and has shown itself one-sided in its support for Khartoum. They 

said the Ceasefire Commission (CFC) was not working and needed to be 
overhauled. They urged unity among the various Darfur rebel groups, 
complaining that disunity was their greatest weakness. The Sudanese 
Liberation Movement (SLM) itself, they complained, has between five 
and seven different factions. 


6. (SBU) Asked about additional steps they believe the 

international community should support, the representatives proposed 

a no-fly zone in Darfur and stronger sanctions against the Sudan 
government. Rep. McGovern reminded the delegation that he had been 
arrested last year for protesting outside the Sudanese Embassy in 
Washington. He expressed concerns about militarization of the 

refugee camps, an issue raised in the past with the rebels by both 
UNHCR and the Embassy. The delegation sad they would work to 
prevent the camps from being used for military purposes. 


7. (U) The CODEL departed Chad without an opportunity to clear this 
cable. 


8. (U) Tripoli minimize considered. Wall 
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E.O. 12958: DECL: 04/12/2017 
TAGS: PGOV, PREL, PTER, MARR, UN, NP 
SUBJECT: UNMIN CHIEF PREDICTS ELECTIONS WILL BE POSTPONED 


REF: KATHMANDU 728 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d) 


Summary 


1. (C) lan Martin, the head of the United Nations Mission in 
Nepal (UNMIN), told the Ambassador April 10 that he expected 
Chief Election Commissioner Bhoj Raj Pokharel to state 
publicly soon that the Constituent Assembly election would 
have to be postponed until the fall. Martin said Communist 
Party of Nepal - United Marxist Leninist (CPN-UML) General 
Secretary M.K. Nepal had agreed in private that the June 20 


SIPDIS 

date was not workable. But the CPN-UML leader planned to 
press publicly for an election in June until Prime Minister 

G.P. Koirala admitted it was impossible. Martin appeared 
shocked when the Ambassador described the training of new 
recruits that was going on in Maoist cantonments. The UNMIN 
chief concurred with the Ambassador on the need to get new 
recruits and children out of the camps as soon as possible. 
Martin indicated newly appointed Peace and Reconstruction 
Minister Poudel seemed to be off to a good start. 


Column 3 
Chief Election Commissioner Likely To Announce Delay 


2. (C) The UN Secretary General\'s Special Representative and 
head of the UN Mission in Nepal (UNMIN), lan Martin, 
reiterated April 10 to the Ambassador that it was not 

feasible for Nepal to hold a Constituent Assembly (CA) 

election on June 20. There simply was not enough time to 
prepare. He admitted that he had been conveying this message 
privately and semi-publicly for a few weeks. Martin noted 

with pride that the UN was now a charter member of the 
so-called \"international conspiracy\" against June elections. 
The Ambassador stated that, contrary to claims by Maoist 
chief Prachanda, the United States had not taken a public 
position against the June 20 date and did not plan to do so. 
Any U.S. criticism of the date would likely backfire and make 

it more difficult for the parties to make the tough decision 

to postpone. Martin replied that the good news was that 

Chief Election Commissioner Bhoj Raj Pokharel had already 
laid the groundwork for a postponement by continually 

pointing out that the Government of Nepal had not yet passed 
the legislation needed for an election. If Pokharel 

announced the election would have to be delayed, which the 
UNMIN chief expected he would do soon, the parties would not 
be able to blame him for not warning them. 


Political Gamesmanship and Questions About a New Election Date 


3. (C) Martin said that, during a recent meeting with 

Communist Party of Nepal - United Marxist Leninist (CPN-UML) 
General Secretary M.K. Nepal, Nepal had admitted that it 
would not be possible to hold an election by June 20. 
Nevertheless, Nepal indicated that he planned to continue 
insisting in public that the election be held by then. He 

said he had no plans to stop doing so until Prime Minister 

G.P. Koirala proclaimed that a June election would be 
impossible. Martin stated that the Chief Election 

Commissioner had been a little vague during their last 

meeting about a new election date, but had mentioned November 
or December as possibilities. The Ambassador expressed 
concern about delaying the election until then and inquired 

if it would be possible to hold the election any earlier, 

keeping in mind that the major Nepali holidays of Dashain and 
Tihar would come late this year. Martin promised to ask 
Pokharel. (Note: With the first of these holidays falling in 
mid-October, there is some possibility that the 30-day 
campaign period and election could be held between the end of 
the monsoon and the beginning of the holidays.) 


UN Monitoring of Arms 


Column 3 


4. (C) The Ambassador asked the UNMIN chief if the Maoists 
had turned in any more weapons since the UN announced the end 
of the registration of Maoist arms and combatants in March. 
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Martin said that they had not and that negotiations were 

still ongoing between the Maoists and the parties on the 
security arrangements for Maoist VIPs other than Maoist 
ministers. Perhaps when an agreement was reached, some of 
the weapons the Maoists had retained for VIP security would 
be handed over. In the course of his last meeting with 
Prachanda, Martin said he had been surprised to find a Nepal 
Army soldier on the Maoist compound. Martin\'s political 
advisor, John Norris, pointed out that the soldier was 

guarding the new (Maoist) Minister for Physical Planning, 

Hsila Yami. Norris added that the Maoists had agreed to mark 
the weapons they were using for VIP security so they could be 
readily identified. Martin mentioned that he had encouraged 
the Maoists to turn in more weapons because that would mean 
the Nepal Army would have to do the same. He said that 
registration and storage under UN monitoring of Nepal Army 
weapons had begun April 10 at Chaunni Barracks in Kathmandu 
and was expected to conclude by April 12. 


Military Drill, New Recruits and the Youth Communist League 


5. (C) The Ambassador relayed a conversation he had had 
several days earlier with a Nepali journalist who had visited 

one of the Maoist cantonments (reftel). The journalist had 

seen a daily schedule of military drill, interspersed with 

sport and lectures in military theory. One of the People\'s 
Liberation Army (PLA) \"officers\" present at the camp had 
openly admitted he was training new recruits. Martin 

appeared a little shocked, but did not disagree when the 
Ambassador ruefully noted that the Maoists had intended to 

use the camps to train new divisions all along. The 
Ambassador reported the journalist\'s view that most of the 

PLA had joined the Maoist Youth Communist League (YCL). The 
Maoists were using this new group to continue their abuses. 
Martin agreed that the activities of the YCL threatened to 
undermine the planned Constituent Assembly elections. He and 
the Ambassador both welcomed plans by the UN Office of the 
High Commissioner for Human Rights to issue a report on the 
YCL in the near future. 


Maoist Combatant Verification 
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6. (C) The UNMIN chief did not say when he expected the 
second phase of UNMINVs registration of Maoist combatants to 
start, but he did mention that the Maoist leadership wanted 

to review past agreements and the procedures for verification 

of bona fide combatants before the process proceeded. The 
Ambassador and Martin seconded Indian Ambassador Mukherjee\'s 
recent suggestion that the Maoists should send 8,000 to 

10,000 of the new recruits and those under 18 home 
immediately. This would simplify the entire process, 

including the challenges of camp management. Martin noted, 
however, that it might be necessary to provide some 

face-saving mechanism for the new recruits who had spent 
several months in the camps. The Ambassador emphasized that 
sending a large group home would be a good first step, but 

there would still need to be a thorough vetting of those who 
remained -- and the sooner, the better. 


UN Staffing and Support 


7. (C) The UN Secretary General\'s Special Representative 
stated that his biggest challenge from an operational point 

of view was logistics. In response to a question from the 
Ambassador, Martin admitted that he had told Thailand to hold 
off sending any arms monitors for now. He had 110 on the 
ground and could not support more. What he needed were more 
logisticians and civil affairs officers. Martin thought he 
probably would not be able to handle the full complement of 
189 arms monitors until May. A piece of good news was that 
all of his election officers were in place in the field. The 
UNMIN chief also voiced appreciation over his budget and the 
flexibility UN Headquarters had given his mission -- for 
example, when it came to the rules on procuring vehicles. He 
admitted that most large UN missions had nine months to 
prepare for a five-year assignment; UNMIN had not been so 
fortunate. 
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New Peace Ministry 


8. (C) Martin remarked that he thought Ram Chandra Poudel, 
the newly appointed Minister for Peace and Reconstruction, 
was off to a good start. It was a positive sign that Poudel 

had gone immediately to visit two of the cantonments. The 
Peace Ministry was going to have its hands full making sense 


Column 3 

of, and carrying through on, all the commitments that had 

been made in the various peace agreements, including standing 
up the various commissions and committees. The UNMIN chief 
said he had heard Poudel was hoping to take over the Peace 
Fund from the Finance Ministry. Martin and the Ambassador 
agreed that made little sense. The Ambassador highlighted 

the difficulties Poudel had inherited in negotiating with the 
Madhesis and the ethnic communities because of Prime Minister 
Koirala\'s decision to retain Krishna Sitaula, whom those 

groups despised, as Home Minister. Martin did not disagree. 


Comment 


9. (C) We appreciate UNMIN\'s decision to spend some of its 
political capital to make the case for delaying Nepal\'s 
Constituent Assembly election until after the monsoon. A 
free, fair and inclusive Constituent Assembly election is 
unlikely on June 20, but the United States is not ina 

position to make that argument, at least not publicly. In 
contrast, we regret the delay in the launch of the second 
phase of Maoist combatant registration. The longer the new 
recruits remain in the camps, the more mischief they will be 
capable of on their release, and the more the children in the 
camps will suffer. The Maoists seem unwilling to even admit 
they have a problem. According to press reports, the new 
(Maoist) Minister for Women, Children and Social Welfare, 
Khadga Biswokarma, denied April 10 that there were any minors 
in the cantonments. Even if the CA election is delayed until 
the fall, Nepal and the international community, including 

the U.S. and the UN, will have our work cut out for us. 
MORIARTY 
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TREASURY FOR DO/IM 

TREASURY ALSO FOR DO/IMB AND DO/E WDINKELACKER 
USDOC FOR 4212/MAC/EUR/OEURA 


E.O. 12958: N/A 
TAGS: EFIN, ECON, PGOV, ELAB, FR 
SUBJECT: FRENCH PUBLIC DEBT RATIO DROPS IN 2006 


REF: 06 Paris 7815 


1. SUMMARY: French public debt decreased to 63.9 percent of GDP, 
based on Maastricht definitions used to report budget data to the 
European Commission. A reduction in the central government deficit, 
sales of shares in state-owned companies, and better management of 
government short-term securities contributed to that result. END 
SUMMARY. 


Public Debt/GDP Ratio Decreases 2.3 Percent in 2006 

2. On March 30, the French National Statistical Agency, INSEE, 
released preliminary estimates of the general government budget 
deficit (including central government, social security system and 
local authorities) and the overall government public debt. Data 

are based on Maastricht definitions, used by the government to 
report France\'s budget deficit and public debt figures to the 
European Commission. France\'s GDP/debt ratio dropped from 66.2 
percent of GDP in 2005 to 63.9 percent in 2006. In absolute terms, 
French public debt (1,142 billion euros or 1,518.9 USD) increased 
only 0.5 percent compared with a 6.5 percent increase in 2005. 
INSEE may slightly revise estimates of debt as a percent of GDP on 
May 15, when it releases preliminary 2006 GDP data. 


Finance Minister Says GOF Strategy Successful 

3. The 2.3 percent decrease in the public debt/GDP ratio is the 
largest in the last thirty years. Breton described the performance 
as \"historic\" and \"in line with his May 19, 2006 commitment to 
reduce the public debt/GDP ratio by 2 percent in 2006\" (reftel). He 
told LCI TV that, \"by pursuing the same strategy, the public debt 
ratio should fall to below 60 percent before 2010, and the 
government could have a budget surplus afterward.\" 


GoF Claims Better Spending Control 

4. The improvement in the public debt/GDP ratio was partly due to a 
decrease in the central government (CG) deficit. The deficit in 

2006 fell to 47.5 billion euros (63.0 billion USD) from 52.4 billion 
euros (69.7 billion USD) in 2005. French CG negotiable debt 
decreased, down to 876.6 billion euros in 2006 from 877.4 billion 
euros in 2005. The Finance Ministry\'s budget office attributed the 
performance to a zero percent growth limit it imposed on CG 
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expenditures. Additional tax receipts (10.2 billion euros or 13.6 

billion USD) were used to reduce the CG budget deficit as planned by 
the government. At the end of President Chirac\'s mandate, France 
will have posted a decrease in the overall budget deficit to 2.5 
percent of GDP (versus his initial objective of 2.6 percent). This 

is a significant improvement compared with the 2003 overall budget 
deficit, which had crept up to 4.1 percent of GDP. 


Sales of State-owned Assets Helped 

5. The government used proceeds from privatization of highways (13 
billion euros or 17 billion USD) and the sale of GOF shares in 

Alstom and Aeroport de Paris to repurchase 17.1 billion euros (22.7 
billion USD) in short and medium term public debt. The 2006 
government debt issue program was reduced to 104.1 billion euros 
(138.4 billion USD) in 2006 from 119.5 billion euros (158.9 billion 
USD) in 2005. 


GOF Claims Better Management of Short-term Securities 

6. The GoF modified its management of the central government\'s 
short-term securities. The new management used refined forecasts to 
reduce the outstanding amount of Treasury bills to 29.1 billion 

euros (38.7 billion USD) in 2006. A very-short-term Treasury bill 

was issued for the first time by auction on September 4, 2006, to 
anticipate September tax receipts. The government instituted a 
system across ministries for the exchange of information to limit 
waste of money. The Public Debt Fund (\"Caisse de la Dette 
Publique\") used occasional surpluses, before repurchasing Treasury 
bills and bonds, to temporarily fund the social security general 

regime by subscribing 4.96 billion euros (6.6 billion USD) in bills 
issued by the Social Security Fund (ACOSS). 


Comment 

7. (SBU) Despite the good news, France has yet to make serious 
progress on sustainable expenditure restraint, the key to real 

fiscal adjustment. The main candidates have paid lip service to the 
need for continued improvement of public finances, but campaign 
promises may push politically difficult soending cuts further into 

the future. 
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E.O. 12958: DECL: 04/12/2012 
TAGS: PREL, PGOV, ZI 
SUBJECT: MUTAMBARA BACKS TSVANGIRAI FOR 2008 


Classified By: Ambassador Christopher Dell under Section 1.4 b/d 


1. (C) Arthur Mutambara, leader of the MDC\'s pro-Senate 
faction told the Ambassador April 10 that both MDC factions 
would work together in a coalition, fielding one candidate 

for president, and that anti-Senate faction leader Morgan 
Tsvangirai would be that candidate. Mutambara was confident 
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SIPDIS 

the MDC could defeat Mugabe provided minimum standards were 
in place to allow for a relatively free election. The 

Ambassador stressed the importance of contesting the 

elections and beginning preparations now. Mutambara took the 
point. 


2. (C) Mutambara said that behind the scenes SADC countries 
were fed up with Mugabe and told him so at the SADC Summit. 
He and the Ambassador agreed that South African President 
Mbeki\'s mediation could set the stage for free elections. 
Mutambara said ZANU-PF was behind the campaign of petrol 
bombings and agreed with the Ambassador that Mugabe might use 
itas a possible pretext to declare a state of emergency and 
cancel elections. Mutambara said he would be in Washington 
for a conference on April 19. The Ambassador proffered 
Department help on public outreach for Mutambara afterward. 
End Summary. 


3. (C) Pro-Senate MDC faction leader Arthur Mutambara told 
the Ambassador April 10 that teams from both MDC factions had 
met and had agreed to work as a Coalition, fielding one 
presidential candidate. That candidate would be his opposite 
number, Morgan Tsvangirai. Mutambara added that he had used 
the events of March 11 to force a degree of unity, including 

on elements in his faction who were opposed. As an aside, he 
mentioned that after a recent arrest (at the airport on his 

way to South Africa), police had questioned him as to why he 
was working with Tsvangirai. Mutambara opined that such 
government concern validated the coalition. 


4. (C) Mutambara said he had visited rural areas the day 
before where he had encountered significant anti- Mugabe 
sentiment. People there were feeling the effects of 
Zimbabwe\'s devastated economy. The rural areas had always 
been Mugabe,s bedrock of support. This loss of support 
indicated that Mugabe was taking a big risk by holding an 
election. It was up to the MDC to make him pay for it. 


5. (C) The Ambassador responded by stressing the importance 
of beginning now to prepare for the 2008 elections rather 

than debating whether to participate, and building the 

strongest organization possible to contest the elections. He 
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suggested reaching out to discontented elements within 
ZANU-PF, as well as reassuring the military them and their 
institution, noting that a neutralized army would make it 

more difficult to manipulate voting and vote counting. The 
Ambassador also discussed working with the Zimbabwe Electoral 
Support Network (ZESN) to establish a parallel vote counting 
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system for the election. 


6. (C) Mutambara took the point and agreed that the MDC had 
to commit to the elections and begin organizing. He said 

that resources were tight and inquired about USG support. 
The Ambassador responded that although the USG could not 
provide direct financing it could assist the opposition 

indirectly through an umbrella coalition such as \"Save 
Zimbabwe.\" The organization, however, also needed to get 
itself organized including setting up a secretariat. 


7. (C) Mutambara said that although the SADC leaders had not 
wanted to wash their \"dirty laundry\" in public, they were 
nonetheless fed up with Mugabe. According to his sources, 
the Dar es Salaam Summit last month had not been a victory 
for Mugabe. Instead, the SADC leaders had dealt Mugabe an 
\"ugly blow.\" Moreover, SADC leaders were upset with 
Mugabe,s efforts after the Summit to speak in their name and 
claim their support for his crack down on the opposition. 

The Ambassador agreed and noted that Mbeki\'s interview 
earlier in the week with the Financial Times seemed to 
indicate that Mugabe\'s mischaracterization of the Summit had 
increased the tension between him and the other leaders in 
the region. 


8. (C) Mutambara said the MDC had decided to work with SADC 
and Mbeki. The two factions\' secretary-generals, Tendai Biti 
and Welshman Ncube, had recently met jointly with Mbeki. By 
presenting a united front the MDC hoped to quell South 

African doubts about the MDC. The Ambassador said the key 
question going forward was whether Mbeki was serious about 
creating the minimum standards for a free election or whether 
he would follow his instinct of supporting the party in 

power, i.e. ZANU-PF. Mutambara agreed that Mbeki could play 
the key role in setting the stage for an internationally 

assisted election that, even without a new constitution, 

could produce a legitimate outcome. 
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9. (C) Mutambara said the recent spate of petrol bombings 
had been conducted by the government itself. That said, he 
was concerned that the MDC had been infiltrated to such an 
extent that ostensible MDC activists who were actually 
government agents could incriminate his party. Mutambara 
agreed with the Ambassador that Mugabe could use the pretext 
of MDC violence to cancel the elections and declare a state 

of emergency if he felt that he might lose the elections. 


10. (C) The Ambassador added that the recent violence 
against the opposition seemed to be an attempt on Mugabe\'s 
part to destroy the MDC now, months before the elections, 
while the world\'s attention was once more else where. It was 
up to the MDC to keep the international spotlight on 

Zimbabwe. Mutambara agreed and noted in that regard that he 
would be attending the Forum of Young Global Leaders 
sponsored by the World Economic Forum on April 19 in 
Washington. The Ambassador agreed to help him convince 
Tsvangirai or one of his deputies to accompany Mutambara and 


SIPDIS 
to facilitate official meetings as well as press 
opportunities during the visit. 
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11. (C) The MDC\'s apparent plans to work together as a 
coalition in contesting the 2008 elections is at least one 

sign that they are starting to practice \"grown-up\" politics 

in the words of one local observer. However, we have watched 
them play Hamlet before on elections. It\'s critical that 

they commit now to contest the elections and start preparing 
immediately. They have a golden chance to win the election 
even if it is not fully free and fair given the state of the 
economy and Mugabe\'s unpopularity. If they fail this time, 
the current leadership of the opposition is unlikely to get 
another chance. 
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E.O. 12958: DECL: APRIL 10, 2027 

TAGS: ENRG, EPET, IZ 

SUBJECT: KRG MINISTER OF NATURAL RESOURCES DISCUSSES 
HYDROCARBON LEGISLATION 


Classified By: ECONOMIC MINISTER-COUNSELOR DANIEL WEYGANDT, REASONS 1.5 
(B) (D) 


1. (C) SUMMARY. In an April 9, 2007, meeting with econoffs 
and the Energy Attach, the Kurdistan Regional Government 
(KRG) Minister of Natural Resources, Ashti Hawrami identified 
issues to be addressed by KRG and Government of Iraq (Gol) 
negotiators working on the hydrocarbon Revenue Management 
(RM), Iraqi National Oil Company (INOC), and Ministry of Oil 
Reorganization (MinOil) laws. Hawrami also addressed issues 
related to the Annexes to the Framework Hydrocarbon Law. 
Hawrami\'s primary disagreements with the current Gol draft of 
the RM are passing the regional share of oil revenue through 
the Ministry of Finance-controlled central budget and whatis 
done with surplus revenues at the end of the fiscal year. 
Hawrami feels that the current draft MinOil law is too vague 
in its description of which of the companies currently within 
the Ministry of Oil become part of INOC and which will remain 
within the Ministry of Oil (MinOil). He also feels that the 
draft MinOil law needs to provide for the potential 
privatization of those companies remaining within the MoO. 
He also wants the law to contain stronger language separating 
INOC from MoO\'s control. Regarding the draft INOC law, 
Hawrami wants the draft law to include local representation 
on the board of directors, and fewer, if any appointees by 
the Minister of Oil. He feels that the law, as currently 
drafted, provides for too many members of the board of 
directors to be appointees of the Prime Minister. He is also 
concerned that INOC will be given oil and gas fields 
comprising over 80% of Iraq\'s proven reserves, without 
appropriate incentives to maximize production of all those 
fields. Hawrami also proposes that Annex 1 to the framework 
Hydrocarbon Law contain a comprehensive list of the oil and 
gas fields that INOC will develop and operate. Annex 2 would 
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contain a list of the more difficult to produce oil and gas 

fields that INOC could produce with a private sector company 
or achieve production by demonstrating the accomplishment of 
milestones. If certain levels of production were not 
accomplished according to set periods of time, INOC would 
lose the opportunity to produce those fields. End Summary. 


2. (C). On April 9, 2009, econoffs and the Energy Attach 

met with KRG Minister of Natural Resources, Ashti Hawrami, to 
review the status of Iraqi efforts to finalize the RM, INOC, 

and MinOil laws, and to review any issues that the Minister 
may be discussing with his counterparts in the Gol. Hawrami 
noted that he finally had copies of the Gol\'s draft RM law. 

He observed that while the Gol version had incorporated some 
items from the KRG version, there were two significant 
unresolved issues. First, the KRG would not agree to passing 
its share of oil revenues through the central government 
budget, with disbursement of the region\'s share controlled by 
the Minister of Finance. Second, the Gol draft law requires 
that surplus funds remaining in the central Oil Revenue Fund 
be used to finance any existing deficits. (Note: Hawrami 
commented that the Gol draft of the RM law requires that 
surplus regional funds be returned to the central government, 
but the text of the drafts we have seen are not consistent 

with this comment. Hawrami said he wants these surplus funds 
to remain with the regional governments for expenditure 
according to the needs identified by the regional 
governments.) He said he had no objection to an audit of the 
expenditure of those funds by the central Gol. At various 
times, Hawrami expressed both optimism and pessimism that an 
agreement with the Gol could be reached on these points, but 
he observed that since Minister of Finance Jabr, Minister of 
Oil Shahristani, and Prime Minister Maliki were out of the 
country until next week, serious substantive negotiations 
would have to await their return. Hawrami stated that he is 

not interested in a protracted round of negotiations of this 

law similar to those that produced the framework Hydrocarbon 
Law currently under review by the Shura Council. (Note: 
During the conversation with Minister Hawrami, Deputy Prime 
Minister Barham Salih entered the room and reinforced the 
point that the distribution of surplus funds was a major 

issue.) 


3. (C). Hawrami expressed concern that the current Gol draft 
of the MinOil law does not provide sufficient clarity 

regarding INOC\'s relationship to the Ministry of Oil. (Note: 
Deputy Prime Minister Barham Salih also expressed his opinion 
that the law be clear that INOC is completely independent 

from the Ministry of Oil.) He said that the law retains 

within the Ministry of Oil too many of the 15 operating 
\"companies\" currently controlled by the Ministry; only a few 
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major operating companies would become part of INOC. In his 
opinion, the MinOil law should contain provisions that would 
place those companies remaining in the Ministry in separate 
departments and restructure them in a way that would 
eventually provide them the opportunity to become private 
entities. (Note; Hawrami suggested that privatization could 
occur after a period of two years and the completion of a 
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feasibility study.) Hawrami stated that he had been 
discussing these issues with Advisor to the Prime Minister, 
Thamir Ghadhban, and that Ghadhban was preparing another 
draft of the MinOil and INOC laws for Hawrami\'s review. 
Hawrami will share a copy of this draft with ecoffs when he 
receives it. 


4. (C). Hawrami was concerned that current draft of the INOC 
law does not provide for local representation on INOC\'s board 
of directors. The current draft provides for too many 

Ministry of Oil appointees on the board. The current draft 

law provides for three board members to be selected by the 
Minister of Oil. Hawrami anticipates that the next draft 
prepared by Thamir Ghadhban will propose two appointees. 
While Hawrami does not want any appointees on the board, he 
is likely to accept one. Hawrami is also concerned that the 
Gol draft gives INOC control of approximately eighty percent 
of lraq\'s proven reserves, in effect continuing much of the 
present state-controlled Ministry of Oil operating/producing 
structure under a different label. 


5. (C). Hawrami noted that Annex 1 to the framework 
Hydrocarbon Law contained the list of existing producing oil 
and gas fields that will be managed and operated by INOC. He 
suggested that some of the less-developed fields be placed in 
a separate Annex 2, and that the INOC law contain 
requirements for INOC to develop the Annex 2 fields or lose 
control of them. He suggested that one requirement might be 
that INOC engage in joint ventures with other companies with 
greater expertise or better technology. 


6. (C). While Hawrami expressed optimism that a resolution 

of the MinOil and INOC issues could be reached, he was 
hesitant to suggest that those draft laws should proceed 
through the legislative process unaccompanied by the RM law. 
He views the RM law as clearly the most important part of the 
legislative package, however, he did not believe it 

worthwhile to remain in Baghdad to discuss the RM law with PM 
Maliki, Minister of Finance Jabr, and Oil Minister 

Shahristani absent. 
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7. (C). At the conclusion of the meeting, Hawrami was asked 
if any fuel from Turkey had been delivered to the KRG via an 
arrangement with the State Oil Marketing Organization (SOMO). 
Hawrami claimed that, since the KRG must pay for its fuel 
imports from its 17% share of the national budget, no fuel 
could be imported from Turkey until the Gol provided the 
budget funds. (Note; Turkey will not do business directly 
with the KRG.) Hawrami told us that Shahristani had been 
advising the lranian government not to contract directly with 
the KRG because efforts could distract the KRG from 
finalizing the draft hydrocarbon legislation. 


8.(C) Hawrami returned to Erbil on April 10. Ina 

follow-up conversation on April 11, he told econoff that he 

was working on counterproposals to the Gol INOC, MinOil, and 
Annex drafts. He would not predict a specific date for a KRG 
negotiating team\'s return to Baghdad because future talks 
must address the RM law and this depends on Maliki, Jabr, and 
Shahristani\'s return. Hawrami believes that the RM law will 
require KRG PM Nechirvan Barzani\'s personal intervention. 
Econoff told Hawrami that the hydrocarbon legislation and the 
KRG\'s schedule for continuing negotiations would be priority 
issues for the Ambassador\'s discussions with KRG leaders in 
Erbil later this week. 
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E.O. 12958: DECL: 04/09/2027 

TAGS: PGOV, PREL, TU 

SUBJECT: TURKEY: ERDOGAN OPPONENTS TALKING BIG BEFORE 
PRESIDENTIAL VOTE 


REF: A. ANKARA 773 
B. ANKARA 588 


Classified By: Political Counselor Janice G. Weiner, for Reasons 1.4 (b 
, d) 


1. (C) SUMMARY AND COMMENT: In the final days before Turkey\'s 
presidential election process officially begins on April 16 

(ref A), Prime Minister Erdogan\'s opponents are waging a last 
gasp effort to prevent his candidacy. Secularists\' attempts 

to stir the public to action against the perceived Islamist 

threat have so far largely fizzled, though opposition rallies 

are scheduled for April 14. Public displays are unlikely to 
influence the election process at this stage, but Erdogan\'s 
opponents may hope that an eleventh-hour show will deter 
Erdogan by hinting at the battles he would face as president. 
END SUMMARY AND COMMENT. 


2. (C) Both support for and objections to Erdogan\'s candidacy 
are typically couched in coded references to \"democratic 
process\" -- by which some mean, \"The PM\'s party has a legal 
right to choose and elect a candidate,\" while others mean, 
\"Erdogan and his cronies cannot live up to the 
constitutionally-required presidential qualities, 

particularly secularism and national solidarity.\" 

Secularists indirectly warn against the dangers of Erdogan\'s 
Justice and Development Party (AKP) by publicly emphasizing 
secularism, education, consensus, and national unity and 
integrity. More directly, Republican People\'s Party (CHP) 
chairman Deniz Baykal in mid-March called on the military to 
not remain \"indifferent\" should Erdogan declare his 
candidacy. While nearly all observers agree the conditions 
that paved the way for past coups do not exist, opposition 
politicians and the media keep the spectre present by 

referring publicly to \"coups\" or to the \"silence\" of the 

military. CHP deputy chairman Haluk Koc stated that someone 
whose political past (referring to Erdogan\'s 1998 
imprisonment for inciting religious enmity when he recited a 
poem) proves his lack of faith in the Turkish Republic cannot 
hold the honorable post of president. He compares the AKP\'s 
unwillingness to find a consensus candidate equivalent to a 
\"civilian coup.\" 
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3. (C) Koc\'s call for consensus in the election process was 
echoed in an April 5 statement by the Rectors\' Committee at 
the High Education Council (YOK). The rectors called for an 
impartial president who fully absorbs the basic principles of 
the Republic, particularly secularism and modern science, as 
spelled out in the constitution. Making an unusual \"policy\" 
statement, YOK president Erdogan Tezic joined those arguing 
that the constitution requires a quorum of 367 MPs to convene 
the first round of presidential election voting. (The CHP 

has renewed its claim that should AKP fail to convene 367 MPs 
for the first round, it will appeal to the Constitutional 

Court to invalidate the voting (Ref B)). Tezic denied that 

this was a political argument, claiming, \"Universities are 
obliged to enlighten the public.\" 


4. (C) With the rectors\' statement still resonating, Supreme 
Court chief prosecutor Nuri Ok chimed in this week with a 
reminder that the presidential election would be a test of 
democracy. He implied that the voting process, this time 
propelled by AKP\'s numerical majority, is only part of that 
test. He said that the president must be someone who has 
internalized the presidential oath, which includes 
safeguarding the principles of the secular Republic and 
preserving and exalting Turkey\'s glory and honor. Replacing 
Ok, whose term is coming to a close, will be one of the new 
president\'s first tasks. 


5. (C) Last minute efforts to rally the public against 
Erdogan and AKP may translate into little actual impact. The 
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Democratic Left Party (DSP) was able to muster approximately 
40,000 people from all over Turkey to its April 8 

demonstration in Ankara. But the media coverage focused more 
on the party favors -- orange balloons with a caricature of 

Prime Minister Erdogan that participants could pop with pins 

or deflate -- than on the speeches or messages of an 

alternative way. 


6. (C) The rally to watch, however, is April 14, organized by 
the Ataturkist Thought Association. TNP contacts expect 
attendance to reach 150,000 (still well below the organizers\' 
hoped-for one million). The rally, at which only Turkish 

flags will be permitted -- no slogans or posters -- is 
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planned to end at Ataturk\'s mausoleum in Ankara. Press 
reports indicate some 20 universities are supporting the 

event, including in some cases deans and rectors. The 
president of the Veterans\' Association, retired Gen. Riza 
Kucukoglu, has asked his members to participate, as has the 
CHP Ankara Provincial office. Hurriyet columnist Emin 

Colasan has encouraged readers to make good use of \"this last 
opportunity.\" 


7. (C) By contrast, the Human Rights Association Istanbul 
branch is discouraging participation, claiming the rally is 

an effort of \"status quo forces\" who resist democratization. 
The Ataturkist Thought Association has been traditionally 
perceived to be a bastion of secular, Kemalist values. Now 
led by retired Jandarma commander Gen. Sener Eruygur, who 
heads a branch of the leftist-nationalist National Unity 
Movement Platform (reportedly established by convicted 
assailant of former Human Rights Association president Akin 
Birdal, Semih Tufan Gunaltay) and is under investigation for 
an alleged 2004 coup plot, the Association has acquired an 
edge that makes some mainstream secularists wary. 


8. (C) At this stage, any rally has the potential to lead to 
unrest; the volatile mix of large crowds, leftist 

nationalism, frustrated youth, and last-minute desperation 
may increase this risk (ref B). If such incidents occur, 

they are not likely to trigger a cascade of violence. The 
opposition\'s ham-fisted attempts to incite the public to 
action against Erdogan and AKP have largely fizzled thus far, 
with no new plan of attack on the horizon. And AKP has one 
advantage no other party has: the numbers in parliament to 
elect the next president. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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DEPARTMENT FOR SCA/CEN, INL/AAE, AND EUR/ACE 
JUSTICE FOR OPDAT AND ICITAP 
CBP FOR LAW ENFORCEMENT TRAINING BRANCH 


E.O. 12958: N/A 
TAGS: SNAR, PREL, KCRM, UZ 
SUBJECT: INL QUARTERLY REPORT FOR JANUARY - MARCH 2007 


REF: A. TASHKENT 544 
B. TASHKENT 477 


Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Post\'s INL program sponsored training in February 
for Uzbek Customs personnel assigned to the Termez River Port 
and Sarosiya Rail Depot, as well as an assessment of the 
current training curriculum in use at the Uzbek Customs 
Institute. A Department of Justice forensics team completed 
its initial visit to the Ministry of Health forensics 

laboratory and currently is developing a plan of action for 
future assistance. The UNODC-implemented Drug Demand 
Reduction Project conducted workshops in February and March 
for teachers in 16 pilot schools throughout Uzbekistan 
focused on risk factors for drug abuse in children and 
effective methods of communicating with at-risk youth in 
school settings. The International Organization for 

Migration began its INL-funded project to assist Uzbek law 
enforcement personnel to more effectively investigate and 
prosecute trafficking crimes. Post\'s RLA program continued 
to support the Tashkent City Bar Association\'s efforts to 
establish a legal training center, and has begun discussions 
with other international donors about ways to engage the 
government on the issue of its trafficking-in-persons 
legislation. End summary. 


2. (SBU) Post\'s INL program sponsored training February 
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27-March 8 for Uzbek Customs personnel assigned to the Termez 
River port and Sarosiya Rail Depot (ref A). These were the 
first international training courses held at either facility. 

In addition to teaching maritime- and rail-specific 

inspection techniques, U.S. Customs officers discussed topics 
such as detecting and investigating internal conspiracies, 
interviewing travelers, and inspecting travel documents. The 
trainers also provided examples of smuggling techniques 
common in North America, such as hiding narcotics within 
aluminum billets. Uzbek Customs officers said that many 
aluminum billets transit the Sarosiya Rail Depot from the 

large aluminum factory in Tursunazoda, Tajikistan, but that 
they had previously believed it was impossible to conceal 
contraband within them because of the high temperatures 
involved in casting the billets. 


3. (SBU) U.S. Customs personnel also conducted an INL-funded 
visit to the Uzbek Customs Institute February 26-March 2. 

The visit was intended to assess the Institute\'s current 

training curriculum and to share information on training 
methodologies employed by U.S. Customs. U.S. personnel 
received full access to the Institute and renewed contact 

with its International Relations Office as a result of the 

visit. Post currently is reviewing the U.S. Customs report 

of the visit, and will shortly propose areas and topics where 
curriculum development assistance would be useful to the 
Institute. In addition, Post is discussing with U.S. Customs 

the timing of a proposed reciprocal visit by Uzbek personnel 

to the Federal Law Enforcement Training Center, assuming that 
the Government of Uzbekistan will allow such a trip to take 
place. 


4. (SBU) A U.S. Department of Justice forensics team visited 
Tashkent March 10-19 to begin an INL-funded project to assist 
the Ministry of Health\'s National Forensics Laboratory. The 
experts spent a week visiting the laboratory and interacting 
with staff to gain an accurate picture of its capabilities 

and the areas of greatest need. At the end of the visits, 

the DOJ team noted that the laboratory currently operates in 

a 40-year old building with mostly 30-year old equipment. 

The experts currently are developing a plan of action for 

future assistance to the laboratory, which Post will present 
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to the Government of Uzbekistan. The DOJ team also visited 


Column 3 
the Ministry of Internal Affairs Explosives Laboratory, where 
they inventoried equipment previously donated by INL. 


5. (SBU) The United Nations Office on Drugs and Crime (UNODC) 
reports that its INL-funded Drug Demand Reduction Project 
continues to conduct workshops for various target groups in 

16 pilot schools in Andijon, Bukhara, and Tashkent. UNODC 
conducted workshops in February and March at Tashkent\'s 
teacher training institute for pilot school teachers that 

discussed drug abuse risk factors in children and effective 
methods for communicating with young people about drugs that 
can be used in school, family, and social settings. Several 

of the teachers who participated in these workshops will 

return in April for a train-the-trainer seminar to learn how 

to pass what they have learned to their colleagues. Since 

the project\'s inception, UNODC has conducted 96 workshops for 
students in grades five through nine and 48 workshops for 
parents and mahalla (neighborhood) leaders to raise awareness 
on drug abuse and the spread of HIV. In total, over 2,400 
students and 1,000 adults have participated in the workshops. 


6. (SBU) The International Organization for Migration (IOM) 
began implementation of an INL-funded project to assist Uzbek 
law enforcement and judicial personnel to investigate and 
prosecute trafficking-in-persons cases. The heads of 

Ministry of Internal Affairs anti-trafficking units from 

around Uzbekistan participated in a February workshop (ref 
B), while regular officers from these units were trained in 
March. Both workshops focused on law enforcement attitudes 
towards trafficking victims, prohibitions on 
trafficking-in-persons in Uzbek and international legal 
documents, and perceived obstacles to prosecuting 
traffickers. IOM reports that participants in both workshops 
were engaged; however, survey results and discussions with 
participants, which suggest that that most law enforcement 
officers continue to view trafficking victims as being 
themselves guilty of criminal acts, revealed that much work 
remains to be done. 
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7. (SBU) RLA Assistant continued efforts to maintain contact 
with the Tashkent City Bar Association and to support the 
Association\'s efforts to establish a legal training center. 

The RLA program currently is reviewing a request to provide 
the Association with a law library. The RLA program also 
hosted a meeting in March with other international donor 
organizations interested in trafficking-in-persons issues to 
discuss ways to engage the government on enacting new 
trafficking legislation in accordance with international 
standards. UNODC reported that it was beginning to do an 
assessment of current Uzbek legislation. The group agreed 
that following the completion of the assessment, it will 
consider co-sponsoring a conference in Tashkent bringing 
together Uzbek and international experts on trafficking 
issues with the goal of agreeing on a set of recommendations 
to present to the Oliy Majlis (parliament). 

PURNELL 
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E.O. 12958: N/A 

TAGS: ETRD, OTRA, CTM, MZ 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR EDWARD GERARD TO TRAVEL TO 
MOZAMBIQUE 


REF: USDA FAS WASHDC 683656 


1. Embassy Maputo welcomes and grants country clearance for Edward 
Gerard from 29 April 2007 until 02 May 2007 to travel to Mozambique, 
to discuss the Norman Borlaug Fellows program and to resolve any 
remaining issues so that this program may begin in Mozambique. 
Please advise as soon as possible regarding any schedule or 

itinerary changes; refer to paragraph 13 regarding visa 

requirements. 


2. Control Officer: Brooke Williams, Commercial Officer at the 
Embassy, will be control officer. She can be contacted at: 


-- Office telephone: (258) 2149-27-97, ext.3422 
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-- Office fax: (258) 2149-35-74 
-- Cellular: (258) 82-300-0834 


3. Hotel Reservations: Post has made hotel reservations at the 

Hotel Polana. The rate for a single room is USD$120.00, which 
includes a breakfast buffet. Maputo per diem is currently USD$242.00 
(lodging USD$185 and meals/incidentals USD$57). The hotel accepts 
U.S. Dollars or South African Rand; Diners Club, VISA, MasterCard, 
or American Express credit cards for payment of hotel bills. 


The hotel can be contacted at: 


-- Telephone: (258) 21 49-10-01 
-- Fax: (258) 21 49-14-80 
-- E-Mail res@polana-hotel.com 


Reservation Policy: Hotels charge for no-shows, and most will debit 
one day\'s room rate for no-shows and reservations canceled with less 
than twenty-four hours\' notice prior to arrival. Therefore, advance 
planning and prompt notification of changes well in advance of the 
twenty-four hour limit are necessary otherwise such charges will be 
assessed to the intended traveler. Please contact your control 

officer promptly with details of any changes. 


Expeditor will pickup and drop off at airport. 


4. Medical Services: Maputo has limited medical facilities. 

Visitors will have to be medevaced in the event of a major injury or 
illness. In the past, we have had visitors nearly die because 

details of their medevac insurance were not readily available. 

Direct Hire employees (not contractors) of the Department of State, 
USAID, Department of Defense, CDC, and Peace Corps need not take any 
further action. Direct Hire employees of other U.S Government 
agencies are requested to provide to their control officer before 

arrival aname and 24-hour point of contact for their agency that 

can authorize medical evacuation. Contractors are requested to 
provide to their control officer before arrival the name, phone 

number, and policy number of their medevac insurance provider(s) for 
use in case of emergency. 


5. Health: Travelers are advised that chloroquine resistant malaria 
is present in Mozambique. The most recent guidance from the 
Department of State Medical Office recommends weekly use of 
mefloquine as the drug of choice for malaria prophylaxis in 
chloroquine-resistant areas. Mefloquine must be started one to two 
weeks before arriving at post. Daily doxycycline is an alternative 
regimen. Doxycycline must be started three days before arriving at 
post. Both malaria prophylaxis medications must be continued for 
four weeks after departing post. 


6. Security and Required Briefing: TDY visitors spending more than 
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48 hours in Mozambique must obtain a security briefing from the 
Embassy\'s Regional Security Office. The biggest threat facing U.S. 
citizens visiting Mozambique is crime. The State Department has 
designated Mozambique a critical-threat post for crime. Street 
crime and vehicle hijackings are common and can be violent. 
Visitors must be vigilant when out in public areas and should not 
display jewellery or other items of high value. Visitors should 

avoid carrying backpacks or purses, as these can draw unwanted 
attention of would-be muggers. Isolated areas, such as along the 
Marginal (the Maputo road along the sea), should be avoided as 
joggers and pedestrians have been mugged frequently, even during 
daylight hours. 


7. There are no known terrorist groups active in Mozambique and no 
current indications that U.S. citizens are being targeted by 
terrorist organizations. 


8. The police are poorly paid, poorly equipped, and lack the 
professionalism that U.S. citizens are accustomed to in the United 
States. Visitors requiring emergency assistance should not rely on 
local emergency services, but should contact the Marine Security 
Guard at Post One at (21) 49-27-97. Mozambican law requires that 
all persons carry an identity document, such as a passport, when out 
in public and produce it if requested by police. A copy of passport 
identity and visa pages is acceptable. There are certain areas in 
the city of Maputo where pedestrian traffic is prohibited, e.g., in 
front of the presidential offices located north of the Hotel Polana 

on the seaside of Avenida Julius Nyerere and on the Monument to 
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Mozambican Heroes near the Maputo airport. Such areas are sometimes 
marked with international \"no trespassing\" signs/symbols. 


9. Overland travel after dark is extremely dangerous due to poor 
road conditions, lack of emergency services, and the increased 
potential for vehicle hijackings. Official Americans serving in 
Mozambique, including those on TDY, are prohibited from overland 
travel outside city limits during the hours of darkness. 


10. Consular Registration: All TDY visitors spending more than two 
workdays in Maputo are required to register with the Consular 
Section in the Chancery to ensure that the Mission has current 
emergency contact information for each visitor. 


11. Financial Matters: With the exception of the main hotels, 
Mozambique is essentially acash economy. Credit cards are of 
limited utility. Vendors will accept U.S. dollars (or at times South 
African rana) in lieu of the local currency, the metical. For a day 
trip to Maputo, we recommend visitors bring with them USD 100 in 
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cash for spending money. Dollars can be exchanged at any bank or 
currency exchange facility. Embassy Maputo recommends against the 
use of travelers checks, as transaction charges are uniformly high. 
Please note that Embassy Maputo will need fiscal data in the event 
that extensive services or goods are required during the visit. 
Mozambican Airlines (LAM) accepts the American Express credit card. 
Please note that charge limits are in effect on most credit card 
transactions, and hotel bills need to be settled every few days. 


12. New Currency: On July 1, 2006, Mozambique introduced its new 
currency: the New Metical (abbreviated MTn.) This currency replaces 
the Metical(MT). One New Metical is equivalent to 1,000 Meticais (1 
MTn = 1,000 MT.) At current exchange rates, 1 USD equals 
approximately 26 MTn and 26,000 MT. From July 1st, 2006 through 
December 31st, 2006, both currencies are in circulation, and all 
prices are expressed in both currencies. After December 31st, 2006, 
only the New Metical will be in circulation. The most obvious 
differences between the two currencies are that the New Metical 
notes have three fewer zeroes than Metical notes of the same value 
and that the New Metical notes are in much better condition than 
Metical notes. The largest New Metical note is 1,000 MTn (versus 
500,000 MT.) The smallest New Metical note is 20 MTn (versus 10,000 
MT.) For further guidance, please refer to the images of the New 
Metical on our intranet site at 
http://maputo.state.gov/Sections/FMO/fmo.htm 


13. Visas and Airport Departure Taxes: Visas are required for entry 
into Mozambique, and Embassy Maputo urges travelers to have them 
prior to travelling. Travelers arriving from a country without a 
Mozambican embassy can get visas at the airport or land border entry 
points for 20 USD or 300 MTn. Those arriving from a country with a 
Mozambican embassy can obtain visas at the airport or land border 
entry points for 25 USD. There is an airport departure tax payable 
only in cash, of 20 USD or equivalent in Metical or Rand for 

regional flights, 8 USD for domestic flights and 20 USD for 
intercontinental flights. 


14. Luggage Precautions: Post urges travelers to keep in mind 
restrictions on carry-on luggage on international flights. At 
present, there are restrictions on carrying liquids, gels, and 
cosmetics on board international flights leaving the United States. 


15. Travelers also should bear in mind that security of checked 

baggage is a significant problem for travelers who transit 

Johannesburg airport. Many items have been stolen from checked bags, 
including the checked bags themselves. The items stolen most often 

are electronics (including I-Pods, cameras, and alarm clocks), 

toiletries (such as cosmetics, soap, shaving kits and cologne) and 

shoes (especially running/athletic shoes). A LOCKED BAG DOES NOT 
ENSURE SECURITY. One security measure that seems to meet with some 
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success is to have your luggage stretch-wrapped at your point of 
departure. The stretch-wrapping makes it more difficult for the 

thieves to gain access to your luggage. Be aware that flights 

between Johannesburg and Maputo are often serviced by a small plane 
with little space for carry-on luggage. This may require passengers 

to check their larger carry-on items. Please ensure your valuables 

are kept in a bag small enough to carry on your lap to keep them 

with you at all times. We take this problem very seriously and are 

doing what we can to help aid a solution. In brief, please: 


-- Leave behind irreplaceable valuables; 

-- Always lock your bags; 

-- Have your luggage stretch-wrapped when possible; 

-- Keep your valuables with you in a small carry-on; 

-- Make sure that your carry-on luggage complies with current 
international restrictions/regulations. 


DUDLEY 
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E.O. 12958: DECL: 02/22/2017 

TAGS: PREL, PGOV, KDEM, NI 

SUBJECT: LAGOS GOVERNOR SAYS ELECTIONS PREPARATION IS 
NON-EXISTENT 
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Classified By: Consul General Brian L. Browne for reasons 1.4 (b and d) 


1. (C) Summary: In an April 9 meeting with the Consul 
General, Lagos State Governor Bola Tinubu said the 
Independent Electoral Commission\'s (INEC) preparations for 
the April 14 gubernatorial elections in Lagos State were 
essentially non-existent. He claimed the People\'s Democratic 
Party (PDP) planned to rig the election. He suggested 
President Obasanjo\'s strategy was to cause sufficient chaos 
in the gubernatorial elections to establish a pretext for 
postponing the presidential elections. In spite of grave 
problems with the electoral process, Tinubu stated the 
important thing was to achieve an outcome that reflected 
political reality to a significant degree. Tinubu could 

accept a result that gave the PDP more victories than a fair 
election would warrant but one where opposition strongholds 
-- such as Lagos and Kano States -- were respected. Tinubu 
said he would advise Vice President Atiku to back the PDP\'s 
Yar\'Adua so as not to give the President another rationale to 
delay the presidential elections. End summary. 


2. (C) In an April 9 meeting with the Consul General, Lagos 
State Governor Bola Tinubu said the Independent Electoral 
Commission\'s (INEC) preparations for the April 14 
gubernatorial elections were woeful. Voter registration lists 

had not been published and were likely non-existent, INEC had 
not hired staff, and the commission had not begun to set up 
polling locations. Moreover, no one has seen a sample of the 
actual ballots nor had ballot boxes been sighted, decried 
Tinubu. As a result, he concluded, there was no chance the 
gubernatorial election would be credible. Tinubu was told by 
State Security Service (SSS) contacts that many of the ballot 
boxes that would be delivered to polling locations would 
already have been stuffed with executed ballots. Furthermore, 
there had been a recent shake-up in the police hierarchy, 
where promotions were given to those who vowed to participate 
in manipulating the vote. 
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3. (C) Tinubu alleged President Obasanjo\'s plan was to hold 
gubernatorial elections on the 14th. However, once all the 
problems came to light, Obasanjo would postpone the 
presidential election, ostensibly in order to prepare 
adequately. This ploy would allow Obasanjo to remain in 
office while existing governors and the Vice President would 
leave office, offered Tinubu. Obasanjo then would be free to 
prosecute the Vice President and those governors Obasanjo 
considered adversarial, as they would have been shorn of 
constitutional immunity. Tinubu saw this as a personal 
vendetta by Obasanjo to make those who rankled him pay dearly 
for his displeasure. However, he said Obasanjo would meet 
stiffer than expected resistance: some of the governors, 
himself included, were ready to counter Obasanjo strongly, 
thus implying public demonstrations and civil disobedience 
that could degenerate into something more coarse. 


4. (C) Implicit in Tinubu\'s scenario is that the People\'s 
Democratic Party (PDP) intended on \"winning\" too many 
gubernatorial seats, including places where the PDP is weak. 
This would create grave problems, warned Tinubu. However, he 
continued, if the PDP played its cards wisely, it would allow 
the Action Congress (AC), All Nigeria People\'s Party (ANPP), 
and All Progressive Grand Alliance (APGA) to win in places 
where those parties were strong. This would allow the PDP to 
retain an ample majority of gubernatorial seats without 
provoking strong reactions from opposition parties, suggested 
Tinubu. The presidential election could then take place 
unimpeded. The AC following in the South would not cause a 
stir if the PDP\'s Yar\'Adua won in a tilted exercise, Tinubu 
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postulated. 


5. (C) Tinubu stressed he had no qualms about PDP 
presidential candidate Umaru Yar\'Adua winning the election. 
Yet, Tinubu was adamantly opposed to ANPP presidential 
candidate Muhammadu Buhari. In a recent news story, Buhari 
called the PDP government \fascist\'. Tinubu sarcastically 
mentioned that he would take Buhari\'s ephitet as being 
accurate, for who better to identify a fascist than another 

one. 


6. (C) Tinubu vociferously opposed an AC-ANPP alliance. There 
was virtually no chance Vice President and AC presidential 
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candidate Atiku Abubakar would be allowed to run for office, 
said Tinubu. Obasanjo would simply not permit it. Thus, 
Tinubu planned to ask Atiku to admit defeat gracefully and 
support Yar\'Adua. This would eliminate excuses for President 
Obasanjo to extend his time in office. The immediate goal, 
argued Tinubu, was to get Obasanjo out of office. Once 
Yar\'Adua was in the presidential seat, Obasanjo\'s influence 
would wane quickly. Although the electoral process would be 
gross, the end result in that case would be digestible as 

long as the opposition parties won enough gubernatorial slots 
as well. 


7. (C) Tinubu is clearheaded about the quality of elections 
preparations. Short of providential intervention, there is 

little chance INEC will be adequately prepared to conduct 
elections in Lagos State and other states in Southern Nigeria 
we have recently visited (septels). Tinubu is also likely 
correct in that the political elite, including members of the 
opposition, would accept a flawed process as long as the 
results somewhat reflected political realities. For Tinubu, 
those realities are that Obasanjo\'s unpopularity and his 
vindictiveness mean that the President should not remain in 
office one moment beyond the May 29 term expiry and that 
opposition parties should see a net gain in the gubernatorial 
seats although the PDP could maintain a majority. However, 
Tinubu does not expect that this will be the result. If it is 

not, there will likely be some level of disturbance in places 
where the opposition is strong yet the electoral outcome did 
not reflect opposition puissance. 


8. (C) With regard to Atiku supporting Yar\'Adua, this seems a 
tough sell. It would require Atiku sacrificing his pride and 
position for what Tinubu sees as an overall strategic good. 

It has been unusual for any of the major politicians to place 
the common good over their own amibitions; we see no reason 
why Atiku would break this trend at this late date. End 
comment. 


BROWNE 
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USDOC 4322/MAC/OLAC/JAFEE 

E.O. 12958: N/A 

TAGS: KMDR, OPRC, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: GLOBAL ECONOMY: US ACTION AGAINST CHINA AT 
THE WTO; SAO PAULO 


\"Chinese Demand\" 


Center-right national circulation daily O Estado de S. Paulo (4/12) 
editorialized: \"Brazil should root for a US victory in the action 

the USG filed against subsidies given to the Chinese industrial 
sector.... It is a matter of contesting, based on international 

rules, subsidies given by the Chinese government both to industrial 
goods production and exports. If it participates in the action as a 
third interested party, Brazil will benefit as a much as the US from 
the probable condemnation of such Chinese practices.... There is a 
strong reaction in all Western markets against the invasion of 
manufactured products coming from China. Chinese industrial 
competitiveness results not only from cheap manpower, but also from 
China\'s undervalued currency and an enormous variety of fiscal 
incentives.... China currently faces several actions at the WTO and 
they continue to increase.... Washington has just initiated two 
additional complaints against China. In one of them, the Chinese 
government has been accused of lacking IPR enforcement. Products 
illegally copied in China have been sold throughout the world. 

Brazil is one of the countries most affected by such trade. 
Seventy-five percent of pirated products sold in Brazil come from 
Asia, mainly from China. The other complaint interests particularly 
the US and probably the European Union. It is about Chinese barriers 
against imported films, discs, books and software. In view of so 
many accusations of unfair trade practices and leniency towards 
piracy, Chinese officials are looking for allies among emerging 
nations. Brazilian officials finally should have realized, although 
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with a significant delay, the enormous mistake they made when they 
recognized China as a market economy.\" 

McMullen 
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USOSCE/ORM (JEFF VANDREAL) EUR/RPM (RICHARD PROSEN) 
E.O. 12958: N/A 

TAGS: ABUD, AFIN, EAID, KCRM, PGOV, MW 

SUBJECT: OSCE: PROJECT PROPOSALS FOR MONTENEGRO 
REF: STATE 41062 

1. (U) Summary: The two projects proposed by OSCE/Montenegro for 
extra-budgetary funding in FY2007 are duplicative of projects 

funded by the USG, and by the Government of Austria. Post does 


not recommend USG funding of either proposal as submitted. End 
summary. 


Strengthening the Capacity of the Assembly 


2. (U) Solicitation of funding for this proposal has already 
been successful. On April 6, the Government of Austria agreed to 
fund the project, for Euros 620,000, as stated in the proposal. 


Forensic Laboratory Phase Ill 
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3. (U) Post believes the proposal is vague and outdated. The USG 
has contributed several hundred thousand dollars worth of new 
forensic equipment and training over the past two years; much of 
the USG program is an exact match to that in the OSCE proposal. 


4. (U) Montenegro still has shortfalls in two forensic equipment 
areas, however. If proposed by OSCE as projects, both should get 
favorable USG consideration for funding. 


-- A Photo Laboratory, where Montenegro still uses a commercial 
printer to develop and print all their crime related photos, 

raising chain-of-evidence\' issues. Project costs should range 
from US$300,000 to US$400,000. And; 


-- A DNA Laboratory, where Montenegro still uses facilities in 
Belgrade, but reportedly receives very low priority. Project 
costs are about US$500,000; a \"validation study\" (certification 
process) would have to be completed before the proposal is 
submitted; such studies take between six and twelve months to 
complete. 


Costs for both proposals do NOT include building and staff 
costs, which the GoM should cover. 


BARNES 
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E.O. 12958: N/A 

TAGS: PGOV, PARM, TSPL, KNNP, ETTC, ENRG, TRGY, IN 

SUBJECT: CODEL LOWEY SIGNALS CONGRESSIONAL SUPPORT FOR NUCLEAR DEAL 
WHILE CITING CONCERNS 


REF: NEW DELHI 1676 


MUMBAI 00000195 001.4 OF 003 


Summary 


1. (SBU) In a meeting with the Nuclear Power Corp. of India 
(NPCIL), Codel Lowey expressed general support for the planned 
U.S.-India civil nuclear cooperation, yet cited concerns that 
members of Congress still have about the deal. Congressman 
Edward Royce told the NPCIL leadership that India must reign in 
the scientists who continue to insist on a right to test nuclear 
weapons. Granting India the right to test was incompatible with 
U.S. law, a notion that India and its scientists must 

understand, he said. Members of the delegation noted that, even 
in the most optimistic projections, nuclear power would still 

play a modest role in India in the future, behind even 

hydropower and renewable energy. Congressman Adam Schiff said 
Congress remained concerned that civil nuclear cooperation could 
allow, indirectly if not directly, the diversion of resources to 
India\'s strategic program. That, Schiff said, would be \"a 
disaster.\" S.K. Jain, NPCIL Chairman, outlined the growth plans 
for nuclear power in India and argued that the percentage of 
non-safeguarded reactors would fall dramatically in the coming 
years, and that there was therefore no competition between civil 
and military usages of India\'s limited uranium resources. Jain 
said that, for energy security reasons, India would remain 
committed to its vision of a three-stage nuclear program with a 
closed fuel cycle even if the deal with the U.S. becomes 

reality. The massive procurement of foreign reactor technology 
will ultimately be a bridge used by India to meet the country\'s 
surging power demand before the three-stage program becomes 
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reality, Jain said. End summary. 


Lowey: Congress \"big fans\" of U.S.-India Relationship 


2. (SBU) During an April 11 meeting in Mumbai, Congresswoman 
Nita Lowey told the leadership of the NPCIL that the members of 
her bipartisan Congressional delegation were all \"big fans\" of 

the U.S.-India relationship. All saw the importance of the 
relationship in a changing and increasingly challenging world, 

and its role in strengthening the world\'s non-proliferation 

regime. The delegation took non-proliferation very seriously, 

she said, and recognized the opportunities provided by nuclear 
power, which she said was now indispensable in many parts of the 
world. 


Royce: India Must Reign in its Scientists 


3. (SBU) Congressman Edward Royce said that India must reign in 
the small group of scientists who continued to oppose the civil 
nuclear deal if the cooperation is ever to become reality. The 
United States had its own experience with a military-industrial 
complex interested in the development and expansion of a 
military nuclear arsenal. President Eisenhower was the first 
president to recognize the need to subject such scientists to 
strong political and civilian control, he told S.K. Jain, 

chairman of the NPCIL. A small group of Indian scientists 
remained interested in expanding the country\'s nuclear arsenal, 
and in continued testing of nuclear weapons, since that was 
their job and their calling. U.S. law would never permit an 
agreement that did not contain an Indian obligation to cease 
testing, however, and these scientists, and India, should not 
think that it can hope to get both the agreement and a continued 
ability to test nuclear weapons, he said. Indian industry had a 
valuable role to play in lobbying the government to reign in the 
scientists, Royce told Jain. He encouraged the NPCIL and other 
Indian companies to weigh in with their government to highlight 
the benefits of the proposed agreement and to demonstrate the 
downside that India would incur if it fails to get the agreement 
because of the obduracy of its scientists and its 
military-industrial complex. Jain responded by saying that 

Indian industry strongly supported civil nuclear cooperation 

with the U.S., and made its views clearly known to the GOI. 
Private companies were interested in expanding into nuclear 
power generation, and the large number of companies that supply 
the NPCIL\'s construction activities also saw the opportunities 
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opened up by the deal. 


CODEL Asks About Limited Role of Nuclear Power in the Future 


4. (SBU) Lowey, Royce and Congressman Adam Schiff all inquired 
about the NPCIL\'s expansion plans, noting that India\'s most 
optimistic projections foresaw only a limited role of nuclear 

power in the country\'s power mix in the future. Jain had 
explained that the GOI\'s most recent projections foresaw a need 
for 700 gigawatts (GW) of generation capacity by 2032. In this 
scenario, nuclear power would contribute 63 GW or 9 percent. 
Coal/gas would contribute 390 GW, hydro 150 GW and renewable 
sources 97 GW. Lowey asked whether the relatively small role of 
nuclear power reflected a policy decision or was governed by 
other restraints. Acknowledging that 63 GW of nuclear power was 
\"very ambitious\" and \"a dream,\" Jain replied that the figure 
reflected a capacity constraint. India could not build reactors 

any faster. In any case, Jain added, the relative contribution 

of nuclear power to the country\'s energy needs would continue to 
grow rapidly in the coming years. 


Final Congressional Support Depends on Text of 123 Agreement 


5. (SBU) Schiff told Jain that he supported the agreement, but 
remained on the cautious side. Schiff said he didn\'t see much 
benefit in the agreement for the U.S. except for the commercial 
opportunities it opened up for U.S. companies. Still, the 
agreement was important in the context of overall U.S.-India 
relations. He will make his support of the final agreement 
contingent on the final 123 draft and on India\'s agreements with 
the Nuclear Suppliers Group and the IAEA. Hence his support for 
the Hyde Act must be seen as a vote to allow the discussions to 
go forward. Schiff said that he, and other members of Congress, 
did not view India as a problem, since India had been 
responsible with its nuclear program. Instead, Congress was 
concerned about the impact that the U.S.-India deal could have 
on the world\'s non-proliferation regime, and on India\'s ability 

to expand its nuclear arsenal. In particular, it would be a 
\"disaster\" if the agreement ultimately allowed India to expand 
its military nuclear capabilities. 


Separation of India\'s Civil and Military Programs 


6. (SBU) Schiff and staffer Thomas Sheehy asked Jain how India 
was planning to separate its military and civilian nuclear 
programs, and in particular whether scientists and others worked 
on both programs simultaneously. Schiff said he understood that 
India\'s indigenous sources of natural uranium were limited; 
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hence there must be competition between civil and military uses 
of the fuel. He asked Jain whether the agreement would 
ultimately free up domestic uranium resources for military use, 
since the civil nuclear sector could begin purchasing uranium on 
the world\'s markets. 


7. (SBU) Jain acknowledged that in many cases the same personnel 
still worked in both civil and military aspects of India\'s 

nuclear program. He added, however, that the NPCIL was a pure 
utility. It did not own the fuel it burned in its reactors. 

Instead, it leased it from the GOI and returned the spent fuel 

to the GOI for reprocessing or storage. All fuel purchased for 
India\'s four safeguarded reactors remained under safeguards 
after it was used, and would do so in perpetuity. Jain also 

said that, when the plants currently under construction go 

online, India will have 7 GW of nuclear generation capacity. Of 
that, roughly 65 percent or 5 GW will come under safeguards in 
accordance with the separation plan worked out with the USG, 
leaving only 2 GW outside of safeguards. Looking forward, the 
percentage of generation capacity not under safeguards will drop 
significantly, since all imported reactors and their fuel will 

be safeguarded, as will all new indigenously built pressurized 
heavy water reactors. Hence in the foreseeable future roughly 

90 percent of the generation capacity will be under safeguards; 
the role of non-safeguarded reactors will drop, and in any case 
not much fuel was needed to supply the military program. Hence 
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there was no competition between the military and civilian uses 
of nuclear fuel, Jain said. Schiff asked whether the planned 

fast breeder reactors would come under safeguards. Jain replied 
that India would put breeders under safeguards if they used 
spent fuel from safeguarded reactors. 


The Three-Stage Vision and Closed Fuel Cycle 


8. (SBU) The delegation inquired about India\'s vision of a 
closed fuel cycle complete with fast breeders and ultimately 
thorium reactors. Jain replied that the closed fuel cycle was 
imperative for energy security reasons. India had finite 
supplies of natural uranium, yet nearly unlimited supplies of 
thorium. For the past 50 years it has been policy to recognize 
the opportunities, and limitations, of the domestic natural 
resource base and implement a closed fuel cycle that will allow 
India to develop significant nuclear generation capacity without 
reliance of foreign fuel. India would remain committed to the 
three stage vision even after civil nuclear cooperation becomes 
reality, Jain said. India views the large scale importation of 
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foreign reactors and fuel under the deal as a bridge, or a tool 

to meet the country\'s growing power needs before the three stage 
vision becomes reality by the middle of the century. Of the 63 

GW foreseen by 2032 in the GOl\'s newest planning, 45 GW would 
come from imported reactors, 10 GW from indigenous PHWRs and 8 
GW from fast breeders. Thereafter, until the middle of the 

century, the role of fast breeders will grow and the first 

thorium reactors would come on line. With the three stage 
program nuclear power could contribute 25 to 30 percent of the 
country\'s power needs by 2050, Jain estimated. 


9. (SBU) Codel Lowey cleared this cable. OWEN 


104101 

PP RUEHROV 

DE RUEHKH #0567 1021125 

ZNR UUUUU ZZH 

P 121125Z APR 07 

FM AMEMBASSY KHARTOUM 

TO RUEHC/SECSTATE WASHDC PRIORITY 6801 
INFO RUCNIAD/IGAD COLLECTIVE 
RUEHKI/AMEMBASSY KINSHASA 0073 
RUEHTO/AMEMBASSY MAPUTO 0012 
RUEHSA/AMEMBASSY PRETORIA 0145","UNCLAS KHARTOUM 000567 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR AF/SPG 
PLEASE PASS TO USAID FOR AFR 


E.O. 12958: N/A 

TAGS: PGOV, PINR, KDEM, MARR, MOPS, SU, UG 

SUBJECT: LRA PEACE TALKS SET TO RESUME AMID RENEWED ATTACKS 
IN SOUTHERN SUDAN 


1.(U) Summary: The Government of Southern Sudan (GOSS)-led 
peace talks with the Ugandan Lord,s Resistance Army (LRA) 

are set to resume in Southern Sudan the week of April 9. 

Talks will include mediators from South Africa, Kenya and 
Mozambique, as the LRA has demanded. There have been at 
least three reported LRA attacks in Southern Sudan during 

March. End Summary. 


Juba Talks Restarting 


2.(U) The Co-Chairman of the GOSS Secretariat for the LRA 
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Peace Talks, who is also a Member of the Southern Sudan 
Legislative Assembly (SSLA), told the Consul General recently 
that South Africa, Kenya, and Mozambique would be sending 
representatives to Juba to join the GOSS-led LRA mediation 
efforts. Advance teams are to arrive April 9. By the end of 
that week, the expanded mediating team is expected to arrive 
in Juba and then go to Nbanga (Democratic Republic of the 
Congo) to meet with LRA leaders Joseph Kony and Vincent Otti. 
UN Special Envoy on the LRA Peace Process and former 
Mozambican President Joachim Chissano is expected to travel 
to Nbanga. 


3. (U) Subsequently, the expanded mediation team will go to 
Ri Kwangba (Southern Sudan) to meet up with the other LRA 
commanders. The Government of Uganda (GOU) delegation will 
go to Ri Kwangba, along with GOSS lead mediator Vice 
President Dr. Riek Machar. The GOSS officials believe that 
the LRA mediators, venue shopping has been successfully 
rebuffed by the regional states and that Juba offers the best 
and last chance for reaching a negotiated settlement. Up to 
eighty UN, GOSS, and other international participants will be 
traveling to Noanga and then to Ri Kwangba to restart the 
peace talks, according to a UN contact. 


4. (U) The Catholic relief organization Caritas International 

is reportedly bringing three truckloads of food to feed the 

LRA members who will return to the Ri Kwangba assembly area. 
The food will not be turned over to the LRA, however, but 
remain under the control of the GOSS, according to the GOSS 
official. The provision of food has been a critical issue, 

with Kony threatening not to resume talks until his men were 
provided with adequate supplies. UN officials recently 
complained to ConGen staff that Austria, Sweden, and Denmark 
had abruptly cut off food distributions which they were 

giving to the LRA remnants still at Ri Kwangba, following an 
escalation in violent attacks in Southern Sudan over the last 

two months. 


5. (U) The GOSS legislator said the SSLA had provided USD 2 
million for the continuation of the peace process, but noted 
that the GOSS still needed significant contributions from the 
international community to sustain the talks. The LRA 
mediating team was receiving USD 70 a day during the last 
round of talks and is expecting to receive as much this time, 
which the UN is reportedly likely to cover. 


LRA Attacks and Looting Continue 


6. (U) During March, at least three violent attacks 
attributed to the LRA occurred in Southern Sudan,s Eastern 
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Equatoria region near the Uganda border. Several earlier 
attacks took place in Western Equatoria. In two separate 
incidents, buses were attacked on the Nimule Road in March, 
resulting in several deaths, scores of injuries and property 
looted. The Sudan People,s Liberation Army (SPLA) has 
deployed approximately 3,000 men along this critical road 
from Uganda to Juba, but is reportedly only in a defensive 
posture. 


7. (SBU) According to a GOSS official, Vice President Machar 
downplays the ongoing attacks by the LRA because he fears 
such information will undermine his mediation efforts. The 
GOSS contact added that many in the GOSS believe that 
Khartoum continues to support the LRA and is not encouraging 
a quick resolution of the conflict. 


Hume 
HUME 
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SUBJECT: ARMENIA JOINS INTERNATIONAL CONVENTION ON PROTECTION AND 
PROMOTION OF RIGHTS AND DIGNITY OF DISABLED PERSONS 


1. Armenia joined the International Convention on Protection and 
Promotion of Rights and Dignity of Disabled Persons March 30, the 

first day of its signing. (NOTE: The convention was adopted by the 

UN General Assembly in December. END NOTE.) Armenia also signed 
the Optional Protocol. The convention aims to protect and promote 

the rights of the disabled by eliminating bias and ensuring their 

rights to employment, education and healthcare. 


2. COMMENT: The signing of the convention is at least a step in the 
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right direction by the GOAM, which has done little in the way of 
ensuring the rights of the disabled. 
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Classified By: CDA A.F. Godfrey for reasons 1.4 (b,d). 


1. (C) Early in the morning on April 12, two bombs exploded 

in close succession at Prosperous Armenia offices in 
Yerevan\'s Avan and Kanaker neighborhoods. President 
Kocharian\'s office quickly condemned the bombings, which 
caused physical damage but no injuries, and Yerevan police 
are investigating the incidents. The explosions took 

observers, both within government and the NGO community, by 
surprise. While it is not yet clear who was behind the 
bombings, growing tension between the ruling Republican Party 
and Prosperous Armenia and the need for the Republicans to 
consolidate their position following the death of former 

Prime Minister and Republican Party Chairman Andranik 
Margarian (refs A and B), have led some to speculate that 
there might be fissures within the Republican party itself 

and that tension between the Republicans and Prosperous 
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Armenian might run deeper than we thought. END SUMMARY. 


2. (SBU) Early in the morning on April 12, two bombs exploded 
in close succession at Prosperous Armenia offices in 
Yerevan\'s Avan and Kanaker neighborhoods. By midday April 
12, President Kocharian\'s spokesman Viktor Soghomonian made 
the following statement: \"Strongly condemning the given 
crime, we consider it an effort to destabilize the situation 

and to establish an atmosphere of intolerance on the eve of 
the parliamentary election. The manifestations of extremism 
cannot hinder the determination to hold democratic elections 

in Armenia.\" Ararat Mahtesian, First Deputy Minister of 

Police, told us that he believed the bombs were \"intended to 
intimidate.\" He said there were no injuries and the offices 
were not destroyed. The bombs did, however, shatter windows 
and cause other surface damage. Local press reports show 
that nearby properties at one of the locations were also 
damaged and the owner of the shop containing the PA office in 
Avan estimated more than USD 25,000 in damage to his 
property. Mahtesian said both incidents were currently under 
investigation by the Yerevan police. 


3. (SBU) Head of the National Assembly Republican faction 
Galust Sahakian, also reacted quickly to the explosions, 
telling reporters that the incidents were \"unacceptable.\" In 
an effort to stay rumors that the Republican Party was 
involved, he said, \"I repeat again that the members of the 
RPA have at least friendly relations with most members of 
PAN 


4. (SBU) While it is not yet clear who was behind the 

bombings, there has been growing tension between the ruling 
Republican Party (RPA) and Prosperous Armenia (PA), at least 
on the local level. In mid-March, local media reported on a 
violent clash between RPA and PA activists in Erebuni, a 
blue-collar district of Yerevan. The supporters of infamous 
Erebuni Mayor Republican Mher Sedrakyan attacked the head of 
the local PA chapter, Harutyun Karapoghosyan, after he 

refused to stop campaigning in the area. The altercation 

turned into a larger confrontation which only ended when 

police intervened. Local media reported that President 
Kocharian himself called an emergency meeting of the RPA and 
PA heads to prevent further escalation of the dispute. 
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5. (SBU) Tensions between RPA and PA were also evident during 
the March 25 mayoral election in Armavir. The election, 

which pitted incumbent Republican Ruben Khlghatyan against 
PA\'s Arayik Aghababyan, was marred by allegations of fraud. 
Aghababyan also complained that Khighatyan used state 
administrative resources and his influence as the incumbent 

to pressure voters to support him. Following very active 
campaigning by both parties and unusually high turnout, 53 
percent of voters supported the incumbent Republican and 43.3 
percent supported PA. 
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6. (SBU) Aghababyan refused to concede and challenged the 
results in the first instance court, but did not file a 

formal complaint with the local electoral commission. He 
refused to detail the alleged irregularities, telling 

journalists, \"We will publicize everything in court.\" On 

April 3, Aghababyan suddenly dropped the case. PA\'s 
spokesperson told us that this was the candidate\'s decision. 
Local press speculated, however, that Aghababyan had been 
\"ordered\" by PA Chairman Gagik Tsarukian to withdraw his 
claim. We later learned that Aghababyan was forced to drop 
the case when each of the 67 voters accused of selling their 
votes appeared in court and testified that they did not. 


7. (SBU) The controversial Karabakh war general Samvel 
Babayan from the Dashink Party also recently bowed out of the 
majoritarian race in Goris. He had announced plans to 
challenge Republican candidate Alexander Sargsian (brother of 
recently-appointed Prime Minister Serzh Sargsian, head of the 
Republican Party). Given its high profile, local observers 

were paying particularly close attention to this race, when, 

on March 27, Babayan suddenly dropped out in favor of a third 
party candidate. Some local observers claimed that elections 
authorities had threatened not to register Babayan as a 
proportional candidate if he remained in Goris\' majoritarian 
race. Others believe Babayan cut a deal with the 

Republicans, agreeing to leave the race if his Dashink party 
was guaranteed a certain number of proportional seats in the 
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new Parliament. 


8. (C) While Babayan did not comment on the reason for his 
withdrawal, Dashink Board Member Gnel Ghelachyan said Babayan 
withdrew because the Republican candidate\'s heavy reliance on 
his \"administrative resources\" meant that the race would not 

be fair. Ghelachyan\'s comments echoed those we have heard 
from various parties throughout the country during our 
pre-election travels. In Lori, Armavir, Shirak, Ararat and 

Syunik marzes, PA representatives and others have complained 
that the Republican leadership is using its influence to 

pressure voters. Opposition political groups report that 

local government employees, including school teachers and 
hospital workers, are under pressure to vote Republican. In 
Kajaran, PA representatives told us that the Republican 

director of the local copper mine was threatening to fire 
employees who joined PA or frequented a local coffee shop 
owned by a PA supporter. 


9. (C) There is no clear evidence of who was responsible for 
the bombing of the PA offices. There has been some 
speculation, however, about a possible Republican Party 
connection. When former Prime Minister and head of the 
Republican Party Andranik Margarian died unexpectedly on 
March 25, the Republican Party lost a strong leader who 
helped bridge the gap between the well-established old guard 
and party newcomers. The new Prime Minister and Republican 
Party head (former Defense Minister) Serzh Sargsian may be 
having a more difficult time bringing these two groups 
together. Conspiracy theories abound in Armenia, and range 
from the plausible (Republican supporters out of control) to 
the ridiculous (opposition supporters trying to set off a row 
between the Republicans and PA). All of Armenia\'s senior 
leaders know how damaging violence could be to the political 
process here. 

GODFREY 
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SUBJECT: KYRGYZ DEMONSTRATION CONTINUES; PARLIAMENT TO 
CONSIDER DRAFT CONSTITUTIONAL AMENDMENTS 


REF: A. BISHKEK 397 
B. BISHKEK 396 
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1. (SBU) SUMMARY: Following a quiet night at Bishkek\'s 
central Ala-Too Square, the opposition United Front and For 
Reforms movements continued their \"non-stop\" protest on April 
12, with the rally program beginning somewhat after the 
advertised start time of 16:00 local. Speaker of Parliament 
Sultanov announced that parliament would convene and vote 
April 16 to fill one of the vacancies on the constitutional 

court, giving the court a quorum. Sultanov said that the 
parliament would consider in committee the draft constitution 
prepared by Prime Minister Atambayev\'s working group, and he 
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suggested that parliament would discuss the opposition\'s 
competing draft constitution if the opposition presented it 
formally in accordance with the parliament\'s rules. As of 

17:00, the situation was quiet, and the crowd on the square 

was approximately 2500, with 200-300 police a few blocks away 
relaxing in the shade of trees in a nearby park. END 
SUMMARY. 


QUIET EVENING 


2. (SBU) Following political speeches in the afternoon (Ref 

A), local pop stars entertained the crowd from the stage on 

the evening of April 11. The crowd, which had peaked earlier 

at 4-5,000, dwindled rapidly after the distribution of food, 

and we estimate that fewer than 1000 demonstrators camped out 
overnight in the 30 yurts and dozens of tents on the square. 

Most of the 200-300 police, who had remained during the day 

in a nearby park area, also left the area after 20:30 local. 

The square remained quiet and peaceful overnight. 


SECOND DAY JUST GETTING STARTED 


3. (SBU) The program for the second day of the \"non-stop\" 
anti-government protest was scheduled to begin at 16:00 local 
on April 12. As of 17:00, the crowd was approximately 2500, 
and several opposition MPs were on the stage, preparing to 
begin speeches. The evening\'s program will also reportedly 
include a patriotic song contest, with a cash prize for the 
winner. The first soeakers announced that a much larger 
rally would be held beginning at 17:00 the next day, Friday, 
April 13. 


DEVELOPMENTS IN PARLIAMENT 


4. (SBU) Following a meeting of several parliamentarians in 
the morning of April 12, Speaker of Parliament Marat Sultanov 
announced that the parliament would reconvene April 16 to 
vote to fill one of the long-standing vacancies on the 
constitutional court, thereby allowing the court to conduct 
business. Under Kyrgyz law, the constitutional court is 
required to rule on constitutional amendments to the 
constitution. The lack of a quorum on the court created 
serious procedural \"obstacles\" during the adoption of the 
November and December 2006 versions of the constitution -- 
and led to many questioning the legitimacy of those versions 
of the constitution. 


5. (SBU) The Speaker also announced that he had already 
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forwarded to the constitutional court the draft constitution 
prepared by Prime Minister Atambayev\'s working group and sent 
to the parliament by President Bakiyev April 10. The 
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parliament\'s committee on constitutional law will also review 
the working group\'s draft starting April 13. Sultanov 
suggested that the parliament would discuss the opposition\'s 
draft constitution if the opposition presented it formally in 
accordance with the parliament\'s procedural rules. 


COMMENT 


6. (SBU) Turnout on the first day of the demonstration was 
clearly a disappointment to the opposition. United Front 

leader Felix Kulov had boasted that 50,000 demonstrators 

would turn out, but by our estimates the crowd never grew 

above 5000 on the first day (press, police, and organizers 

gave varying estimates, from 4923 to over 30,000; we\'re 
reasonably confident in our estimate). Government officials 

have made disparaging comments about the crowd, with State 
Secretary Madumarov saying that the demonstrators would be on 
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the square only as long as the organizers could pay them, and 
GKNB Chair Sutalinov saying that the protestors came only for 
the money and a \"shot of vodka.\" Bishkek authorities have 
prohibited alcohol sales in the downtown area, and the 

Interior Ministry has ordered that all stores selling weapons 
and ammunition be closed. While there remain serious 
concerns about the security situation, to this point, 

everything has been peaceful. And while there have been no 
public negotiations between the president and the opposition 
leaders, there does appear to be some movement on the 
opposition\'s demands for constitutional reform. 
YOVANOVITCH 
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SIPDIS 
SENSITIVE 


STATE FOR NEA/ARP AND DRL 
STATE PASS USTR AARON ROSENBERG 


E.O. 12958: DECL N/A 
TAGS: ELAB, PHUM, PGOV, PREL, SOCI, GTIP, AE 
SUBJECT: UAE PRESIDENT DEFENDS LABOR SITUATION IN THE UAE 


1. (U) Summary: On March 28, 2007, local Arabic and English language 
dailies, released an interview by the London-based Arabic daily Al 
Hayat with UAE President Sheikh Khalifa bin Zayed Al Nahyan. The 
interview discusses, among other issues, the situation of the 

expatriate labor force and the imbalance of the population 
demographics in the UAE. In the interview, Sheikh Khalifa rejected 
international reports criticizing the labor situation in UAE, citing 

the large remittances to countries of origin by expatriate workers. 

End Summary. 


2. (U) Shaikh Khalifa said, \"We admit the demographic imbalance in 
the UAE, as do all other Gulf countries.\" He went on to say that 
because of this situation, it was inevitable that the UAE would need 
to employ a large expatriate labor force. \"However, it is not 
impossible to control the situation, and we are making efforts to 
adjust the imbalance to safe levels to properly handle it in a way 

that preserves the security of our country and the identity of our 
citizens.\" 


3. (U) Sheikh Khalifa continued by saying that most of the recently 
published reports on the rights of expatriate laborers in the UAE 

fall short in their reasoning and include a great deal of unfairness 
and arbitrariness. \"The reports intentionally ignore the UAE\'s 
efforts to protect the rights of expatriate workers and to provide 
them with the means to lead a proper life.\" \"Based on our belief in 
the significance of expatriate workers, as well as in the fact that 


Column 3 

we need them, the UAE has been keen to make laws and rules to 
regulate their entry, residence and work to make sure their rights 
are protected according to national laws and international 
treaties,\" said Khalifa. 


4. (U) Khalifa continued by saying, \"We have developed a health 
insurance system to include all groups of expatriate workers and 
have set up a court to take care of their complaints and grievances. 
The UAE has also introduced adequate procedures to provide health 
and safety standards for workers in their accommodation as well as 
in their work places. The Ministry of Labor has created an 
investigative body that is charged with making sure those standards 
are met.\" 


5. (U) Khalifa also mentioned the fact that foreign workers remit 

large sums of money to their home countries: \"It is regrettable that 
those unfair labor reports make no mention of those aspects and 
completely ignore that expatriate workers remit to their countries 
annually sums that amount to 8 to 9.5% of the UAE\'s GDP.\" During 
the Pakistani National Day reception, on March 25, the Pakistani 
Ambassador Ahsan Ullah Khan announced that the 700,000 Pakistani 
nationals in the UAE collectively send $800 million USD in annual 
remittances to Pakistan. 


6. (SBU) Comment: Government officials are very concerned about 
international criticism of the labor situation in the UAE and 

frequently link the expatriate labor issue to anxieties over 

\"security\" and the perceived threat to national identity. Although 
the UAEG does not propose to include labor unions in the new law, it 
has taken discernible steps to improve the condition of foreign 
workers and to respond to international criticism. End Comment. 
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SIPDIS 


SIPDIS 


E.O. 12958: DECL: 04/12/2017 
TAGS: PREL, PHUM, CU, EUN 
SUBJECT: GERMANY ON CUBA/EU AFTER MORATINOS VISIT 


Classified By: COM Michael E. Parmly; Reasons 1.4 (b/d) 


1. (C) German Charge Michael Klepsch told Pol-Econ Counselor 
April 11 that EU embassies in Havana this week would be 
sending in their on-the-ground observations to the EU\'s 
COLAT, at which Spain was expected to report on Foreign 
Minister Moratinos\' visit and try to sell a new approach to 
Cuba. Klepsch, representing the EU presidency, predicted 
that Poland, Czech Republic, Slovakia, The Netherlands and 
Sweden would object to EU-wide political-level contact with 
Cuba, but that Spain would push hard with the others, who 
tend to see dialog for its own sake as better than no dialog. 
Klepsch said that Spain would have until May\'s COLAT to 
demonstrate that engagement with the GOC yielded results. 
Otherwise the EU would find it hard to change its common 
position, which links political-level engagement to 
improvement in human rights. 


2. (C) Klepsch\'s assessment of Cuba\'s human rights 
performance was not too dissimilar from our own: Certain 
overt and visible measures of repression are slightly relaxed 
(fewer overall political prisoners and fewer acts of 
repudiation), but the essential police-state apparatus is 
intact and fundamentally unchanged. He added that he did not 
expect the Cuban government to release political prisoners 
immediately, but might do so in the next month as a way to 
give Spain something to work with in the EU. Klepsch 
predicted that such releases would be of prisoners whose 
sentences were completed in any case, so not a great 
humanitarian gesture. 


3. (C) Pol-Econ Counselor pressed Klepsch on EU-wide 
endorsement of a Fidel-to-Raul Castro succession, which the 
USG viewed as potentially the most harmful possible outcome 
of Moratinos\'s visit. Klepsch said European governments did 
not see it the same way, preferring instead to deal with the 
reality of Raul Castro succeeding his brother in power. 
Pol-Econ Counselor acknowledged the reality of Raul 
inheriting that power, but said countries had a choice: 

\"They could suck up to Raul Castro or hold back full 
recognition until there is a process that involves 

consultation with the Cuban people over their future.\" 
Klepsch\'s reply referred to the conditions imposed by Cuban 
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Foreign Minister Perez Roque on the new relationship with 

Spain: \"Mutual respect,\" and a political dialog that does not 

raise internal Cuban issues that Cuba does not want on the 

table. As an example of Cuban tenacity on these matters, 

Klepsch said the GOC was demarching the German government to 
send no official representatives to an April 24 conference in 

Berlin on Cuban human rights/democracy, hosted by the Adenaur 
Foundation and two Czech-based NGOs. 


4.(C) Comment: We are frustrated that this un-enforced 
common position is all we have to work with, but believe that 
objective facts about Cuba should make the case for resisting 
an enhanced EU/Cuba relationship. The GOS and GOC, now 
allies in this endeavor, can be expected to make a 
glass-half-full argument: That repression is on the wane and 
that Cuba under Raul Castro will be amenable to reform if 
only Europeans would treat the regime with respect. The 
April 24 conference in Berlin will be an excellent 

opportunity, in the heart of Europe, to report exactly the 
opposite: The Cuban police state is as cruel and 
undemocratic as ever, Raul Castro is no reformer, and no 
self-respecting European government should be fooled by 
cosmetic human rights gestures. 

PARMLY 
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E.O. 12958: DECL: 03/06/2017 

TAGS: PINR, PREL, PGOV, PTER, MOPS, IZ 

SUBJECT: TERRORISTS SEEK NEW STRATEGIC TARGETS 

Classified By: A/POL-MIL COUNSELOR APAR SIDHU FOR REASONS 1.4 (A/B/D) 


1.(C) On April 12, Insurgents used a large tanker 
truck full of explosives to disable the Sarafiya 


Column 3 

bridge, one of twelve bridges spanning the Tigris 

to link Baghdad\'s Karkh and Rusafa districts. 

We have only confirmed the death of one Iraqi 

civilian in the bombing, which took 

place around 0700, before morning traffic reached 

its peak. The destroyed bridge connects 

Karkh to the Al Tib neighborhood of Rusafa, which adjoins 
the Sheikh Umar area where fierce fighting against 

Sunni insurgents took place on April 10. 


2. (C) As we work to better protect the Iraqi public 

by hardening markets and creating gated communities, 
the enemy seems determined to identity other more 
vulnerable targets. The Sarafiya bridge 

would seem to be a key strategic target for the enemy, 
as it was one of only twelve bridges connecting 

the east and west Baghdad. It appears the enemy was 
not focused on killing civilians but on 

destroying key infrastructure to demonstrate its 

stealth and power despite the Baghdad security crackdown. 
CROCKER 
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SENSITIVE 
SIPDIS 


STATE FOR WHA/AND LPETRONI 
COMMERCE FOR JANGLIN 
TREASURY FOR SGOOCH 


E.O. 12958: N/A 
TAGS: EMIN, EINV, ECON, PREL, PGOV, BL 
SUBJECT: NEW MINING TAX PROPOSAL ON THE TABLE 


REF: LA PAZ 137 


1. (SBU) According to U.S. mining company executives, a new 
tax proposal is on the table. Coeur dVAlene Vice President 
Jim Duff told Econoff April 3 that GOB officials are 

considering maintaining the existing complementary mining tax 
while eliminating its creditability against income taxes; the 
latter would occur only when mineral prices rise above 

certain established levels (for silver, the rate could 

potentially be set at $6/ounce). Duff added that the GOB is 
also considering the introduction of a 10 percent special 
income tax, in addition to existing income taxes of 25 

percent; for metallic elements like silver, the special tax 

rate could potentially be just 8 percent. 


2. (SBU) Duff declared the new proposal \"very encouraging,\" 
largely because it leaves unchanged key components of the 
industry\'s existing tax structure, which companies generally 
support. Duff added that Minister of the Presidency Juan 
Ramon Quintana and other GOB officials reiterated promises to 
consult with mining companies and other stakeholders before 
introducing significant tax changes. Apex Silver executives 

told the DCM April 10 that they had received similar 
assurances; they noted, however, that the GOB does not always 
honor its promises. 


3. (SBU) Comment: If the GOB is indeed considering a proposal 
of this sort, it marks a substantial departure from earlier 

calls for tough across-the-board tax hikes (reftel). Company 
executives expressed satisfaction with the GOB\'s more 
accommodating stance but noted that final resolution could be 
weeks or months away; in the meantime, they have other 
concerns, including the proposed elimination of exporters\' 
ability to collect refunds for value-added taxes and import 
duties. The GOB\'s attitude may have shifted slightly, but 

for mining companies, the investment climate remains as 
uncertain as ever. End comment. 

GOLDBERG 
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E.O. 12958: N/A 
TAGS: EAID, EFIN, PREL, IZ, JO 
SUBJECT: JORDAN AND THE INTERNATIONAL COMPACT WITH IRAQ 


REF: STATE 46243 


(SBU) Polcouns made reftel points April 11 at a meeting with 
Thamer Adwan, director of Foreign Minister Khatib\'s private 
office. Adwan was not aware of the planned May 3 meeting on 
the International Compact with Iraq (ICI), but called in 
international organizations bureau director Ayman al-Ameri, 
who was. Adwan and al-Ameri said the GOJ would wait until it 
had received the UN/Iraqi invitation to the meeting before 
deciding Jordan\'s level of representation. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
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STATE FOR WHA/AND 
TREASURY FOR SGOOCH 
MCC FOR AKIRSCHENBAUM 


E.O. 12958: N/A 
TAGS: ECON, PGOV, BL 
SUBJECT: NATIONAL HOUSING PLAN TO SHELTER 14,000 FAMILIES 


1. The GOB announced its national housing plan on April 3, 
designed to decrease the current Bolivian deficit of around 
300,000 homes. The plan seeks to provide housing to 14,000 
families by providing subsidies of up to USD 1,400 to poor 
families in rural areas and loans ranging from USD 2,500 to 
USD 15,000 to poor and middle class families in urban areas. 
The loans will have twenty-year terms with zero to three 
percent interest rates, compared with seven to ten percent 
commercial mortgage rates. The loans will be channeled 
through 13 financial cooperatives and NGOs, including Habitat 
for Humanity, but will be approved by the vice ministry of 
housing. The program also will provide subsidies of up to 
USD 500 for home improvements designed to eliminate 
disease-carrying pests and loans of up to USD 1,500 for 
creating productive spaces or home expansion. The government 
estimates that the housing program will generate 70,000 jobs 
in the construction sector during the coming year. 


2. Comment: The program will hopefully reach some of the 
poorest Bolivians and will likely boost the GOB\'s popularity, 
but unfortunately is also likely to be subject to abuse and 
corruption, difficult to implement, and probably will not 
confer legal titles upon program participants, if prior GOB 
housing programs serve as any indication. Most importantly 
for the GOB, the plan promises to be an important source of 
patronage in the run-up to elections expected to be held in 
2008. End comment. 

GOLDBERG 


Column 3 

104111 

OO RUEHWEB 

DE RUCNDT #0284 1021208 

ZNR UUUUU ZZH 

O 121208Z APR 07 

FM USMISSION USUN NEW YORK 

TO SECSTATE WASHDC IMMEDIATE 1689 


SIPDIS 
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E.O. 12958: N/A 
TAGS: PREL, SU, UNSC, ARSO 
SUBJECT: MISSION CLEARANCE FOR SPECIAL ENVOY NATSIOS 


REF: SECSTATE 47717 


1. (U) Mission clearance is granted for Special Envoy of the 
President for Sudan Andrew S. Natsios and Chief of Staff 
Andrew W. Steinfeld for meetings with United Nations Special 
Envoy for Darfur Jan Eliasson and Department of Peacekeeping 
Operations Under-Secretary-General Jean-Marie Guehenno, on 
Monday, April 16, 2007. 


2. (U) United Nations badges and appointment requests are 
being facilitated by USUN. Control Officer is USUN Adviser 
Emily Bruno, telephone 212.415.4298, e-mail BrunoEK@state.gov. 


WOLFF 
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E.O. 12958: N/A 
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SUBJECT: ACCREDITATION - IMO - ELEVENTH SESSION OF THE 
SUB-COMMITTEE ON BULK LIQUIDS AND GASES, LONDON, 16-20 
APRIL, 2007 


Column 3 
REF: A. SECSTATE 47975 


B. SECSTATE 48116 
C. SECSTATE 46835 


1. Embassy London has requested accreditation and is pleased 
to grant UK country clearance to the following delegation 
members from 16 - 20 April, 2007 for the International 
Maritime Organization\'s Eleventh Session of the Sub-Committee 
on Bulk Liquids and Gases: 

Richard Raksnis, Representative 

Vickie Huyck, Alternate Representative 

Jeffrey Casler 

William Charmley 

Charles Darr 

Nader Elkassabany 

Richard Everett 

Thomas J. Felleisen 

Joseph Freedman 

Lindy Johnson 

Chris Laroo 

Henry Lee, III 

Ted Lemieux 

John Lishman 

Wayne Lundy 

Jennifer Winster 

Bryan Wood-Thomas 

Gordon Gerber 

Drew Kodjak 

Kathy Metcalf 

Jon Stewart 

Peter Weber 


2. The Transportation Security Administration has updated 
security measures in place after the August 10, 2006 civil 
aviation security threat. Travelers may now carry through 
security checkpoints travel-size toiletries (3 ounces or 

less) that fit comfortably in ONE, QUART-SIZE, clear plastic, 
zip-top bag. After clearing security, travelers can now 

bring beverages and other items purchased in the secure 
boarding area on-board aircraft. In addition, larger amounts 
of prescription liquid medications, baby formula and diabetic 
glucose treatments will be permQted, but must be declared at 
the checkpoint for additional screening. Please read current 
travel restrictions and review the list of prohibited items 

prior to travel: 

http://www.tsa.gov/travelers/airtravel/assist ant/. This 
security regimen applies to all domestic and international 
flights departing U.S. airports. For flights originating in 

the United Kingdom, local policies requiring only one 
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carry-on bag apply. The liquids ban remains in effect. As 
these policies are more stringent than United States policy, 
travelers should check with transportation security 
authorities for flights originating at non-U.S. airports. 


3. Embassy Control Officer is Senior EST Officer William 
Meara, Tel. (44) 20-7894-0969; 

Fax: (44) 20-7409-1637, email MearaWR@state.gov. Upon 
arrival, please call the Embassy (020 7894-0704 or 020 794 
0238) to confirm UK contact and telephone details so that 
travelers can be reached in case of emergency. 


4. Chancery Access: 

If visitor requires unescorted access to the chancery, please 
send level of security clearance via cable, as required by 12 
FAM 443.3. 


5. As noted in reftel, no Embassy assistance is required. 


6. Confirmed reservations are held for Bryan Wood-Thomas and 
Joseph Freedman at The Churchill Hotel located at 30 Portman 
Square. The telephone number is (44) (0)20 7706 0900 and the 
fax number is (44) (0)20 7706 1991. 


7. Hotel Check-In: 

Please note that the check-in time at all London hotels is 

1400. Early check-in can be requested but can only be 
guaranteed if the room is reserved and paid for from the 

night prior to arrival. Check-out time is generally 1200. 

Please also note that the hotel will require a credit card on 
check-in. Travelers may pay on departure with cash. 

Travelers are advised against exchanging money at the hotel, 
as the much less favorable rate of exchange may push the room 
rate over London\'s per diem. 


8. Changes/Cancellation of Reservations: 

Any changes to hotel reservations must be made 48 hours in 
advance of arrival. Changes made after that time may incur a 
night,s lodging charge. Please make all changes through 
your control officer and not directly with the hotel. 


9. Accommodation Exchange: 


ATMs are widely available in London and accept most major 
U.S. ATM cards. ATM and credit card transactions obtain the 
best available exchange rates. Exchange services are 
available from well-known firms at the airports and train 
stations. In addition, Citibank has established a bank in 

the embassy where official TDYers can exchange U.S. dollars 
for British Pounds Sterling (BPS) during Citibank office 


Column 3 

hours for limited amounts. U.S. citizen direct-hire TDYers 
may cash personal checks; all others should bring cash or 
traveler,s checks. 


10. VISA: 

U.S. citizens do not require a visa, only a valid passport. 
Requirements for entry to the UK of citizens from other 
countries vary. Non-U.S. citizen visitors should check with 
their local British consulate to determine visa requirements. 


11. Electronic devices: 

Privately-owned laptops and personal computers are prohibited 
in controlled access areas (CAAs) of the embassy and 
consulates. Travelers with USG unclassified and classified 
laptop or notebook computers should review 95STATE 244394 
(classified machines) and 95STATE 24382 (unclassified 
machines) and notify the Regional Security Office before 
bringing these machines into a CAA. Cellular telephones and 
BlackBerries are also prohibited in the CAA and must be left 
outside this area. Questions concerning other types of 
electronic devices may be directed to the Regional Security 
Office. 


12. Health Concerns: 

The embassy medical unit, located on the Lower Ground Floor, 
has daily walk-in sick call from 0830-1000. TDY personnel 

are welcome to seek medical consultation for acute illness or 
other medically-related concerns at the unit. 


13. Security Information for the United Kingdom: 

Our current threat assessment indicates there are no known 
direct immediate security problems that would affect travel 

to mainland UK. Travelers planning to stay longer than 30 
days are required to schedule a security briefing with the 

RSO. For additional threat assessmeQ information regarding 
the United Kingdom and/or Europe, you may contact DS/ITA in 
the State Department at (202) 663-0787. 


-- Terrorism. The United Kingdom is stable and modern, but 
shares with the rest of the world an increased threat of 
terrorist incidents of international origin, as was shown 

with the bombing attack in London July 7, 2005. Visitors are 
reminded to remain vigilant with regard to their personal 
security and to exercise caution at all times. The British 
Home Secretary has urged its citizens to be alert and 
vigilant by, for example, keeping an eye out for suspect 
packages or people acting suspiciously at Underground and 
railway stations and airports, and reporting anything 
suspicious to the appropriate authorities by contacting the 
free anti-terrorist telephone hotline on 0800-789-321. 
Travelers should regularly monitor the Department,s internet 


Column 3 

web site at http://travel.state.gov where the current 
Worldwide Caution Public Announcement can be found. In 
addition, if visitors notice any suspicious activity or have 

any security concerns, the embassy Regional Security Officer 
(RSO) should be notified as soon as possible. 


From time to time during periods of heightened threat of 
terrorism, the UK government deems it necessary to raise 
levels of security activity. Heightened activity may include 
the use of troops, who remain at all times under the control 
of the police and are part of long-standing contingency 
plans. Military personnel and equipment may be deployed at 
airports and other transportation links, or other public 
locations. For more information about UK safety initiatives, 
consult the UK Civil Contingencies Secretariat website at 
www.ukresilience.gov.uk. 


Political demonstrations are well policed and, except at 

times in Northern Ireland, generally orderly. Although the 
political situation in Northern Ireland has dramatically 
improved since the signing of the Good Friday Agreements in 
1998, incidents of terrorist violence have, nevertheless, 
occurred in the past few years. Within Northern Ireland, 
flash-points for sectarian confrontations still exist, but 

they are generally removed from areas where tourists 
congregate. Sporadic incidents of street violence often 

erupt during the summer marching season around the July 12 
public holiday. As a result, American citizens traveling in 
Northern Ireland have experienced delays and disruption. 


-- Street Crime: London, like other urban centers, has a 
certain amount of street crime. Although on the increase, 
violent criminal confrontations and the use of firearms are 


relatively rare in the UK. Burglars and pickpockets are very 
active and visitors are encouraged to safeguard their 
valuables and not carry large amounts of cash or unneeded 
credit cards. Visitors should be particularly careful on 
crowded streets, in entertainment areas, in department 
stores, restaurants, or on crowded public transportation. 
Travelers are specifically warned not to leave valuables in 
hotel rooms, regardless of the stature of the hotel. 

Recently there has been a measurable increase in street 
crimes involving the theft of cell phones. Visitors should 
avoid as much as possible using cell phones on the streets or 
in other public places. The police and other emergency 
services in the UK are excellent. The nationwide telephone 
number to summon emergency assistance is 999. 


14. London Airport Arrival Information: 
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-- Heathrow Airport: The best way to get from Heathrow to 
Central London is to take the Heathrow Express train. It 
leaves every fifteen minutes from all Heathrow terminals. 
Travel time is fifteen minutes to London\'s Paddington 
Station. Service operates from 0510 to 2347 daily. The cost 
is 14.50 pounds one-way if ticket is purchased from a kiosk 
prior to boarding, or 16.50 pounds when purchased aboard the 
train. Paddington Station is about a ten-minute taxi ride to 
central London. Taxi (black) cab service is also available 
from Heathrow to central London and the fare ranges from 
60-100 pounds, but could exceed that, depending on traffic 
conditions. (Prices as of March, 2006) 


-- Gatwick Airport: The best way to get to Central London is 
to take the Gatwick Express train, which operates every 15 
minutes between Gatwick Airport South Terminal and London\'s 
Victoria Station. Access from Gatwick\'s North to South 
Terminal is via free monorail train. Journey time from 
Gatwick to Victoria Station is approximately 30 minutes and 
the service operates four times an hour from 0500 to 0135 
daily. Fare is 14 pounds one-way and 25 pounds round-trip 
when purchased prior to boarding. A two pound surcharge is 
added when purchased aboard the train. Victoria Station is 
about a fifteen-minute taxi ride from the hotels. Taxi 

travel from Gatwick to Central London is extremely expensive 
and time-consuming. 


-- Waterloo Train Station: Travelers arriving at London\'s 
Waterloo International Train Station are recommended to take 
a black cab from the station to the hotel or chancery. 


#. U.S. Embassy London Website: 

Please visit our website for additional information: 
http://london.usembassy.gov. Embassy London looks forward to 
your visit. 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. cfm 
Tuttle 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, PREL, PINR, SOCI, KWMN, IN 
SUBJECT: THE STATUS OF WOMEN IN INDIA - PART II 


REF: A. NEW DELHI 1653 
B. NEW DELHI 1032 
C. 06 NEW DELHI 7199 
D. NEW DELHI 1401 


1. (U) SUMMARY: This is the second in a two part series on 
the status of women in India. This cable is derived from 
Post\'s ongoing analysis of the issues facing women as well as 
conversations with politicians, think tanks, NGO activists, 
pundits, and government officials during Senior Advisor to 

the Secretary of State on Women\'s Empowerment, Ambassador 
Shirin Tahir-Kheli\'s visit to New Delhi. The first part of 

this series (reftel A) outlined the progress that has been 

made toward protecting women in Indian society. In addition, 
it highlighted the ongoing struggle with implementation and 
enforcement of laws and the continued fight to end female 
feticide and dowry deaths. Part II (this cable) deals with 
trafficking in persons, the inability of many women to access 
education, jobs, and health care and the overlay of caste and 
class. END SUMMARY. 


Trafficking in Persons 
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2. (SBU) India is a significant source, transit point, and 
destination for many thousands of trafficked women. On March 
23, National Commission for Women\'s (NCW) Girija Vyas spoke 
of trafficking of women and children both within India and 

from external sources. According to Vyas, there is currently 

a flow of Eastern European women to India for prostitution. 
Within India, the low male/female ratio resulting from female 
feticide encourages families in Punjab and Haryana to import 
brides from Bihar and other Northeastern states to marry 

their boys. These women are often mistreated as they do not 
speak the local language and can be easily manipulated. 

(Note: India, however, is marching towards progress, for more 
information, see India,s 2007 TIP report (reftel B) End 

Note). 


Marriage Fraud Among the Diaspora 


3. (SBU) Vyas and the NCW described a relatively new racket 
that subjugates and marginalizes women. Some non-residence 
Indians (NRIs) marry in India, although they already have a 

wife or girlfriend in the U.S. The new bride is then 

abandoned upon arrival in the US, UK or elsewhere. Vyas said 
that this practice is occurring wherever Indians have 

migrated. The NCW is collaborating with Indian associations 

in the UK to raise awareness about this practice and assist 

with recourse for the women who find themselves in the lurch. 
Vyas is looking for possible partners in the US to 

participate in a similar process. Minister for Women and 

Child Development Renuka Chowdhary had previously raised her 
concerns about hoodwinked brides with the Embassy (reftel C). 


Promoting Democracy Bilaterally And Multilaterally 


4. (SBU) On March 21 and 22, Ambassador Tahir-Kheli met GOI 
officials, including the Prime Minister\'s Media Advisor 

Sanjaya Baru and Foreign Secretary Shiv Shankar Menon. Both 
Baru and Menon agreed that more could and should be done for 
women. Menon added that &women\'s empowerment is an 
essential element for democracies in transition.8 As 

women\'s empowerment is an issue of democracy promotion, Baru 
requested an update on the UN Democracy Fund. (Note: There 
are two programs currently funded in India under this 

program: Center for Social Research and ActionAid. Both 
projects engage women to become more politically active and 
provides them with the necessary skills to do so. To date, 
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however, both projects are still waiting for their grant 

money before beginning their work. Any further information 
from the Department on the holdup would be welcomed and 
appreciated. End Note.) 


5. (SBU) On March 23, Kiran Bedi, Director General, Bureau 
for Police Research and Development highlighted the Indian 
All Women\'s Police Unit sent to Liberia to work alongside UN 
Peacekeepers (reftel D). Though she met initial resistance 
to creating such a unit, it is now recognized as another 
success story. Bedi believes India can train other countries 
to mobilize similar units that can work both domestically or 

as part of international efforts. 


6. (SBU) On March 23, Ambassador Tahir-Kheli met with NGOs 
working with USAID through their Women\'s Legal Rights 
Initiative Project. The Mission,s Women,s Legal Rights 
Initiative (WLRI) focuses on gender based violence including 
dowry, domestic violence and female feticide and rights 

within the family (such as property rights and maintenance) 

in Rajasthan and in Karnataka. At the national level, the 
program supports advocacy for legal and institutional reform 
through WomenPowerConnect (WPC), a national level coalition 
lobbying district and national governments. WPC has five 

state chapters and more than 450 members across India. WLRI 
in partnership with grassroots NGOs is creating support 
systems in the two states to provide legal knowledge, 
counseling, mediation and representation services to 
vulnerable women and communities. The program has developed 
and expanded community based approaches to dispute 
resolution, worked to change the attitudes of men and boys, 
trained medical doctors, statutory bodies, religious leaders 

and public prosecutors and targeted state and national level 
reforms. A specially designed program disseminates 
information on Muslim women,s rights as enshrined in the 

Holy Quran and the Indian constitution. WLRI is also linking 
women to livelihood enhancement opportunities. As a result 

of these programs, there are many anecdotal success stories 

in which women recognize the power of working collectively to 
demand and force the police to take action in instances of 
domestic violence. 


Education and Health 


7. (SBU) India has been a major seat of learning for 
thousands of years and the GOI has expressed a strong 
commitment toward education for all. Currently, 30 percent 
of seats in engineering, medical and other colleges are 
reserved for women. However, India still has one of the 
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lowest female literacy rates in Asia. The gap in male-female 
literacy rates is 21.70 percent, according to the 2001 
census. Low literacy levels have a negative impact on the 
lives of women and their families in addition to their 
country,s economic development. Numerous studies show a 
strong correlation between high levels of female illiteracy, 
high fertility and mortality levels, poor nutritional status, 

low earning potential, and low household autonomy. A 
woman,s lack of education has been shown to contribute to 
high infant mortality rates. 


8. (SBU) The barriers against women,s education include 
insufficient school facilities, not enough classrooms, and 
inadequate latrines and access to water. There are also 
deeply-held social beliefs against female education. Many 
families continue to regard male education as an investment 
guaranteeing future economic returns. On the other hand, 
investing in girl,s education is deemed an immediate 
economic loss that deprives the household of a loyal and 
unpaid helper. In rural India, because girls are married and 
sent to another house, investing in their education is not 
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considered a viable option. 


9. (SBU) Although female life expectancy (currently 65) has 
gradually improved over the years, it remains lower than many 
other countries. In many families, especially in rural 

India, girls and women face nutritional discrimination with 

the family. Only 42 percent of births in the country are 
supervised by health professionals. Most women deliver with 
help from female family members who often lack the skills and 
resources to ensure a safe birth. According to 2007 data, 
India accounts for over 20 percent of the world,s maternal 
deaths at a rate of 408 deaths/100,0000 live births. 


10. (SBU) The average Indian woman has little control over 

her own fertility and reproductive health. Women in rural 

areas in particular do not have access to safe and 
self-controlled methods of contraception. The public health 
system emphasizes permanent methods like sterilization, or 
long-term methods like IUDs that do not need follow-up. Some 
studies suggest that sterilization accounts for more than 75 
percent of total contraception, with female sterilization 

measured around 67 percent (compared to 9 percent for males). 


Workforce Participation 
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11. (SBU) Women in India are now more likely to participate 

in traditionally male dominated industries. According to 

Kiran Bedi, more women now serve in the armed forces and the 
police. She described a jump in female recruitment onto the 
police force, and she noted the important role of 

Jayalalitha, former Chief Minister of Tamil Nadu, in boosting 
numbers of police recruits in Southern India. Bedi also 
underscored the presence of women police officers in rural 
areas helps women address specific problems such as female 
feticide and domestic violence. According to Bedi, women 
police officers have a \"healing but tough hand\" that can 
bridge gaps between certain segments of society more easily 
than their male counterparts. 


12. (SBU) More women are not only serving in entry level 
government positions, they are occupying high level, decision 
making roles in government. At the national level, several 
interlocutors pointed to the leadership of Congress President 
Sonia Gandhi. Further, Prime Minister Indira Gandhi, who 
ruled from 1966-1977, was the second woman in the world to 
serve as Prime Minister, after Sirimavo Bandaranaike in Sri 
Lanka. At the local level, one third of panchayat seats 

(village local governments) have been reserved for women 
since 1992, enabling over a million women to enter political 
life in India. In Ambassador Tahir-Kheli\'s meetings with 
Deputy Chairperson of the Planning Commissioner, Montek Singh 
Ahluwalia on March 21 and Delhi Chief Minister, Sheila Dixit 
on March 22, they dismissed critics who argue that women 
holding panchayat seats merely reflect their husbands, 
positions. They argued that the newly empowered women 
leaders come to value their own voice and eventually 

instigate change. To support this conclusion, Montek Singh 
Ahluwalia cited a recent MIT study which found that women 
leaders in panchayats matter, noting that many women 
panchayat members invest local funds toward health, 
education, and water projects. Alternatively, male leaders 
direct funding toward construction of meeting and community 
halls. Dixit and Punjab Member of Parliament Praneet Kaur 
echoed Ahulwalia\'s comments, adding that they expect to see 
these women rise to national level politics. Ahluwalia, 

Dixit, and Kaur all expressed confidence and pride in the 
reservation system, suggesting it could serve as a model for 
other countries. (Note: Nationally, however, a bill to give 
women one-third representation in Parliament has been stalled 
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13. (SBU) These efforts do not stop at the local level. 

Since 2005, the Finance Minister, with the Prime Minister\'s 
support, does not release funds to the Ministries unless they 
demonstrate that they are allocating 20 percent of their 

overall Ministerial budgets to programs that support women. 
Such programs include efforts to raise maternal mortality 

under the Health Ministry or the Human Resource Development 
Ministry,s programs to raise female literacy rates. 


14. (SBU) Some of the world,s leading businesswomen are 
Indian. In 2006, Kiran Mazumdar-Shaw, who started Biocon, 
one of India\'s first biotech companies, was rated India\'s 
richest woman. Lalita Gupte and Kalpana Morparia (the only 
businesswomen in India who made the Forbes World\'s Most 
Powerful Women\'s List) run India\'s second-largest financial 
institution, ICICI Bank. Contrary to common perception, a 
large percent of women in India work. National data 
collection agencies verify that womens, contribution as 
workers has been underestimated. However, there are far 
fewer women are in the paid workforce. In rural India, 
agriculture and allied industrial sectors employ as much as 
89.5 percent of total female labor. Women\'s average 
contribution to farm production is estimated at 55 - 66 
percent of the total. According to a 1991 World Bank report 
women accounted for 93 percent of the total employment in 
dairy production in India and 51 percent of the total 
employed in forest-based small-scale enterprises. 


15. (SBU) However, the earnings gap remains enormous. 
Women\'s average annual earned income was 1,471 USD in 2002, 
almost one third of men (4,723 USD). In addition, sexual 
harassment, known as \"eve teasing,\" is also reportedly on the 
rise as more women enter the work force. Half of the total 
number of crimes against women reported in 1990 related to 
molestation and harassment at the workplace. In 1987, the 
Indecent Representation of Women (Prohibition) Act was passed 
to prohibit indecent representation of women through 
advertisement or in publications, writings, paintings, 

figures or in any other manner. 


16. (SBU) In 1997, in a landmark judgment, the Supreme Court 
took a strong stand against sexual harassment of women in the 
workplace by presenting detailed guidelines for prevention 

and redress of grievances. The NCW subsequently elaborated 
these guidelines into a Code of Conduct for employers. 


COMMENT 


17. (SBU) In India, nothing is easy and it is impossible to 
generalize. All of the aforementioned concerns are 
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complicated by caste, class, religion, and corruption, which 

still sharply compromise societal and legal efforts to 

improve the lot of Indian women and range over issues as 
diverse as access to land and property, the right to obtain a 
divorce or be divorced, and to be treated with dignity and 
respect. For example, in February 2007, a UN committee 
equated violence against Dalits in India with racial 
discrimination. Reports produced by the UN Committee on the 
Elimination of Racial Discrimination found systemic abuse 
against Dalits, including torture and extra-judicial 

killings, and an \"alarming\" rate of sexual violence against 
Dalit women. There are several reports of Dalit women 
stripped naked by mobs and paraded in public for offending 
higher castes. The media often documents upper caste gangs 
using mass rape to intimidate lower castes, and gang rape as 
punishment for alleged adultery or as a means of coercion or 
revenge in rural property disputes. Although the GOI banned 
the practice of sati, in which Hindu women throw themselves 
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on the funeral pyre of their deceased husband, the practice 
persists. Honor killings also remain a problem, 

predominantly in Muslim and Hindu communities. Furthermore, 
a strong belief in mythology and the supernatural in rural 

India has been used against women. In 2006, for example, 
informal courts passed death sentences on women, labeling 
them witches. The Assam police are now working with NGOs to 
raise awareness of these problems. 


18. (SBU) While the picture is far from rosy, good things 

are happening for India,s women. The NGO community, civil 
society and the media are vibrant, active and gaining 

traction in a national dialogue on women,s rights. As with 

any movement that must overcome centuries of tradition, it 
will require several generations of concentrated efforts and 
national dedication to fully integrate women into all aspects 

of society. Opportunities exist for Indo-U.S. bilateral and 
multilateral collaboration. Framed by Secretary Rice\'s four 
pillars of women,s empowerment -- political participation, 
economic empowerment, education, and justice issues -- Post 
will continue to work with Ambassador Tahir-Kheli\'s office 

and our Indian counterparts to deepen, broaden and strengthen 
the ongoing efforts to promote women\'s empowerment. END 
COMMENT 

MULFORD 
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E.O. 12958: CLASSIFIED BY: THOMAS COUNRYMAN, DCM, ATHENS 
REASONS 1.4(B) AND (D), DECL: 04/12/2032 

TAGS: PREL, PGOV, GR 

SUBJECT: GEORGIA: GREEK OPPOSITION TO PSC PROPOSALS: IT\'S 

NOT RESISTANCE 


REF: BRUSSELS 822 


1. (C) SUMMARY: On April 12, DCM met with the MFA PolDir 
Ambassador Vassilopoulos to discuss reftel Georgia issues in 
advance of P/DAS Volker\'s imminent visit to Athens. DCM 
explained the U.S. desire for EU consensus in the PSC and 
U.S. concern over Greece\'s role in opposing consensus. 
Vassilopoulos defended and explained Greece\'s stance on the 
remaining PSC proposals, characterized some as resolved, and 
conveyed Greece\'s intention to wait for more information 
before acceding to additional proposals. END SUMMARY. 


2. (C) During the April 12 meeting, DCM expressed the U.S. 
interest in the peace and stability of Georgia, and noted the 
U.S. had taken special care to encourage a peaceful 

resolution to separatism. The U.S. did not view Georgia as a 
battleground in a new \"cold war\" but was motivated by concern 
for the Georgian people. The U.S. and EU have and must 
continue to work closely together for the sake of Georgia, 

and for that reason, the U.S. was eager to see a consensus 
among EU member states in the PSC in favor of the Semneby 
proposals. 


3. (C) DCM observed that the U.S. was aware from multiple 
sources that Greece had unfortunately taken a leading role in 
resisting Semneby,s \"forward-looking\" proposals for positive 
improvements in Georgia. Ambassador Vassilopoulos objected 
to the characterization as \"resisting,\" and stated that 

Greece was only exercising the rights of an EU member state 

in an EU forum. Furthermore, Vassilopoulos observed that any 
complaints Semneby had should be submitted to the EU, and he 
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should not attempt to \"sidestep\" members. Vassilopoulos 
defended Greece,s PSC position, saying that Greece was 
particularly concerned with upholding the sovereignty of 

central governments. (COMMENT: Although never mentioned, it 
was possible to observe the Cyprus-shaped hole in the 
conversation. END COMMENT) 


4. (C) DCM assured Vassilopoulos that Semneby had not asked 
us to intervene, but that our conversation was the result of 

U.S. concern for the people of Georgia. Vassilopoulos 
indicated that Greek concern was focused on the expansion of 
Semneby,s mandate: Greece had not received indications from 
Georgia that the government of Georgia desired the mandate 
expansion; Greece was concerned that any contact between 
official EU representatives and separatists would 

inadvertently grant legitimacy to the movements; Greece 
believed that any expansion of the Special Representative,s 
mandate must be formally arranged between the EU and Tblisi. 


5. (C) DCM noted that he was not aware that the Georgian 
government shared this concern about the expansion of 
Semneby,s mandate. If Georgia was willing to let the 
expansion proceed without formal arrangements, the EU should 
not seek to be \"more royal than the king.\" Vassilopoulos 
reiterated the need for a formal agreement on the mandate 
expansion and observed that mandates that expanded and 
contracted \"like accordions\" according to the temper of the 
moment would be \"hazardous.\" Furthermore, Vassilopoulos 
indicated that the Greek government would continue to wait 
for Georgia,s approval to be conveyed by their interlocutors 

in Tblisi. 


6. (C) In response to other points of concern, Vassilopoulos 
stated that satellite monitoring of the Roki tunnel was not 
dropped at Greek request but at the request of other 

countries. The proposal to co-locate police experts with the 
OSCE and UN was a \"minor issue\" because \"two policemen will 
make no difference;\" however, it was delayed because of the 
necessity of communicating with the OSCE and the UN. Greece 
would continue to wait for responses from its interlocutors. 


7. (C) DCM reiterated US desire to see EU consensus on 
proposals that would advance EU and US capability to move 
ahead on our common goals for Georgia. Vassilopoulos assured 
us that Greece also was seeking consensus on the very few of 
Semneby,s proposals still unresolved. 

RIES 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Azerbaijan, Ki-Moon, Peace Process, Lebanon, Iraq, 
Palestinian Territories, Iran (4/12) 


1. Summary: Papers on Apr. 12 reported FM Mouallem\'s meeting on 
Apr. 11 with Azerbaijani FM Elmar Mohammad Yarov, focused on 
bilateral relations. During the meeting, FM Mouallem reviewed the 
latest developments in the region, including the situations in lraq 

and the occupied Palestinian territories. He referred to Syria\'s 

efforts to achieve security and stability in the region. FM Yarov 

hailed Syria\'s positions on Middle East issues, showing commitment 
to develop and deepen ties with Syria in all domain 

s. In apress 

statement following the meeting, Yarov described his talks with FM 
Mouallem as \"excellent,\" and expressed his country\'s intention to 
open an embassy in Damascus this year after obtaining approval from 
Parliament. 


Papers also reported that UN SecGen Ban Ki-Moon is to pay an 
official visit to Syria on Apr. 24 to hold talks with President 

Asad. Syria\'s UN Ambassador Bashar al-Jaafari told al-Watan that 
the Arab peace initiative and the ME Peace Process will have 
priority on the agenda of Ki-Moon\'s visit. Jaafari said that talks 

will also touch upon UN-Syrian relations and the Palestinian issue. 


Column 3 


Papers also featured a meeting in Moscow on Apr. 11 between Russia\'s 
Deputy Foreign Minister Alexander Saltanov and EU Troika 
representatives to discuss prospects for the resumption of the 
Palestinian-Israeli peace process in light of the formation of a 
Palestinian coalition government and revival of the Arab peace 
initiative. According to the Russian Foreign Ministry, the parties 
discussed developments in the Middle East in the context of the 
results of the Arab summit in Riyadh. Saltanov voiced Russia\'s 
positions on these issues, reiterating the importance of looking for 
political and diplomatic solutions for them. All parties confirmed 
the key role of the International Quartet for an Arab-Israeli 
settlement. In this connection, Russia suggested an urgent 
conference on the Middle East with wide international 
participation. 


End of summary. 
2. Selected Headlines: 


VFM Mouallem discusses the latest developments in the region and 
prospects for bilateral relations with Azeri FM Elmar Mohammad 
Yarov\" (Government-owned Tishreen, 4/12) 


\"UN Secretary General Ban Ki-Moon is to visit Syria on April 24\" 
(Government-owned Al-Ba\'th, 4/12) 


\"US Senator Hillary Clinton supports visit to Damascus of Nancy 
Pelosi, Speaker of the US House of Representatives\" 
(Government-owned Al-Thawra, 4/12) 


\"Democratic Congressmen discuss the possibility of visiting Iran. 
Iran stipulates releasing Iranian diplomats prior to the Sharm 
al-Sheikh conference\" (Independent al-Watan, 4/12) 


\"Russia reiterates calls for holding an international conference on 
the region\" (Government-owned Al-Thawra, 4/12) 


\"Lebanese National opposition: The governing team is fighting 
desperately to ignite a civil war in Lebanon\" (Government-owned 
Al-Thawra, 4/12) 


\"Lebanese circles condemn statements of leader of the Lebanese 
forces, Samir Geagea, against the resistance. Former Minister Weam 
Wahab accuses Junblatt of criminal operations\" (Government-owned 
Tishreen, 4/12) 


\"Al-Sadr movement threatens to withdraw from the Iraqi cabinet. The 
Baghdad security plan witnesses fiercest clashes\" (Government-owned 
Al-Ba\'th, 4/12) 


Column 3 

\"During his meeting with EU Commissioner in Brussels, Palestinian 
Finance Minister Fayyad: The Palestinian Authority needs $1 
billion(US) for reconstruction. Ten thousand Palestinian prisoners 
announce hunger strike\" (Government-owned Al-Thawra, 4/12) 


3. Editorial Block Quotes: 


Isam Dari, Chief Editor of government-owned Tishrin, wrote (4/12): 
\"US occupiers, despite their tremendous power and destructive 
weapons, failed to break the will of the Iraqi people, who swore to 
engage in resistance and confrontation until the occupation has been 
defeated and the flag of freedom has returned to fly over all of 

Iraq... 


\"Iragis and Americans are paying a heavy price for the war in 
Iraq.... Though Americans are paying a dear price, US merchants of 
US and colonialist schemes are threatening Iran... 


\"The war decision is easy to make, but the decision to stop the war 
or to prevail in it is extremely difficult, if not impossible... 


\"It is strange that decision-makers in the White House do not learn 
from the experiences of the past. What is even more surprising is 
that they do not listen to advice from sensible Americans. The only 
language they master is the language of steel and fire, even if the 
fire burns the American people themselves.... 


\"The past four years have not only been years of fire, blood, and 
destruction, but also years when masks fell and lies were exposed, 
with the Bush administration appearing exactly as naked as it is. 


\"We do not think the ideology of neoconservatives will let them 

admit their mistakes and sins. We do not think they will change 

their Hitlerian policy. But we believe they have failed, and will 

fail in the future. They took their first, and last, chance. It is 

now up to the American people to decide, and we leave accountability 
to history.\" 
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Khalid al-Ashhab, a commentator in government-owned Al-Thawra, said 
(4/12): \"The initial results of the new US strategy in Iraq show 

nothing other than a new and additional expansion of the quagmire in 
which the American occupation is sinking... 


\"Visits by US Congressional delegations are another face of US 
policy that must be put on the right path.... 


\"The American dialogue with Iraq\'s neighbors, particularly Syria, is 
only the first step on a road that the Bush administration has made 
long, a first step in the cleaning of a picture that has showed the 
American face as ugly - indeed, extremely ugly.\" 


Mihriz al-Ali, a commentator in government-owned Al-Thawrah, wrote 
(4/12): \"The United States, which in the biggest act of deception 
against American and world public opinion, invaded Iraq under the 
pretext of its possession of weapons of mass destruction, is now 
repeating the same tactics, deluding the world into thinking that 

the Iranian nuclear program is a threat and increasing international 
pressure on Iran in order to justify its strategy toward Tehran.... 


“Washington keeps silent on Israel\'s nuclear arsenal... If the 
United States is really interested in world peace and security, it 
must call for a nuclear free Middle East....\" 


Corbin 
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R 121223Z APR 07 

FM AMEMBASSY ABU DHABI 

TO RUEHC/SECSTATE WASHDC 8747 

INFO RUEHDE/AMCONSUL DUBAI 6986","UNCLAS ABU DHABI 000603 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 

TAGS: PREL, PHUM, OFDP, OPRC, OREP, AE 

SUBJECT: UAE INVITES CONGRESSIONAL STAFFERS TO ABU DHABI 
AND DUBAI, APRIL 1-7, 2007 


1. In a first-of-its-kind effort to win friends on Capitol 

Hill, the UAE Embassy in Washington funded the travel of 
eight Congressional staffers, most of them Chiefs of Staff, 

four Republicans and four Democrats, to Abu Dhabi and Dubai, 
April 1-7. The visit was low-key but offered staffers the 

UAE\'s own perspective on issues facing this Gulf state. By 

all indications the UAE hosts extended typical hospitality, 

even providing new tailored suits for the staffers\' first 

meetings when their luggage failed to arrive. 


2. This UAE-funded Congressional \"NODEL\" arrived in Abu 
Dhabi on the morning of April 1, receiving an hour and a half 
brief the same afternoon from Ambassador and members of 
Country Team. Later that day the group was received by Abu 
Dhabi Crown Prince Mohamed bin Zayed. Other meetings 
included visits to the Ministry of Economy, Ministry of 

Labor, Ministry of Interior, Abu Dhabi Police, UAE Archives, 
and Emirates Center for Strategic Studies and Research. 


3. On April 2 the UAE Ministry of Foreign Affairs received 

the group for a briefing by senior MFA officials followed by 

a wide-ranging discussion and lunch. UAE MFA officials 

included Acting U/S Tarig Al Haidan, Assistant U/S for 

International Cooperation Mohamed Abdul Rahim Abdul Jalil, 

and Director of European, American and Oceanic Affairs Alli 
Mohamed Al Zarouni. WashDC UAE Emboff Ahmed Al Hamili and 
MFA Desk Officer Rowda Al Otaiba escorted the group 

throughout their visit. 


4. Subjects touched upon in the MFA\'s presentation and in 
response to Q&A from the Congressional staffers included: 
the centrality of the Israeli-Palestinian dispute to the 
region\'s conflicts, U.S.-UAE bilateral cooperation on several 
fronts, U.S. credibility issue in the Arab world, the Arab 
image problem in the U.S. media, the UAE,s image in the 
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U.S., UAE sensitivity about reporting on Human Rights and 
expatriate labor issues, UAE sensitivity about the Iranian 
Presence Office in Dubai, UAE humanitarian assistance to 
Afghanistan and Iraq, the U.S. \"visa problem\" since 9/11, the 
decline in numbers of UAE students studying in the U.S., and 
the importance of cultural programs and exchanges. 


5. Members included: Jim B. Clark (Rep. Diane Watson, D-CA 
33rd), Bill R. McBride (Rep. Vernon Ehlers, R-MI 3rd), Matt 
McGinley (Rep. Tom Price (R-GA 6th), Glen Downs (Rep. Walter 
Jones, Jr., R-NC 3rd), Christopher James Mansour (Rep. Dale 
E. Kildee, D-MI 5th), Robert J. McCreary (Rep. Doug Lamborn, 
R-CO 5th), and Kapp Johnson (Rep. James L. Oberstar, D-MN 
8th). 


6. Other UAE officials who met the group included: 

Assistant Deputy Minister of Labor Obaid Al Zahmi and Deputy 
Minister of Economy for Planning Mohamed Ahmed Abdel Aziz Al 
Shehi. Group meetings in Dubai, April 5-7, were with: the 

Dubai Executive Office, Mohammed Al Gergawi; DP World, 
Mohammed Sharaf and Michael Moore; the Dubai Chamber of 
Commerce; and members of The Federal National Council. A 
consulate briefing was offered, but MFA handlers could not 

find time in the schedule. 


7. Media coverage of the group included five inside page 
articles in UAE Arabic and English newspapers, April 3, 4, 5, 
and 8, in semi-official Arabic daily Al Ittinad, Arabic 

daily Al Khaleej, and the Khaleej Times. 


8. Comment: Indications are that this may be the first of 
what may be other future efforts by the UAEG to interact with 
Members of the U.S. Congress and staff. In some respects it 
proved a learning experience for the Ministry of Foreign 
Affairs. 

SISON 
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E.O. 12958: DECL: 04/12/2017 

TAGS: PREL, PARM, MASS, MCAP, ET, KN, RS, IN, CH 

SUBJECT: ETHIOPIA: DEMARCHE TO ETHIOPIA OVER NORTH KOREAN 
IMPORTS 


REF: A. STATE 45986 


B. ADDIS ABABA 105 
C. 06 ADDIS ABABA 3223 


Classified By: AMBASSADOR DONALD YAMAMOTO FOR REASONS 1.4 (A), (B) AND 
(D) 


1. (S/NF) Ambassador delivered demarche points on steps 
Ethiopia is taking to diversify its military production units 

away from imports from North Korea (ref C) to Prime Minister 
Meles April 10. Meles noted that the goods imported from 
North Korea were primarily chemicals for ammunition 
production. Unfortunately, the ship\'s goods were mostly 
destroyed due to an onboard ship fire. Meles added that 

North Korea offered very cheap prices, while China, Russia 
and India charged much higher prices. Of note was that 
Russian goods were never delivered on time and that due to 
corruption Meles noted that deliveries were either slow or 

never forthcoming without a good stiff bribe. China and 

India offered good opportunities, but again the cost factor 

was a problem. Meles reiterated what Foreign Minister Seyoum 
and State Minister Tekeda told the Ambassador in earlier and 
separate conversations (refs A-B): that the U.S. can help 

assist Ethiopia diversify its military industry and modernize 
production. The Prime Minister said it will take time, much 
investment and commitment by the government to upgrade and 
modernize capabilities. 


2. (S/NF) Ambassador spoke separately to the Ambassadors of 
Russia, China, and India on their arms exchanges with 
Ethiopia. All three countries informed the Ambassador of 

their interest in expanding military sales to and exchanges 

with Ethiopia, and enhancing arms production capability for 
Ethiopian forces. Should Ethiopia pursue alternatives to 

North Korea more seriously, these three countries would be 
likely candidates. 

YAMAMOTO 
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SIPDIS 


SIPDIS 
NOFORN 


DEPARTMENT FOR AF AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 4/12/2007 

TAGS: PREL, PGOV, MOPS, ET, ER, SO 

SUBJECT: ETHIOPIA: PRIME MINISTER MELES POSITIVE ON HAWIYE 
TALKS, BUT SEES POTENTIAL FOR LIMITED RENEWED FIGHTING 


REF: A. NAIROBI 1564 AND PREVIOUS 
B. ADDIS 1079 AND PREVIOUS 


Classified By: AMBASSADOR DONALD YAMAMOTO FOR REASONS 1.4 (B) AND (D). 


1. (S/NF) SUMMARY: Ethiopia Prime Minister Meles called in 
Ambassador for an April 10 private meeting to discuss 
Somalia. He stated that Ethiopian military (ENDF) operations 
in the Hawiye-controlled northern Mogadishu area against 
extremist elements were costly but successful, resulting in 
the Hawiye clan and the Habr-Gedir/Ayr sub-clan limiting 
activities by extremists and forcing extremist leaders to 

leave the area. Meles suspects that there is still potential 

for renewed but limited fighting, to clear out any remaining 
extremist elements and to stabilize the city prior to the May 
national reconciliation conference. The Prime Minister gave 
the impression that he was extremely frustrated with TFG 
President Yusuf on reaching out to other clan groups, but 
Meles underscored the importance of the TFG to the 
reconciliation process. In order to engage the Ayr sub-clan, 
the Prime Minister requested the U.S. and the international 
community assure the Ayr that they are not the target, that 
their property will not be confiscated, and that a solution 

will be found to resolve any property dispute. 


2. (S/NF) Finally, Meles understood that recent press 
articles on \"secret prisons\" for foreign fighters and a New 
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York Times article on a North Korean shipment to Ethiopia 
were not criticism of Ethiopia, but part of internal 

political debates in the U.S. He also complained about 
Eritrea\'s destabilizing activities in Somalia and called on 
the U.S. to threaten President Isaias as a way to moderate 
Eritrean destabilizing activities in Somalia and other 
countries. END SUMMARY. 


3. (S/NF) The Prime Minister said that when the ENDF attacked 
extremist elements in northern Mogadishu, the ENDF took 
precautions to minimize civilian deaths. He said over 80 
percent of the civilian population left the area, thus 

minimizing what could have been a far worse civilian death 

toll. The ENDF action to control the stadium was symbolic: 
demonstrating to the clans and extremist elements the ENDF\'s 
resolve to fight the extremists despite casualties. 


4. (S/NF) As a result of the ENDF actions, Meles said the 

level of violence has declined, with mortar strikes at the 

airport and seaport eliminated and security enhanced. 
Negotiations with the Hawiye elders have resumed and have led 
to the clan acting to limit extremist elements. Meles said 

the Hawiye forced extremist Council of Islamic Courts (CIC) 
leader Aden Hashi Ayro out of Mogadishu. The talks are 
positive, and Meles was confident that the Hawiye would be 
able to marginalize and eliminate extremist elements. 


5. (S/NF) Meles noted the potential for another round of 
fighting, albeit smaller in scale. The fighting would be to 

mop up areas of extremist remnants. Meles gave no timeframe 
when renewed fighting could resume. But he stressed that the 
talks with the Hawiye are key to determining if the clans are 
able to limit extremist activities. 


FRUSTRATION OVER THE TFG, AYR STILL KEY TO PEACE, 
AND REQUESTS FOR THE U.S. TO ASSIST 


6. (S/NF) Meles hinted at frustration with TFG President 
Yusuf, due to Yusuf\'s lack of effort in reaching out to other 
clans. But Meles underscored the importance of supporting 
the TFG and Yusuf in preparation for the national 
reconciliation conference in May. Meles stressed the 
importance of the Ayr sub-clan to peace in Mogadishu, and 
requested that the U.S. and international community help to 
assure the Ayr that its property and land rights would be 
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agreed process. Meles also requested the same message be 
passed to Abubakar Adane, a Hawiye/Abgaal sub-clan member and 
CIC supporter, in order to reach out to all potential 

\"spoilers\" for dialogue. 


7. (S/NF) Recent press articles in the U.S. on \"secret 
prisons\" for foreign fighters and a North Korean shipment to 
Ethiopia in violation of the U.N. sanctions regime were not 
helpful. But the Prime Minister understood the articles to 

be political infighting between the Democrats and Republicans 
over Administration policy. Nevertheless, Meles was 
particularly angry with Eritrea\'s destabilizing activities in 

the region, especially arms shipments to Somalia. Meles 
questioned why the U.S. was not more aggressive against 
Eritrea, given its restrictions on U.S. Embassy personnel 
working in Asmara, its arms shipments to Somalia, and support 
for extremist elements. The Prime Minister urged U.S. and 
international community support for cutting off funding to 
Eritrea from the diaspora, and for threats to President 

Isaias as means of curbing his destabilizing activities. 


8. (S/NF) Somali Ambassador Farah told us separately that 
the TFG was preparing for renewed though limited fighting to 
clear out extremists from Mogadishu (ref B). It is unclear 

if the TFG is reaching out to the Ayr, or trying to settle 

old scores with a bitter clan rival. Ethiopia, while 

reaching out to Ayr leaders, is fully prepared for renewed 
fighting if the situation warrants. We cautioned Meles that 
another round of fighting could lead to greater instability 

and expansion of conflict to other clans. END COMMENT. 
YAMAMOTO 
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SENSITIVE 
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E.O. 12958: N/A 
TAGS: UNSC, PREL, PTER 
SUBJECT: CTC DEBATES VISITS, COUNTERTERRORISM INSTRUMENTS 


1. (SBU) BEGIN SUMMARY: At its 182nd meeting on April 5, the 
Security Council\'s Counterterrorism Committee (CTC) discussed 
the Counterterrorism Executive Directorate\'s (CTED) 
coordination with international, regional and sub-regional 
organizations; a CTED analysis of the status of adoption of 

the 13 international conventions and protocols relating to 
terrorism; a proposal for CTED to visit Denmark; and the 

draft report on CTED\'s November 2006 visit to India. Francis 
Delon, General Secretary for National Defense of France, also 
briefed the CTC on a French white paper, outlining the 

country\'s counterterrorism strategy. END SUMMARY. 


Follow-Up to the CTC\'s Meetings with International, Regional, 
and Subregional Organizations 


2. (SBU) CTED presented a report on its follow-up to the 
CTC\'s four previous special meetings with international, 
regional, and subregional organizations. The report included 
a summary of the objectives stated in the meetings\' outcome 
documents: 1) institutionalization of relations; 2) 
information-sharing; 3) development and promotion of best 
practices; 4) facilitation of technical assistance; and 5) 
coordination of visits to Member States. Several delegations 
supported CTED\'s proposal to engage in increased information 
sharing, but cautioned that those efforts should not focus on 
negotiating memoranda of agreement or other legalistic 
documents, which could become overly bureaucratic or 
time-consuming. 


3. (SBU) CTED explained that while the information-sharing 
process would not be overly cumbersome, some organizations 
require special arrangements before they exchange 
information. Some delegations questioned a CTED proposal to 
seek donor funds to cover the costs of including 
representatives of international technical and regional 
organizations on CTED\'s state visits, arguing that CTED 
should focus on seeking funds to facilitate actual technical 
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assistance. CTED will revise the report to incorporate CTC 
members\' comments. 


Analysis of the Status of Adoption of Relevant International 
Conventions and Protocols 


4. (SBU) CTED presented its analysis of the status of states! 
adoption of international conventions and protocols relating 

to terrorism, which the CTC had requested as part of the 
Council's comprehensive review of CTED in December 2006. 
CTED\'s analysis evaluated implementation by region, and 
concluded that rates of accession are highest in Eastern 
Europe and Central Asia, and have increased significantly 
overall since 2001. However, CTED said that progress in the 
area of ratification did not necessarily translate into 
implementation on the ground. 


5. (SBU) Several delegations questioned CTED\'s conclusion 
that the reservations some states have taken to the 
conventions and protocols, including ones to carve out 
\"national liberation\" movements or to maintain the political 
offense exception, have undermined the effectiveness of these 
instruments in those states. Qatar, for example, with 

support from Indonesia, noted that state reservations are 

valid and must not be portrayed as problematic. Other 
delegations, including France, Italy, the UK, and the United 
States, supported CTED\'s substantive point concerning 
reservations and suggested that CTED continue to explore the 
issue. 


6. (SBU) Qatar again tabled its proposal for CTED to visit 
Denmark, arguing that the CTC has chosen arbitrarily to visit 
only developing countries. Qatar argued that Denmark\'s 
significant experience in countering terrorism and its 

previous role chairing the CTC made it a good candidate for a 
visit. Several delegations, including the UK, Slovakia, and 
France, maintained their positions that the CTC should not 
discuss any further visits until after CTED had concluded 
Preliminary Implementation Assessments (PIAs) for all states. 
In the absence of consensus on the issue, Panamanian Perm 
Rep, Chairman Arias, deferred discussion on the visit until 
next year. 


Visit to India 
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7. (U) The CTC discussed the report on CTED\'s visit to India. 


Some delegations expressed concern with some of the 
recommendations of the report. In particular, South Africa 
requested that recommendations concerning a federal police 
force and the strengthening of immigration services be 
removed. Others cautioned that the CTC should not interfere 
with CTED\'s expert conclusions. Additionally, UKUN suggested 
that the report incorporate a timeline for the 

recommendations. 


8. (SBU) Francis Delon, General Secretary for National 
Defense in France, briefed the CTC on a white paper, 
outlining France\'s counterterrorism strategy. Published one 
year ago, the paper focuses on \"Islamist-based global 
terrorism,\" and outlines France\'s strategic, operational, and 
educational objectives. Delon welcomed the work done by the 
CTC and CTED, and encouraged more frequent country visits and 
enhanced cooperation with regional organizations. Delon 
stressed the need to counter Islamist propaganda through 
international organizations such as UNESCO, and highlighted 
the need to address the rights of the victims of terrorism. 
Qatar, as it has when previous speakers have addressed the 
CTC, argued that the increase in global terrorism reflects 

the international community\'s failure to address root causes 
of terrorism such as foreign occupation. 

WOLFF 
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E.O. 12958: DECL: 04/02/2017 
TAGS: PGOV, PK, PREL, ASEC, PHUM 
SUBJECT: CODEL LOWEY MEETS WITH PRESIDENT MUSHARRAF 


Classified By: Charge Peter Bodde 1.5 (b), (d). 


1. (S) SUMMARY: In an April 7 meeting with Codel Lowey, 
President Musharraf noted his continuing concern that HR-1 
(the House version of the 9/11 legislation) would reinforce 
widely held Pakistani skepticism over the United States\' 
long-term commitment to his country. He reiterated his 
commitment to fighting militancy along the Pak-Afghan border. 
The President pleaded for a Pakistan-U.S. Free Trade 
Agreement, explaining that such an agreement would encourage 
economic growth and thus discourage extremism. Musharraf 
noted that media outlets entreating him to \"take action\" 
against extremists inside Islamabad\'s Red Mosque were not 
taking into account the street demonstrations that might 
ensue if any of the women in the mosque were killed or 
committed suicide during a police action. Musharraf assured 
the codel that Pakistan\'s Strategic Forces Command had 
developed nuclear security safeguards that met international 
standards. END SUMMARY. 


INTRODUCTION 


2. (U) After flying all night from Europe, Codel Lowey -- 
Congresswoman Nita Lowey (D-NY); Congressman Ed Royce (R-CA); 
Congressman Adam Schiff (D-CA); Congressman Steve Israel 
(D-NY); Congressman Ben Chandler (D-KY); Congressman Tim Ryan 
(D-OH); and Congressman Cliff Stearns (R-FL) -- arrived in 
Islamabad the morning of April 7. After refreshing 

themselves in an arrival lounge spruced up for the occasion 

by Embassy GSO staff and the Pakistan Air Force, the codel 

moved to President Musharraf\'s Camp Office. There, the 

President, wearing civilian clothes, greeted his fourth 

congressional delegation of the week. Musharraf allowed the 
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meeting to run significantly overtime, delaying the 
groundbreaking ceremony for the new Islamabad International 
Airport. 


3. (U) After the meeting, the Codel Lowey boarded a 
Pakistan Army helicopter to travel to the earthquake zone, 
where Mrs. Lowey dedicated a new USAID-funded girls middle 
school. Upon returning to Islamabad, the group boarded 
Embassy Narcotics Assistance Section airplanes to travel to 
Peshawar, where the Codel donated new equipment to the 
Frontier Corps and witnessed the signing of a Memorandum of 
Understanding providing enhanced U.S. support to the Frontier 
Constabulary. Back in Islamabad, the codel attended an 
Embassy reception where political, NGO, and relief agency 
officials exchanged ideas with the codel. 


4. (U) On Easter Sunday, Codel Lowey traveled to Lahore. 
After a call on the Chief Minister (Septel), the delegation 

met with author and journalist Ahmed Rashid, then lunched 
with representatives of Pakistan\'s political elite. After 

visiting a USAID competitiveness project, Codel Lowey watched 
the Waga Border Crossing ceremony before departing Pakistan 
from Lahore Airport. 


5. (U) Following is a report on Codel Lowey\'s meeting with 
President Musharraf. 


HR-1: MUSHARRAF STILL CONGERNED 


6. (C) According to Musharraf, HR-1 would cause some 
Pakistanis to doubt the United States\' long-term commitment 
to Pakistan. (Note: HR-1 is the House version of the 9/11 
legislation. It includes a requirement that the U.S. 
President certify to Congress that Pakistan is fully 
contributing to the War on Terror. End Note.) Musharraf 
explained that the Pakistani public had not forgotten the 
Presler Sanctions years, particularly the \"F-16 incident\", 
when Pakistan paid for a number of F-16s but could not 
receive them because of sanctions. Recounting in great 
detail the saga -- including Pakistan\'s being billed for the 
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depreciation of planes it never saw and being refused a 
refund on its down payment -- Musharraf stressed that 
anything that reminded Pakistanis of the sanctions years 
reinforced the widely held belief that the U.S. would turn 
its back on Pakistan again in the future. 


PAK-AFGHAN BORDER 
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7. (C) Musharraf admitted the Pak-Afghan border was not as 
secure as he would like. Nevertheless, he believed his plan 
to encourage tribes to take more responsibility for security 

in FATA was the right one. Success against militants 
required a combination of military and political action. His 
strategy of empowering tribal leaders was right, he said, 
though some of the implementation had been flawed; he assured 
the codel that he was involved personally in improving 
implementation tactics. He said the tribes slowly were 

turning against AQ and other foreign elements and were 
increasingly cooperating with the government in efforts to 

root out the foreigners. Musharraf intended to maintain 
pressure on tribal leaders to live up to agreements they had 
signed with the government. 


8. (S) Musharraf stressed that Pakistan was committed to 
shutting down Taliban and Anti-Coalition Militia elements. 
The ISI was working to capture other militant leaders. Mullah 
Omar, said the President, was in Afghanistan. 


PAKISTAN WANTS AN FREE TRADE AGREEMENT 


9. (C) Musharraf noted that Pakistan\'s economy was growing 
at over seven percent per annum. The macro-economic 
indicators were strong, and Pakistan now wanted trade more 
than aid. Increased trade with the U.S., would reduce 

poverty and unemployment and in turn discourage religious 
extremism. Musharraf argued that a Free Trade Agreement with 
the United States would support investment in Pakistan and 
keep Pakistan\'s economy growing. Acknowledging that the U.S. 
wanted to negotiate a Bilateral Investment Treaty before 
discussing the possibility of an FTA, Musharraf said that his 
technical experts believed a BIT would be of limited value 
without an accompanying FTA. 


10. (C) Answering questions from the Codel about how 
Musharraf would make sure an FTA actually benefited poor 
people, not just wealthy business owners, the President 
explained he had a master plan to encourage small and medium 
enterprises, the types of businesses that would benefit most 
from an FTA. 


EDUCATION 


11. (C) Musharraf reported the biggest challenge facing 
Pakistan was universalizing education by ensuring that every 
child lived within walking distance to a school. The 
government, he said, was recruiting people in local 


Column 3 

communities and training them to be teachers. The government 
was also working to improve the quality of all primary and 
secondary schools. 


12. (C) The government planned to open nine new 
universities, reported the President. Europe, East Asia and 
Turkey would provide curricula and, initially, teachers, but 
Pakistan would pay to develop the universities. Musharraf 
also planned to encourage a technical education office that 
would work with the business community to produce graduates 
that could fill needs in the technical and other sectors. 


13. (C) Musharraf explained that only three percent of 
students in Pakistan were enrolled in madrassahs. He 
described madrassahs as \"an issue, not the issue, in 
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education.\" With the help of the U.S., Pakistan had greatly 
increased its education budget, providing increasing numbers 
of families with alternatives to madrassah education. 
Musharraf reported that his government had officially 
registered most madrassahs and had encouraged foreign 
students to leave. The only foreign students still allowed 

in Pakistan were those with \"No Objection Certificates\" from 
their home governments. Musharraf also restated his 
commitment to introducing academic curricula in madrassahs. 


EXTREMISM 


14. (C) Musharraf emphasized that extremist parties had 
never polled more than five percent in a general election, 
except in 2002, when negative reaction to the war in 
Afghanistan pushed their results up to 18 percent. He 
believed that in the next election, the religious parties 

would poll closer to their historical levels. He predicted 

the religious parties would lose in the NWFP, where they now 
control the government, because they had not fulfilled their 
election promises. 


15. (C) Musharraf explained to the codel that, while parts 
of FATA were Won fire\" with extremism, the entirety of FATA 
was only one percent of the population of Pakistan, and the 
Waziristans were only .3 percent. While noting that most 
Pakistanis were religious, he stressed that being religious 
should not be confused with being extremist. 


16. (C) Musharraf reminded the codel that Pakistan was an 
illiterate and religious society. Imposing change would not 
work; leaders needed to encourage social transformation 
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through engagement with religious elements. The alternative 
-- forcing secularism on society -- had backfired on the Shah 
of Iran. 


RED MOSQUE 


17. (C) Musharraf said he was troubled by the ongoing 
stand-off at the Red Mosque in Islamabad. (Note: The 
mosque, in the heart of Islamabad, adjoins a women\'s seminary 
that is home to 2,000-3,000 women. Many of those women are 
orphans, widows, and divorcees. For the last two months, 

they have been joined by several hundred extremist women and 
a fluctuating number of extremist men, some of them 

reportedly militants. The leaders of the mosque have demanded 
a variety of actions from the Government. The mosque issue 
will be updated septel. End Note.) Musharraf believed about 
700-800 extremists were in the mosque and madrassah, and he 
believed they would commit suicide if attacked. It was the 

fear that some of the women would commit suicide -- or be 
killed in an ensuing fight -- that had kept him from using 

force to end the stand off. Aside from the moral problem of 
causing the death of young women, Musharraf worried that 
attacking the mosque would provoke street unrest throughout 
the country. 


18. (C) Musharraf noted that religious scholars were 

publicly and adamantly opposing the militants\' actions at the 
Red Mosque. He said religious leaders were on television and 
the radio every night saying that the leaders of the sit-in 

were \"mad.\" As the sit-in leaders realized they had lost the 
public\'s support, they would be more willing to strike a deal 
with the government. 


19. (C) Musharraf promised that, once the crisis is 
resolved, he will assure the arrest of the two mosque leaders 
instigated the stand-off. 


CHIEF JUSTICE CONTROVERSY 


20. (C) Musharraf said he had known that issuing a 
reference against the Chief Justice would cause turbulence, 
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but he believed he had no choice. Even with hindsight, he 
would take the same action again. Musharraf explained that 
the Chief Justice had forced officials to appoint his son to 

the Health Ministry and then to a senior police position 

despite the fact that the son had failed the civil service 

exams. (The President related that the son had scored 13/100 
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on his English exam.) The Chief Justice of the High Court of 
Balochistan complained to Musharraf about the Chief Justice\'s 
intervening to order friends released on bail, according to 
Musharraf, and the Chief Justice had also interfered in 

police investigations against friends. He claimed that the 
Justice was refusing to clear names for the High Court in 
Punjab, and instead was insisting on the appointment of his 
friends. 


21. (C) Musharraf said he would like to get the true story 
of the Chief Justice out, but since the case was now sub 
judice, the government could not comment. He said his 
actions had been completely constitutional, and that he was 
confident the Supreme Judicial Council would handle the 
matter correctly. 


NUCLEAR SECURITY 


22. (S) Musharraf explained that the highly secret and 
decentralized nature of Pakistan\'s nuclear development 
program up until the Indian and Pakistani nuclear tests had 
enabled AQ Khan to export technological know-how without 
being observed by key officials. He noted that, since the AQ 
Khan period, Pakistan had created a Strategic Forces Command 
to bring Pakistan\'s nuclear security safeguards up to 
international standards. 
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SIPDIS 


AIDAC 
SIPDIS 


STATE FOR AF/SPG, PRM, AND ALSO PASS USAID/W 
USAID FOR DCHA SUDAN TEAM, AFR/SP 

NAIROBI FOR SFO 

NSC FOR PMARCHAM, MMAGAN, AND TSHORTLEY 
ADDIS ABABA FOR USAU 

USUN FOR TMALY 

BRUSSELS FOR PLERNER 
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E.O. 12958: N/A 
TAGS: EAID PREF PGOV PHUM SOCI AU-1 SU 
SUBJECT: DARFUR - UNDP RULE OF LAW OVERVIEW 


REFS: A) KHARTOUM 2367 B) KHARTOUM 2165 
C) KHARTOUM 1912 D) KHARTOUM 0308 E) KHARTOUM 0272 
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1. (U) The USAID-supported UN Development Program\'s (UNDP) Darfur 
Rule of Law Program, launched in September 2004, targets the 
region\'s absence of rule of law practices and institutions. The 

program has made a significant contribution to raising awareness of 
human rights and rule of law procedures with authorities, non-state 
actors, civilians, conflict-affected populations, the African Union 

Mission in Sudan (AMIS), and the humanitarian community, including 
the training of 25,000 people in Darfur on basic human rights and 

the establishment of seven legal aid centers throughout the region. 
UNDP Rule of Law Program efforts support the empowerment of local 
stakeholders to prevent and bring an end to violations of 

international standards, the restoration of confidence in informal 

and formal rule of law institutions, and the gradual establishment 

of a culture of justice. Since September 2005, the UNDP Legal Aid 
Network, in collaboration with the UN Mission in Sudan (UNMIS) Human 
Rights and USAID-supported lawyers, has taken on over 400 cases on 
behalf of victims of violence and injustice in Darfur, including 

rape. End Summary. 


2. (U) At the end of 2006, UNDP and its partners had trained over 
25,000 people in Darfur on basic human rights, including members of 
the Sudanese government, Sudanese Armed Forces (SAF), Popular 
Defense Forces (PDF), non-state armed groups, local militias, 
communities in proximity to armed conflict, and conflict-affected 
civilians. To build capacity, UNDP also provided continuous 
mentoring and monitoring of local groups. UNDP established legal 
aid centers, formerly called justice and confidence centers (JCCs), 
which train paralegals in collaboration with the International 

Rescue Committee (IRC) and local members of the Darfur Legal Aid 
Network. There are currently seven legal aid centers in Nyala and 
Kass, South Darfur, Zalingei and El Geneina, West Darfur, and El 
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Fasher and Kutum, North Darfur, staffed by 25 paralegals each. The 
paralegals liaise with local and international actors on 
protection-related concerns, provide representation and mediation 
services, as well as basic legal information to the community. 


3. (U) In 2006, USAID provided support for five of these centers 
through small, in-kind grants. USAID also supported the Darfur 

Legal Aid Network and key actors in the network, including the 

Goodwill Organization and the Amel Center. In addition, USAID 

funded two Human Rights and Legal Aid Lawyers Colloquiums held in 
Darfur in 2006. (Refs D and E) Legal aid centers are stronger in 

some locations than others, and require continual monitoring and 
training by UNDP. These centers have provoked harassment from local 
authorities, requiring UNDP and UNMIS Human Rights to maintain close 
relationships with legal aid center paralegals to monitor incidents 

of arrest and harassment of local lawyers working on human rights 
cases. Informed and aware of these incidents, the UN can advocate 

on behalf of legal staff with authorities, visit them during 

detention, and advocate for their release. In some locations, 

partnering with the UN can also deter harassment. 


4. (U) UNDP also serves as the coordinating agency for the ongoing 
joint UNDP, Office of the UN High Commissioner for Human Rights 
(OHCHR), UN Population Fund (UNFPA), and the UN Children\'s Fund 
(UNICEF) program to strengthen AMIS capacity to protect civilians 
through training on civilian protection, human rights, and child 

rights in Darfur. UNDP and AMIS personnel report the need for 
improved program management. Due to AMIS staff turnover, many 
personnel have not received the training, while others received it 
within days of their final departure. (Note: In 2006, the Japanese 
government fully funded this program and has reportedly indicated 
their willingness to continue supporting the program in 2007. End 
Note.) 


5. (U) The start of the program was initially delayed and it is not 
as comprehensive as originally envisioned. Humanitarian actors 
report that AMIS civilian police (AMIS/CIVPOL) do not effectively 
use established field protection guidelines for assisting victims of 
sexual violence, called referral pathways, to preserve dignity, 
human rights, and confidentiality rights. In addition, AMIS 
personnel require training in conducting community meetings with 
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civilians, and organizing work plans to effectively implement 
AMIS/CIVPOL women\'s desks, as well as detailed explanations of the 
Sudan justice system and law enforcement personnel structure. 
Humanitarian actors also identified the lack of institutionalization 

of best practices throughout all eight AMIS Darfur sectors as a 
significant gap. Some sectors currently have effective working 
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relationships with internally displaced person (IDP) communities and 
others have no relationship, or worse, have been rejected by the IDP 
community. (Comment: The program should coincide with the arrival 
and field post deployment of AMIS personnel to improve its impact. 
End Comment.) 


6. (U) UNDP also plans to start Early Recovery Programming (ERP) in 
Darfur. The capacity building needs in Darfur are immense and 
strengthening capacity is critical to a sustainable peace. Programs 
could include temporary employment schemes, public works sector 
support, income generation, in addition to more typical UNDP 
interventions. Even though the UN has dedicated USD 1 million in 
\'seed money\' for the ERP initiative in Darfur, UNDP/Khartoum is 
having difficulty implementing the program due to limited staffing 
resources. In Darfur, UNDP rule of law programs welcome the new 
initiative because of its projected impact on alleviating some of 

the pressure and focus of local authorities on UNDP\'s rule of law 
program, in particular on sexual and gender-based violence programs 
which are primarily funded by USAID. (Comment: USAID should 
encourage the ERP but ensure that the program does not become a 
management burden on UNDP rule of law staff. End Comment.) 


7. (U) UNDP efforts to strengthen the rule of law face a wide range 
of obstacles in Darfur. First, the population mistrusts the 
institutions tasked to protect them, including local law enforcement 
officials and court systems. Harassment and violence against 
civilians and humanitarian actors are prevalent. In addition, the 
justice system suffers from the limited capacity of legal 
professionals, overly complex bureaucratic procedures, high costs, 
and pervasive corruption. Civilians in need of access to the 

justice system confront widespread illiteracy, geographic distance 
from courts and lawyers, and ignorance of the justice system. 
Supporting literacy campaigns, mobile legal aid clinics, and 
comprehensive judicial reform is needed to overcome these obstacles, 
as well as in-depth training on human rights, and victim-centered 
philosophies of rule of law and law enforcement. USAID has 
supported small pilot literacy programs for women in Mukjar, West 
Darfur, intended to contribute to the prevention of violence against 
women through their empowerment. Other international 
non-governmental organizations (INGOs), such as CHF International, 
support similar programs primarily targeting women. However, 
current efforts are insufficient to address the extensive literacy 
needs in Darfur. 
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8. (U) Despite ongoing conflict and Sudanese government 

obstruction, the UNDP Legal Aid Network, in collaboration with UNMIS 
Human Rights, and USAID-supported lawyers (Refs D and E) have taken 
on over 400 cases since September 2005 on behalf of victims of 
violence and injustice in Darfur. UNDP reported nine rape 

conviction cases in Darfur during 2006, a significant achievement in 

light of the prevailing climate and current obstacles to justice. 

(Refs A, B, and C) 


9. (U) Below are examples of cases represented by UNDP legal aid 
networks with USAID support in 2006. 


a) RAPE - April 2006, Sirba IDP Camp, West Darfur: 29-year old 
women was raped by soldier. Permission was granted to try the 
soldier in the El Fasher general court. On July 27, 2006, the court 
found the soldier guilty on all charges of rape and abuse of power. 
Sentence: 100 lashes and two years imprisonment. 


b) CHILD RAPE - June 2006, Mornei IDP camp, West Darfur: 8-year old 
girl was raped by armed man. The El Geneina Court found the man 
guilty on all charges. Sentence: 100 lashes and two years 
imprisonment. 


c) MURDER CHARGE - March 2006, Kreinek IDP camp, West Darfur: 
32-year old woman was accused of murdering a member of the SAF. The 
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man accidentally shot himself in the accused woman\'s home. The El 
Geneina Court found her not guilty. 


d) ADULTRY AND ATTEMPTED MURDER CHARGE - Spring 2006, Abu Shouk IDP 
camp, North Darfur: Abandoned baby was found in latrine. Baby 

survived and mother was charged by local police with unlawful sexual 

intercourse and attempted murder. The woman informed the police 

that she was raped by an unknown soldier and hid this due to shame 

and fear. The court in El Fasher eventually dropped the charges. 


e) CHILD RAPE - August 2006, Al-Malaga Market, Nyala town, South 
Darfur: 15-year old boy was robbed and raped by two police officers. 
One of the accused was convicted of rape and the other of robbery. 
Sentence: 80 lashes and eight years imprisonment for rape and six 
additional months for robbery. 


f) CHILD RAPE - November 2006, location withheld: man was charged 
with raping a 14-year boy. The accused was found guilty and 
sentenced to 100 lashes and ten years imprisonment. 


HUME 
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SIPDIS 
SIPDIS 
FOR NRC/OIP CHARLOTTE ABRAMS, 301 415-2933, CEA2@NRC.GOV 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NUCLEAR REGULATORY 
COMMISSION OFFICIAL ANDREW BARTO - MAY 12-17, 2007 


REF: STATE 47355 


1. Country clearance is granted for the May 12-17, 2007 

visit to the Netherlands of Andrew Barto, Nuclear Engineer to 
attend the Uranium Hexafluoride Handling Seminar in Almelo, 
and visit the Urenco enrichment facility. 


2. Embassy understands that no further assistance is 
required. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 


Column 3 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
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Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 
New Jersey and has a population of 16.4 million. The 
government is a constitutional monarchy with a bicameral 
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parliament. Queen Beatrix is the titular head of state and 
has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende leads a broad 
coalition government comprised of his center-right Christian 
Democratic Alliance (CDA), center-left Labor (PvdA), and 
Calvinist Christian Union (CU) parties. The government is 
the first ever to include Muslim immigrants as 
vice-ministers. This is Balkenende,s fourth government 
since coming to power in 2002; his party narrowly remained 
the largest party in Parliament following national elections 

in November 2006. Fringe parties on the right (Party of 
Freedom) and left (Socialist Party) did unexpectedly well in 
those elections, but had little impact on the cabinet 
formation process. Balkenende,s coalition holds a narrow 
majority (80 out of 150 seats) in the Lower House of 
Parliament and will have to cope with political pressure from 
both right and left. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 

not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 

further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
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International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 

http://www. state.gov/r/pa/ei/bgn/3204.htm. 

ARNALL 
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FM AMEMBASSY AMMAN 

TO RUEHC/SECSTATE WASHDC PRIORITY 8029 

INFO RUEHGB/AMEMBASSY BAGHDAD 4845", "UNCLAS AMMAN 001560 


SIPDIS 
SIPDIS 
FOR NEA AND INL 


E.O. 12958: N/A 
TAGS: SNAR, JO, IZ 
SUBJECT: JIPTC AMENDMENT SIGNED 


REF: A. STATE 37702 
B. STATE 39189 


(U) Public Security Directorate chief Lieutenant General 
Muhammad Majed Al-Eitan and Ambassador signed April 9 the 
amendments to the Jordan International Police Training Center 
Letter of Agreement requested reftels. Per ref A 

instructions, polmiloff pouched the original signed agreement 
to INL, pouch number 2927136 dated April 11. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
HALE 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
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TAGS: OTRA, ASEC, GM 

SUBJECT: COUNTRY CLEARANCE GRANTED TO DEMIAN SMITH AND KATHERINE 
GRIBBLE 


REF: AMEMBASSY BELGRADE 472 


1. US Office Pristina welcomes and grants country clearance to Mr. 
Demian Smith and Ms. Katherine Gribble to visit Pristina on April 
17-18, 2007. The purpose of the visit is to attend \"Contact Group 
Plus\" Conference. Control Officer for this visit will be Political 
Officer, AJ Rei-Perrine, who can be reached at: office 

381 -38-5959-3195; GSM 377-44-500-972; fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 
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RUEHBW/AMEMBASSY BELGRADE 3497 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, ASEC, GM 
SUBJECT: COUNTRY CLEARANCE GRANTED TO MICHAEL MARTIN 


REF: AMEMBASSY BERLIN 734 


1. US Office Pristina welcomes and grants country clearance to Mr. 
Michael Martin to visit Pristina on April 17-18, 2007. The purpose 

of the visit is to attend \"Contact Group Plus\" Conference. Control 
Officer for this visit will be Political Officer, AJ Rei-Perrine, 

who can be reached at: office 381-38-5959-3195; GSM 377-44-500-972; 
fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 
of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
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and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 
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FM USOFFICE PRISTINA 

TO RUEHBS/USEU BRUSSELS 

INFO RUEHC/SECSTATE WASHDC 7251 
RUEHBW/AMEMBASSY BELGRADE 3498 
RUEHNO/USMISSION USNATO 0945 
RUEHBS/AMEMBASSY BRUSSELS 0383 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, EUN, PREL, NATO, ASEC, SR, YI 
SUBJECT: COUNTRY CLEARANCE GRANTED TO HOLLY SCHWENDLER 


REF: USEU BRUSSELS 1207 


1. US Office Pristina welcomes and grants country clearance to Ms. 
Holly Schwendler to visit Pristina on April 17-18, 2007. The 

purpose of the visit is to attend \"Contact Group Plus\" Conference. 
Control Officer for this visit will be Political Officer, AJ 

Rei-Perrine, who can be reached at: office 381-38-5959-3195; GSM 
377-44-500-972; fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 


Column 3 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOPYs RSO or your control officer. 


KAIDANOW 
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SIPDIS 

SIPDIS 

PARIS FOR WALLER; LONDON FOR TSOU 


E.O. 12958: DECL: 04/11/2017 
TAGS: IS, PGOV, PHUM, PREL, SY 
SUBJECT: SYRIAN OPPOSITION EXPRESS VIEWS TO CODEL ISSA 


Classified By: CDA Michael Corbin, for reasons 1.4 b/d. 


1. (C) Summary: Congressman Issa met with key opposition 
figures, including former MP Riad Seif and the wife of 

imprisoned political reformer Kamal Labwani to discuss the 
internal political situation in Syria. Both Seif and Samer 

Labwani asked that Congress put pressure on the SARG to allow 
more internal freedoms which would strengthen the opposition. 
Issa also had lunch with a number of human rights activists 

who expressed concern that the SARG was using its 
consolidated position to crack down on internal dissent. End 
Summary. 


2. (C) On April 5, Congressman Darrell Issa (R-CA) and 
staffers David Abruzzino and Jeremy Bash met for 20 minutes 
with former MP and political prisoner Riad Seif who continues 
to champion liberal political reform in Syria. Seif claimed 

that 95 percent of the Syrian people are in some way hurt by 
the regime,s corrupt practices and that they are all 

therefore potential opposition supporters. The key to 
mobilizing the 95 percent was to make them aware that it is 
the regime who makes their lives difficult. The way to do 

this, Seif asserted, was to open up some political space for 
the opposition to operate. If Congress could pressure the 
SARG to allow more freedom of expression and respect for 
human rights, then the opposition could become powerful by 
publicizing its message to the large percentage of Syrian 
society harmed by the regime. On the international front, 

Seif said that the U.S. could greatly aid political reform in 
Syria if an Israeli-Palestinian peace could be achieved. In 
such a scenario the SARG would no longer be able to use the 
oppression of Palestinians as a means to distract Syrians 
from their own oppression. 


3. (C) Issa also met for 15 minutes with Samer Labwani, the 
wife of the imprisoned, liberal political reformer Kamal 
Labwani. Samer stressed that the number one goal of the U.S. 
government vis--vis Syria should be that no Syrians are 

hurt. One way to fulfill the goal of doing no harm, Samer 


Column 3 

continued, was to push for the release of Syrian political 
prisoners. Working to release political prisoners would also 
improve America,s position in the Middle East, Samer argued. 
Samer also told Issa that the SARG tended to increase its 
pressure on dissidents when it felt secure internally and 
externally. Therefore, the SARG would feel less free to deal 
with internal dissidents harshly if the U.S. brought up all 

the cases of political prisoners during any future dialogue, 

she said. 


4. (C) In addition Issa had a one hour lunch with four 

prominent human rights and civil society activists. The 

Syrian attendees included: Daad Mousa, a well-known lawyer, a 
civil society activist and expert on women,s issues; Radwan 
Ziadeh, an academic and president of the Damascus Center for 
the Study of Human Rights; Ammar Qurabi, a leading human 
rights activist and president of the National Organization 

for Human Rights; and Wisam Tarif, a civil society activist 

and advisor to imprisoned political reformer Kamal Labwani. 

All have been pressured to stop their work on political 

reform and civil society, and all have been banned from 
traveling abroad. For instance, Mousa explained how she had 
been prevented by the SARG from conducting training sessions 
in advocacy work for civil society activists. 


5. (C) All the guests made an effort to focus the attention 

of the U.S. on the internal situation in Syria. Ziadeh, who 

is an outspoken critic of the regime, told Issa that the 
SARG\‘s level of internal repression would not change 
regardless of whether th U.S. engaged or isolated Syria. 
When the Congressman asked for specific ways on how the U.S. 
could help the internal opposition, Qurabi brought up the 
need for independent election monitoring and how there has 
been a lack of western interest in and assistance for 

internal opposition groups like the NOHR who are trying to 
independently and unofficially monitor Syrian elections 
despite increasing pressure not to do so from the SARG. 
Tarif said that many in the Syrian opposition were perplexed 
by the many U.S. visits and thought it might be a sign of 
weakening U.S. interest in democratic reform in Syria. 
CORBIN 
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SIPDIS 


SIPDIS 
NOFORN 


STATE FOR NEA/ARP, ISN/CB 
THE HAGUE FOR CWC DEL 


E.O. 12958: DECL: 04/12/2017 

TAGS: KTIA, PARM, PREL, CWC, AE 

SUBJECT: CWC - UAE/U.S. HOST COUNTRY AGREEMENT - NOT YET 
READY TO SIGN 


REF: A. SECSTATE 46124 
B. 06 ABU DHABI 1928 


Classified By: Ambassador Michele J. Sison for reasons 1.4 (b & d). 


1. (C/NF) On April 10, Econchief met with MFA Director of 
International Organizations (and MFA representative the UAE\'s 
Non-Proliferation committee) Yacoub Al-Hosani to ask about 

the status of the host country agreement on the conduct of 
Chemical Weapons Convention (CWC) Inspections. Al-Hosani was 
the UAEG official who had met with Dr. David Cooper, Director 

for Non Proliferation Policy in the Office of the Secretary 

of Defense, to discuss the agreement in April 2006. 

Al-Hosani said that the agreement is still under study by the 

UAE and that there is \"no consensus yet\" on approval. 


2. (C/NF) \"Speaking informally,\" Al-Hosani said that the main 
concern about the agreement -- by other members of the 
committee -- was whether the UAE could meet both the 
requirements of the CWC and the host country agreement, 
especially given the short period of time required to respond 
to challenge inspections. He added that \"some members\" of 
the committee questioned the need for the agreement. The 
UAEG can inform the USG informally if it hears of any 
inspections that might affect U.S. assets, he noted. He 
added that, as the U.S. was a member of the CWC committee, he 
doubted that any inspection would take it by surprise. 


3. (C/NF) In response to Econchief\'s question about whether 
there would be any additional information that the U.S. could 
provide to help convince the UAEG to conclude the agreement, 
Al-Hosani asked whether other regional actors had signed the 
agreement. He noted that the UAE had informally pulsed some 
of its neighbors (Saudi Arabia and Qatar) and that neither 

had signed such an agreement. 


4. (C/NF) Comment: Although Al-Hosani stressed the technical 
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nature of the agreement and referred to his \"conversations\" 
with other committee members, he was clearly aware of the 
issue. It was also clear that the UAE harbors serious 
reservations about this agreement. UAE officials are more 
likely to continue to \"study\" the agreement rather than come 
back with a clear answer, especially if that answer is 
negative. Providing the UAE with information on other 
countries that have concluded the agreement, or further 
information on how the UAE could fulfill the terms of both 
agreements, might move the UAE forward. We do not, however, 
expect a favorable resolution quickly. End Comment. 
SISON 
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SIPDIS 
SIPDIS 
DEPT FOR EUR/SCE 


E.O. 12958: N/A 
TAGS: PGOV, PREL, HR, POLITICAL PARTIES 
SUBJECT: OPPOSITION LEADER RESIGNS 


1. SUMMARY AND COMMENT: Former Prime Minister Ivica Racan 
resigned April 11 as president of the Social Democratic Party 
(SDP), Croatia\'s largest opposition party, due to health 

reasons. After weeks of increasingly bleak cancer diagnoses, 

his departure is not unexpected, but coming just seven months 
before expected parliamentary elections with no heir 

apparent, we can also expect serious party soul-searching in 

the coming weeks as prominent SDPers ponder Racan\'s successor 
both as party president and as candidate for prime minister. 

Top candidates include SDP Deputy President Zeljka Antunovic, 
party economic strategist Ljubo Jurcic, executive board 

member Zoran Milanovic, and Zagreb Mayor Milan Bandic. END 
SUMMARY AND COMMENT. 


RACAN LEAVES SELECTION OF SUCCESSOR TO PARTY 
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2. In his letter of resignation -- which he handed to his 
closest associates in the Zagreb hospital where he is 
receiving cancer treatment )- Racan asked the party to 
continue without him, urging them to call an elective 
convention and \"look for new strength\" there. Contrary to 
expectations that he would perhaps nominate his successor, 
Racan left the choice to the party, a move acclaimed in the 
media as the most democratic option. 


3. Hours after Racan\'s decision, Deputy President Antunovic 
announced she would ask the SDP Main Committee to call an 
extraordinary elective convention. The Committee is expected 
to set the date for the convention at its next meeting on 

April 21. SDP bylaws require that the new leader should be 
elected within 90 days of the former party president\'s 
resignation. 


4. The highest-ranking SDP parliamentarian, Deputy Speaker 
Mato Arlovic, told the Embassy the upcoming convention should 
fall some time in June and will not seek to elect the entire 

party leadership, but only the president. Antunovic\'s 

position as Deputy President may also be put up for election, 
too, if she runs for the presidency, which is to be expected. 
Arlovic also explained that a \"full\" elective convention 

would be held soon after the parliamentary elections expected 
in November, as required by the party statute. 


SEARCHING FOR A FRONT RUNNER 


5. COMMENT: There have been no official candidacies for 
Racan\'s successor, but four names are floating in the media 
in terms of the party presidency and the SDP prime 
ministerial candidate. Antunovic, who is leading the party 

in this transitional period, is an obvious guess, though the 
SDP\'s economic strategist Jurcic told the Ambassador April 12 
that he doubted she had the necessary support within the 
party. Many in the media think she can win the party\'s rank 
and file but the question whether she would be an adequate 
match for the SDP\'s chief rival, Prime Minister and HDZ 
President lvo Sanader. 


6. Jurcic, who was minister of economy in the last half of 
Racan\'s 2000-2003 government, has been unofficially promoted 
as the party\'s candidate for Prime Minister, but only 

recently applied for SDP membership. This perhaps made sense 
while Racan was in effective control of the party: Party 

President Racan giving political support to non-party 

\"technical\" Prime Minister Jurcic. But now that Racan is out 

of the formula, Jurcic\'s position is changing. Barely a 

member, he cannot run for party presidency, and if some other 
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party heavyweight becomes president, they are likely to want 
the premiership for themselves. 


7. Racan used the word \"new strength\" in his letter. Some 
observers interpret it as his suggestion that the party look 

for a wholly new leader. Media immediately turned to SDP\'s 
\"young lion\" Zoran Milanovic, member of the executive board 
and widely considered the party\'s foreign affairs expert. 
Milanovic declined to comment. However, his election as 
president would indeed open the door wider for Jurcic\'s 
candidacy as Prime Minister. 


8. And finally, Zagreb Mayor Milan Bandic -- SDP\'s powerful 
freelancer )- is aname often seen. This is perhaps more 
because of his influence as Mayor of Zagreb than because the 
party would want him for its president. END COMMENT. 
BRADTKE 
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SIPDIS 


SENSITIVE 
SIPDIS 


USDA FOR FAS/OSTA 
USDA ALSO FOR APHIS/JOSPEH ANNELLI 


E.O. 12958: N/A 


Column 3 
TAGS: TBIO, KFLU, EAID, EAGR, NI 
SUBJECT: Outbreak Communications Evaluation 


REF: State 46669 


1. (SBU) Nigeria has recently completed, though 

not yet formally adopted, a second draft of its Integrated National 
Avian Influenza Response 

Plan. Copies of that plan were submitted to AIAG 

via e-mail. Three UN consultants worked closely 

with the GON on this new draft, including a UN Communications 
Specialist. Stakeholders including 

FAO, WHO and the World Bank and bilateral donors vetted the draft 
plan. Thus post is confident that 

the communications strategies in this draft are consistent with WHO 
best practices. Actual implementation of the plan, including 
communications strategies have been weak. 

CAMPBELL 
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SIPDIS 
SIPDIS 


DEPT FOR AF/E, AF/FO, INR/AA, AND DRL 
PARIS FOR D\'ELIA 


E.O. 12958: DECL: 04/12/2017 
TAGS: PGOV, PREL, KDEM, EAID, PHUM, PINR, MA 
SUBJECT: RESULTS NEARLY COMPLETE, REFERENDUM VICTORIOUS 
REF: A) ANTANANARIVO 325 B) ANTANANARIVO 301 C) 
ANTANANARIVO 252 D) ANTANANARIVO 232 
Classified By: AMBASSADOR JAMES D. MCGEE FOR REASONS 1.4B AND D 


1. (U) SUMMARY: Waiting on results from only 27 of the 
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country\'s 17,000-plus polling stations, Madagascar\'s 
constitutional referendum passed with a 75.37 percent 
approval rate and a 43.7 percent voter turnout. The usual 
criticism from the opposition post-referendum will likely 

fall on deaf ears. The Council of Ministers chaired by the 
President is now starting to shift its attention to upcoming 
elections for senators, mayors and \"fokontany\" (neighborhood) 
leaders. END SUMMARY. 


RESULTS SHOW REFERENDUM VICTORIOUS 


2. (U) On the evening of April 9, the Ministry of Interior 
published results collected from 99.85 percent of the 

country\'s 17,586 polling stations. Of 3,157,946 votes cast 
representing 43.7 percent of eligible voters, 75.37 percent 
approved the proposed constitutional changes. It came as no 
surprise the referendum was rejected in the cities of Tulear 
(support base of opponent Jean Lahiniriko), Tamatave 
(traditional stronghold of former President Ratsiraka), 
Fianarantsoa, Diego Suarez, and Majunga. Media reports noted 
subtle shifts from the December 3 presidential election 

results. While the President lost 400,000 votes in his 

traditional support base of Antananarivo province, he gained 
200,000 votes in Tulear province. Some speculate these 
changes reflect the beginning of a shift in political bases, 

but they are more likely a mixed result of low voter turnout 
despite pressure on Government of Madagascar (GOM) officials 
to encourage voters to approve the referendum. 


3. (U) Although the results fall short of the 80 percent 
approval rate President Ravalomanana was aiming for, 
heexpressed satisfaction over the initial referendum results 
at a session of the Council of Ministers April 6. The 
President believes voters in the five provincial capitals who 
rejected the referendum are scared of losing their jobs, 
while those in rural areas who approved the referendum 
expressed the desire to be closer to the administration. 
Turning its attention toward the future, the meeting focused 
on the upcoming elections for senators, mayors and fokontany 
leaders (dates yet to be determined). 


OPPOSITION REACTION 


4. (U) As expected, the committee of voters against the 
referendum is publicly contesting the Ministry of Interior\'s 
results, questioning how isolated communes inaccessible by 
road managed to turn in their votes in less than three days. 
The head of the opposition Committee for National 
Reconciliation called it a \"pre-fabricated victory\" and 
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expects Ravalomanana and his team will continue their drive 
toward \"greater personal power and weaker democracy.\" Former 
presidential candidate opponents Roland Ratsiraka, Herizo 
Razafimahaleo and Jean Lahiniriko announced they intend to 
consolidate their forces to seize the majority of seats in 

the upcoming Senate and communal elections. 


COMMENT 


5. (C) Ambassador McGee recently learned German, French and 
EU officials jointly demarched President Ravalomanana in a 
closed-door meeting in the days before the referendum to 
express concern over the process of the vote, namely the 

hasty timing. With the GOM already looking to the future, 

Post expects opposition criticism post-referendum will 

equally fall on deaf ears. Regardless of low voter turnout 

(and some have suggested the turnout may have been even lower 
that that officially reported), the President seems confident 

of his mandate from the people and ready to forge ahead with 

his government\'s plans for Madagascar\'s development. If 
opposition parties are able to put aside their rivalries and 
cooperate to win back seats in upcoming elections they might 
have some success, but it would be a first for Madagascar\'s 
typically unsophisticated political parties. END COMMENT. 


McGEE 
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SUBJECT: GOA PREPARING FOR GREATER RESPONSIBILITY FOR MINE 
ACTION 
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1. The MFA hosted an annual conference on humanitarian mine 
action (HMA) April 25 in Kabul, inviting key donors to a 
meeting to discuss current Afghan HMA issues and the broader 
international/Afghan community to a USG (STATE/PM/WRA) 
sponsored dinner to mark International Mine Action Awareness 
Day. Donor representatives present included: the United 
States, the EU, Japan, Canada, Norway, Sweden, the 
Netherlands, and Germany, as well as the United Nations Mine 
Action (UNMACA). (Note: The Canadian rep announced that 
Canada had just pledged 20 million Canadian dollars to mine 
action in Afghanistan. End Note) During remarks at the donor 
meeting and subsequent dinner, FM Spanta and other MFA 
officials emphasized that the GOA wants to begin an 
incremental transition toward assuming Afghan lead 
responsibility from UNMACA for mine efforts in Afghanistan. 
Spanta said that the GOA is drafting legislation for a Mine 
Action Basic Law which will establish the framework for the 
GOA to assume lead responsibility for demining activities in 
Afghanistan. (Note: MFA officials reported that the draft has 
not yet been submitted to the Cabinet for approval. They 
expressed confidence the legislation would be passed fairly 
\"soon\" but were not yet able to provide an estimated 
time-line. End Note) Spanta stressed the need for continued 
support from international donors in the face of anticipated 
declining budgets for mine action. 


2. Deputy Finance Minister Shirani addressed the conference 

and urged donors to contribute funds directly to the GOA core 
budget. However, he said the Afghan Reconstruction Trust Fund 
(ARTF), managed by the World Bank, offered another mechanism 
for donations and that donors could earmark additional funds 
specifically for mine action. In this context, he emphasized 

that, given existing ARTF commitments and projections, it 

would be \"very difficult\" to fund mine action from ARTF 

without additional contributions to the fund specifically for 

that purpose. 


3. United Nations Mine Action Service (UNMAS) Director Max 
Gaylard highlighted Afghanistan\'s international contribution 
to demining through participation of Afghan demining experts 
in different programs around the world. However, he said that 
\"much remains to be done in Afghanistan,\" and \"time is 
short,\" given Afghanistan\'s international commitment to clear 
all known mine fields by 2013. Gaylard argued that another 
factor increasing the urgency for mine action in Afghanistan 
is that donor interest will wane, as other major problems 

(e.g., HIV, malaria) compete for their interest and support. 
Thus, Afghanistan needs to make the most of the resources 
that it receives for demining. In that context he underlined 
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that UNMACA would be working with Afghan and international 
partners to achieve greater efficiency in demining in 
Afghanistan. To that end, Gaylard said UNMACAVs plans for FY 
1386 would include the introduction of new methodologies, 
placing more Afghans in senior positions at UNMACA, and 
introducing more mechanical equipment to demining operations 
in Afghanistan. 


4. At the MFA-hosted, UNMACA-organized dinner to mark 
International Mine Action Awareness Day, the MFA warmly 
praised the United States for sponsoring the event, and an 
Afghan demining manager working for UNMACA gave a moving 
presentation on the importance of humanitarian mine action to 
the future of Afghanistan. 

NORLAND 
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OSD FOR COMMANDER CHAFFEE 

WHITEHOUSE FOR NSC/WEUROPE 

E.O. 12958: N/A 

TAGS: OPRC, KPAO, AU 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: April 12, 2007 


Eurofighter Delivery Postponed 


1. Defense Minister Norbert Darabos of the Social Democrats says the 
planned mid-year delivery of the first Eurofighter jets for the 

Austrian armed forces will be delayed \"until November at best.\" He 
said the required software for the navigation system from the United 
States should arrive by then. Earlier Darabos asked legal experts to 
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examine whether the most recent developments regarding the 
Eurofighters would provide grounds for withdrawing from the 
two-billion-Euro contract to buy the planes. He added he will 
consider their assessment \"highly binding\"; it is expected to be 
presented later this month. However, the Defense Minister stressed 
there will be no \"go-it-alone\" cancellation of the deal; such a step 
would only be taken in cooperation with the SPOe\'s coalition partner 
OeVP. 

Like all Austrian media, ORF radio reports on the postponed 
Eurofighter delivery, resulting from the formal applications for the 
necessary software licenses being filed too late. ORF radio reports 
the Pentagon confirmed it received the official requests only last 
month, but \"will try to issue the licenses as quickly as possible. 
Estimated date for the delivery is, indeed, November 2007, the 
Pentagon\'s statements shows: The delay was caused by Austria\'s 
waiting too long with its (...) formal application, which only 

arrived in Washington in March and usually needs about four months 
to be processed. Provided the Pentagon approves the application, the 
US government then needs to conclude a bilateral agreement on how 
Austria guarantees it will not pass on any of the software system\'s 
secret military information to third parties or the general 


SIPDIS 

public.\" 

Meanwhile, independent provincial daily Salzburger Nachichten runs 
the front-page headline \"Russians and Americans offering Austria 
less expensive jets,\" and writes that the producers of interceptor 

jets are currently lining up in Vienna: Ever since it emerged that a 
withdrawal from the Eurofighter contract could be an option, 
international companies have jumped at the potential chance of a new 
deal. Russia and the US in particular have presented alternative 
offers, Defense Minister Darabos has confirmed. 


Criticism of Job Market Plan 


2. There has been sharp criticism of Social Affairs Minister Erwin 
Buchinger\'s idea to partially open up Austria\'s job market to 

foreign workers to fill vacant positions. The Social Democrat 
Minister said that, in cases where there is a lack of qualified 
Austrians for a job, the market could be opened in certain sectors. 
The Austrian unions, the Alliance for the Future of Austria (BZOe) 
and the FPOe have all come out against the idea. 

Semi-official daily Wiener Zeitung, reporting on criticism of 

Minister Buchinger\'s plan to partially open up Austria\'s job market 
to foreign workers, writes that Richard Leutner, secretary general 

of the unions, said there was no question of launching the opening 
of the job market earlier than planned. The unemployment rate must 
first be lowered, he added. Peter Westenthaler, head of the BZOe, 
said it would be an attack on Austrian employees, and 
Heinz-Christian Strache, leader of the FPOe, complained he couldn\'t 
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interpret the reasoning behind the Social Affairs Minister\'s idea of 
opening the labor market to people from the new European Union 
countries. Currently, workers from the new member countries have 
only limited access to the Austrian job market until 2009, the daily 
explains. Originally, plans called for an extension of the 

restrictions until 2011, but Austria faces resistance from other EU 
countries. 


Dramatic Financial Problems 


3. In a meeting with EU Foreign Relations Commissioner Benita 
Ferrero-Waldner, Palestinian Finance Minister Salam Fayyad alerted 
the European Union representative to the Palestinians\' dramatic 
financial crisis. 

Finance Minister Salam Fayyad warned that the \"Palestinians are in 
the midst of a severe financial crisis\" and \"short of one billion 

Euros,\" when he met with the EU\'s Foreign Relations Commissioner on 
Wednesday. The EU and the Palestinian authority are currently 

working toward gradual normalization of their relations, the daily 

notes, adding that Commissioner Ferrero-Waldner confirmed she would 
push for assistance in getting the Palestinians on a par with 
international financial procedures and standards. Still, there will 

be no direct payments for the time being, as the Palestinians first 

need to meet a number of requirements: Renouncing violence, 
recognizing Israel\'s right to exit, a commitment to existing peace 
accords and \"transparent and comprehensible\" financial performance. 


Car Bombs Explode in Algiers 


4. In Algeria, officials now put the death toll from yesterday\'s two 
car bomb attacks in Algiers at 23. About 160 others were injured in 
the explosions, one near the Prime Minister\'s office and another 
near a police station close to the international airport. A person 
claiming to represent a regional branch of Al Qaeda told an Arabic 
TV channel his group carried out the attacks, but there has been no 
independent verification of the claim. 

On ORF television\'s prime time news Zeit im Bild |, head of the 
international desk Peter Fritz suggests the alleged al-Qaeda 
connection of the group claiming responsibility for the Algiers 

blasts \"may in part be propaganda only.\" Nonetheless, Fritz argues 
the \"consecutive attacks in Morocco and Algeria suggest cooperation 
of terrorist groups across the borders of Northern African states is 

a fact.\" In addition, \"both blasts occurred in countries that 
traditionally have entertained close ties with Europe,\" which 
according to Fritz could be a \"deliberate signal.\" 

In centrist daily Die Presse, security affairs writer Burkhard 

Bischof in an analysis describes the Northern African Maghreb as a 
\"breeding ground for the new generation of terrorists.\" Sufficient 
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numbers of \"volunteers for the \'fight' against their hated 
governments and against the \'ungodly Western devils\' can easily be 
recruited in the slums of Algerian and Moroccan cities. The first 
wave of Maghreb Islamists were those who fought the Soviets in 
Afghanistan in the 1980s, but these days fanatic youths from 
Northern Africa are looking for combat experience in Iraq. According 
to US sources, about 20 percent of the 800 to 2,000 foreign 
insurgents in Iraq are of Algerian origin, but they are also 

fighting alongside Moroccans, Libyans and Tunisians now.\" When they 
return to their home countries one day, \"these Iraq veterans pose a 
considerable threat also for Europe,\" Bishop quotes from a study. 


US Extends Troops\' Tour of Duty 


5. US troops will now serve up to 15 months in Iraq and Afghanistan 
instead of the present 12-month tours under new Defense Department 
rules. The move is designed to help the US military supply enough 
troops for ongoing operations. The extended tours apply to troops 
currently in Iraq and those about to be deployed, Defense Secretary 
Robert Gates said, announcing the decision. \"US forces are 
stretched,\" Gates conceded, \"there is no question about that.\" 

ORF online news notes the Defense Department\'s decision to extend US 
soldiers\' tours of duty is aimed at guaranteeing necessary troop 

levels can be maintained. President George Bush\'s new strategy for 
Iraq includes increasing troop levels by about 30,000 - a move with 
which the US President hopes to curb violence particularly in 
Baghdad, according to ORF online news. 

Kilner 


104134 

RR RUEHAG RUEHDF RUEHIK RUEHLZ RUEHROV 

DE RUEHBS #1233/01 1021356 

ZNR UUUUU ZZH 

R 121356Z APR 07 ZDK 

FM AMEMBASSY BRUSSELS 

TO RUEHC/SECSTATE WASHDC 5075 

INFO RUCPDOC/USDOC WASHDC 

RUEATRS/DEPT OF TREASURY WASHDC 

RUCNMEM/EU MEMBER STATES","UNCLAS SECTION 01 OF 03 BRUSSELS 001233 


SIPDIS 

SIPDIS 

STATE FOR EB/OIA, EUR/ERA AND EUR/UBI 
TREASURY FOR OASIA/ICN - ATUKORALA 
USDOC FOR 4212/OECA/JLEVINE 


E.O. 12958: N/A 
TAGS: ECON, EFIN, EINT, EINV, SENV, BE 


Column 3 
SUBJECT: BELGIAN STEWPOT: April 11, 2007 


1-2. FedEx Best Employer in Belgium 

3-4. Underground Economy Flourishing 

5. Wallonia Bites Climate Change Bullet 

6. English Ahead of National Languages 

7. A Belgian View of the Grand Canyon 

8. No More Lost Tourists? 

9-10.Last Belgian Horsemeat Packers in US Close 


1. (U) American package delivery firm Federal 
Express was named ?Best Employer? in Belgium for 
2007 in March. FedEx\'s over 800 employees in 
Belgium lauded the company’s attention to 
developing the talent of its workers. Employees 
also expressed appreciation for the company?s 
ethnic diversity ? over 30 different 

nationalities work in Belgium for FedEx. The 
human resources manager for FedEx says the firm 
does regular studies of employee satisfaction, 

and is constantly improving its management based 
on the feedback. In 2005 another U.S. firm in 
Belgium, J&J, received accolades when its 
Managing Director Ajit Shetty, was named 
Flander\'s Manager of the year. 


2. (U) The annual Best Employer survey, conducted 
by Belgium?s Vlerick/Leuven Management School, is 
based on employee survey responses, and is 

divided into those employers with over 500 
employees and those with fewer than 500 employees 
working in Belgium. Among big firms, other U.S. 
companies in the top ten ranking were Dow Corning 
(5), Cisco Systems (6), Accenture (7) and 
McDonald?s (9). Among small and medium firms, 
Microsoft, Amgen (pharmaceuticals), and Abbott 
(generic pharmaceuticals) were chosen among the 
top ten. Another \"best employer\" survey done by 
Randstad, a leading Belgian temp agency, ranked 
Belgium\'s J&J subsidiary as number one in three 

of the past seven years. 


3. (U) A McKinsey study on the underground 
economies of EU countries says Belgium could have 
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as much as 22 percent of economic activity ?off 
the books.? Recent OECD research, however, 
declares it may be as little as 3 percent. Using 
either method of calculation, Belgium ranks high 
on the list: third on the basis of Eurostat data, 

fifth according to the OECD, somewhere among 
Greece, Italy, Spain and Portugal. The McKinsey 
report evaluates the revenue lost to the 
government from economic activity in the informal 
sector at 30 billion euros. (The GOB fiscal 

fraud campaign of 2006, by comparison, netted the 
government 817 million euros.) McKinsey says 
?about a fifth of Belgians work, occasionally, 
partially, or fully in the informal sector.? An 
expert at Belgium?s Social Security office denied 
the high rate of informal sector activity was due 

to high taxes, arguing that Nordic countries have 
even higher tax rates but lower rates of informal 
sector activity. The expert attributes it toa 
mentality of citizens defending themselves from a 
\"gluttonous\" state that exceeds the level of 
intervention they consider legitimate. Changing 
this behavior, he says, will require a long-term 
effort. The Belgian federal government estimates 
only a 3-5 percent informal sector economy. 


4. (U) Methodologies used in making estimates of 
the underground economy vary markedly. The 
Belgian National Bank, following Eurostat norms, 
compares declared national production to actual 
household consumption to calculate the 
difference. Alternatively, the macroeconomic 
circulation of money can be used to contrast the 
hours of work and production declared to the 
value of national consumption, the gap between 
them being made up by the \"off-the-books\" 
economy. The informal sector includes non- 
declared but legal work of citizens (off the 
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books services and goods sold), the gray economy 
(corporate off-shore, unreported and fraudulent 
transactions), and the illegal economy (drugs, 
prostitution, etc.). 
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5. (U) In March the Walloon regional government 
decided on 82 new actions to help lower regional 
CO2 emissions and achieve Belgium?s 7.7 percent 
reduction from the 1990 baseline demanded by the 
Kyoto Protocol. Whereas previous measures were 
aimed chiefly at private sector industries, as 

easy to find point-source emitters, the new 
measures target mostly the public sector. They 
include using biodiesel in the TEC public 

transport bus system, extinguishing part of the 
highway lighting between 00:30 and 05:30 at 

night, and replacing traffic signal lamps with 
energy-saving halogen bulbs. All public 

buildings will be audited for their energy 

efficiency, and corrective steps will be taken 
depending on the findings. For long-term impact, 
the region will fund a research center to develop 
clean motor technology in Francochamps 
(ironically, also the site of Belgium?s ?Indy 

500? racecourse, not a fuel-efficient sport) and 

will support a study on CO2 storage in the former 
coalmines of Hainaut province. 


6. A recent poll by Francophone Brussels daily Le 
Soir and Dutch-language daily De Standaard 
revealed surprising Belgian attitudes about 
languages. The poll asked, ?Is there another 
language that is more important than the other 
national language?? Most respondents said ?yes? 
? 77% of Flemish speakers and 87% of French 
speakers in both Wallonia and Brussels responded 
affirmatively, both saying that English was more 
important than the Dutch or French spoken by 
their co-citizens. German was a distant runner- 
up, followed by Spanish and Chinese. The survey 
also asked respondents to rate their skills in 

the other official language. Dutch-speakers in 
Flanders largely said they can get by in French 

(77 percent), but in Wallonia only 39 percent of 
respondents claimed they could manage in Dutch. 
The Brussels region was a middle ground, as 61 
percent said they felt their skills in their non- 
primary language were either ?sufficient? or 
?perfect.? Interestingly, 81 percent of 
Francophone Belgians and 65 percent of Dutch- 
speakers said they have regular contact with 
members of the other linguistic community. 
Respondents in Brussels had the most contact with 
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?the other half,? at 89 percent. 


7. (U) The latest attraction at the Grand Canyon 
in Arizona was \"made in Belgium,\" but is not 
chocolate. The new Skywalk Pier is a glass- 
floored walkway of nearly 80 feet suspended 1200 
meters (3,934 feet, three-quarters of a mile) 
above the floor of the canyon. It was 
constructed with glass produced by Saint Gobain 
in Belgium, and Belgian engineer Frank Serruys 
coordinated the construction. Its fans call it 

the next best thing to skydiving. Persons with 
vertigo are urged to take a different path... 


8. (U) Belgian-Dutch firm TeleAtlas is well 
positioned to profit from the coming boom in 
cellphones that integrate GPS functions. Almost 
2 million such phones are already in use 
worldwide, and another 25 million are expected to 
be in circulation by 2010. TeleAtlas is charting 
the world?s cities in order to sell GPS services 

to businesses and tourists. With a fleet of 
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sophisticated camper-vans coursing cities and 
highways, TeleAtlas is charting leading cities 

and tourist sites, and will soon offer 3-D images 
and locations to travelers. The company 
currently employs 2300 persons, and has already 
charted Brussels, Berlin, Paris, Barcelona, 
Athens and other well-frequented European venues. 
Since it was listed on the Euronext Amsterdam 
exchange in 2006, TeleAtlas has raised 50 million 
euros for corporate acquisitions to expand its 
database. TeleAtlas plans to spend 10 million 
euros in China to gain a database of 337 major 
cities. The company already has sales exceeding 
250 million euros per year, and recorded 80 
percent growth last year. Its goal is 20,000 
points of interest in 64 countries, covering 21.3 
million kilometers of highway. Lost tourists may 
become a thing of the past! 
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9.(U) Belgian meatpackers Cavel in DeKalb, 
Illinois, closed down on April 6, after a U.S. 

court decided that the firm could no longer pay 
U.S. Department of Agriculture directly for 
inspection of their facilities and products. A 

year ago a U.S. court decided that no tax money 
could be used for inspection of horsemeat packing 
facilities; the new decision makes it impossible 
for the facility to remain in production and 

export its products. Cavel was the third and 

last of Belgian facilities in the United States 

that processed horsemeat for the European and 
Japanese market; fifteen such slaughterhouses 
existed ten years ago. The three Belgian 
facilities generated 60 million dollars in sales 
annually, and processed 2,000 animals per week. 


10. (U) The closures come after a three year 
court battle by the Belgian companies against a 
well-funded animal rights campaign demanding 
humane treatment for America\'s 8 million horses. 
The Belgian investors claimed they faced an 
emotional and sentimental battle impossible to 
win, in light of America\'s attachment to the 
animal. Defenders of the packing plants noted 
they handled only wounded, old, and unable to 
work animals, bought at between $600 to $700 
each. Ironically, inhumane treatment to horses 
may rise due to the closures, say Belgian 
investors, because now owners of such animals 
will have to pay up to $1000 each to 
veterinarians to euthanize them. They expect a 
rise in horses being abandoned or left to starve. 


IMBRIE 
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Sensitive But Unclassified 
|. SUMMARY 


1. (SBU) SUMMARY: During this reporting period the Border 
Management Task Force (BMTF) was briefed by the European Commission 
and UNDP regarding the planned construction upgrades in Badakhshan 
Province on the Tajikistan and Afghanistan border for three Border 
Crossing Points (BCPs): Nusay; Segnan; and Eshkashem. 
Representatives from the BMTF and the Afghanistan Engineering 
District (AED) traveled to Dushanbe, Tajikistan, to meet with US 
Embassy personnel to discuss infrastructure activity and 

cross-border coordination between the Tajikistan and Afghanistan 
border. The purpose of the visit was to discuss infrastructure 

activity and cross-border coordination. The BMTF acquired the 

Iranian infrastructure drawing from the Afghan Customs Department 
(ACD) that will be used by the Iranians to build the new BCP at Mile 
Marker 78 in Afghanistan. The Iranians previously proposed this new 
crossing. The GOA agreed to this, provided the Iranians would build 
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the crossing facility. CSTC-A CJ-7 Army Corp of Engineers has 
completed the $400,000.00 upgrade project at the Islam Qalah BCP. 
This project has brought some organization to the chaos that was 
present prior to these upgrades. Task Force Phoenix, a subordinate 
element of CSTC-A, Regional Corps Advisory Group (RCAG) and the 
Regional Police Advisory Team (RPAT) for the western region is 
coordinating a Regional Security Council with ISAF RC-West and the 
ANA, ANP and ABP to engage with the local elders in an attempt to 
find agreeable solutions to economic issues surrounding the presence 
of the central government\'s BCP operation. The BMTF briefed Richard 
Douglas, Deputy Assistant Secretary of Defense for 
Counter-Narcotics, Counter-Proliferation and Global Threats, who was 
in Kabul to gather current information about programs and projects 
being funded by DOD, specifically JIACG-CN. The BMTF also briefed 
Diana Brown who is part of the US Mission to the Organization for 
Security and Cooperation in Europe (OSCE). Ms. Brown was in Kabul 
gathering current information from many GoA partners on programs 
that may benefit from services provided by the OSCE to bridge the 
gaps that exist in many sectors of donor supported programs. END 
SUMMARY. 


Il. ITEMS OF BROAD INTEREST. 

2. (U) The BMTF was briefed by the European Commission UNDP 
regarding planned construction upgrades in Badakhshan Province on 
the Tajikistan and Afghanistan border for three BCPs: Nusay ($160k); 
Segnan ($290K); and Eshkashem ($380K). UNDP is also planning 
cross-border training for ABP and Customs officials at these 

locations for cross-border familiarization of the Tajikistan and 

Afghan BCP operations. In addition, UNDP is considering employing 
subject matter experts as mentors for each of the BCPs on both sides 
of the border. 

3. (SBU) Representatives from the BMTF and the Afghanistan 
Engineering District (AED) traveled to Dushanbe, Tajikistan, to meet 
with US Embassy personnel including representatives from the Defense 
Attache Office (DAO), Department of Justice Senior Law Enforcement 
Advisor (SLEA) and the EXBS Advisor. The purpose of the visit was 
to discuss infrastructure activity and cross-border coordination 
between the Tajikistan and Afghan border. The following were 
highlighted as priority issues raised by BMTF and AED: 


-- Retention of the Nizhny Pyandzh, Tajikistan BCP construction 
compound (US Army Corp of Engineers) upon completion of the bridge 
project linking the 2 countries for deployment of BCP 

mentors/trainers to work one or both sides of the bridge. 

-- Provide focus/raise awareness on lack of a commercial compound 
plans at the Shir Khan/Nizhny Pyandzh crossing by securing donor 
funding options; plan/design/build commercial inspection facilities 

at NP. (The EC is constructing a large modern commercial facility on 
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the Afghan side in Shir Kahn). 

-- Plan/coordinate/conduct joint training efforts for Tajik/Afghan 

border officials using agreed upon standardized and vetted 
curriculums. 

-- Promote communication between Tajik and Afghan Border agencies 
and promote better relationships between the border guards and their 
customs counterparts at their respective locations. 


4. (SBU) In a related matter, members of the Tajikistan government 
had agreed earlier to train Tajik and Afghan border elements at the 
Khorog Training Center near the Afghan BCP at Segnan in Badakhshan 
Province. A memo was written by the First Deputy Chairman Mirzoev 
from the Tajikistan State National Security Committee (NSC) to the 
Border Management for Central Asia (BOMCA) and the Central Asia Drug 
Action Program (CADAP) programs of the European Union declining to 
train any Afghan personnel. Specifically, the document states \"Due 

to structural changes, lack of required conditions, including legal 
barriers, we abstain from organization of training for Afghan border 
guards and customs in the Khorog Training Center.\" It also goes on 

to say \"...the activity of liaison officers is inexpedient\". This 

prompted a diplomatic note from the US Embassy in Dushanbe asking 
them to reconsider. No reply from the Tajik NSC has been received to 
date. 


5. (SBU) During this visit, BMTF and AED representatives learned 

that the Aga Khan Foundation (AKF) in Tajikistan is planning the 
construction of 2 bridges over the Panj river at the Tajikistan BCPs 
located in Vanj and Shuroobod connecting with the Afghanistan 
Badakshan Province. The BMTF is scheduling meetings with the Afghan 
Customs Department (ACD) and the AKF to address the issues of new 
BCPs at these Afghan crossing locations that were not previously 

taken into account. 


6. (SBU) The BMTF acquired the Iranian infrastructure drawing from 
the ACD that will be used by the Iranians to build the new BCP at 
Mile Marker 78 in Afghanistan. The lranians previously proposed 
this new crossing which the GoA agreed to if the Iranians would 
build the crossing facility. This location is approximately midway 
between the Islam Qalah and the Zaranj BCPs. The Iranians also 
agreed to refurbish the Zaranj BCP in the southern Afghan Province 
of Nimroz. The German Police Project Office (GPPO) is scheduled to 
meet with lranian Embassy representatives in Kabul to discuss ABP 
training previously offered by the Iranians. This will be followed 

up by a visit to Tehran by representatives of the German Ministry of 
Interior to discuss Iranian funding of Afghan police projects with a 
priority on counter-narcotics and border security. 


7. (SBU) CSTC-A CJ-7 Army Corp of Engineers has completed the 
$400,000.00 upgrade project at the Islam Qalah BCP. This project 
has brought some organization to the chaos that was present prior to 
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these upgrades. The traffic pattern and resurfacing of the BCP 
roads has greatly increased the proper flow of commercial traffic 
into and out of the customs facility. Also, the areas of operation 
between the various border elements, i.e. pedestrian, immigration 
and commercial traffic have been sectioned off, thereby improving 
security within these respective areas. 


8. (SBU) The $15 million 450-day project funded by the United 

States at the Islam Qalah BCP is underway. BMTF has reached out to 
humanitarian organizations in Herat to direct their attention to the 
conditions of the local population surrounding the BCP in an attempt 
to garner their support. The RCAG/RPAT for the western region is 
coordinating a Regional Security Council with ISAF RC-West and the 
ANA, ANP and ABP to engage with the local elders in an attempt to 
find agreeable solutions to economic issues surrounding the presence 
of central government\'s BCP operation. A Civil Affairs humanitarian 
visit of the villages surrounding the Islam Qalah BCP is scheduled 
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for the first week in April. 


9. (SBU) BMTF representatives assessed the current situation at the 
Weesch/Spin Boldak BCP -- Spin Boldak BCP is 8 km inland from the 
actual crossing point at Weesch -- which serves as Afghanistan\'s 
main southern entry and exit point with Pakistan. Steel, raw 

materials and contraband cigarettes from the former Soviet Union 
travels from the Towraghundi BCP on the Turkmenistan border and 
exits this port for foundries and markets in Pakistan and India. 

Cars, produce, clothing and food products enter the port for use in 
Afghanistan. This is only a limited list of the products transiting 

this port on a daily basis. During a recent visit this month by 

BMTF and AED the following observations were made during a one day 
tour of the Weesch crossing: 


-- The crossing point at Weesch is congested with commercial shops 
and residences that straddle the border leaving little space to 
construct a proper BCP. 


-- Little or no inbound vehicle inspections by ACD or ABP 
immigration inspections were conducted. 


-- None of the hundreds of donkey carts entering and exiting the 
border were stopped for inspection. 


-- A sizable number of commercial trucks circumvented the customs 
process in Spin Boldak by entering private warehouses after crossing 
at Weesch, thus avoiding duties and adding to the leakage of 
revenue. 


Column 3 
-- The following daily traffic estimates are considered valid: 


a. 800 to 1,000 commercial trucks (Jingle trucks) 

b. 300 to 500 small commercial trucks (pickup) 

c. 500 to 600 donkey carts 

d. 500 POVs 

-- Pakistan estimates that 30,000 pedestrians transit this crossing 
each day. The BMTF team observed several hundred crossing the 
border in an hour mid-day. 


10. (SBU) ISAF and CSTC-A report that the amount of uncontrollable 
traffic crossing at Weesch lends itself to easy access by insurgents 
and weapons smugglers. It is agreed that the construction of a 

fully functional BCP at Weesch would end the chaos and bring control 
and organization to the area, forestalling the free movement of 

illegal aliens, insurgents and contraband. Efforts are underway by 
the BMTF and the ACD to gather donor support to fund this estimated 
$14 million BCP construction. In the interim, BMTF has submitted 
suggested traffic patterns to CSTC-A CJ-7 engineers who have agreed 
to provide placement of structural barriers, i.e. Jersey Barriers, 
fencing or HESCOS to gain some control over the Weesch crossing. 


11. (SBU) The BMTF team met with the Kandahar Director of Customs 
who stated that his department could make land available for the 
construction of anew BCP. He claimed that the local traders also 
support such construction. ACD has been requested by the BMTF to 
begin identifying parcels of land in the vicinity that could be used 

to house the new BCP. 


12. (SBU) INL/DynCorp mentors located in Kandahar possess a strong 
grasp of the local situation at the Weesch/Spin Boldak BCP. They 

are working hard to mentor the border police and are improving ABP 
operations. However, Afghan Customs operations fall outside the 
parameters of their mission and no equivalent with Customs 
experience is in place to mentor either the Customs Officials or 
Customs Police. Revenue collection is expected to remain stagnant 
until proper Customs procedures and processes are taught and ACD 
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employees are properly mentored to carry out their duties. 
13. (SBU) The BMTF briefed Richard Douglas, Deputy Assistant 
Secretary of Defense for Counter-Narcotics, Counter-Proliferation 


SIPDIS 

and Global Threats, who was in Kabul to gather current information 
about programs and projects being funded by DOD, specifically the 
Joint Interagency Coordination Group-Counter Narcotics (JIACG-CN). 
The BMTF currently receives approximately $11 million from JIACG-CN 
to fund approximately 10 of the anticipated 21 positions within the 
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BMTF. 

14. (SBU) The BMTF also briefed Diana Brown who is part of the US 
Mission to the Organization for Security and Cooperation in Europe 
(OSCE). Ms. Brown was in Kabul gathering current information from 
many GOA partners on programs that may benefit from the services 
provided by the OSCE to bridge the gaps that exist in many sectors 
of donor supported programs. Ms. Brown stated that the OSCE is also 
redirecting part of its focus on the Central Asia countries in 
anticipation of supporting border security and cross-border 
integration with Afghanistan and its neighbors to the north. BMTF 
stressed the need for more training required for better 

effectiveness of the border elements and the introduction of a 

subject matter expert border mentorship program that requires help 
in developing. 


15. (U) TRAINING CONDUCTED DURING REPORTING PERIOD. 
Nothing to report. 

16. (U) EQUIPMENT DELIVERED DURING REPORTING PERIOD. 
Under Procurement. 

17. (SBU) IMMINENT TRAINING OR EQUIPMENT STATUS UPDATE. 


EXBS is awaiting the delivery of x-ray screening machines for 

baggage and cargo, fiber optic scopes, density meters, radioisotope 
identifiers, explosive detectors, handheld metal detectors, cranes, 
forklifts, vehicle inspection kits, and tool kits destined for the 

Islam Qalah and Towraghundi BCPs. Delivery is scheduled in April 
2007 for the 3 x-ray baggage and cargo scanners; April 2007 for the 
explosive detectors and 2 - 40 ton cranes; and July 2007 for the 

fork lifts. However, no dates are available for the remaining items, 

but the EXBS Advisor has secured temporary storage for the equipment 
and will coordinate logistical arrangements as the equipment 

arrives. An VEnd-User StatementY for the Sabre tri-mode explosive 
detection systems has been provided by the GoA and has been sent to 
the manufacturer as required before delivery can be scheduled. 


18. (U) SIGNIFICANT DEVELOPMENTS IN EXPORT CONTROLS, 
NONPROLIFERATION, OR RELATED BORDER SECURITY. 


Nothing to report. 

19. (U) OTHER SIGNIFICANT ISSUES/EVENTS. 
Nothing to report. 

20. (U) RED FLAG ISSUES. 


Nothing to report. 
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21. (U) Please direct any questions or comments to Barry F. Lory, 
EXBS Advisor to Afghanistan; +93-700-073-652 or +93-700-108-272; 
lorybf@state.gov or to Cassady Craft, South Asia Regional Program 
Analyst, Office of Export Control Cooperation, 

202-647-1063, craftcb@state.gov. 
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SUBJECT: RUSSIAN FOREIGN MINISTER LAVROV PROMISES 
TURKMENISTAN EDUCATION AND HEALTH ASSISTANCE 


ASHGABAT 00000371 001.4 OF 004 


Summary 


1. (SBU) During an April 5 meeting in Ashgabat, 
Turkmenistan,s President Gurbanguly Berdimuhammedov and 
Russia,s Foreign Minister Sergey Lavrov expanded the 
traditional Russian-Turkmenistani state dialog, touching on 
economic cooperation, but focusing a majority of the time on 
\"humanitarion,\" i.e., education cultural and social issues. 
Some token discussions on energy issues and regional politics 
were broached in regard to actively developing economic 
relations, Caspian Sea delimitation and \"common approaches\" 
regarding diplomatic and peaceful resolutions on Afghanistan 
and Iran, but cultural development took center stage in the 
media and during the Charge\'s private meeting with Russian 
Ambassador to Turkmenistan Igor Blatov on April 11. Blatov 
confirmed that Russia saw a new opportunity with the 
Berdimuhammedov administration to develop education and 
cultural cooperation, Russian-language resources, including 
news outlets, and region-to-region cooperation between the 
two countries. End Summary. 


The Lavrov Meeting - Economic Cooperation 


2. (SBU) Turkmenistan\'s President Gurbanguly 
Berdimuhammedov met with Russia,s Foreign Minister Sergey 
Lavrov, Deputy Foreign Minister Karasin and Russian Ministry 
of Foreign Affairs (MFA) Commonwealth of Independent States 
Department Head Peshkov. The Russian Foreign Minister also 
met separately with his Turkmenistani counterpart, Rashit 
Meredov, and signed a \"Program of Cooperation\" between the 
two foreign policy agencies. 


3. (U) In his lobby statements following the two meetings, 
Lavrov highlighted economic cooperation: 


- Lavrov noted that the two countries would deepen and expand 
trade and economic cooperation and investments. He said they 
discussed increasing opportunities for revitalizing the work 

of the intergovernmental trade-economic cooperation 
commission, which was discontinued four years ago. The 
commission is tasked with facilitating cooperation and 

contacts between Russian and Turkmenistani companies. (Note: 
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Russian Foreign Minister Fradkov first raised this issue 
during his February 15 meeting with President 
Berdimuhammedov. End note.) 


- Caspian Sea legal status: Both sides agreed to prepare 
documents on the Caspian Sea status, and the Russian MFA,s 
press release on the same day noted that the two leaders 
discussed the prospect of convening a second Caspian Sea 
summit. 


- Lavrov mentioned the two countries, \"common approach\" in 
working within international organizations, such as the UN 

and OSCE, as well as their \"very close approaches\" to the 
situation in Afghanistan and the Iranian nuclear program. 

Both countries believe these issues need to be resolved 
through diplomatic and peaceful means. 


\"Humanitarian\" (Education and Culture) Cooperation 


4. (U) During an airport interview with Turkmenistani TV 
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before his departure, Lavrov noted the development of 
cooperation in education and culture. During his state 

visit, Lavrov went to the Russian-Turkmenistani school and 
the Russian Theater, both named after Pushkin. Both 
countries agreed that the school would be expanded by adding 
a building. The government-owned daily newspaper &Neutral 
Turkmenistan carried an April 11 tender announcement by 
Gazprom,s Ashgabat office for the construction of the school 
building and a kindergarten. Lavrov said that cultural and 
arts exchanges would be continued, and stressed the 
importance of exchanges between Russia,s regions -- 
specifically Sverdlovsk, Astrakhan and St. Petersburg -- and 
Turkmenistan. 


Russian Ambassador Touts Lavrov\'s Successes 


5. (SBU) Russian Ambassador Igor Blatov described 

Lavrov,s meetings with President Berdimuhammedov and Foreign 
Minister Meredov as \"very successful,\" during an April 11 
meeting with Charge. He added the following first-hand 

details about the Lavrov meetings: 


- De-emphasis on gas: Lavrov did not need to raise the 
subject again, since Prime Minister Fradkov had received 
adequate assurances from Berdimuhammedov during their 
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February 15 meeting that the Government of Turkmenistan would 
honor existing gas contracts. Blatov noted that, \"No mature 
relationship can be based just on gas,\" (Comment: Though 
Blatov failed to see the humor in the statement. End 

Comment.). 


- Political cooperation: The Russian side expressed its 
desire for more consultation on international relations, 
including Afghanistan, Iran, Iraq, the Caspian Sea, UN and 
OSCE. 


- Russian language: Lavrov encouraged preservation of the 
Russian language through additional Russian-language courses 
in schools and increased access to Russian-language news 
sources and professional journals. Berdimuhammedov agreed to 
re-establish the Russian-language Radio Mayak. (Comment: The 
station was closed in June 2004, ostensibly for repairs 

according to the Government of Turkmensistan, according to 
Blatov it was closed after airing a broadcast with a negative 
comment about about Turkmenistan,s policies. End Comment.) 


- Education: Berdimuhammedov agreed to Lavrov,s initiative 

to open a \"Russian-Turkmen University,\" that would specialize 
in technical training, in particular in the oil and gas 

spheres. 


- Human rights: No human rights issues were raised by Lavrov 
during the meetings, including the status of the Russian 
minority, and Blatov urged the United States to take a 

gradual approach in pressing the new government for reforms. 
Blatov argued that as increasingly more Turkmenistanis travel 
and study abroad and have access to information, \"these 
things will take care of themselves.\" 


- State Visit: Lavrov invited Berdimuhammedov to a state 
visit to Moscow, which Blatov thought could occur as early as 
the first week of May. 


Astrakhan Governor\'s Visit 
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6. (SBU) Blatov also spoke enthusiastically about the 

outcome of the Astrakhan governor,s April 10-11 visit. The 
delegation met with President Berdimuhammedov and held talks 
with several government agencies. 


- Medical exchanges: Astrakhan offered to host Turkmenistani 
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specialists at its medical institutes and to send Astrakhan\'s 
specialists to Turkmenistan to train local specialists. 


- Education: Astrakhan will set a generous quota for 
Turkmenistani students to study at Astrakhan,s institutions 
of higher education and vocational schools. 


- Shipbuilding: Astrakhan agreed to supply Turkmenistan with 
six new ships - five fishing vessels and one research vessel. 


- Transportation: The two sides agreed to open a ferry line 
between Turkmenbashy and Astrakhan for passengers, vehicles 
and cargo. They also agreed to establish a Turkmenistan 
Airlines and possibly a Russian airline flight between either 
Ashgabat or Turkmenbashy, via Aktau in Kazakhstan, to 
Astrakhan. 


Comment 


7. (SBU) Through de-emphasizing gas cooperation and 
emphasizing a kaleidoscope of new areas for cooperation, 
Russia appears to be remaking its image of a powerful state 
taking advantage of its smaller neighbor,s resources. 
Following Niyazov,s death, many press articles portrayed 
Russia as the neighborhood bully and this visit somewhat 
mollifies that criticism. Russia may feel it is losing 

ground in Turkmenistan, because Berdimuhammedov has elected 
to talk with a variety of private sector and diplomatic 

players about the possibilities for alternative and 

additional gas pipelines exciting Turkmenistan. Expanding 
cooperation in the economic and humanitarian spheres is 
intended to re-introduce Russia as an equal partner who is 
genuinely interested in Turkmenistan,s development. On 
level ground, it is also possible to build a foundation for 
future cooperation in other, more sensitive areas, such as 
the military. 


8. (SBU) Russia\'s attempt at \"soft diplomacy,\" never its 

strong point, is significant. A Danish diplomat resident in 
Moscow told Charge on April 12, that the Russian Government\'s 
forays into education, culture and health assistance was 

\"new.\" He considered the development positive in that 
Turkmenistan had the need for this assistance and Moscow had 
the means. According to this source, Moscow is the \"New York 
City\" of Central Asia, the great white way of knowledge and 
culture. 


9. (SBU) On the eve of the USG education delegation\'s visit 
to Turkmenistan, embassy recommends a meeting with the 
Russian Embassy both to further learn of Russian 
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\"humanitarian\" plans in Turkmenistan and also to explore 
possible joint programs. Long-time resident Turkmensitan 
observers, including the local EU-TACIS representative, 

believe this new Russian initiative is a reflection of 

Russia\'s acknowledgement that it missed the hearts and minds 
boat in Turkmenistan, and that its influence here could wane 
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if policy remained based on the mercantalist policy of 
relying on gas imports as the basis for a bilateral 
relationship. 


End Comment. 
BRUSH 
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SUBJECT: SERBIAN COURT CONVICTS FOUR FOR SREBRENICA-RELATED WAR 
CRIMES 


1. (sbu) Summary: On April 10, the Belgrade Special War Crimes 
Court handed down convictions to four former members of the 
\"Scorpions\" paramilitary unit for their roles in the execution of 
Muslim civilians in Trnovo, Bosnia, on July 17, 1995. Chief war 
crimes prosecutor Vladimir Vukcevic said he was partially pleased 
with the verdict, which he said proved the commission of war crimes 
in Srebrenica. Victims\' families, local war crimes NGO\'s, and even 
the prosecutor and President Tadic, though, voiced disappointment 
over, inter alia, the leniency of the sentencing given the 

compelling, graphic visual evidence of the crimes (a videotape 
prominently aired in 2005). While it is significant that a Serbian 
court has once again convicted Serbs on war crimes charges, much 
more needs to be done for Serbia to deal fully with the legacy of 
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the crimes of the 1990\'s. End summary. 


2. (sbu) On April 10, the Belgrade special court for war crimes 
handed down convictions to four members of a paramilitary unit known 
as the \"Scorpions\" for their role in the execution-style slaying of 
bound Muslim civilians in Trnovo, Bosnia, on July 17, 1995. The 
genesis of the conviction was a graphic video taken by Scorpion 
members of the executions that clearly showed the identity of the 
perpetrators and the incontrovertible inhumanity of their actions. 

The video was played fairly widely on Serbian television in July 

2005, prompting the government to arrest five men and begin a court 
case against them. The two ringleaders of the group in the video, 
Scorpion commander Slobodan \"Boca\" Medic and Branislav Medic, each 
received the maximum possible sentence of 20 years in prison 
(maximum sentencing being defined as the maximum possible at the 
time the crimes were committed - SerbiaWs criminal code did not 
increase maximum sentencing to 40 years until 2002, well after these 
crimes were committed). Others involved in the crime were given 
reduced sentences of 13 and five years, while one defendant, 
Aleksander Vukov, was actually acquitted on the grounds that the 
trial chamber found no evidence to support the claim (he was not 
shown on the video, but the prosecution claims to have eyewitnesses 
putting him in the unit\'s command bunker in the hills surrounding 

the \"killing field.\"). 


3. (sbu) Serbia\'s chief war crimes prosecutor, Vladimir Vukcevic, 
told local media he was \"partially satisfied\" by the result of the 

trial, noting that it represented an acknowledgement in Serbia that 
war crimes were committed in Srebrenica. He expressed 
disappointment, though, at the relative leniency of some of the 
sentences, and vowed to appeal the cases of those who received less 
than the maximum sentence. He also promised to continue the 
prosecution of the case, which included tracking down another three 
co-defendants currently believed to be living abroad (a ninth 
co-defendant, Slobodan Davidovic, was convicted in Zagreb in 
December, 2005 and is serving a 15-year sentence in Croatia). 
President Tadic also voiced disappointment over the sentencing, 
noting that the maximum sentences should have been handed down 
across the board. 


4. (sbu) Critics of the court and the process have been even more 
vocal. The families of the victims, on site for the verdict and the 
sentencing, condemned the leniency of the verdicts, claiming that no 
punishment would be sufficient for the crimes committed. The NGO 
community was similarly incensed. Natasa Kandic, internationally 
respected director of the Humanitarian Law Center, a Belgrade-based 
war crimes watchdog organization, decried not so much the sentencing 
as what she saw as a deliberate attempt to de-link the actions of 

the Scorpions from support she says the unit received both from the 
Serbian armed forces (VJ) and the State Security service (DB). She 
has complained that the investigation did not continue higher up the 
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chain of command (i.e., past Medic to Belgrade) from whence she says 
the instructions ultimately came. She cites as evidence of the 
Scorpions\' ties to the VJ, inter alia, their military insignia and 

the fact that their official correspondence was directed to a VJ 

postal address (the Serbian equivalent of an APO/FPO address). Her 
criticisms are more deeply felt following the ICJ ruling in the 

Bosnia v. FRY case, which many civil society leaders in Serbia 
thought dealt a grave injustice by, essentially, absolving 

Belgrade\'s leadership of complicity and support for ethnic cleansing 
in Bosnia. Moreover, a lawyer for the local Helsinki Committee who 
observed the trial noted that the judge in the case used her bench 

for political grandstanding, categorizing the conflicts as, e.g., 

\"the civil war in Bosnia\" and stating that \"Serbia was not at war\" - 
both common Milosevic-era shibboleths. 


5. (sbu) Ironically - or perhaps pointedly - on the same day, 

local media also reported that a first-instance conviction of Sasa 
Radak for war crimes in Ovcara (near Vukovar, Croatia) had been 
overturned by the Serbian Supreme Court and returned for retrial. 
It was the second Ovcara-related case overturned by the Supreme 
Court. The third, considered to be minor since it involved only one 
ailing defendant, was upheld in the second instance and is now in 
full legal force. Aside from that conviction, the only other 
prosecution from the War Crimes Court that has been upheld is the 
conviction of Anton Lekaj, an ethnic Albanian convicted of war 
crimes against Serbs. Two other domestic war crimes cases 
overturned and later upheld by the Supreme Court - Podujevo and 
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Sjeverin - were prosecuted in the District Court vice the War Crimes 
Court. 


6. (sbu) Comment: We should not underestimate the significance of 
a Serbian court again convicting Serbs on charges of war crimes. 
This decision follows other first-instance convictions of Serbs in 

the Ovcara, Podujevo, and Sjeverin cases. While the sentences might 
seem lenient by American standards, three of the defendants in the 
Scorpions case received the harshest sentence available under 
Serbian law. Moreover, this conviction establishes for the first 

time in a Serbian court that Serbians carried out war crimes against 
civilians of Srebrenica. This is important, given that polls 

regularly show that only one-third of Serbians believe that Serb 

forces killed large numbers of Muslim prisoners at Srebrenica -- 
despite the airing of the Scorpions videotape. 


7. (sbu) While an important step forward, much more remains to be 
done for Serbia to deal fully with the legacy of the crimes of the 
1990\'s. Most of the progress accomplished so far has been due to 
the efforts of the prosecutors, investigators, and judges attached 
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to the Special War Crimes Court itself. The appeals court -- in 

this case the Serbian Supreme Court -- has been generally 
unreceptive to the first-instance convictions. In every significant 
first-instance war crimes conviction so far, the Supreme Court has 
overturned the conviction upon first review (although it later 

upheld at least two convictions following re-trials). The laxity of 

the Serbian appeals process (even the most minute technical errors 
can be cause for an overturning, if a judge so chooses, even if they 
have no bearing on the outcome of the case), coupled with a 
widespread belief that the Supreme Court is still packed with 
Milosevite judges, will complicate the efforts of those Serbs 
committed to a vigorous pursuit of justice for the victims of 
Serb-instigated ethnic cleansing in the 1990\'s. 

POLT 
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SUBJECT: GETTING REAL ON KOSOVO 


1. (SBU) SUMMARY: As part of the Embassy\'s ongoing effort to reach 
out to Serbs and explain our support for Kosovo\'s supervised 
independence, the Ambassador and his French counterpart co-hosted a 
lunch for Serbian journalists and other opinion makers for a frank, 
off-the-record, discussion on Kosovo. The participants took the 
opportunity to ask direct questions about protections for Kosovo 

Serbs and the reasons for USG and French support of the Ahtisaari 
plan. The Ambassadors sent a clear message that the Ahtisaari plan 

is the best available solution and emphasized the plan\'s protections 

for Kosovo Serbs. List of attendees in paragraph 7. END SUMMARY. 


2. (SBU) On April 11, the Ambassador and the French Ambassador 
co-hosted a luncheon at the French Embassy for Serbian journalists 
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and other influential opinion makers. The purpose of the event was 
for a subset of the Contact Group to show a united stand in support 
of the Ahtisaari proposal and to give the participants the 

opportunity to ask direct questions about Kosovo in an 

off-the-record setting. The journalists took advantage of the access 
by asking about partition, whether Kosovo would be a precedent, and 
the details of protections for Kosovo Serbs under the proposal. 


3. (SBU) Both the Ambassador and his French counterpart responded 
that partition was categorically \"off the table,\" not least, because 
Serbia had never even proposed it, and because it would not resolve 
Kosovo differences, but exacerbate them. The Ambassador presented 
the case for Kosovo not being a precedent, noting that the 
international community\'s involvement (and reasons for involvement) 
in Kosovo were unique. Both Ambassadors also laid out the \"very 
strong\" protections for the Kosovo Serb community and noted the 
continuation of real supervision under the new ICO. Many 

journalists seemed not know of or appreciate the extent of the 
provisions for Kosovo Serbs. 


4. (SBU) Kosovo Serb leader Oliver Ivanovic made his own case 
against partition, noting that it would simply drive Serbs from the 
enclaves and make the north of Kosovo even more targeted by Albanian 
extremists. He also refuted the journalist from right of center 

daily Politika\'s concern about a Kosovo army, noting that 2,500 

soldiers is \"symbolic\" and that he worries more about a handful of 
extremists who might provoke violence. 


5. (SBU) Both Ambassadors also emphasized that the IC\'s involvement 
was not something the U.S. or France sought or even welcomed. The 
facts were that Serbia and Serb and Albanian Kosovars had been 
unable to find a solution to the Kosovo conflict. The IC now had a 

plan. No one else did. 


6. (SBU) COMMENT: The guests took full advantage of the access 
afforded them in this off-the-record event. These ongoing efforts 
to be realistic with different elements of Serbian society and 
address their concerns head-on are useful, even if no consensus is 
ever achieved. In an atmosphere of denial and lack of candor by 
Serbia\'s leadership, exposing people to albeit unwanted truth 
remains clearly important. END COMMENT. 


7. (U) Attendees: 

- Ambassador Polt 

- French Ambassador Hugues PERNET 

- Jacqueline BASSA-MAZZONI, DCM, French Embassy 
- Raphael POLI, Intern, French Embassy 

- Oliver IVANOVIC, Serbian List for Kosovo-Metohija 

- lvan VEJVODA, Balkan Trust for Democracy 

- Miljenko DERETA, Director, Civic Initiatives 

- Vladimir RADOMIROVIC, POLITIKA 
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- lvana CVETKOVIC, BLIC 

- Milica MANCIC, FOX 

- Milovan JAUKOVIC, DANAS 

- Dragana ALEKSIC, TANJUG 

- Ksenija PRODANOVIC, BETA 

- Dusan STOJANOVIC, Associated Press 
- Andre BIRUKOFF, Director, AFP 


POLT 


104139 

PP RUEHDBU RUEHIK RUEHPW RUEHYG 

DE RUEHBUL #1229/01 1021413 

ZNR UUUUU ZZH 

P 121413Z APR 07 

FM AMEMBASSY KABUL 

TO RUEHC/SECSTATE WASHDC 7465 

INFO RUCNAFG/AFGHANISTAN COLLECTIVE PRIORITY 
RUEHZG/NATO EU COLLECTIVE 

RUEKJCS/OSD WASHINGTON DC 

RUEKJCS/JOINT STAFF WASHINGTON DC 

RHMFIUU/HQ USCENTCOM MACDILL AFB FL 
RUCNDT/USMISSION USUN NEW YORK 3953 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEAIIA/CIA WASHINGTON DC 

RHEFDIA/DIA WASHINGTON DC","UNCLAS SECTION 01 OF 02 KABUL 001229 


SIPDIS 


DEPARTMENT FOR SCA/FO DAS GASTRIGHT, SCA/A, SCA/PPD 
STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 

NSC FOR HARRIMAN 

OSD FOR SHIVERS 

CENTCOM FOR CG CFC-A, CG CJTF-76 POLAD 


SENSITIVE, SIPDIS 
E.O. 12958 N/A 
TAGS: PREL, PGOV, PTER, PHUM, AF 


SUBJECT: Afghan Media Honor Partial Ban on Taliban Reporting 


REF: KABUL 01191 


1. (U) In response to the April 8, 2007, execution of an Afghan 
journalist by the Taliban, many Afghan media outlets are fully or 
partially boycotting Taliban-related news for one week. While most 
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government media already limit their reporting on the Taliban, this 
development is especially noteworthy for the independent media, who 
have previously asserted their right as a free press to report on 

the Taliban (reftel). This development could signal a shift in the 
Taliban\'s previously masterful manipulation of the free press to get 
out its messages. 


2. (U) The Taliban abducted Afghan journalist and translator Ajmal 
Nagshbandi, along with the Italian journalist Daniele Mastrogiacomo 
and a driver, last month in Helmand Province. Mastrogiacomo was 
released in a controversial deal brokered by the GOA which involved 
exchanging five Taliban prisoners for his freedom. The driver was 
beheaded last month. Ajmal Naqshbandi, a 23-year old newlywed, was 
executed by having his throat slit on April 8, 2007, in Helmand 
Province. 


3. (U) On April 9, 2007, the day after Ajmal\'s execution, the 
National Union of Afghan Journalists convened a gathering of media 
organizations, including the Union of Independent Afghan Reporters 
and the Afghan Journalist Defense Committee, along with 
representatives from major Afghan print and broadcast media 
organizations. The Union called on Afghan media to take measures 
protesting Ajmal\'s death and to enforce a ban on Taliban-related 
news. The Union asked Afghan print media to print the front page of 
their next day\'s edition in black and for broadcast media to cease 

all broadcasts for one minute at 1500 hours local time on April 9. 

In response, about half the major dailies printed half or part of 

their first page in black the next day. Broadcast media honored the 
Union\'s request en masse. Almost all major broadcast outlets in 
Afghanistan, including both private and government radio and 
television, participated in the one minute of silence. Participants 
included Tolo TV, Shamshad TV, Ariana TV, and Aina TV (private 
nationwide/international stations) and Radio Azadi (Radio Free 
Europe, US supported but independent). Government broadcast media 
went beyond this: Radio Television Afghanistan ceased broadcasting 
for two minutes, while Radio Afghanistan played a song of grief for 
ten minutes at the specified time. 


4. (U) Once calls for the ban became public, according to the 
Afghan Independent Journalist Association (AIJA), several 
journalists and media outlets received phone calls threatening their 
lives if they participated in the ban. 

An AlJA representative also confirmed reports that the Taliban have 
said journalists should not use the terms \"terrorists\" and 
\"insurgents\" to describe the Taliban and that they would abduct and 
kill any journalists who did. 
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5. (U) The Union also asked Afghan media to boycott any news 
provided by the Taliban or about the Taliban for a period of one 

week. (Note: Minister of Information Khoram told Charge and PAO 
that the boycott idea originated with him and that in his view it 

should last a month to be effective.) The Public Affairs Section 

polled government and independent broadcast outlets to determine how 
many are participating in the ban and to what degree. Although 
several print media outlets are not participating in the ban, our 

poll found that most Afghan broadcast outlets are enforcing the ban 

to varying degrees. While most government media already do not 
cover the Taliban, several independent media outlets are enforcing a 
partial ban. Under this partial ban, they will not cover news 

provided by any Taliban spokesman or news that would aid the Taliban 
for one week; they will, however, report on Taliban-related news 
provided by the GOA or from the International Security Assistance 
Force (ISAF). 
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6. (U) Most noteworthy is the participation of Tolo TV in the 

partial ban. Officials from Tolo, the country\'s leading independent 
television station, state that they will enforce the partial ban for 

one week from Monday, April 9, to Monday, April 16, 2007. This is a 
significant departure for Tolo TV, which has been painted by the GoA 
as its adversary due to Tolo\'s regular coverage of Taliban-related 
news, including broadcast of statements by purported Taliban 
spokesmen. In fact, Tolo TV refrained from reporting an April 10 
attack carried out by Taliban militants in Zabul Province during 

which several Afghan National Army soldiers were killed. 


7. (U) Ariana TV and Shamshad TV, also nationally popular 
independent stations, have stopped reporting Taliban-related news as 
well. Officials from both said they wish to show solidarity with 

the Afghanistan National Journalist Union and other media 
organizations in Afghanistan. 


8. (U) Pajhwok, Afghanistan\'s only independent nationwide news wire 
service, is honoring the ban and has not reported on the Taliban 

since Monday, April 9. The government news wire, Bakhtar 
Information Agency (BIA), is also enforcing a partial ban, stating 

that if there is a report about the Taliban which would demonstrate 

the Taliban\'s power or would boost their morale it won\'t be 

reported, but if a report will support the Afghan government, it 

will be reported. Since BIA feeds news to government papers such 
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as Anis and Hewad, these publications are, in essence, also 
enforcing the partial ban. Weesa Daily (independent) is not 
participating in the ban on Taliban-related reporting. Cheragh 
Daily has long honored the GoA\'s request to not report on the 
Taliban. 


9. (U) Although the international press community in Afghanistan 
was not asked to participate in the Afghan media ban of 
Taliban-related news, it has lent its support to the Afghan media 
community following the killing of Ajmal Naqshbandi. Numerous 
international media organizations, including AP, signed a petition 
condemning the killing. AP and AFP sent representatives to the 
tribute organized in Zar Nigar Park for Ajmal on Tuesday, April 10, 
where some five hundred citizens and representatives of social and 
journalism organizations joined to honor their slain colleague. 


10. (U) Amidst an environment of tension between the free Afghan 
press and the GoA (reftel), many members of the Afghan media have 
decided voluntarily, albeit temporarily, to suspend their right to 

free speech to make a statement against the Taliban. By executing a 
young, defenseless Afghan journalist, the Taliban has driven the 
Afghan media community towards solidarity with the GoA. 
Traditionally, the Taliban has masterfully manipulated the free 

press to get its messages out, and in spite of GoA criticism, much 

of the Afghan press has exerted its right to freedom of speech by 
continuing to report on the Taliban. In this instance, however, the 
Taliban may have miscalculated or underestimated the outrage the 
Afghan media community would feel over the killing of one of its 

own. The partial ban on Taliban reporting occurring this week in 
Afghanistan shows that the Afghan media are willing to sacrifice an 
ideal they believe in to protest a deplorable act. What remains to 

be seen is whether the Afghan media might extend its ban on Taliban 
coverage in response to other Taliban atrocities committed against 
non-journalists. That can only be evaluated after the ban\'s 
conclusion on Monday, April 16. 
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E.O. 12958: N/A 

TAGS: EAIR, ECON, PM 

SUBJECT: PANAMA CIVAIR: GOP AGREES TO CONSULTATIONS ON 
AVIATION SAFETY OVERSIGHT 


REF: STATE 47930 


1. (U) On April 11, 2007, EconOff delivered the reftel 
talking points to Eustacio Fabrega, Director of the 
Panamanian Civil Aviation Authority (AAC). 


2. (U) Fabrega confirmed the GoP\'s scheduling of formal 
consultations between the FAA and AAC officials. Fabrega 
confirmed that the consultations will be held in Panama City 
at AAC offices on April 18, 2007. 


3. (U) At the consultations the GoP and AAC will be 

represented by Fabrega, Juan Escobar, AAC\'s Director - Safety 
Quality Control, and Manuel Rodriquez, AAC\'s Chief of 
Operations. 

EATON 
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E.O. 12958: N/A 

TAGS: PREL, KNNP, PARM, KN, IR, RS 

SUBJECT: DESIGNATION OF IRAN\'S DEFENSE INDUSTRIES 
ORGANIZATION UNDER E.O. 13382 


REF: STATE 40909 


On April 2 we delivered reftel demarche and nonpaper to 

Vladimir Prokhorov of the MFA\'s New Challenges and Threats 
Department, notifying the GOR that the U.S. had designated 
Iran\'s Defense Industries Organization as a WMD proliferator 
under Executive Order 13382. On April 12, Prokhorov 

responded that the GOR was considering a review of Iran\'s DIO 
activity. We also delivered reftel nonpaper to Aleksandr 

Deyneko, of the MFA\'s Department for Disarmament and Security 
Affairs. 

BURNS 
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CLASSIFIED BY: Jillian Burns, Director, Iran Regional Presence 
Office - Dubai, Department of State. 
REASON: 1.4 (d) 


1.(S) Summary: According to a contact, President Ahmadi-Nejad\'s 
approval rating is at an all time low, his public remarks are - 

for the first time - completely scripted, and he is not an 

important policy player. A UAE-based Iranian economist, 
recently back from Iran, said the capture and subsequent release 
of 15 British sailors was dismissed by the lranian people as 
political maneuvering. Gasoline prices at the pump recently 
increased per Majles legislation (reftel) - causing a 20% hike 

in cab fares - but the already printed ration cards (SmartCards) 
have not been distributed. The Iranian people are convinced 
that the UN Security Council sanctions will eventually target 

the oil and gas sector. Even so, he claimed, Iran could sustain 
its economy under increased international pressure for some 
time. End Summary. 


2.(S) A UAE-based Iranian economist, who had just returned from 
a trip to Tehran, discussed his views of the current political 

and economic situation in Iran with IRPoff April 11. The 
economist made clear that his assessments were based on 
anecdotal information from conversations in Iran with cab 

drivers, shopkeepers, and academics, and not scientific 

research. 


Ahmadi-Nejad kept in line 


3.(S) The economist claimed that the leadership has President 
Ahmadi-Nejad on a short leash because if you let him \"off his 
leash\" for even a second, he opens his mouth and causes 
problems. Ahmadi-Nejad is not an important policy player and 
the current level of frustration and disappointment with 

President Ahmadi-Nejad - both amongst the people and within the 
government - is greater than ever before. 


4.(S) The source indicated it was believed that Anmadi-Nejad was 
\"not allowed\" to address the UN Security Council prior to its 
passing of Resolution 1747, as \"everyone\" knew he would \"shoot 
himself in the foot.\" Blaming the US for not issuing visas in a 
timely manner was simply a face-saving measure, and he claimed 
Iranians did not believe the government\'s story. The contact 

said he heard that when Ahmadi-Nejad traveled to Gilan province, 
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he made tactless remarks about the women of the province, 
referring to a long-standing stereotype about their lack of 

morals. People are saying that since his inappropriate 

provincial address, Anmadi-Nejad is no longer \"allowed\" to speak 
freely. When the president announced the release of the British 
soldiers, Anmadi-Nejad\'s remarks were scripted for the first 

time, according to the economist. 


British sailors 


5.(S) The Iranian government successfully united its people by 
appealing to their nationalism in the face of \"imperialism\" by 
Britain, but only for a short time, opined the economist. 

Eventually the Iranian people dismissed the \"squabble\" over 400 
meters of territorial water as political maneuvering and play 
acting by their government. The Iranian people noticed that the 
hardliners backed away from their position once the situation 
escalated \"out of their control,\" the economist asserted. 


Economic frustration growing 


6.(S) The economist expounded on the ever-growing list of 
economic woes in Iran. Transportation cost hikes, coupled with 
a 40% increase in real estate prices, are hitting the Iranian 
people hard, he said. The economist described the lack of 
economic vibrancy in Iran, saying businesses, in general, have 
experienced no growth in the past year. He claimed that the 
Iranian people are in a holding pattern; they reportedly are 
focused on survival and no longer even have aspirations to 
improve their quality of life. He attributed this apathy to the 
\"massive welfare state\" created by the Iranian government. 


7.(C) He said that gasoline prices at the pump recently 
increased per Majles legislation from roughly 8 cents to 11 
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cents per liter (reftel) - causing a 20% hike in cab fares. 
However, SmartCards to establish rationing have not been 
distributed, although they have been printed. 


8.(S) Consistent with frequent claims, the economist asserted 
that as long as Iran can sell its oil and prices stay high, it 

can support this welfare state. Because the Iranian people know 
it is widely understood how much oil sales buffer the government 
from foreign pressure, he said they are convinced that the UNSC 
sanctions will eventually target the oil and gas sector, despite 
statements to the contrary. He predicted that in this case, 
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Iran would still be able to subsist, given its domestic 
agricultural production capabilities and its leaders\' \"addiction 
to international isolation.\" 


9.(S) Comment: The economist retains close ties to Iran, and 
his economic comments have proved credible in the past. His 
advice to the West to bring about change in Iran, however 
reflects his pro-Rafsanjani tendencies. He claimed that if the 
West wanted to see \"real\" change in Iran, it should drop all 
sanctions and attempt to fully integrate Iran into the 
international community. He asserted that the current leaders 
maintain power by controlling the flow of people and information 
in and out of the country and greater openness would weaken 
their control. 

BURNS 
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E.O. 12958: N/A 

TAGS: KFLU, KPAO, SENV, EG 

SUBJECT: EGYPT: EVALUATION OF OUTBREAK COMMUNICATION STRATEGIES IN 
COUNTRY AVIAN INFLUENZA PLANS 


REF: STATE 46669 


1. (U) Inresponse to reftel, the Government of Egypt finalized 

an Avian Influenza (Al) Communication Strategy in May 2006, focusing 
on the prevention phase, in strict accordance with WHO guidelines 

for outbreak communication. The GOE prepared this plan in 
cooperation with Egypt\'s Al communication working group. 
Participants in the working group include the Egyptian Ministries of 
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Health and Information, as well as USAID, WHO, UNICEF and FAO. We 
forwarded a copy of Egypt\'s complete Al Communication Strategy to 

the AIAG. 


2. (U) GOE officials are developing the Egypt Pandemic Phase 
Communication Strategy, which will be issued as a companion document 
to the Al Communication Strategy under the title \"Supplement to the 

Al Communication Strategy.\" This strategy, being prepared in 
cooperation with Egypt\'s Al communication working group, is also in 
accordance with WHO guidelines for communication strategies. 


JONES 
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In Today's Papers 


Turkey Awaits Baghdad\'s Response to Protest Note 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman, Yeni Safak 
and others report Foreign Minister Abdullah Gul said Turkey will not 
remain indifferent to moves threatening its peace, saying necessary 
measures will be taken if Iraq fails to respond to Turkey\'s note of 
protest. Gul was speaking in reference to recent remarks made by 
Iraqi Kurdish leader Massoud Barzani about consequences of possible 
Turkish interference in Kirkuk. \"Our neighbors are responsible for 
blocking harmful activities against Turkey on their territory,\" Gul 
said, adding if Iraq lacks the power to eliminate the PKK, 
international law provided the necessary means for that. Gul said 
Turkey has no secret agenda on Iraq other than unity and peace. 
Papers speculate Gul\'s words signaled a possible cross-border 
military incursion into Iraq. 


Turkish Foreign Ministry (MFA) spokesman Levent Bilman told the 
press yesterday Turkey deals with the lraqi administration in 
Baghdad, not with Barzani. Bilman stressed Turkey expected 
\"decisive and urgent\" Iraqi steps for ensuring border security, 
capturing the PKK terrorists, and abiding by UN resolutions. 

Radikal says Ankara has urged Baghdad to \"declare the PKK a terror 
organization, cut the military support given to the PKK, and silence 
Barzani.\" Milliyet reports the US Administration told Ankara that 
Barzani\'s interview with al-Arabiyah television was made six weeks 
ago, and warned Barzani as well to refrain from making controversial 
statements. 


Editorial Commentary on Barzani Remarks, Iraq 

Semih Idiz, commenting in the mainstream daily Milliyet, urges a 
\"gentle approach!" to dealing with Iraqi Kurdish leader Barzani: 
\"Turkey\'s foreign policy position could be described as \'foreign 
policy in a minefield.\ Geographically, Turkey is surrounded with 
minefield-like neighbors. If tensions ease in the Balkans, new 
problems start in the Caucasus or in the Middle East. That is why 
Turkish diplomacy is appreciated all over the world. Ankara has to 
develop \'stability tactics\' each time, which is not easy and not 
possible for every country to manage. Turks are very emotional 
people and just for their own political interests, the opposition in 
Turkey, always encourages harsh reactions from the public. The 
latest example is the response to Barzani\'s remarks. Turkey is a 
serious country and should not fall into Barzani\'s trap. By talking 
to Washington and some other capitals on the issue, Ankara is not 
making a mistake -- on the contrary, they are advancing down the 
correct path. There is no hostility in the history between Turks 

and the Kurds -- they fought together against mutual enemies. That 
is why, Barzani, who is squeezed between being a tribal leader and a 
political leader, should be approached gently. For some, this could 
be rather degrading, but, this is the correct path for a serious 
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state to follow.\" 


Cengiz Candar, writing in the economic-political daily Referans, 
argues that it is in Ankara\'s interest to develop good relations 

with Iraqi Kurds: \"If Ankara is concerned about a divided Iraq 
created by Kurdish independence - and it seems like it is - then 
Ankara should support the presence of a Kurdish President in Iraq, 
Kurds getting a good share in the government, and an autonomous 
Kurdish administration in the North. It is very much in Turkey\'s 
interest that the Kurds manage to integrate into a federal Iraq. It 

is not possible for any country to have influence in the Middle East 
without taking a role in Iraq. Neither Sunni nor Shiite Arabs of 

Iraq could help Turkey have influence in the Middle East, but the 
Kurds could.\" 


Early Elections Debate 

Milliyet reports State Minister Ali Babacan said Turkey should go to 
early elections in order \"not to waste time.\" Babacan believes 
elections should be held two months prior to the scheduled date of 
November, to allow the Turkish parliament to begin its new 
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legislative year on October 1. Foreign Minister Abdullah Gul 
reportedly said the date for the elections has been fixed and that 
changes would be made only on technicalities. Milliyet says the 
ruling AKP wants to hold snap polls right after the presidential 
elections in an effort to prevent a loss of votes if Erdogan is 
elected president. 


EU Draft New Pretext for Delaying Changes to Article 301 

Liberal Radikal reports Justice Minister Cemil Cicek said yesterday 
changes to the controversial Article 301 of the Turkish penal code, 
the law making it a crime to \"insult Turkishness,\" will be discussed 
after seeing the fate of the \"framework draft for the struggle 

against racism and xenophobia,\" brought to the agenda of the EU by 
term president Germany. The draft recognizes as an offense denial 
of any genocide in EU member countries, bringing prison sentences 
from one to three years for denial. Radikal says Turkey believes 
the draft will name as a crime denial of Armenian genocide. Cicek 
criticized those whom advise Turkey to scrap Article 301, saying 
\"they should first look at themselves.\" 


TV Highlights 
NTV, 6.00 A.M. 


Domestic News 


- Debate over procedures for the presidential election: Prime 
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Minister Erdogan said talks with the opposition parties on the 
presidential elections would be \"a waste of time.\" Parliament 
Speaker Bulent Arinc said participation of over 184 lawmakers in the 
first round of voting would be enough to hold the presidential 
elections. The main opposition CHP insists that the presidential 
elections will be invalid if less than 367 deputies participate in 

the first round of voting. 


- Turkish General Staff (TGS) Chief General Yasar Buyukanit is to 
hold a press conference on Thursday. Buyukanit is expected to talk 
about the controversial remarks of Massoud Barzani and a \"leaked\" 
diary belonging to a retired admiral alleging military takeover 
attempts in 2004, but avoid any mention of presidential elections. 


- Turkey\'s Constitutional Court cancelled part of a law allowing 
real estate sales to foreigners. The scrapped part allowed the 
cabinet to increase the amount of land owned by individual 
foreigners in Turkey by up to 30 hectares. 


International News 


- Russia and Greek Cyprus have reached an agreement to cooperate on 
oil exploration. 


- The Independent says the new US counter-insurgency strategy in 
Baghdad is to carve up the city into sealed areas, a tactic that 
failed in Vietnam. 


- The Oxford Research Group said the US-led war on terror has 
fuelled more violence, increasing more terrorist attacks across the 
world. 


- North Korea has offered to allow UN nuclear inspectors to enter 
the country for the first time in over four years. 


WILSON 
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E.O. 12958: N/A 
TAGS: ASCH, PREL, KCRM, KJUS, BU 
SUBJECT: BULGARIA: SUPPORT BUILDS FOR ANTI-OC TRAINING CENTER 


REF: A)2006 SECSTATE 193421 


B)2006 SOFIA 01661 
C) SOFIA 166 


1. (SBU) Since reftel C, we have continued to solicit support from 

EU member-states for the establishment of South Eastern European 
Regional Organized Crime Training Center (SEEROCTC). The UK Embassy 
committed concrete resources to the center, and the German and 

Spanish Embassies are looking for funding from their home offices. 

All reiterated their support for SEEROCTC as a well-conceived tool 

in fighting transnational organized crime. END SUMMARY. 


2. (SBU) The Ambassador raised the question of funding for SEEROCTC 
with his counterparts from the Embassies of UK, Netherlands, Spain, 

and Germany. The UK Embassy is ready to contribute technical 
assistance to the center through TDY assignment of instructors and 
experts, with the British government paying all attendant costs, 

including transportation, M&IE, and lodging. Funding could be 

available as early as next year, to be reviewed on an annual basis. 


3. (SBU) The German Embassy expects to receive approval on 
co-funding the SEEROCTC in another month, although it is not yet 
clear what the funds would cover. The Spanish government is 
actively reviewing the project and will send experts to Bulgaria for 
consultations. While the French thought the SEEROCTC idea 
well-conceived, they did not commit to seeking funding from their 
government. The Dutch shared our view that SEEROCTC should not 
duplicate what international or other Bulgarian entities are doing 

on OC training. 


4. (SBU) COMMENT: The representatives of the five missions 
reiterated their positive view of the center as a regional anti-OC 
tool. Concrete support from the British and the Germans could 
encourage other countries to make similar commitments. This, 
coupled with the GOB\'s efforts to tap into EU funds, brings the idea 
of a self-sustaining institution dedicated to fighting organized 

crime closer to reality. END COMMENT 


BEYRLE 
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Classified By: Political Counselor Russell J. Hanks for reasons 1.4 (b 
8 d). 


1. (C) SUMMARY: Similar to the Presidential contest, most 
Northern gubernatorial elections will be fought between the 
two major parties in Nigeria, the ruling Peoples Democratic 
Party (PDP) and the All Nigerian Peoples\' Party (ANPP). The 
only formidable challenge the Action Congress (AC) presents 
is in Adamawa State, Vice President Atiku Abubakar\'s home 
base and the final battleground in the Obasanjo-Atiku 
impasse. As most northern Nigerians contend that eight years 
of Obasanjo rule have only exacerbated the overall economic 
situation in the North, antipathy towards the PDP will weigh 
heavily in the minds of voters as they head to the polls on 
April 14. The PDP\'s coordinated strategy to co-opt several 
ANPP governors and its overarching power to control state 
resources (including INEC, which tallies and announces 
results) to serve its interests may help secure PDP victories 

in a region of the country that is avowedly anti-PDP. Where 
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the ANPP could not be bought out (Kano, Borno, and Zamfara) 
and candidates will look to ride the coattails of Buhari\'s 
popularity, the ANPP will likely retain power. In states 

such as Gombe, Jigawa, and Yobe, where party in-fighting 
coupled with a disjointed, disunited opposition strengthen 

the hand of the ruling party, PDP wins are expected. Bauchi 
remains too close to call. Following is a rundown of key 
gubernatorial races in the North. END SUMMARY. 


ADAMAWA 

2. (C) While Vice President Atiku Abubakar\'s hopes for the 
Presidential seat appear dubious, the AC remains poised to 
capture the state. Despite Governor Boni Haruna\'s widespread 
unpopularity, PDP aspirant Retired Vice Admiral and former 
Chairman of the Committee on Disbursement in the Nigerian 
Ministry of Agriculture Murtala \'Maimagoro\' Nyako will give 
the AC candidate, former Secretary to the State Government 
Ibrahim Bapetel, a tough fight. Many suspect that Governor 
Haruna is doing Atiku\'s bidding in Adamawa. Haruna is viewed 
with disdain by the electorate, owing to the lack of 
infrastructure and services provided during his tenure in 
office, complicating AC prospects in the state. At the same 
time, Adamawa is home to a cadre of influential PDP 
heavy-weights (for example, Senate Foreign Relations Chair 
Jibril Aminu) and many other former ANPP elders who have 
decamped to the PDP, all of whom will work to secure a win 
for the ruling party. By all estimates, this will be a close 

call. In view of the fact that the Obasanjo-Atiku impasse 

will be played out in force in Adamawa, the stakes are high 
for both the PDP and AC to capture the state. However, 
should the PDP achieve an easy victory, this would assuredly 
precipitate cries of electoral fraud and violence. 


BAUCHI 

3. (C) The race in Bauchi is a contest between the PDP\'s 
Mohammed Nadada Umar and the ANPP\'s Isa Yuguda, former 
Minister of Aviation. In advance of the December PDP 
primaries, six of seven candidates stepped down in protest. 

The PDP\'s capacity to manage and avert crisis within the 

State party structure has aided in its cohesion and strength. 
Though the ANPP\'s chances are buttressed by the popularity 
of Buhari and the lack of confidence most of the electorate 

vests in Governor Ahmad Adamu MuVazu, an ANPP win will be 
surprising given the likelihood that voters do not perceive 
Yuguda as a strong contender. Both Umar and Yuguda played a 
role in bringing MuVazu to power in 1999 and again in 2003. 
Yuguda, sacked from Obasanjo\'s cabinet in late 2006, decamped 
to the ANPP when PDP State elders marginalized Yuguda during 
the party membership revalidation exercise in November 2006. 
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Violence has erupted several times over the past few months 

in Bauchi, owing in large part to the presumed ANPP and PDP 
employment of political thugs known as \"sarasuka\" (unemployed 
youth). 


4. (C) Recent clashes between the ANPP and PDP have 
raised the political temperature in an otherwise quiet state. 
Although currently under investigation by the Economic and 
Financial Crimes Commission (EFCC), ANPP gubernatorial 
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incumbent Senator Ali Modu Sheriff hopes to ride Buhari\'s 
coattails and cash in on what he believes are his 
administration\'s successful reforms to the education and 
health sectors. In contrast to 2003, when the PDP did not 
court Borno as heavily, the ruling party is looking to cast 

as wide a net as possible throughout the North, where Buhari 
and not Yar\'Adua is perceived to be more popular. Sources 
inside the ANPP camp allege that the PDP has tried 
unsuccessfully to buy out Sheriff, who already enjoys 
enormous wealth. A former Obasanjo ally and confidante of 
former Head of State Sani Abacha, Sheriff though popular is 
also infamous for fomenting violence and for his tight grip 

on dissent and opposition activities in Borno. PDP chances 
in Borno are further challenged by in-fighting within its own 
State party ranks. The PDP candidate, Kashim Ibrahim Imam, 
ran unsuccessfully for the governorship in 2003. 


5. (C) On March 19, State police arrested and detained DPP 
candidate Abubakar Hadu Hashidu, former ANPP Governor of 
Gombe State from 1999 to 2003, on incitement to commit arson 
and conspiracy charges. Hashidu escaped on March 21 when his 
men forcibly and violently orchestrated his release from a 
magistrate court, allegedly wounding the magistrate in the 
process. Unless and until the State\'s main opposition 
candidates, Retired Colonel Musa Mohammed (AC), Jamilu Isyaku 
Gwamna (ANPP), and Hashidu (DPP) can materialize into a 
formal, unified opposition force the PDP faces no challenge 

and incumbent Governor Mohammadu Danjuma Goje could be 
announced the winner again despite his unpopularity. 


JIGAWA 


6. (C) With Governor Saminu Ibrahim Turaki\'s decamping to 
the PDP, most political observers anticipate a relatively 
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facile PDP win. Unlike most other northern states, the 
political importance of the Jigawa emirates, especially 
Hadejia, is exploited historically by all political parties. 

The Hadejia Emirate, which straddles two senatorial 

districts, constitutes the largest electorate in the state. 
Privately, the Emir of Hadejia is backing the PDP candidate 
former Foreign Minister Sule Lamido, who ran unsuccessfully 
in 2003. The ANPP\'s Senator Mohammed Ibrahim is popular but 
his organization is no match for the PDP machinery. Still, 
this is one of the states where Buhari polled in excess of 
eighty percent in 2003, so the race is up in the air. 


KADUNA 

7. (C) The historic center of Northern politics, Kaduna is 

also home to many influential businessmen, military 
personnel, politicians, and civil society actors from 

throughout the nation. Although the state once boasted a 
strong ANPP presence, eight years of PDP rule under current 
Senatorial aspirant Mohammed Makarfi, who was one of the few 
northern governors to support Obasanjo\'s attempt at tenure 
elongation, has made inroads to this strength. Makarfi\'s 
efforts at fostering dialogue, brokering trust, and promoting 
more equitable distribution of resources between the almost 
evenly split Muslim and Christian communities have garnered 
him much support and popularity among the Christians. While 
it remains doubtful that the fractured opposition can 

coalesce to challenge the PDP state machinery, the Zazzau 
Emirate will not back him in the contest. Even though the 
ANPP was expected to select Senator Ahmed Aruwa as the 
party\'s gubernatorial candidate, his investigation by the 
EFCC, squashed his chances thereby potentially also weakening 
the prospects for a credible ANPP challenge in Kaduna. In 
the end, this election remains close. 


KANO 

8. (C) In the latest census figures, Kano was determined to 

be the most populated state in the nation with an estimated 

9.3 million residents, 4.1 million of whom are registered 

voters. Although the Kano electorate may be fickle and 
unpredictable, four years of successful rule from ANPP 
Governor Ibrahim Shekarau and his outspoken opposition to 
Obasanjo\'s third-term bid have made him nearly unbeatable on 
the street. Moreover, though Shekarau once served as the 
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Permanent Secretary to the Kano State Government, he boasts 
limited personal assets and therefore is exceedingly popular 
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- known affectionately by the common man as \"Mallam\" 
(teacher). Shekarau also enjoys the unofficial endorsement 
of the Emir of Kano, who has worked closely with Shekarau to 
implement Sharia reforms in the state (known as the \'A 
Daidaita Sahu\' initiative). A strong supporter of Buhari, 
Shekarau recently distanced himself from the General, whose 
inner circle contends that Shekarau played too close to 
Obasanjo in the past two years. Shekarau and Buhari have 
been patching their differences, and together will remain 
unbeatable in this state. The main opposition, PDP aspirant 
Ahmed Garba Bichi, is not well known and has failed to amass 
significant support from other Kano elite. 


KATSINA 

9. (C) According to the latest census, Katsina with 5.7 

million residents is the fourth most populous state in the 
country. The race in Katsina, the home state of leading 
presidential aspirants Umaru Yar\'Adua (PDP) and Muhammadu 
Buhari (ANPP), is a fight between these two parties, but 

given Yar\'Adua\'s unpopularity the PDP will face strong 
competition. House Foreign Relations Committee Chair and key 
adviser to Vice President Atiku Abubakar, Dr. Usman Bugaje, 

is flying the AC flag in the state. Bugaje is one of a 

handful of gubernatorial candidates nation-wide to have 

actually developed a thorough policy document, outlining his 
plan of action should he become governor. Chief amongst his 
objectives would be the development and protection of the 

rule of law and the re-orientation of the state towards 

principles consistent with the Islamic faith. On March 17, 
Katsina State Police prevented the launching of the document. 
This race is complex and the ability to rig will determine 

the outcome. 


10. (SBU) Though solidly ANPP from 1999-2006, the recent 
defection of Governor Mohammadu Adamu Aliero to the PDP and, 
particularly, his ability to harness the machinery of the 

state may help the PDP. The PDP did not hold primaries for 

the governorship in this state. Opposition parties DPP and 

ANPP have also alleged that the state government has 

prevented them from holding rallies in key areas of the 

capital, Birnin Kebbi. Strongly ANPP in 1999 and 2003, it 

will be difficult for even the machinery of state to change 

this trend. 


SOKOTO 


11. (C) Sokoto is the seat of the caliphate, which governs 
the 12 northern emirates, and is considered the spiritual 
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center for Nigeria\'s 70 million Muslims. Though divested of 
formal political power by the Nigerian Constitution in 1960, 

the Sultan of Sokoto\'s political overtures historically exert 
limited influence. The current Governor of Sokoto State, 
Attahiru Bafarawa, is also the Democratic Peoples\' Party 
(DPP) Presidential candidate. Following violent clashes on 
March 10 between the DPP and PDP, Commissioner for Police 
Saidu Daya banned all political rallies in the state. The 

PDP co-optation of the ANPP candidate, Aliyu Magatakarda 
Wamakko, who served as Governor Bafarawa\'s deputy from 1999 
until 2005 when he resigned following impeachment allegations 
by the State Assembly and the naming of former Minister of 
Water Resources under Obasanjo, Mukhtari Shagari, as 
Wamakko\'s running mate has strengthened considerably the 
PDP\'s position in the state. Even so, Governor Bafarawa will 
like to see the DPP continue its reign in Sokoto, in spite of 

a strong ANPP presence. 


YOBE 

12. (C) Yobe State, traditionally dominated by the ANPP and 

a Buhari stronghold, is gripped by in-fighting within the 

ANPP and thus, is seriously threatened by the candidacy of 
former head of the Petroleum Technology Development Fund 
(PTDF) Adamu Waziri Maina, running on the PDP platform. 
Current ANPP Governor Bukar Abba Ibrahim has openly declared 
that he will not support the candidacy of ANPP candidate 

Senator Mamman Ali, instead throwing his weight behind Maina. 


ABUJA 00000697 004.2 OF 004 


Still, the ANPP is likely to carry the day. 


ZAMFARA 

13. (C) Zamfara is the only state in which the current 
governor is backing the gubernatorial bid of his deputy. 
Governor Ahmed Sani Yerima is supporting Deputy Governor 
Mahmud Aliyu Shinkafi\'s candidacy for governor under the 
ANPP. Carved out of Sokoto State in 1996 and dependent 
heavily on federal funds, Zamfara is well-known for its 2000 
re-introduction of the Sharia Criminal Code, which 
criminalized and instituted carnal punishments for apostasy, 
fornication, adultery, and theft. Though dismayed by 
Governor Yerima\'s promises that the Sharia Code would improve 
the lives of ordinary Zamfara residents, instead believing 

that the Code was used to stymie dissent and conceal corrupt 
state government practices, given a weak opposition and the 
strength of the ANPP the electorate will return the ANPP to 
power. 
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1. Summary: Montenegro\'s stock exchanges exhibited strong growth 
in the first quarter of 2007, with indices up 79 percent 
(Montenegroberza) and 90 percent (NEX Montenegro). Roughly half 
the increase came in March. Similar growth was seen in 2005, at 
that time driven by demand for shares in large, profitable 
state-owned companies on the verge of privatization (Telekom CG, 
KAP - aluminum). The reasons for the current surge vary: some 
experts point to foreign capital, which would denote a bull 

market. Others believe that domestic investors have bid shares 

up on incomplete information, which would likely lead to a 
significant correction. Post concludes that while some 

speculation is present, most of the growth relates to 

established companies, or to an expectation that share prices in 
soon-to-be privatized companies will repeat earlier, positive 
patterns. End summary. 


Two Stock Exchanges 
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2. Montenegro, unusually enough for such a small economy, has 
two well-functioning stock exchanges. Montenegroberza was 
established in June 1993, has 446 listings (companies and 
funds), and has a current capitalization of Euros 3250 million. 
Turnover in March 2007 was Euros 42 million. NEX Montenegro was 
established in late 2001 and has 436 listings (companies and 
funds). Turnover in March 2007 was Euros 78 million, a record 
level. On both exchanges, monthly turnover matches annual 
turnover for all of 2004, a seven-fold increase. Sixteen 
brokerages exist in Montenegro, three opening since December 
2006. 


Sharp Stock Price Growth in March 


3. In March, the Montenegroberza gains were dispersed among a 
number of companies, with significant trading in shares of 
Plantaze vineyard, the Bijela shipyard, the Port of Bar, and the 
Montenegrin railways -- all slated to be privatized. Invest bank 
and Kombinat Aluminuma Podgorica (KAP) also had significant 
activity, with Invest bank driving the market index with a near 
doubling in share price. The NEX\'s most active company was, 
unsurprisingly, the profitable and privatized Telekom CG, witha 
turnover of more than Euros 15 million. The Tobacco Company of 
Montenegro and the Electric Company of Montenegro, both slated 
for privatization, also showed strong activity, as did 
tourism-related companies. However, the strongest price growth 
was in stocks with less activity, mainly tourism companies with 
valuable assets. 


Radoje Dakic - Money for Nothing? 


4. The extreme growth in share price of the bankrupt state-owned 
firm Radoje Dakic, from a nominal one Euro per share to 18 
Euros, attracted adverse comment. Radoje Dakic was a 
manufacturer of heavy equipment (bulldozers, cranes, etc.) that 
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shut down production under war and sanctions in the 1990s. 
Foreign competition has since driven it out of business. 
However, Dakic\'s buildings sit atop valuable acreage just west 
of Podgorica. Speculation in Dakic was driven by an apparently 
mistaken belief that Dakic owns the land; it appears that the 
state-owned acreage is severable from the state company itself. 
Reportedly, the GoM will use the land proceeds to fund pensions 
for Dakic\'s employees. It should also be noted that March sales 
of Dakic shares amounted to just over Euros 125,000, compared to 
turnover in the other companies noted, which generally ranged 
from Euros 2 to 5 million. 


Foreign Investment 
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5. Only the smaller Moste exchange reports the percentage of 
foreign-based transactions: 13 percent in March. PostVs 
discussions with the GoM, including the Agency for the 
Prevention of Money Laundering, indicate that the same 
percentage holds true for the larger NEX. 


Bull or Balloon 


6. Comment: While there are overtones of 1929 Wall Street in the 
recent stock market growth in Montenegro -- more \"ordinary\" 
investors, more brokers -- most recent price growth is repeating 
earlier patterns. Those include strong investment in 

established, profitable, privatized companies like Telekom CG, 
and pre-privatization share price growth in state-owned 
companies. The example of Radoje Dakic, with wild price growth 
driven by bare speculation, is not wide-spread, which is a good 
sign. End comment. 

BARNES 
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RIGHTS AND DEMOCRACY REPORT 


Classified By: Ambassador William J. Burns. Reason: 1.4 (d). 


1. (C) In its April 11 reaction to the release of the 2006 
Supporting Human Rights and Democracy report, the Ministry of 
Foreign Affairs further stoked a fire that was set by an 

April 7 front-page article in the national daily Kommersant 

and fed with criticism by State Duma Foreign Affairs 
Committee Chairman Kosachev, Duma Chairman Gryzlov, and 
others. All bristled at what they saw as USG interference in 
Russia\'s internal affairs. Embassy contacts traced Russian 
sputtering to increased sensitivity in advance of national 
legislative and presidential elections, pre-election 

posturing, a downturn in relations sparked by increasingly 
sharp disagreements over Georgia and Kosovo and, more 
worryingly, a desire to put the political opposition on 

notice that it might be tarred with the U.S. brush as this 
all-important campaign year progresses. End summary. 


2. (C) In what was perhaps a sign of worse to come, the 

national daily Kommersant April 7 featured a front-page 

article on the release of the Supporting Human Rights and 
Democracy Report (SHRD). Kommersant\'s generally restrained 
coverage this time gave way to criticism of what it saw as 

the USG\'s effort to manage Russia\'s political process. The 
Kommersant piece was followed at the beginning of the week by 
an equally stinging public rebuke by the generally more 
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moderate Chairman of the Duma\'s Foreign Affairs Committee 
Konstantin Kosachev. Kosachev reiterated his complaint about 
the alleged U.S. intention to \"finance projects within the 
framework of the. . .Duma and presidential elections\" in an 
April 9 meeting with American Jewish Congress (AJC). AJC 
contacts told us that Kosachev seemed genuinely offended, as 
did Minister of Foreign Affairs Lavrov, who told AJC 
representatives in a meeting the same day that \"it looks like 
the U.S. is trying to show us how to run a democracy.\" 


3. (U) Duma Chairman Gryzlov April 10 was less politic than 
Kosachev, describing the SHRD exercise as \"interference by 
another state in Russia\'s affairs\" and a product of the 
\"politics of double standards.\" Gryzlov was followed a day 
later by the MFA which lambasted the report in a 
five-paragraph statement. Official Moscow\'s reaction was, of 
course, re-played on all television channels the evening of 
April 11, and continued to get press play April 12, with 
articles in Izvestiya and in the official Rossiyskaya Gazeta, 
which featured criticism by moderate Federation Council 
Chairman Sergey Mironov, and United Russia General Counsel 
Vyacheslav Volodin. The MFA planned to continue its attack 
with an April 12 midday press conference by Deputy Minister 
of Foreign Affairs Yakovenko. 


4. (C) Embassy contacts traced Russian sensitivity to the 
election year and the frayed state of U.S.-Russian relations. 
Human Rights Watch\'s Allison Gill told us that GOR reaction 

to criticism had sharpened recently, and anything that 

smacked of foreign interference in the Duma and presidential 
elections would set it off. Ekno Moskvy Editor Aleksey 
Venediktov, who spoke to us before the MFA weighed in, 
thought that the reactions of leading politicians were 

designed for internal use as the election year unfolded. 
Venediktov noted that the Kremlin would not tolerate outside 
interference in an election process that was not as managed 

as it had hoped it would be. Kremlin-friendly analyst 

Andrannik Migranyan commented that simmering disagreements 
over Kosovo and Georgia had made Russia\'s opinion makers even 
more sensitive to criticism from the United States. 


5. (C) United Civic Front\'s Garry Kasparov April 11 argued 
that the GOR\'s reaction in the end tapped into a popular 
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sentiment here. He told us that the only way for even 
would-be opposition politicians in the current environment to 
establish their street credentials with the public was to 
credibly allege that they were not corrupt, that they were 
anti-Kremin, and anti-U.S. By \"anti-U.S.,\" Kasparov 
Clarified, he meant only, not in the pocket of the West. The 
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NGO Golos\'s Liliya Shabanova agreed that the current 
atmosphere was poisonous, making it even more imperative that 
NGOs like hers seek cover by working with 
government-sponsored entities like the Central Election 
Commission-associated Russian Foundation for Free Elections 
(RFFE). Shabanova thought that in the current environment 
Golos needed RFFE assistance to establish and maintain 
relationships with the central election commission and 

regional commissions. 


6. (C) The NGO Foundation for Information Policy 
Development\'s (FIPD) Director Svetlana Kolesnik seconded and 
amplified on Shabanova\'s remarks, noting that Win the current 
political environment, it makes sense to cooperate with 
organizations like the Russian Foundation for Free 

Elections,\" and not to work only with Russia\'s \"strong 
opposition.\" 


7. (C) Official Russia\'s protracted blustering about the SHRD 
is traceable to the same sensitivity about the role of 

foreign entities in the country\'s domestic political 

processes that prompted the passage of the stringent NGO law 
in early 2006. As this all-important election year 

progresses, we can expect that sensitivity to only increase. 
This puts a premium on USG efforts to engage all sides here, 
including a truculent Russian government that wants to paint 
US engagement as focused on engineering a political outcome, 
rather than on strengthening an electoral process. 

BURNS 
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SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING FOR U.S. SPONSORED 
TRAINING: ELECTRONICS TECHNICIAN A COURSE 


1. Post requests the Department\'s assistance in screening the 
following candidate who has been nominated for training sponsored by 
the United States, pursuant to the Leahy Act and Foreign Assistance 
Act. Post has no derogatory information on the candidate. 


2. The following candidate is nominated for the Electronics 
Technician A Course, 02 May - 27 November 2007. 


-- NAME: GIBSON, Renrick 

-- POSITION: Electrician, Able Seaman, 1 year service, SVC# 266 
-- NATIONALITY: St. Vincent and the Grenadines 

-- ORGANIZATION: St. Vincent and the Grenadines Coast Guard 
-- DPOB/Sex: 11 April 1982, St. Vincent, Male 


3. Post appreciates the Department\'s assistance. 
OURISMAN 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES FOR 1.4 (D) 


1. (C) There are indications that the BRV is stepping up its 
efforts to demean, discourage, and disillusion its political 
prisoners. Former police commissioners Ivan Simonovis, 
Lazaro Forero, and Henry Vivas launched a hunger strike April 
10 to protest the deplorable conditions in the prison to 

which they have been recently transferred, as well as to 

their continued illegal detention. The ex-commissioners, 
along with eight other Caracas Metropolitan Police officers, 
are on trial as accomplices to murder for events related to 

the April 2002 coup, and were listed as political prisoners 

in the Department\'s 2006 Country Report on Human Rights 
Practices for Venezuela (Ref A). At the same time, former 
Finance Minister and retired Brigadier General Francisco Uson 
Ramirez, a political prisoner listed in the Country Report 

since 2005 (Ref B), was recently denied visitors for 

allegedly violating prison rules on the sending and receiving 

of correspondence following the widespread publication of his 
letter in support of Radio Caracas Television (RCTV). End 
Summary. 


2. (U) Former police commissioners Ivan Simonovis, Lazaro 
Forero, and Henry Vivas, who are on trial along with eight 

other Caracas Metropolitan Police officers as accomplices to 
murder for events related to the April 2002 coup, launched a 
hunger strike April 10 to protest inhumane prison conditions, 
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as well as their continued illegal detention. (Note: In 
November 2006, the police officials reached the two-year 
detention mark, at which point Venezuelan law requires them 
to be released for the remainder of the trial.) The 
ex-commissioners, incarcerated since 2004, had been held in 
DISIP headquarters in Caracas, but were arbitrarily moved the 
week of April 1 to a DISIP installation closer to the court 
house in Maracay where they are standing trial. The other 
eight officers were returned to their cells in Caracas. 


3. (U) Forero\'s wife described the ex-commissioners\' 
quarters to reporters as a bug-infested, \"makeshift cell that 
seems more like an animal cage.\" She said it is dark, with 
unbearable heat, and \"without any type of privacy, not even 
to relieve their physiological needs.\" When the defense 
protested the conditions, the judge ordered that the 
defendants be returned to the Caracas jail. However, police 
authorities ignored the judge\'s order on April 10 and 
returned the ex-Commissioners to the objectionable cell. 


4. (SBU) Simonovis\' wife (and lawyer) told Poloff April 11 

that Caracas authorities claimed that they kept the 
ex-commissioners in Maracay the first time because one of the 
cars they used to transport them had broken down. Mrs. 
Simonovis said, however, that the Maracay police offered one 
of their cars as a temporary replacement. She said the judge 
has promised to intervene, but she has \"no faith whatsoever\" 
in that promise. She also told Poloff that she and the other 
defense lawyers have alerted the Inter-American Human Rights 
Commission about the situation as well. A pro-Chavez human 
rights leader called on the Supreme Tribunal of Justice to 
\"take corrective measures to end the hunger strike.\" 

Attorney General Rodriguez has asked DISIP and TSu officials 
to shore up security around the commissioners, alleging that 
they were being held under the same lax conditions that 
allowed former CTV labor union president Carlos Ortega and 
ex-governor Eduardo Lapi to escape. 


5. (U) On April 5 retired Brigadier General (and former 
Finance Minister) Francisco Uson\'s right to receive visitors 
was suspended for a week for allegedly violating prison 
regulations regarding the sending and receiving of 
correspondence. (Note: Uson is serving a five and one-half 
year term at Ramo Verde military prison for alleged 
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\"defamation\" of the military (Ref B).) The decision appears 

to be in retaliation for Uson\'s open letter in support of 

Radio Caracas Television (RCTV), which was widely published 
in local newspapers. Uson\'s lawyer, Gonzalo Himiob, tried to 
appeal the decision to the Human Rights Ombudsman, arguing 
that his client was denied his constitutional right to due 
process. The Ombudsman\'s office made Himiob wait two and 
one-half hours before refusing to accept the request. 

Similarly, an attempt to request a copy of the regulation in 
question also went unanswered. 


6. (C) The BRV\'s latest treatment of the political prisoners 

is yet another way to demean, discourage, and disillusion 
them, as well as to intimidate other potential and existing 
opposition members. Vivas, Forero, and Simonovis\' treatment 
appears to have steadily deteriorated in the past few months. 
Threats against Simonovis\' wife and lawyer has increased to 
the point where she now has a police guard. Uson had 
received death threats last year in prison. The 
ex-Commissioners\' lawyers seem to believe the trial will end 
this year, but it is unlikely the politicized, 

Chavez-controlled court system will acquit the so-called 
\"enemies of the revolution," despite the fact the prosecution 
has yet to produce evidence linking them to any wrongdoing. 
Post will continue to maintain contact with the families and 
defense teams. 


BROWNFIELD 
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E.O. 12958: N/A 
TAGS: PREF, PGOV, PHUM, KCRS, CD, SU, OTRA, OVIP 
SUBJECT: CODEL McGovern Visits IDPs Fleeing Attacks 


1. (U) SUMMARY. Rep. James McGovern and staffers, along with the 
Ambassador and Emboffs, witnessed the grave humanitarian crisis 
unfolding near Koukou Angarana in eastern Chad on 7 April. An 
estimated 9,000 people have fled west towards the area after attacks 
on the villages of Tiero and Marena starting over the weekend of 
March 31-April 1. Humanitarian workers were on the scene providing 
the first emergency response. Chadian Internally Displaced Persons 
(IDPs) recounted similar stories of attacks by janjaweed militias, 
villages burned, and family members killed. END SUMMARY. 


2. (U) CODEL McGovern, along with the Ambassador and Emboffs, 
visited Koukou Angarana in eastern Chad on 7 April, after visiting 
Abeche and the Gaga refugee camp the previous day (septel). The 
CODEL was accompanied by UNHCR Abeche Office Director Catherine 
Huck, who remained behind to work on the IDP emergency after the 
CODEL\'s departure. The delegation also visited the Goz Amer refugee 
camp, several IDP sites, and a village burned in December by 
janjaweed militias. 


3. (U) An estimated 9,000 IDP\'s had poured in during the previous 

few days. Trucks were still pulling in during the visit filled with 

refugees found hiding out in the countryside. Hundreds were 

receiving vaccinations, foodstuffs, and non-food items (NFIs) by 

UNHCR and NGOs. Others were seated on mats or milling about looking 
for empty spots to set up shelters for their families. 


3. (U) The stories told by the IDPs, as well as by humanitarian 
workers assisting them, were consistent. Over the weekend of March 
31-April 1, the villages of Tiero and Mareno were attacked in three 
waves. The first came from militias riding in on horses and camels 
and using small arms. The villagers fired back in self-defense, but 
were overwhelmed by subsequent waves of attackers carrying heavy 
weapons. Most IDPs blamed janjaweed militias for launching the 
first attack and Chadian Arabs for joining in subsequent ones. The 
goal of the attackers, they claimed, was to drive them off their 

land. Some IDPs said they recognized the attackers as their Chadian 
neighbors. 


4. (U) The death toll appeared to be significantly greater than the 
65 deaths mentioned in initial estimates. An ICRC official said 
that, based on his visit to the villages to evacuate wounded, he 
estimated the death toll would be 200-400 people. Another NGO 
interlocutor estimated it would be four times the official count 

(i.e., about 260). Bodies were still being found in the bush. Due 

to the heat and rapid decomposition, many had been hastily buried. 
An ICRC official described Tiero as virtually completely destroyed, 
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and Marena as about 20 percent destroyed. 


5. (U) The UN and NGO workers thought that the attacks had 
generated about 9,000 IDPs. However, there was disagreement over 
how many were new IDPs and how many were secondary IDPs (i.e., 
people who were already IDPs, but felt that they had to flee again 

to a safer location). This influx of IDPs is in addition to the 

20,000 already in the nearby settlement of Habile and the 19,000 
refugees in the Goz Amer camp on the other side of Koukou Angarana. 
WFP representatives claimed they had sufficient stocks to feed all 

the IDPs in the area (a change from what they reported last month, 
before this new flux of IDPs). 


6. (SBU) UN and NGO officials complained that they could not assist 
the victims as quickly as they wanted because of the slow response 
by the Chadian National Army (ANT). The ANT allegedly did not go to 
the towns for an entire day after the attacks because they did not 
have sufficient gasoline to drive there. Some believed the IDPs 
should remain in the Koukou Angarana area, not move further west to 
Goz Beida, where there is less water and arable land. 


Comment 


7. (SBU) This is a dire humanitarian emergency that requires a 
massive and rapid response. Unless steps are taken to protect 
civilian populations in the area, if not by the Chadian army, then 

by a UN border force, the violence against them that caused it could 
happen again. 


8. (U) Tripoli minimize considered. WALL 


104152 

RR RUEHWEB 

DE RUEHVB #0356/01 1021502 
ZNR UUUUU ZZH 

R 121502Z APR 07 

FM AMEMBASSY ZAGREB 

TO SECSTATE WASHDC 7528 


SIPDIS 

SIPDIS 

DEPT FOR OES/STC SHIRLEY HART 
E.O. 12958: N/A 


TAGS: KSCA, TSPL, SENV, AMGT, OTRA, APER, HR 
SUBJECT: CROATIA REQUESTS EMBASSY SCIENCE FELLOWS 


Column 3 
REF: STATE 30194 


1. Summary: In response to reftel, Post supports a request from the 
Government of Croatia (GoC) to host Embassy Science Fellows in 2007. 
Post has received eight proposals from seven scientific 

institutions, with a commitment from the Ministry of Science, 

Education and Sports and the University of Zagreb to provide housing 
and support for any U.S. scientists coming to Croatia under this 
program. Two institutes located in Split have also committed to 
providing housing for their Science Fellows. Embassy point of 

contact is Marlene M. Nice; email: nicemm@state.gov; phone: 385 1 

661 2225. (End summary). 


2. Specific project: 

Upgrade the Croatian Institute of Technology\'s IPR services and 
improve connections between research/academia and industry. The 
Ministry of Science, Education and Sports has asked Econoff to make 
this project the priority. 


Background: 

The HIT was established in March 2006 under the Ministry of Science, 
Education and Sport. The HIT is the leading national institution 
charged with linking the scientific community with the economy. Its 
main mission is to support and promote commercialization of 
technological and research projects. HIT\'s core business activities 
are: technology transfers, development of Croatia\'s national 
technology platform; technology foresight; business intelligence and 
international cooperation with similar institutions worldwide. 


Specific Activities: 

One of the HIT\'s main activities is the implementation of the 
program, TEST, which supports scientific and academic institutions 
by helping to transfer knowledge and new technologies into industry. 
Part of that process includes IPR issues, i.e. legislative 

regulations of copyrights, patent rights, etc. The HIT is requesting 
an IPR expert, possibly from the National Institute of Standards and 
Technology (NIST) to work in conjunction with its IPR team to help 
HIT become a regional role model in IPR services. 


Timeframe: 6 to 12 weeks in either May or June 2007 or in Fall 2007 
Area of expertise/discipline: 

Lawyer with IPR specialization and working experience in the 
National Institute of Standards and Technology (NIST) or similar 


institution. 


Housing: The Ministry of Science, Education and Sports will provide 
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housing. 


Office: The HIT will provide office space and other work 
requirements. 


3. Specific project: 

The Institute for Adriatic Crops (IAC) requests a Science Fellow 
experienced in writing proposals, organizing programs and 
coordinating research funding cooperation with international 
organizations and businesses. The IAC is also trying to strengthen 
its ties to industry, specifically in the area of 

agriculture/horticulture to increase the number of non-governmental 
sources for funding research. 


Background: 

As acandidate country for the EU, Croatia is eligible to apply for 
numerous EU funds targeted at IAC\'s scientific, research and 
extension activities. Although IAC staff is experienced in writing 
project proposals for GoC funds, the staff has limited experience in 
preparing smaller collaborative proposals for EU grants. The 
institute deals mainly with farmers and small companies, incapable 
of funding research. With a limited amount of government money 
available, industry is still incapable of supporting research in 

those fields. 


The Institute for Adriatic Crops (IAC) is a public research 

institute under the Ministry of Science, Education and Sport. It is 
located on the Adriatic coast where typical Mediterranean crops are 
grown. The IAC conducts basic and applied research work in 
horticulture, food technology and forestry. It provides scientific 

and professional support to numerous farmers, cooperatives and 
enterprises as part of its extension role. The research staff from 
IAC is involved in scientific and extension projects supported 
mainly by the GoC or local communities. Recently the IAC changed its 
internal organization to strengthen relations among small and 
isolated research groups to increase collaboration among highly 
specialized experts. The research facilities were renovated, number 
and credentials of staff were increased, and effort has been 
refocused on development and improvement of the scientific 
infrastructure, mainly greenhouses, orchards and grape collections 
and laboratories. 


Areas of expertise/discipline: 

Experience in research, education and extension programs in the 
fields of food, agriculture and biotechnology. Scientific 

background, familiarity with horticulture and a working knowledge of 
the international industry. 
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Timeframe: 45 Days (flexible), May to mid July or from Mid August to 
end of September. 


Housing and Office: The IAC will provide housing and office space in 
Split. 


Zagreb 


4. Specific Project: Diagnostic laboratory methods in addressing the 
challenge of emerging and re-emerging infectious diseases. 


The University Hospital for Infectious Diseases requests a Science 
Fellow to collaborate on diagnostic/research activities in the field 

of Emerging and Re-emerging Infectious Diseases (EID/REID). The US 
scientist will work with Croatian physicians and scientists in 
preparation of high quality diagnostic reagents for the detection of 
pathogens causing EID/REID. The Science Fellow will also help in 
establishing new diagnostic techniques for the detection of 

pathogens causing EID/REID and to train young physicians/scientists. 
The availability of high quality diagnostic reagents may be the 
greatest limiting factor to effectively addressing EID/REID, 

especially in the case of viral diseases. 


Background: 

Founded in 1893, the University Hospital for Infectious Diseases is 
currently the regional leader in its field. The hospital has six 
reference Centers for AIDS, urogenital and sexually transmitted 
diseases, travelers\' diseases, control of antimicrobial resistance, 
diagnoses and treatment of infectious diseases, viral hepatitis. The 
hospital is currently developing a new Center for EID/REID, which 
will include the first bio-safety level three laboratory in Croatia 

for diagnosis and research of EID/REID. The laboratory will also 
provide support for a planned quarantine department. Infectious 
diseases, in light of recent EID/REID (anthrax, avian influenza, 
SARS, etc.), threats of bioterrorism and rapid global travel, have 
become an important part of global health research and policy 
development. Because of Croatia\'s increasing tourism industry and 
significant economic international interest in the country, health 
officials are preparing for imported cases of quarantine diseases 
such as ebola, Marburg, Congo-Crimean hemorrhagic fever (CCHF) etc., 
some of which are endemic in nearby Kosovo and Macedonia. 


Areas of expertise/discipline: 

Experience in basic laboratory diagnosis/research in EID/REID 
(mainly viruses, but also bacteria, parasites); experience in 
preparation of high quality diagnostic reagents EID/REID pathogens); 
participation in national and international projects in EID/REID; 
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and high quality international publications in the field of 
EID/REID. The head of the hospital\'s Scientific Unit, Dr. Alemka 
Markotic, is requesting Thomas G. Ksiazek, chief of special 
pathogens branch at the National Center for Infectious Diseases, 
Centers for Disease Control. 


Additional skills: Lecturing and training 
Timeframe: 2 to 3 months; September to December 2007 


Housing: The Ministry of Science, Education and Sport will provide 
housing. 


Office/Work accommodations: 

The hospital will provide lunch. The Scientific Unit will be 
available for office work and meetings. Diagnostic and research 
laboratories will be available at the hospital. The hospital's main 
lecturing hall will be available for presentations and workshops. 
All necessary assistance will be provided the hospital staff. 


5. Specific Project Description: (This is the second proposal from 
the University Hospital for Infectious Diseases) Support activities 
for the implementation of collaborative research projects between 
Croatian and U.S. scientists in the area of infectious diseases. 


The hospital is seeking a Science Fellow who can help Croatian 
scientists in U.S. funding application preparation, submission and 
management. The Science Fellow would also help prepare drafts for 
several collaborative projects in infectious disease research. The 
Science Fellow will be introduced to the research activities at the 
hospital, develop new partnerships in the U.S as well as topics for 
future collaboration, and organize a lecture series and workshops 
focused on the application submission process. The Science Fellow 
will work with scientists at the Medical Faculty in the University 

of Rijeka and with collaborators in Dubrovnik. 


Areas of expertise/discipline: 

Experience in basic laboratory clinical research in infectious 

diseases (viruses, bacteria, parasites); participation in national 

and international projects in infectious diseases; experience in 

research projects evaluation, preparation and management; experience 
with an international agency which addresses global health 

challenges through innovative and collaborative research and 

training programs. The head of the hospital\'s Scientific Unit, Dr. 
Alemka Markotic, is requesting Dr. Ann Davis from the NIH for this 
Science Fellowship. 


Additional skills: lecturing 


Timeframe: 2 to 3 months; September to December 2007 
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Housing: The Ministry of Science, Education and Sport will provide 
housing. 


Office/Work accommodations: 

The hospital will provide lunch. The Scientific Unit will be 
available for office work and meetings. Diagnostic and research 
laboratories will be available at the hospital. The hospital's main 
lecturing hall will be available for presentations and workshops. 
All necessary assistance will be provided the hospital staff. 


6. Specific Project: Numerical modeling of a tsunami in the Adriatic 
Sea. 


The Science Fellow will contribute to the national research project, 
\"Investigation and monitoring systems for unusual Adriatic 
dynamics.\" The research encompasses various oceanographic phenomena 
such as tsunamis, density current, internal waves and tides and 
nonlinear atmosphere-ocean coupling. Specifically the Fellow will do 
research on the generation, spreading and coastal inundation of a 
dangerous tsunami with its source in the Adriatic Sea, by using a 
numerical model capable of producing reliable results. Apart from 
the transfer of knowledge, collaboration and networking, the 
collaborative research will culminate in a research paper published 
in a high-quality peer-reviewed journal. Furthermore, it is expected 
that the Science Fellow will share knowledge and experience in 
numerical modeling of a tsunami with Croatian scientists. 


Background: 

A destructive tsunami could be fatal for the coastal areas and 
cities, particularly in the south Adriatic (e.g. Dubrovnik) where 
tsunamis have occurred in the past. As almost no research on this 
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topic has been previously performed on the Adriatic, this short-term 
research and further collaboration will lead to worldwide 
collaboration. 


Areas of expertise/discipline: 
Working knowledge of a tsunami numerical model. 


Timeframe: 3 months in 2008 


Housing and Office space: The Institute will provide both. 
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7. Specific project: The University of Zagreb\'s Science and 
Technology Department is requesting a Science Fellow who can help 
develop the newly established Research Office as well as set the 
stage future collaboration between US and Croatian researchers. 


Background: 

The University of Zagreb is in the process of establishing the 
Research Office, with the goal of strengthening the performance and 
the reputation of the University in research and knowledge transfer. 
The Rector has recently nominated a steering committee which is 
working now to open the office by the end of May 2007. The 
university is currently advertising the position of Research Office 
Director. 


The main objective of the Office is to develop resources to be able 
to help with international research grants, research contracts, 
intellectual property, ethical issues, research integrity and 
performance as well as professional development and information 
resources. The Office will work closely with faculties, departments 
and other units of the University to support the University\'s 
research staff and students. 

Area of expertise/discipline: Experience in international grant 
procedures, contracts and intellectual property 


Timeframe: three months, preferably May to July 2007, or September 
to November 


Housing: The University of Zagreb will provide office space and 
housing. 


8. Specific Project: Surface forces on atomic scale applied in 
marine science and nanotechnology. 


The project is funded by Ministry of Science, Education and Sports 
at the Rudjer Boskovic Institute, Zagreb. Specifically, the Science 
Fellow will share knowledge and expertise in the application of 
Atomic Force Microscopy (AFM) to study marine gel phase, its 
properties and formation mechanism, in relation to the large scale 
(sol-gel phase transition) phenomenon occurring episodically in the 
northern Adriatic Sea. 


Background: 

The Rudjer Boskovic Institute (RBI) is the largest Croatian research 
center in sciences and science applications. In the 
multi-disciplinary environment of the Institute, more than 500 
academic staff and graduate students work on problems in 
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experimental and theoretical physics, chemistry and physics of 
materials, organic and physical chemistry, biochemistry, molecular 
biology and medicine, environmental and marine research and computer 
science and electronics. RBI is a national institution dedicated to 
research, higher education and provision of support to the academic 
community, to state and local governments and to technology-based 
industry. 


The Institute\'s current project, \"Surface forces on atomic scale 
applied in marine science and nanotechnology,\" is aimed at bringing 
biophysical concepts and approaches to the study of the organization 
and function of the organic matter in the sea. 


RBI\'s long-term studies of surface-active particles, marine vesicles 
and gel microparticles provided evidence that biotic, as well as 
abiotic transformation of organic matter at the micro- and nanoscale 
are at the root of macroscopic phenomena in the sea (e.g. 
aggregation phenomena leading to marine gels, appearing episodically 
in the Adriatic Sea). RBI\'s experiments show it is possible to 
directly explore these processes at the scale that determines the 
fate of organic matter in the sea. The results of studying marine 

gel at nanoscale and the biophysical mechanism of its formation are 
expected to enable technological exploitation of marine gel as a new 
biomaterial. 


The group for bioelectrochemistry and surface imaging consists of 

four researchers, two graduate students and a technician. Regarding 
equipment there is Nanoscope MultiMode SPM (Veeco Instruments) and 
fully equipped laboratory for electroanalysis, epifluorescence 
microscopy, microorganism cultures and isolation. 


Areas of expertise/discipline: 
Knowledge of biophysics, polymer science and expertise in AFM 
techniques, application to the research in polymer gels. 


Timeframe: 6 to 10 weeks from mid-May to the end of July or in 
September 


Office Space: 

Shared space will be provided by Rudjer Boskovic in Zagreb. There 
are also opportunities to participate in field work (sampling 

cruises in the Adriatic Sea) in collaboration with the RBI Center 

for Marine Research in Rovinj. 


Housing: The Ministry of Science, Education and Sport will provide 
housing. 


ee eee ee University of 
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9. Specific Project: 

Assist in development of an Office for Grant Management as well as 
the Institutional Review Board at the University of Zagreb\'s School 
of Medicine. 


Background: 

The School of Medicine has recently begun to reorganize its 
administration for research grants and related tasks to align it 

with processes used by prominent institutions in the U.S.(ie Yale 
University School of Medicine). In January 2007 the school 
established a new Institutional Review Board (Ethics Committee) with 
three main components: Human Research Committee, Animal Use 
Committee and an Office for Academic Integrity. The university also 
plans to create a new Division/Office for Grant Management. 


The school is requesting a Science Fellow to work in the following 
areas: Efficient grant management administration (including the 
preparation of a Principal Investigator\'s Handbook and accompanying 
forms, advice on management of patents, licenses, extramural 
research contracts with both public and private sector, intellectual 
rights etc.); efficient organization of Office for Research 

Integrity with preparation of guidelines for responsible research 
conduct (including responsibilities of research supervisors and 
trainees, data management, publication practices, authorship, peer 
review and privileged information, collaborations, human subject 
research, financial conflicts of interest, and conflicts of 
commitment) and procedures for handling allegations of scientific 
fraud. 


Areas of expertise/disciplines: experience in grant management and 
research integrity. 


Timeframe: 1 to 2 months; Fall 2007 


Housing and office space: 

The University of Zagreb School of Medicine will provide housing and 
office space at the Croatian Institute for Brain Research located on 
the university campus. 

BRADTKE 
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LONDON, PARIS, ROME FOR AFRICA WATCHER 


E.O. 12958: DECL: 04/12/2017 

TAGS: PHUM, KJUS, KDEM, PGOV, ET 

SUBJECT: ETHIOPIA: BENCH RULES CUD LEADERS MUST ANSWER 
CHARGES 


Classified By: ACTING POL-ECON COUNSELOR ERIC WONG. REASON: 1.4 (D). 


1. (SBU) SUMMARY. Ina series of rulings between April 4-9, 
the High Court dismissed charges of \"attempted\" genocide and 
treason against all defendants in the nearly year-long trial 

of opposition Coalition for Unity and Democracy (CUD) 
leaders, independent journalists and civil society 
representatives. However, the court also ruled that many 
defendants, including the CUD leadership, must answer other 
serious charges. The court acquitted 26 defendants in 
custody (7 journalists, 18 lower-level CUD members, and 1 
civil society representative) and ordered them released from 
prison. Most of those being tried in absentia, many of whom 
reside in the U.S., were also acquitted. However, citing 
public statements critical of the federal government and the 
ruling EPRDF coalition, and statements questioning the 
neutrality of the National Electoral Board, the Court ruled 

that 49 of the most prominent defendants must remain on trial 
to answer charges including \"Outrages against the 
Constitution,\" punishable in extreme cases by life 
imprisonment or death. Many defendants may change their 
previous strategy of not actively defending themselves. A 
defense, if mounted by each defendant, may extend the trial 
many more months. If they do not, this interim ruling 
becomes a de facto guilty verdict, and sentencing would 
follow. END SUMMARY. 


2. (SBU) Following a nearly three-month break to allow the 
three-judge panel to evaluate the prosecution\'s year-long 
presentation of evidence, the trial resumed February 19. 
Local and diaspora media incorrectly reported that the court 
would issue a verdict. In fact, the bench was to rule on 
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whether the prosecution presented sufficient evidence to 
warrant the defendants mounting a defense. After the long 
evaluation period, and nearly one year into the trial, the 
much-anticipated ruling faced further delays. In the first 
session, the bench simply asked the prosecution to have 
several pieces of evidence submitted last fall translated 

from English to Amharic. Anticipation by the international 
community, journalists, family members, and friends of the 
defendants remained high, with the courtroom packed for each 
session. The next two sessions on March 5 and March 23 were 
also anticlimactic, however. On March 5, the bench simply 
accepted the documents and said more time was needed to 
evaluate the evidence. On March 23, lead judge Adil 
inexplicably did not appear in court, leading to another 
one-week adjournment. 


3. (SBU) Defendants were notably upset at the repeated 
postponements. In separate sessions, defendant Bertukan 
Mideksa (a former high court judge) and Professor Mesfin 
Woldemariam protested at length that enough time had already 
been allowed to review the evidence, and that the bench 
should proceed. These and other defense objections were met 
with curt answers from the bench that the amount of evidence 
was vast, and that the case was complex. 


4. (SBU) As was the case when the trial resumed following the 
summer break, upon entering the courtroom on February 19, 
defendants greeted each other warmly and spent several 
minutes exchanging pleasantries and catching up. Defendants 
appeared healthy; Post has not received any reports of any 
major new illnesses during the break. (NOTE: Post continues 
to work closely with the family of lead defendant Hailu 

Shawel to facilitate a South African eye specialist coming to 
Addis Ababa to treat him. END NOTE.) 


5. (SBU) On March 30, the bench commenced a three-day summary 
of every video, audiocassette, document, and witness 

presented by the prosecution. The judges repeated in detail 

what the prosecution claimed each article of evidence would 

prove, as well as what was demonstrated in the presentation. 
Despite a relatively extensive cross-examination of witnesses 

and several objections to the prosecution evidence raised by 

civil society representatives Daniel Bekele and Netsanet 
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Demissie, the bench gave only a very brief review of defense 
efforts. During the course of testimony, several other 
witnesses had also attempted cross-examination. While this 
defense was occasional and often ineffective, the bench made 
no mention of it. 


6. (SBU) In the seventh session following reconvening, the 
bench finally began ruling on the first charge: &Outrages 
against the Constitution or the Constitutional Order.8 Over 
three days, the bench explained in detail their rulings on 

this charge, which all defendants faced. Judges declared 
that evidence was divided into three periods: 1) before the 
May 2005 election; 2) after the election and up to the June 
2005 demonstrations; and 3) after the June demonstration 
through the November 2005 demonstrations. The bench said 
that the most convincing evidence were press statements and 
videos of CUD meetings and rallies, such as: 


-- A December 2004 CUD rally at which Hailu Shawel said (as 
quoted by the judge) \"no one can control or force the public. 
(The people\'s) authority has been taken. Today we will 

begin toppling the government authorities from the lowest 
level to the highest.\" 

-- A rally in Debre Markos at which defendant Befekadu Degife 
says, \"the public would revolt against the Government, if it 
refused to give up power.\" 

-- A February 8, 2005 CUD press release that said the 
National Election Board (NEB) is not an institution to solve 
problems in Ethiopia. 

-- ACUD meeting at which Berhanu Nega noted that a peaceful 
struggle by the public could not be controlled. 

-- ACUD meeting at which Hailu Shawel said, \"The EPRDF is 
not willing to come out as a victim.\" 

-- ACUD rally at which Gizachew Shiferaw said, \"The NEB is 
an organ of the EPRDF and is not independent.\" 

-- Apress conference at which Mesfin Woldemariam said, \"What 
happened in Ukraine will happen in Ethiopia.\" 

-- Adil also noted \'pre-election\' reporting in newspapers 
stated that the May 2005 elections would be rigged (by the 
EPRDF), that a Ukrainian revolution would then follow, and 
that the public should be prepared. 


7. (SBU) The bench also recalled evidence presented relating 
to June 2005 demonstrations, claiming that police videos 
showed large groups of protestors displaying the CUD hand 
sign, chanting that the EPRDF lost the election and that the 
CUD won, and carrying machetes, clubs or knives. The videos 
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also showed the widespread violence that took place and the 
resulting loss of property and life, according to the bench. 


8. (SBU) \"The CUD press releases, public gatherings and 
newspaper articles (which were submitted as evidence) 
encouraged the public to engage in violence and to not trust 
the NEB and the judicial system,\" Adil said. Pre-election 
communication had biased the public to believe that the 
election would be rigged by the EPRDF, he explained. Adil 
said that it could therefore be determined that the action of 
the CUD leadership had a direct effect on the June violence, 
and that their actions created the expectation that the 

election would be rigged. CUD leadership made repeated calls 
for \"public violence similar to what took place in Ukraine,\" 
Adil said, but he declared that, \"What happened in Ukraine 
does not reflect our situation in Ethiopia.\" These 

statements motivated people disgruntled with the election and 
\"convinced them to commit illegal acts,\" he summarized. 


9. (SBU) The agitation of the public by CUD leaders continued 
between the June and November 2005 demonstrations, Adil 
added, citing many CUD meetings shown by video evidence. 
\"Though meetings were allegedly meant to discuss whether or 
not to join parliament, the real agenda was that the current 
regime needs to be overthrown forcibly,\" he opined. This was 
compounded by the CUD\'s insistence that the NEB and judiciary 
be reformed. Adil said that this showed the connection 
between those in the CUD leadership to those in the media who 
held similar beliefs. It was \"crystal clear\" that the EPRDF 

won the elections, but the CUD tried to topple the government 
anyway by motivating people, as happened in \"violent 
revolutions in Ukraine and Georgia.\" \"The demonstrations in 
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June and November were targeted at individuals and government 
organizations in an attempt to overthrow the government,\" 
Adil concluded. 


10. (SBU) Of the 111 eleven defendants that faced charge 
number one, 57 were told that they must present a defense. 
This included all of the members of the CUD Supreme Council, 
who the bench found to have acted in conspiracy via the 
issuance of official CUD press statements. Others who must 
answer the charge include human rights activist Mesfin 
Woldemariam, civil society representatives Daniel Bekele and 
Netsanet Demissie, and several journalists. Of those 
acquitted, the bench said that there had not been sufficient 
evidence to convince them that the defendants had directly 
participated in a crime or were connected to the conspiracy 
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to do so. 


11. (SBU) While the explanation of the first charge lasted 
three days, the bench\'s ruling on the remaining 5 charges 
took less than one hour. On the second charge, \"Obstruction 
of the Exercise of Constitutional Powers,\" the bench said 
evidence presented by the prosecution in the form of CUD 
press releases and public statements showed that calling for 
stay-at-home strikes intended to bring economic crisis upon 
Ethiopia. Defendants also committed defamation and 
\"threatened the existence\" of the NEB by stating that it was 
not impartial, judges said. In the end, there was no 

evidence to support this charge against lower-level CUD 
members, but the members of the CUD Supreme Council must 
present a defense, as it was their press releases that were 
deemed damaging by the bench. 


12. (SBU) Regarding the third charge, \"Inciting, Organizing 

or Leading Armed Rebellion,\" Adil said witness testimony 
showed that defendants Hailu Shawel, Abayneh Berhanu, 
Getachew Mengiste, Mamushet Amare, and Tesfaye Tariku were 
organizing an armed struggle against the government. \"They 
were attempting to arm a group of bandits to attack 

government forces,\" he said. \"Though some others in the CUD 
Supreme Council may have supported armed struggle,\" he said, 
\"there was no official publications from them to prove this.\" 
Therefore, only these defendants must answer the third 

charge, while others are acquitted. (NOTE. The fourth 

charge, \"Endangering the Integrity of the State,\" was dropped 
in March 2006 before the trial began. END NOTE.) 


13. (SBU) In discussing evidence supporting the fifth Charge, 
\"Impairing the Defensive Power of the State,\" the bench 
claimed videos of the June and November violence showed that 
the CUD provoked and incited people to attack the Ethiopian 
defense forces. In particular, Adil recalled that military 
vehicles had been burned. Therefore, the top ten CUD 
leaders, who were active in meetings and rallies from which 
demonstrators were allegedly incited, must answer the charge. 
Additionally, journalist Mesfin Tesfaye had published a 
newspaper article stating that the military would stand by 

the side of the people and not the government, in the case of 
aclash. This shows rovocation, Adil said, ordering Mesfin 

to answer the charge, while acquitting all other defendants 

of this charge. 


14. (SBU) Though the prosecution presented evidence in the 
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form of witnesses and documents that claimed the CUD had 
cooperated with Eritrea and \"other forces against the 
Ethiopian government,\" the bench could not conclude by 
majority that there was a link between the Ethiopian 

Patriotic Front, the Eritrean government, and the CUD 
leadership. Therefore, all defendants were acquitted of the 
sixth charge, \"High Treason.\" 


15. (SBU) Similarly, four witnesses had testified that they 

were attacked during the June and November 2005 
demonstrations simply because they were Tigrayans. However, 
\"CUD public provocation was aimed at attacking the 
constitutional order and focused on the government, rather 

than an ethnic group,\" Adil said. He added that, had the 
violence lasted longer it may have become genocide, but as it 
stands, there is no proof that the CUD incited ethnic hatred. 

He said that by a majority vote, the bench acquitted all 
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defendants on the seventh charge: \"Attempted Genocide.\" 
Following the reading of all the charges, second judge Leoul 
announced his dissenting opinion on the sixth and seventh 
charges. He concluded that the evidence had clearly shown a 
link between the CUD, the Ethiopian Patriotic Front, and the 
Oromo Liberation Front, and by connection the Eritrean 
government, which is a \"hostile threat against Ethiopia." 


16. (SBU) Following the reading of all the charges, the bench 
identified 26 defendants acquitted on all charges and ordered 
them released that day, after nearly a year-and-a-half in 

prison. These included 7 journalists and several lower-level 
CUD members. Nearly all those being tried in absentia also 
had their entire cases dropped. This leaves 49 defendants 
who remain in prison and who must present a defense. (NOTE: 
Possible penalties for the remaining charges all include long 
imprisonment or death. Charge 1 is punishable by 3 -25 years 
imprisonment, or when the crime has entailed serious crises 
against public security or life, life imprisonment or death. 
Charge 2 is punishable by up to 15 years imprisonment; charge 
3: life imprisonment or death; and charge 5: 5-25 years, or 

in cases of exceptional gravity, life imprisonment or death. 

END NOTE) 


COMMENT: LITTLE APPARENT SCRUTINY FROM BENCH; 
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LEADERS MAY NOW DEFEND 


17. (C) Most international observers agreed that the interim 
ruling took on much more of the tone of a verdict, though 

Post believes that the judgment is far from final. In their 
statement, the judges frequently used many of the same 
phrases the prosecution had used to explain why a particular 
piece of evidence was proof of guilt. They frequently 

stated, particularly on the first charge, that the body of 

evidence shows that the defendants committed a crime, which 
suggests a decision of guilt has already been made. In only 

a few cases did the bench show any misgivings about 
prosecution evidence, despite numerous inconclusive videos, 
documents of questionable validity, and witness who 

frequently contradicted themselves and otherwise were not 
credible. Though most defendants made no attempt to 
cross-examine witnesses, the bench gave the extensive defense 
by civil society representatives Daniel Bekele and Netsanet 
Demissie little credit, despite the fact that observers were 
unanimous that they had thoroughly addressed each piece of 
evidence presented against them. Those who were released had 
little or no evidence presented against them at all. 


18. (C) Most observers who are suspicious of GoE interference 
predicted the outcome as it occurred: the more provocative 
charges of genocide and treason would be dropped, some 
lower-level defendants released, while the more vaguely 
defined \"Outrages against the Constitution\" would be used to 
keep CUD leaders in jail. Despite that most in the 
international community foresaw with some accuracy the 
ruling, many of the defendants, including the leadership, and 
their families were visibly surprised at the ruling. While 

all but three defendants had chosen not to defend themselves, 
because they \"do not recognize the authority of the court,\" 
they are now rethinking their strategy. Whether this is a 
last-ditch effort to prevent what would almost surely become 
lengthy jail sentences or a prolonging of the trial, or 

simply an attempt to discredit the court by effectively 
addressing the evidence, is unclear. As the remaining 
defendants include several former attorneys and at least one 
former High Court judge, they are quite capable of mounting a 
strong defense against what is inarguably a weak case by the 
prosecution. (NOTE: EU observers allege that prosecutors 
privately concede their case was not very strong. END NOTE.) 
Post will remain in contact with family members and friends 
of defendants in order to gain insight into their plans. 


19. (C) How the bench\'s decision affects sensitive efforts 
underway by Ethiopian elders to broker a negotiated 
settlement between the CUD leaders and the GOE (reftel) 
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remains to be seen. Negotiations have been in progress for 
many months, but currently center on arriving at language 
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from the detainees that would be acceptable to the GoE in 
which they state their complicity in circumventing the 
constitution. This ruling may provide impetus for the 
detainees to come to an agreement, by underscoring that 
otherwise many may face long imprisonment. Alternatively, it 
may simply strengthen their resolve and enhance their 
position as martyrs for the Ethiopian political opposition. 
The elders\' ability to find a solution in the coming weeks 
will have a major influence on the future of Ethiopian 
domestic politics. END COMMENT. 
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SUBJECT: CASABLANCA ON THE MORNING AFTER 


REF: A) CASABLANCA 000064 
B) 06 CASABLANCA 000409 


Classified By: Principal Officer Douglas C. Greene for Reasons 1.4 


(b), (d). 
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1. (C) Summary: Tuesday\'s events in Casablanca continue to 
reverberate locally, provoking comment and concern at all levels in 
the city. The events, as described by police sources here, are now 
broadly known. Police continue to search for more suspects with 
possible links to Tuesday\'s incidents and the March 11 cyber caf 
bombing. As a precautionary measure, security officials are 
enforcing strict security measures in public buildings and stationing 
roadblocks around the city. Reports of near riots against the 
police in the neighborhood of al-Fida as a reaction to a perception 
of an ineffectual system of security have diminished in the last 
36-hours. End Summary. 


Details from the Casablanca Police 


2. (C) Following a tip, in the early morning hours of April 10, 

Moroccan security forces identified three terror suspects attending 
prayers at a local mosque. Police followed the suspects to a rented 
apartment in the al-Fida neighborhood where they closed in on the 
group. One suspect, according to reports, exited the building 
brandishing a sword as he rushed the police. Police shot and fatally 
wounded the suspect who was later found to be wearing nine pounds of 
explosives. At the same time, a second suspect moved to the roof of 
the building where he blew himself up after realizing escape was 
unlikely. Police reported that these suspects were wanted for 

alleged involvement in the May 2003, Casablanca bombings that killed 
45 people. Another suspect escaped the building at approximately the 
same time, also wearing an explosive device. This suspect, 

identified as Ayyoub Raydi, brother of March 11 cyber caf suicide 
bomber Abdelfattah Raydi, detonated his belt at a police checkpoint 

in the early afternoon killing himself, a police officer, and 

wounding several witnesses, including a child. Police later 

identified a fourth suspect linked to the group who detonated 
explosives he was wearing in the middle of a busy boulevard wounding 
eight, two seriously. 


3. (C) Police linked all four suspects to a group responsible for 

the March 11 bombing at an internet caf in the slums of Sidi Moumen. 
The police reported that the internet caf suicide bomber, 

Abdelfettah Raydi, may have been the leader of a ring of Islamic 
radicals with plans to attack Moroccan government offices and other 
targets in the country. Since the March 11 attack, police have 
rounded up more than 30-suspected members of Raydi\'s group, many of 
them beneficiaries of royal amnesty (ref A), like Raydi himself. 
According to official press reports, early Thursday, police announced 
the arrest two more suspects who may have connections to the Raydi 
group. Also on Thursday, the Ministry of the Interior announced that 
there may be three or four more suspects at large. 


4. (C) The GOM and local authorities were careful to describe the 
bombers as unconnected to any international rings but instead labeled 
them as homegrown and Moroccan funded. Moroccan experts on Islamic 
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extremism, however, have publicly challenged that notion in the past 
24 hours, saying that the locals involved could not develop such an 
extensive network or amass the weapons and explosives on their own, 
especially while under the close surveillance to which many have been 
subject for some time. 


Developments on the Ground 


5. (C) After Tuesday\'s bombings, police set up roadblocks and 
checkpoints around the city. We have heard reports that more 
government buildings are requiring security checks in the wake of the 
attacks. We also understand that public hospitals, for example, that 
previously had no security checks, now have strict screening 
measures. Western-associated hotels in Casablanca (like the Hyatt) 
now have extensive pre-checks, including metal detectors, at 
entrances. At 2 p.m., the slow line to pass through the metal 
detector at the Hyatt was 15 persons deep. 


6. (C) City authorities have gone to great lengths to paint a picture 

of a brave and active population, cooperating with security 

authorities in the fight against terrorism. However, in a 

neighborhood that was once know for low crime, citizens of al-Fida 
are now afraid and blame police for not keeping the terrorists at 

bay. We have heard reports that local residents have been harassing 
the police since the incident, accusing them of not performing their 
job. In addition, there were reports of near riots during and after 

the initial standoff with the suspects, early Tuesday morning. 
Consulate\'s FSNI visited the area after the explosions and was told 
by those from the neighborhood that locals were ready to apprehend 
the suspects themselves when police held back in an attempt to take 
the suspects alive. The terrorists apparently had rented an 
apartment, in this once quiet neighborhood, approximately one to two 
months ago to avoid detection and frequent sweeps of areas notorious 
for harboring extremists in the past. 


Royal Visit 


7. (C) One day after the bombings, King Mohammed VI visited to two 
hospitals in Casablanca treating security officers and civilians 
wounded in the incidents. The King thanked the wounded civilians for 
their courage in the face of danger, paid homage to the wounded 
police officers, and offered condolences to the family of the police 
inspector killed by the bomber in the line of duty. In addition, he 
made it clear that officers would be well cared for if wounded while 
trying to protect the kingdom from the actions of terrorists. Each 
wounded security officer will receive 250,000 Moroccan dirhams (USD 
30,000) and a royal decoration for his efforts in stopping the 

terrorists. The amount to be given to the family of the deceased 
officer has not been disclosed but rumors have estimates in the 
millions of dirhams. 
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8. (C) Comment: There is considerable concern in Casablanca that a 
number of terror suspects associated with this cell are still at 

large and prepared to detonate explosive devices at any time. There 
is concern too, among Moroccans we speak to, that the GOM is 
reluctant to concede that the group may be linked to an international 
terrorist organization. Fear of being seen as a target for 
international terrorists could have an effect on Morocco\'s vital 

tourist industry, seriously affecting its economy. However, 
international terrorist connections cannot be ruled out and according 
to local experts, indeed should not. End Comment 


GREENE 


104155 

PP RUEHROV 

DE RUEHAM #1567 1021512 

ZNR UUUUU ZZH 

P 121512Z APR 07 

FM AMEMBASSY AMMAN 

TO RUEHC/SECSTATE WASHDC PRIORITY 8034 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY","UNCLAS AMMAN 001567 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, KTFN, MCAP, JO 
SUBJECT: KING RECALLS PARLIAMENT FOR EXTRAORDINARY SESSION 


REF: A. AMMAN 1410 
B. 06 AMMAN 6167 
C. AMMAN 1384 
D. AMMAN 1185 


1. ( SBU ) King Abdullah issued a decree on April 5 
recalling Parliament for an extraordinary session, a move 
that some GoJ contacts were not expecting (ref A). The 
session, which begins April 15, will probably last one month, 
and will consider eight government-drafted bills. 


2. ( SBU ) Jordan\'s constitution provides that the King sets 
the legislative agenda for extraordinary sessions. The April 
5 decree calls for parliament to debate the following bills: 


-- Military Service ) Would reinstitute a mandatory 
three-month national service. 
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-- Reformed Anti-Money Laundering Legislation ) Would give 
the government authorities to establish a Financial 
Intelligence Unit that meets international standards. 


-- Freedom of Information ) Would improve journalists\' and 
other citizens\' access to government deliberations and 
records. 


-- Nuclear Energy bill ) Would update the role and 

authorities of the Jordan Atomic Energy Commission (JEAC). 
This move is part of the government\'s recently renewed 
interest in exploring the development of peaceful uses of 
nuclear energy in Jordan. 


-- Nuclear Regulatory Authority bill ) Would establish a new 
nuclear regulatory entity for Jordan, separate from the JAEC, 
charged with radiological monitoring and public safety. USG 
initiatives such as Megaports and Second Line of Defense 
would benefit from this bill. 


-- Military Housing Fund bill ) Related to benefits for 
military personnel. 


-- Government Ombudsman bill ) Would establish authorities 
for a new senior official charged with enhancing government 
efficiency. 


-- A bill updating real estate laws 


Comment 


3. (SBU) The Palace placed 42 bills on the agenda for last 
year\'s extraordinary session, and achieved passage of less 
than half. Of the eight bills on this year\'s agenda, 

military service and anti-money laundering will likely be the 
most contentious. 


4. (SBU) The government has been attempting, through regular 
and extraordinary sessions of parliament over the past three 
years, to obtain parliament\'s assent to an improved 

anti-money laundering legislation (AML). Key obstacles have 
been parliamentarians\' (inaccurate) belief that the law would 
reduce the competitiveness of Jordan\'s financial sector, and 
their (accurate) impression that the USG strongly supports 

the bill (refs B and C). 


5. (SBU) JordanWs political class will also focus on debate 
over the military service bill, which follows the 

government\'s announcement that it would seek to establish a 
mandatory three-month national service program for 18 
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year-olds. Males would be put through military training and 
civic education, females through civics courses only (ref D). 
Some grumbling is likely as more Jordanians realize what the 
new national service requirements would entail, especially 

for young women. The known personal support of the King for 
this initiative should mute debate. Conscription is 

unpopular with the professional leaders of the army as well; 
they view it as an expensive distraction. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
HALE 
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TAGS: PGOV, KDEM, NI 
SUBJECT: NIGERIAN ELECTION \"HOLIDAY\" DENOUNCED AS POLITICAL 
PLOY 
REF: A. A) ABUJA 685 
B. B) ABUJA 681 
Classified By: Ambassador John Campbell for reasons 1.4 (b & d). 
1.(C) Summary: President Obasanjo\'s sudden April 11 


announcement of public holidays on April 12 and 13, 
supposedly to facilitate travel for the April 14 
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gubernatorial elections, has been widely denounced as a 
transparent political ploy intended to postpone the Supreme 
Court\'s hearing of Vice President Atiku\'s appeal against his 
exclusion from the presidential ballot. The delay of the 
hearing (especially if the holidays are repeated prior to the 
April 21 presidential poll) makes it very unlikely Atiku 

could make it onto the ballot, even if he wins in court. The 
surprise holiday (which, official announcements 
notwithstanding, has affected banks, gas stations, etc.) will 
also pose logistical difficulties for opposition preparations 
for the crucial gubernatorial races. End Summary. 


2. (U) Early on the afternoon of April 11, President Obasanjo 
issued a surprise announcement declaring April 12 and 13 
\"work-free days to enable people to travel in order to 
participate in the gubernatorial and state house of assembly 
elections\" scheduled for April 14. According to the official 
statement, President Obasanjo declared the holidays in order 
to facilitate \"free, fair, peaceful and credible elections.\" 


3. (C) Few observers here believe the explanation for the 
decision, instead linking it to Vice President Atiku 
Abubakan\'s case before the Supreme Court (which had been 
scheduled to be heard the morning of April 12) challenging 
his exclusion from the presidential ballot by the Independent 
National Election Commission (INEC). Nobel laureate Wole 
Soyinka, speaking at an awards ceremony in Abuja later on 
April 11, denounced the declaration as an \"abuse of power\" 
intended \"to fool Nigerians,\" noting that it was obviously 
linked to the President\'s personal feud with Atiku. Abia 
State Governor (and PPA Presidential candidate) Orji Kalu 
made the same point, calling the holiday declaration 
\"unnecessary and political,\" and \"a fake\" which was only 
declared \"because some people are in court.\" 


4. (SBU) Atiku\'s hearing before the Supreme Court has now 
been postponed until Monday, April 16, which will leave 

little time to add the Vice President\'s name to the ballot, 
even if he were to win the case. Several press reports noted 
that the Atiku case also had implications for several 
gubernatorial candidates who continue fighting for a place on 
this weekend\'s ballot after INEC had excluded them. 


5. (C) The surprise move will also almost certainly cause 
logistical problems for opposition parties which had no 
advance warning of the decision. In its reaction to the 
announcement, Atiku\'s Action Congress party charged that 
\"this insidious act has effectively robbed all political 

parties, with the exception of the (ruling) People\'s 
Democratic Party, of the chance to carry out the necessary 
logistics, including dispatching funds and materials to party 
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agents.\" While the holiday declaration exempted \"banks and 
other essential services,\" checks by some of our election 
partners (IFES, NDI and IRI) indicate that banks are, in 

fact, closed. One of our election partners reported that, 

even after the April 11 announcement, commercial banks were 
having to restrict withdrawals, apparently because the 

Central Bank was limiting the funds made available to them. 


6. (C) Comment: We find it difficult to accept the GON\'s 
explanation for this surprise last-minute decision. We note 
that travelers routinely go from one end to the other of this 
country in one (long) day, that no previous Nigerian election 
has been preceded by even a one-day holiday, and that the 
short notice may in fact make travel more difficult as people 
scramble for the funds and gasoline needed for their 
journeys. We also note that the holiday is likely to further 
complicate INEC\'s efforts to complete elections preparations, 
as it is apparently still recruiting and training the 

short-term staff needed to man 122,000 polling stations. End 
comment. 

CAMPBELL 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 04/11/2017 

TAGS: PGOV, PHUM, PREL, TU 

SUBJECT: TURKISH MFA APPRECIATES EFFORTS TO AVERT GENOCIDE 
RESOLUTION; AMBASSADOR REVIEWS ECUMENICAL PATRIARCH ISSUES 


REF: SECSTATE 101834 
Classified By: Ambassador Ross Wilson, reasons 1.4 (b), (d) 


1. (C) Summary: In an April 11 meeting with Ambassador, MFA 
U/S (D equivalent) Ertugrul Apakan expressed appreciation for 
US Administration efforts to avert a congressional Armenian 
genocide resolution and asked about language of the 
Presidential proclamation that would be issued on the 

occasion of Armenian Remembrance Day. He also referred to a 
letter to PM Erdogan apparently being prepared by Reps Lantos 
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and Ros-Lehtinen on the Ecumenical Patriarchate in Istanbul 
and the Halki Seminary. Ambassador used the occasion to 
review the reasons why forthcoming GOT measures on both sets 
of issues are needed. End summary. 


2. (C) Apakan expressed GOT appreciation for continued USG 
efforts to avert passage of a congressional Armenian genocide 
resolution. Ambassador used the occasion to deliver 

President Bush\'s response to PM Erdogan on the topic 

(reftel). The Turks are now focused on the wording of the 
Presidential proclamation that will be issued April 24 for 

Armenian Remembrance Day. Ambassador responded that while we 
had not seen a draft, it is likely to be very close in 

language to previous years\' statements. 


3. (C) Apakan then referred to a draft letter to PM Erdogan 
that the Turkish Embassy in Washington has learned Reps 
Lantos and Ros-Lehtinen are preparing, apparently expressing 
concern regarding the Greek community in Istanbul, continued 
viability of the Ecumenical Patriarchate, the reopening of 

Halki Seminary and related religious freedom issues. 


4. (C) Ambassador used the opportunity to review the state of 
play of Ecumenical Patriarchate issues, including the fate of 
the Patriarch himself, the status of Halki and the return of 
expropriated properties that had belonged to the 

Patriarchate. We were aware that the Foundations Law that 
President Sezer vetoed would resolve some of the property 
issues, but there are other property issues, as well. 

Concerns remained about the ability to elect a new Patriarch 
and citizenship issues that would arise. Halki has been 
closed so long, and the community has shrunk so much that it 
has few Turkish priests and risks dying out. This result 
would be good neither for the diversity on which Turkey has 
so long prided itself nor for relations with the 

Greek-American community. 


5. (C) The GOT, Apakan responded, had shown flexibility 
nearly three years ago, when non-Turkish members were added 
to the Synod. The GOT\'s decision to look the other way was 
deliberate; it was not, as some believe, a bureaucratic 

error. Two years ago, when FM Gul met Bakoyannis, he 
explained that the GOT had looked at how Halki could be 
reopened under existing Turkish law, and conveyed on paper 
the proposal that Halki\'s reopening take place under an 
Istanbul university. He added that a number of Greek 
diplomats believe this would be a fine solution. Ambassador 
said he understands that Bartholomeus had previously agreed 
to this proposal and might again if he were truly convinced 
that it would result in reopening Halki. A positive step, 

either now or immediately after parliamentary elections, 
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would be for the GOT to assure Bartholomeus that it will not 
stand in the way of the Synod electing the next Patriarch, 

and will resolve the citizenship issue in a sympathetic 

manner. There was a similar precedent in 1947. Apakan was 
fully aware of the precedent; the GOT would not obstruct the 
election of any Patriarch. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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DEPARTMENT FOR EUR, SCA 


E.O. 12958: DECL: 04/09/2017 

TAGS: PREL, PGOV, ENRG, AJ, TX 

SUBJECT: AZERBAIJANI MFA SAYS 2007 IS THE YEAR FOR ENHANCED 
TURKMEN RELATIONS 


REF: BAKU 238 
Classified By: Ambassador Anne E. Derse, Reasons 1.4 (b,d) 


1. (C) SUMMARY. In an April 10 meeting with the Ambassador, 
DFM Khalaf Khalafov said that the only obstacle to enhanced 
bilateral Turkmen-Azerbaijani relations was Caspian 
delimitation, and that he was confident that with the new 
Turkmen leadership this problem could be resolved in 2007. 
This issue\'s resolution would enable reciprocal head of State 
visits in 2007. Foreign Minister Mammadyarov will visit 
Ashgabat to begin talks to clear all outstanding issues, with 

late May being the tentative timeframe. Khalafov said that 

the USG could help bring about these enhanced bilateral 
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relations by making the point with Ashgabat that it should 
respond positively to GOAJ efforts to strengthen its 

relations with Baku. Khalafov called the benefits of a 

bilateral Trans-Caspian project \"obvious.\" He said that both 
Kazakhstan and Turkmenistan agree that only the two involved 
states need to agree to build a pipeline, but they are afraid 

to say so due to Russia\'s possible reaction. END SUMMARY. 


2. (C) On April 10 Ambassador Derse accompanied, by EnergyOff 
met with MFA DFM Khalaf Khalafov to discuss the two subjects 

of Turkmenistan-Azerbaijan relations and Iran (the latter to 

be reported separately). 


3. (C) Ambassador Derse said that there was increased 
USG-TKM interaction since the change in Turkmenistan,s 
leadership, and that Ambassador Mann planned to travel again 
to Turkmenistan in late April or early May. She asked if the 
MFA would be amenable to Ambassador Mann\'s stopping off in 
Baku for discussions about Turkmenistan as part of his trip. 
Khalafov said the MFA would welcome a visit from Ambassador 
Mann. 


4. (C) The Ambassador referred to Khalafov\'s request, voiced 
in their most recent meeting (reftel), to coordinate on 
Turkmenistan. As such, she sought Khalafov\'s views on how 
the USG could facilitate strengthened bilateral relations 

between Azerbaijan and Turkmenistan. Khalafov said the GOAJ 
was grateful for USG support for its Caspian policies, which 

is based on international laws and norms. The GOAJ believes 
that resolving outstanding bilateral delimitation issues with 
Turkmenistan would \"eliminate all problems\" between the two 
countries. Previous contentious bilateral issues all stemmed 
from \"subjective and irrational\" ideas (i.e. from the late 
Turkmenbashi). Once \"wrong impressions\" were removed from 
the bilateral dialogue, there would be no delimitation 

problems between the two countries. More specifically, 
Khalafov said that the previous Turkmen claims for the Azeri 
and Chirag fields have \"no legal basis\" and should be 
withdrawn. He believes that the current Turkmen leadership 

is inclined to resolve the Azeri/Chirag problem, and that 

this resolution would open the way for greater opportunities 

for Turkmenistan. 


ASHGABAT APRIL 23-24 TALKS 


5. (C) Khalafov confirmed a statement he made in the press 
that the next round of delimitation talks among the five 

littoral states would take place in Ashgabat April 23-24. In 

this regard, Khalafov told the Ambassador that he also wanted 
to pursue bilateral delimitation talks with Turkmenistan, 


Column 3 

since he believed that if Azerbaijan and Turkmenistan came to 
a bilateral delimitation agreement there would be no need for 
the imprimateur of the other littoral states. He said that 

if indeed the two countries could agree on the principles of 
delimitation, then \"all problems would be solved\" between the 
two countries. The main issue in this regard is the base 

lines, but if Turkmenistan continues to work on the same 
basic principles as have Russia and Kazakhstan, then 
Azerbaijan should be able to reach agreement regarding base 
lines and a median line. 


6. (C) Khalafov repeated what the FM had previously told the 
Ambassador: that FM Mammadyarov planned a visit to Ashgabat, 
possibly in May. If this meeting goes well and he is able to 

meet with President Berdimukhamedov, then there would be 
opportunities for further intensification of the bilateral 

relationship and for a Trans-Caspian project, which Khalafov 

called an \"obvious project that should be made.\" Khalafov 

said that Berdimukhamedov seemed to be \"smart and pragmatic.\" 
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However, he complained that the leadership both in 
Turkmenistan and Kazakhstan should \"show more initiative\" in 
reaching out to Azerbaijan. Ambassador Derse said that 
President Aliyev has also pointed out that Azerbaijan is the 
\"initiator,\" and that in this case Azerbaijan was \"ready for 
Turkmen gas,\" a point with which Khalafov agreed. 


7. (C) Remembering back to pre-Baku-Tbilisi-Ceyhan pipeline 
days, Khalafov said that in 1993 after the signing of the 
\"Contract of the Century,\" Azerbaijan had received a very 
intemperate diplomatic note from Russia, saying that Russia 
\"would not allow one-sided projects\" (i.e. the BTC) and that 
the Russian Federation reserved the right to \"restore rules 
that were unilaterally abrogated.\" The Ambassador said she 
hoped that Russia would be \"more relaxed\" about Turkmenistan, 
pointing out that USG policy was not \"anti-Russian;\" it 
merely sought to enhance diversification of supply to Europe. 
Khalafov said that the GOAJ shared this strategic goal. 


ALL PROBLEMS SOLVED IN 07 


8. (C) Referring to the recently signed USG-GOAJ Energy MOU, 
Ambassador Derse told Khalafov that at the bilateral Energy 
Roundtable held during the FM\'s February Washington Visit, 
participants discussed ways the GOAJ could reach out to 
Europe, and how to support GOAJ outreach to Kazakhstan and 
Turkmenistan. Adding that the follow-on Energy bilateral 
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meeting might be in June, she again asked Khalafov how the 
USG could best facilitate strengthened GOAJ-TKM relations. 
Khalafov responded that Turkmenistan needs to feel that 
enhanced cooperation with the GOAJ is in its best interests, 
so the USG should reinforce this message in its discussions 
with Ashgabat. Khalafov said that the MFA thinks that it is 
possible that all outstanding bilateral issues with 
Turkmenistan can be resolved within 2007, setting the stage 
for reciprocal Presidential visits within 2007. Foreign 

Minister Mammadyarov\'s visit is aimed to prepare the way for 
a Presidential meeting. The Ambasador told Khalafov that in 
its discussions with Turkmenistan it will make the point that 
the GOAJ is reaching out to Turkmenistan and encourage the 
Turkmen government to respond positively. 


Other Officials Reiterate Message 


9. (C) Embassy has heard the same message as the one 
delivered by Khalafov in meetings with other GOAJ officials 

on Azerbaijani-Turkmen relations. Presidential 

Administration Foreign Policy officer Hassan Mammadzade told 
Poloff recently \"we are ready\" for full cooperation with 
Turkmenistan. Mammadzade said he was \"optimistic\" that under 
Berdimukhamedov, Turkmenistan would establish \"normalized\" 
relations with Azerbaijan and possibly change \"the strategic 
orientation\" of Turkmenistan. Mammadzade also was upbeat 
that Presidents Aliyev and Berdimukhamedov would meet in 
2007. MFA Second Territorial Department Deputy Head Aziz 
Aliyev, who is responsible for relations with Turkmenistan, 

told Poloff recently there is a \"strong potential\" for 

developing the bilateral relationship and that Azerbaijan,s 

key foreign policy goal vis--vis Central Asia is to assist 

the energy producing states sent their energy resources to 
European markets. Aliyev also identified Caspian 

delimitation as the key bilateral issue to be resolved. The 

GOAJ appears to have dropped its recent demand that the GOT 
open its Embassy in Baku as a condition for future visits, 

and has made a decision to actively pursue the new opening in 
Turkmenistan. 


10. (C) Embassy hopes that Ambassador Mann and TDA\'s Dan 
Stein can stop in Baku when they travel next to the region. 
DERSE 
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E.O. 12958: N/A 

TAGS: ETRD, ECON, ECPS, KIPR, FR 

SUBJECT: France\'s New DRM Authority 

NOT FOR INTERNET DISTRIBUTION 

Summary 

1. (SBU) French Culture Minister Renaud Donnedieu de Vabres 
announced on April 6 the establishment of the Technical Measures 
Regulation Authority (TMRA), which will decide on issues of 


interoperability of digital rights management (DRM) systems, as well 
as rights to copy original works for private use. Both principles 
stem from the controversial French digital copyright law adopted on 
August 1, 2006. Donnedieu de Vabres also unveiled the names of the 
new authority\'s six members, all well-seasoned copyright attorneys 
or new technology professionals. Coming 10 days before the first 
round of France\'s presidential elections -- but announced just 
before the long Easter week-end -- the decree indicates the 
government\'s determination to take credit for opening the way to 
interoperability while seeking to minimize public scrutiny. 

Although presented as a \"fait accompli,\" it is not clear whether 

this new institution will survive a likely legal challenge to its 

authority by \"freeware\" associations, or presidential elections in 
which all contenders have vowed to review the digital copyright law. 
End of Summary. 


The Easter surprise: a new authority 

2. (SBU) The draft decree establishing a Technical Measures 
Regulation Authority (TMRA) had disappeared from public view for two 
months, while it was reviewed by France\'s highest administrative 
court, the State Council. It could have been discreetly buried 

there, to be revived or not after the Presidential elections. 

Instead, French Culture Minister Donnedieu de Vabres followed 
through on his commitment to install a new regulator to ensure that 
the copyright law\'s provisions on interoperability will be applied. 
Under the decree, as provided for by the law passed last year, 
consumers are permitted to make an as yet undetermined number of 
copies of original copyrighted works for private use. 


3. (SBU) Donnedieu de Vabres noted that reported discussions 
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between Apple and EMI on offering the EMI music catalog DRM-free on 
iTunes did not obviate the need for a DRM authority in France. This 
possible agreement did not mean the end of all DRM systems, he said, 
pointing out they had existed for a long time, and would likely 

continue to exist in some form for the foreseeable future. 


Introducing the members of the new authority 

4. (U) Donnedieu de Vabres made his announcement surrounded by the 
six members of the TMRA. The new members are appointed by the 
organizations they represent for six year terms. They are: Jean 
Musitelli, member of the State Council, whom the Culture Minister 
presented as the drafter of the UNESCO Convention on the Protection 
and the Promotion of the Diversity of Cultural Expressions (which 

the U.S. strongly opposed); Marie-Francoise Marais, member of 
France\'s highest Civil Court \"Cour de Cassation,\" and a specialist 

of literary and artistic copyright; Patrick Bouquet, member of the 
Accounting Court (akin to the GAO in the U.S.) and an economic and 
new technology expert; Pierre Sirinelli, member of the High Council 
for literary and artistic copyright as well as Professor of 

copyright in the digital environment at the Sorbonne; Christian 
Saguez, President of the Commission on Information Technology and 
Communication of the French Academy of Technologies as well as 
Professor at \"Ecole Centrale\"; and Tristan dVAlbis, president of the 
Commission on Private Copy. 


5. (U) Donnedieu de Vabres closed his speech by recalling some of 
the powers of the new authority. They include the ability to issue 
injunctions to require companies to communicate to competitors 
essential information necessary for interoperability following \"just 
and prior\" compensation, as called for by the August 2006 French 
Constitutional Council amendment to the digital copyright law. The 
Constitutional Council also gave the TMRA the power to punish 
illegal downloading with penalties of up to five years imprisonment 
and a 500,000 euro fine. 


Will the new authority survive unchanged? 

6. (U) Presidential contenders Nicolas Sarkozy (leading 
Center-right UMP Party), Segolene Royal (Socialist Party) and 
Francois Bayrou (Center) have all pledged to take another look at 
France\'s implementation of the May 2001 EU Copyright Directive. 
They all dislike aspects of the current law, but it is not clear 

whether they would do away with the new authority, maintain it as 

is, blend it into another regulatory body or just give it different 
powers. Sarkozy thinks there are too many regulators in new 
technologies, while advisors to Royal appear strongly sympathetic to 
the open source movement and may be disposed towards regulations 
that encourage movement in that direction. 


Stapleton 
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SUBJECT: TURKS SEEKING ENHANCED ROLE IN ESDP PLANNING 


Classified By: Ambassador Ross Wilson, reasons 1.4 (b), (d) 


1. (C) Summary: Turkish MFA U/S (D equivalent) Apakan told 
Ambassador April 11 that Turkey would like an enhanced role 

in ESDP planning. The Turks are approaching other NATO and 
EU members individually; PM Erdogan spoke with Javier Solana 
in Riyadh. As an EU accession candidate which participates 

in a number of EU-led missions, Turkey would like to be more 
than an implementer. Apakan indicated that the inclusion of 
Turkey would give the GOT \"greater flexibility\" in other 

areas - in particular, heretofore sticky NATO-EU matters 
involving Cyprus. End summary. 


2. (C) The Turks are approaching a wide swath of EU and NATO 
members individually, including German presidency, the UK and 
us, to ask that Turkey, as a country negotiating on EU 
accession, be included more broadly in ESDP mission planning. 
PM Erdogan raised the issue directly with the EU\'s Javier 
Solana on the margins of the recent Arab League Summit in 
Riyadh; Solana reportedly agreed to reflect on the Turkish 
request. The GOT maintains that: 


--Turkey views NATO as the preeminent Transatlantic forum 
that must retain a vital role on strategic issues, but also 
considers NATO-EU relations to be institutionally important; 


--Turkey assumes great responsibilities in EU peacekeeping 
operations as close to home as Kosovo and Bosnia, and as far 
flung as the Congo; the EU reaps the benefits, with Turkey 
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enhancing EU defense and security; 


--As an EU accession candidate, Turkey should have a voice in 
planning missions where it will contribute to implementation; 


--The Nice Implementation Document foresees consultations 
with non-EU NATO allies when an envisaged EU operation will 
be conducted in the geographic proximity of a non-EU NATO 
ally or affect its national security interests; the EU has 

not done so with Turkey; and 


--Turkey is still waiting for approvals of an Administrative 
Arrangements document between Turkey and the European Defense 
Agency (EDA) which Cyprus has vetoed, as well as a Turkey-EU 
security agreement that provides for sharing of classified 

information. Cyprus has blocked both of them. 


3. (C) The result, according to Apakan and Deputy Director 
General for NATO Serdar Kilic, is that Turkey has little room 
for maneuver on issues related to NATO-EU cooperation. 
Apakan stated that genuine frustration in a variety of 
ministries which see Turkey treated as a \"third party\" has 
reached a tipping point: \"We want to do more but some want 
Turkey to back off\" with respect to aspects of ESDP and 
related arrangements. A qualitative shift, allowing for GOT 
participation in the mission planning processes of the EU, 
would both change the nature of Turkey\'s participation in 
ESDP and allow for more GOT flexibility in areas of NATO-EU 
cooperation, as well as in relations between Turkey and the 
EU overall. This would include greater Turkish flexibility 

to allow for the participation of Cyprus and Malta. 


4. (C) Ambassador asked why the Turks had decided to raise 
this issue now. Apakan responded that it appeared if they 
did not address the problem with the Europeans, it would only 
grow. To date, the Turks see this as a one-way street. 
Ambassador said that he would convey Turkey\'s concerns to 
Washington. 


5.(C) Comment: It appears the Turks continue to get 
hammered in NATO-EU fora and are looking for a face-saving 
way out. They have latched onto their status as an EU 
accession candidate as a hook to obtain a greater voice in 
ESDP planning, in exchange for demonstrating greater 
flexibility on Cypriot participation in NATO-EU discussions. 
End comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. (U) Summary. A recent study found that Belgium\'s ecological 
footprint is among Europe\'s worst, as it consumes far more 
resources than it produces. Nonetheless, progress has been 
made in cleaning up Belgium\'s environment in the past ten 
years, according to a new OECD assessment, with air and 
water quality improved. Polls indicate greater public 
awareness of and willingness to address the country\'s 
environmental problems. PM Verhofstadt\'s speech opening 
the IPCC meeting in Brussels April 2-6 offered Belgians a 
glimpse of his likely solutions, but what measures are 
ultimately sent to parliament will have to wait the outcome 

of Belgian Federal elections on June 10. Green issues have 
significantly colored the campaign, which has yet to 

officially start. End Summary. 


2. (U) A California-based non-profit organization, Global 
Footprint Network, issued a study in March showing that 
Belgium consumes three times the quantity of environmental 
and biological resources that it generates. The figure is 
based on a method that calculates the biocapacity (resource 
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supply) of a country compared to its resource demands 
(ecological footprint). Belgium and Luxembourg, according 
to this calculation, have the worst production/consumption 
deficit ratio of the EU 25, with a -10.9 hectare per person 
deficit. Currently the world as a whole is using resources 

at a deficit rate of -1.1 hectare per person. Data for the 
study goes back about 40 years and shows that Belgium\'s 
capacity to cover its own needs from its biosphere has gone 
down 24 percent, while its resource demands have gone up 
from 3.6 to 5.4 hectares per person. Factors contributing 
to this drop in environmental sustainability include a 
decreasing stock of natural resources, an increasing social 
dependence on transportation, and growing consumption of 
goods, heat, and electricity. Global Footprint says the 
evidence indicates the gap will widen. 


3. (U) On the positive side, an OECD report released in March 
cited Belgian progress on the environment since the last 
OECD study in 1998. Belgian air quality improved, with 84 
percent fewer harmful dioxins, 88 percent less mercury, and 
80 percent less sulfur dioxide than ten years ago. Road 
transportation remains a problem, however, with particulate 
matter, CO2 and ozone emissions still high. The OECD study 
urges Belgium to cut energy consumption and lower 
transportation emissions, perhaps by discouraging road use 
with green taxes on vehicles. 


4. (U) Water quality has also improved, according to the OECD, 
with half of Belgian waste water now being treated before 
release. Brussels media echoed this on March 22, with the 
announcement of a new water purification plant entering 
operation. For perhaps the first time since the industrial 
revolution, Brussels is treating 100 percent of the city\'s 
effluent before it is pumped into the Senne river. The 280 
million Euro treatment plant is only the second one for the 
city, and finally fulfills a 1991 EU Directive to member 
states to clean up urban water systems. The new plant can 
treat the effluent of 1.1 million persons; in 2006 the 
average Belgian used 70,300 liters per person. (The US 
average is over 110,000 liters per person per year.) 
Despite this major progress in its capital, overall Belgium 
still leaves half of its waste water untreated. 


Ready to Face Reai ----------- 
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heating usage, estimating it creates 10 percent of 
emissions, while it is actually 25 percent. 


7. Capitalizing on Belgians\' new-found sympathy for the 
environment, political leaders in the country are lining up 

to promote energy and environment-saving programs. The 
coming June 10 federal elections also spur this effort, as 
Belgium\'s major parties vie for the votes usually drawn to 
the green parties (already small, rendered even weaker by 
dividing into French- and Dutch-speaking groups). Isabelle 
Durant, secretary general of the francophone Ecolo party, 
called for action to keep Flanders from losing 63,000 
hectares over the next century. Drawing on data from the 
Intergovernmental Panel on Climate Change (IPCC) which met 
in Brussels April 2-6, she said a seven-inch rise in the 

North Sea has already been confirmed, and expectations are 
for up to 59 centimeters (two feet) rise by 2100. (Ref B 
details the impact climate change could have on Belgium.) 
Half of Belgium\'s 65-kilometer long sea coast is already 
protected by dikes and earthworks. 


8. Prime Minister Guy Verhofstadt (Flemish Liberal Open 
VLD), speaking at the opening of the IPCC, said the Royal 
Meteorological Institute calculates that Belgium\'s average 
climatic temperature has already risen one degree in the 
past 20 years. Verhofstadt wasted no time in capitalizing 
on the emerging social consensus, claiming that unpopular 
measures are inevitable, and it is the responsibility of 
today\'s politicians to take such measures. \"We should be 
daring enough to use fully the most powerful instruments we 
have ? taxes,\" he said. While noting that the budget 
already implements several environmental taxes (ref B), the 
Prime Minister cited several new options for Belgium: a 

tax on private cars based on CO2 emissions (already in 
place for company cars), a tax on business energy use, and 
a tax on housing based on energy consumption. Verhofstadt 
also proposed a \"Minister of Climate\" be added to the 
federal cabinet. This idea received mixed reviews, some 
lauding it if tied to existing energy or environment 

portfolios, others claiming it demeaned the work of the 
existing junior minister for sustainable development -- 
currently a Flemish Socialist (Spirit) party member. Green 
parties say they favor a Climate Minister and would be 


Column 3 
happy to join a coalition government if they could obtain 
that post. 


9. (SBU) Comment: The Prime Minister has not actually 
proposed these measures to parliament, which is in Wlame 
duck\" session and rushing to complete a lengthy agenda 
prior to its dissolution in early May to face elections. 

Polls reveal increasing attention to environmental issues, 
and Verhofstadt\'s proposals reflect a greater public and 
political willingness to come to grips with environmental 
problems. Belgium\'s ongoing debate whether to reconsider 
Parliament\'s 2003 decision to start decommissioning Belgian 
nuclear power plants in 2015 had already injected 
environment and climate change issues into the campaign. 
The long history of Brussels roblems, 

largely perceivcal leader is 

proposing exemplifies this balacing act. End Comment. 
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E.O. 12958: DECL: 04/12/2017 

TAGS: MARR, MOPS, PREL, PGOV, TU, IZ 

SUBJECT: TURKISH CHIEF OF STAFF PUTS THE MILITARY BACK IN 
POLITICS 


Classified By: Ambassador Ross Wilson, reasons 1.4 (b) and (d). 


1.(C) SUMMARY: Turkey\'s Chief of Staff General Yasar 
Buyukanit in an hour-long televised speech to assembled 
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military brass and press at the General Staff headquarters on 
April 12 addressed the military\'s three-decade long fight 
against terrorism, defended the military from accusations of 
wrongdoing, and spoke publicly for the first time about the 
Presidential election. Buyukanit took the opportunity to 
criticize European policy towards the Kurds and, implicitly, 

US intervention in Iraq. The CHOD stated that a Turkish 
military operation in northern Iraq against the PKK \"would be 
useful\" but would require parliamentary approval. He 
dismissed recent public accusations of wrongdoing by the 
military as attempts to cause a clash between the military 

and the government. Buyukanit insisted the President should 
respect the secular, democratic, unitary structure of the 
Republic. This speech will generate significant press and 
may add pressure to Erdogan on a both a cross-border 
operation and the presidency, but it also revealed a somewhat 
beleaguered CHOD forced to acknowledge that both decisions 
are up to the politicians, not the military. END SUMMARY. 


2. (C) GEN Buyukanit held his first televised press 
conference since taking office in September 2006 just days 
before the April 16 start of the Presidential nomination 
period. His remarks came one month after a speech to the War 
College in Istanbul that was not televised, according to 
General Staff statements at that time, because Buyukanit did 
not want to appear to interfere in the political process. 
Today\'s press conference was billed as a opportunity for the 
CHOD to refute allegations that four former generals had 
plotted a coup against the current government in 2004 but 
Buyukanit spent the first thirty minutes on the history and 
current state of terrorism in Turkey. 


ON THE OFFENSIVE AGAINST THE PKK 


3. (C) Buyukanit underscored that terrorism has economic, 
social, political and educational dimensions, and emphasized 
that Turkey must combat all aspects in order to succeed, but 
he lambasted Europe for its \"efforts to create minorities in 
Turkey.\" Buyukanit outlined the six elements of the fight 
against terrorism as: ensuring the political and military 

will; rendering collaborators or militia forces ineffective; 
psychological warfare; cutting off external financial and 
political support in northern Iraq, Turkey and Europe; 
breaking their spirit; and ensuring the necessary legal 
authorities of the security forces. He listed the number of 
military \'martyrs\" over the past decades and the 10 soldiers 
killed in anti-PKK operations in southeast this past 
week-end. According to Buyukanit, Turkish intelligence 
sources predict an escalation of PKK attacks in May. In 
anticipation, he said, operations are already underway in an 
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attempt to render the terrorists ineffective by then. 


4. (C) Without specifically taking the US to task, Buyukanit 
blamed the current terrorism in Turkey on the first Gulf War; 
Operations Provide Comfort and Northern Watch, which allowed 
the PKK to flourish in northern Iraq; and Operation Iraqi 
Freedom. A victim of its geography, he said, Turkey watched 
the PKK gain freedom of movement, arms and ammunition from 
the former lraqi army, and the support of \"a Kurdish group\" 

in the region (i.e., the KDP). 


5. (C) Regarding a cross-border operation (CBO), Buyukanit 
said \"We cannot accept what (Barzani) said. From a military 
perspective, an operation in northern Iraq would be useful.\" 
However, he said, there is also a political perspective which 
must also be considered and which requires a legal decision 
by Parliament. The Turkish Armed Forces have the ability and 
the capacity to \"undertake that duty, if that duty is given 

to the Armed Forces legally." Buyukanit did not indicate 
whether the General Staff had requested permission from the 
government to conduct a CBO. 


THREATS TO THE MILITARY UNDERMINE THE STATE 


6. (C) Buyukanit defended the military against the public 
accusations and legal charges leveled over the past two 
years, including Buyukanit\'s purported interference in the 
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judicial process following the Semdinli book store bombing; a 
slander campaign against several generals; the \"outing\" of 
the military\'s media vetting process; and the recent 

allegation that four former generals plotted a coup against 

the Justice and Development Party (AKP) government in 2004. 
Calling the accusations \"mud slinging,\" he warned that the 
\"enemies of Ataturk\" who authored these accusations are 
attempting to cause a split between the military and 
government that will serve no one. The Turkish Armed Forces 
are a basic pillar of the Republic. If this pillar 

collapses, Buyukanit said, it would weaken the balance of the 
state. 


COMMANDER IN CHIEF MUST RESPECT ATATURK\'S PRINCIPLES 


7. (C) Buyukanit, who has until now made great show of 
refraining from comment on the upcoming Parliamentary 
selection of a President, chose to break his silence four 
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days before the start of the nomination process. He reminded 
his audience of the military\'s loyalty to the secular, 

democratic and unitary state established by Ataturk and hoped 
that the new President and Commander-in-Chief would be loyal 
to those principles. Without naming names, Buyukanit 
claimed that \"we are confident that such a president shall be 
elected.\" After laying out the qualifications of the 

military\'s ideal candidate, however, Buyukanit acknowledged 
that there is a legal, democratic process for selecting the 
President and that the military can only \"hope\" that someone 
who shares their values will be chosen. During a subsequent 
q&a session, Buyukanit refused to answer questions about 
specific candidates or the military response to a 
headscarf-wearing resident in the Presidential palace. 


INITIAL RESPONSE FROM AN AKP OFFICIAL 


8. (C) Shortly after the speech, AKP vice chair Dengir Mir 
Mehmet Firat downplayed Buyukanit\'s remarks. In his view, 
one must look at the country and the circumstances, and, in 
that light, this was exactly the type of speech one would 
expect from the Chief of Staff at this juncture. The values 

the CHOD described were, he stated, precisely those that AKP 
and Tayyip Erdogan embody -- both are the product of a 
democratic, secular republic, without which they could not 
exist. He said the time has passed when Turkey can be 
anything but democratic with an open market economy. It is 
so interconnected with the global economy that any attempt to 
shut it off from the world would reverberate instantly. 


COMMENT 


9. (C) At a time when a new movie about the 1980 coup is 
about to premier here, Buyukanit\'s speech seems to hearken 
back to the days when the military had the decisive voice in 
Turkey\'s political process. The Armed Forces can still rattle 
the saber but their ability to wield it to influence or 

change the domestic scene is diminished. In advance of a 
Presidential election in which the candidate whose wife wears 
a headscarf has a good chance of winning, the military feels 
compelled to remind everyone that it is a pillar of the state 
whose voice must be considered. While Buyukanit may be seen 
here as throwing down the gauntlet at Erdogan over the 
Presidency, he did not name him specifically or make any 
threat. He was on the defensive about accusations 
besmirching the military\'s honor. In the end, the only 
weapon the military can wield is its voice in the hope that 

its words still resonate. 
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10. (C) Regarding a cross-border attack on the PKK, 
Buyukanit\'s assertion that it would be useful is noteworthy, 
but not an obvious change in his approach to the issue. 
Nevertheless, it will be important to reassert our oft-stated 
view that such action could aggravate Iraq\'s instability and 
reiterate our commitment to collaborative work among Turkey, 
Iraq and the US. END COMMENT. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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SIPDIS 


SENSITIVE 
SIPDIS 


PARIS FOR USUNESCO 
DEPARTMENT FOR IO/UNESCO 
NOT FOR INTERNET DISTRIBUTION PLEASE PROTECT ACCORDINGLY 


E.O. 12958: N/A 

TAGS: UNESCO, SMIG, NO 

SUBJECT: NORWAY TO PURSUE ACADEMIC CREDENTIALS 
STANDARDIZATION AT UNESCO 


REF: STATE 47360 


(SBU) On April 12, we delivered reftel message to Ministry of 
Foreign Affairs UN section and Ministry of Education section 

for UNESCO. MFA UN Section Chief Jostien Leiro told us that 
Norway will be flexible, but intends to keep Migration and 
Education, Item 8, on the UNESCO Executive Board agenda. MFA 
and Ministry of Education conferred earlier in the day and 

also passed reftel points to their counterparts in Paris. 

Regarding the U.S. position, Leiro went on to say that Norway 

sees academic qualifications as an educational issue that 

broadly falls under UNESCO purview and the Executive Board is 
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an appropriate venue to discuss this issue and ways to deal 
with different national treatments. 

WHITNEY 
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SIPDIS 


SIPDIS 
NOFORN 


PARIS FOR WALLER, LONDON FOR TSOU 


E.O. 12958: DECL: 04/13/2017 
TAGS: PGOV, PINR, SY 
SUBJECT: 2007 SYRIAN ELECTIONS (C-NE7-00184) 


REF: A. SECSTATE 29963 


B. DAMASCUS 0046 
C. DAMASCUS 0317 
D. DAMASCUS 0308 


Classified By: A/DCM William Roebuck for reasons 1.4 b/c/d 


1. (S/NF) This cable is a response to INR tasker 
(C-NE7-00184) on Syrian elections. Our answers are keyed to 
ref A,s numbering: 


2. (C) A/B. The Damascus Declaration (DD) group decided in 
the past two months to boycott the Syrian parliamentary 
elections. The group,s leader Riad Seif commented to us 
that SARG security restrictions would prevent DD candidates 
from being approved to run or, any self-declared DD 
candidates from raising any significant political issues in a 
totally controlled campaign environment. The majority 
opposition/DD position was that under Emergency Law 
regulations, with powerful security services enforcing them, 
the opposition/DD group candidates could have been arrested 
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for any election statements, raising political issues, 

holding election meetings, or even hosting gatherings of 
supporters in private apartments. Under those conditions, 
opposition elements considered that any participation would 
be a sham and lend some legitimacy to a completely flawed 
process. There was some disagreement over the boycott from 
head of the Democratic Arab Socialist Union and pan-Arabist 
Hassan Abdul Azeem (ref B) and some Kurdish parties. In the 
end, however, the pro-boycott voices won out. A March 16 
interview by Reuters with the exiled leader of Syria\'s Muslim 
Brotherhood, Ali Bayanouni, reported that opposition parties 
like his were boycotting the parliamentary elections, which, 
according to Bayanouni, were regarded as mere &window 
dressing.8 


C. (C). Although Damascus and most other urban areas in 
Syria are plastered with campaign signs and banners, Syrians 
in general have taken little interest in the elections. On 

April 10, the government-run daily Tishreen, somewhat 
unexpectedly, ran an editorial that stated, &nothing 

indicates that Syrians are excited about the forthcoming 
legislative elections.8 On April 11, another government-run 
daily al-Thawra, in an attempt to explain low public 
expectations, quoted one university professor who said, \"the 
citizen feels that he does not have an effective role in 

electing a real representative.\" Echoing the published 
reports above, one Embassy contact in the Kurdish Future 
Party only half-jokingly remarked that the campaign banners 
appear to be the same ones used four years ago. A handful of 
&independent8 candidates, including Ihsan Sankar (ref C) 
have said however that their candidacy was based on a belief 
that the UNIIIC investigation into the assassination of 

former Lebanese PM Rafik Hariri will force a change in the 
top level of the Syrian regime, paving the way for wider 
political reforms in Syria. (Note: All candidates, including 
independents, are vetted by the security services and most 
have a relationship with one or another of the intelligence 
services. Prominent independent Adnan Shamaa, for instance, 
was recently banned from running. End Note.) 


D. (C) The spokesman of the Kurdish Future Movement Machal 
Tammo criticized the DD,s decision in a March 28 

conversation with Poloffs and wondered aloud why DD officials 
(including Riad Seif) chose to boycott this election on the 
grounds it was based on &falsifying and forgery8 but had 
participated in earlier elections which were equally flawed 

(as reported ref D). Because of the DD\'s boycott, the 

Kurdish Future Movement will only field candidates in Syria\'s 
northeastern areas, Tammo said. (Note. The Future Movement 
had planned to align itself with DD candidates all over the 
country. End Note.) Future Movement officials are using the 
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parliamentary elections to educate Syria\'s Kurdish population 
on the balloting process and the importance of the vote by 
holding small, grassroots meetings on a daily basis in areas 
around the country where there is a strong Kurdish presence 
(such as Aleppo, Qamishli, and Damascus). 


Aside from the Kurdish Future party, all other Kurdish 
parties have boycotted the elections. The Sunni Muslim 
Brotherhood is banned and its members, if caught, still face 
the death penalty for belonging to an illegal organization. 
There are no other ethnic or sectarian based parties. All 
the independents run as individuals, not as representatives 
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of any political parties or other organizations, and they are 
not allowed to raise substantive political issues during the 
campaign. Essentially, minority representation is guaranteed 
in the People,s Assembly for two reasons. First, the 
governing National Progressive Front (NPF), which is a Ba\'ath 
party dominated coalition of several parties, has made a 
concerted effort to represent all of Syria,s ethnic and 
sectarian groups within its umbrella organization. Since the 
NPF is guaranteed a majority of seats, the different ethnic 
and sectarian groups will receive some representation within 
the People,s Assembly. The same is true for even smaller 
groups such as the Shiites or Circassian Christians. Second, 
to a large extent, ethnic and sectarian minorities are 
concentrated in certain districts: for example, Druze in 
Suweida and Alawites in the Lattakia area. Due to the fact 
that each district receives a certain amount of seats in the 
People,s Assembly, the geographically concentrated ethnic 
and sectarian minorities are represented. 


E. (C) The regime has so far turned down local and 
international offers of election monitoring. It has for 

decades, however, used the controlled elections as one of its 
props of legitimacy. Several editorials in official Syrian 
newspapers have called for an improvement in the quality of 
candidates (although not a move to a system that would permit 
truly independent ones). Early on, many well-known and 
respected names were circulated as possible candidates in an 
apparent effort to raise the profile and interest in the 
parliamentary elections (and indirectly boost the credibility 

of those candidates who did decide to run). It is important 

to note that none of those individuals ended up running for 
parliament. Post will report septel in greater detail on 

what the regime and candidates are seeking by 
holding/participating in these elections. 
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F. (C) Based on the quantity of campaign materials posted in 
the streets, the regime is apparently permitting sanctioned 
candidates to campaign extensively although limiting such 
efforts to street materials and pro forma campaign rhetoric 
where little of substance is discussed. The regime is also 
urging all eligible Syrian voters to participate in the 
parliamentary vote. For example, a sign at a local gas 
station in Damascus urges all Syrian \"brothers and sisters\" 
to participate in their duties as citizens and obtain a voter 
identification card. The regime will likely brush aside 
accusations by its critics that the process of becoming a 
candidate is flawed and instead point to high turnout (real 
or manufactured) and the number of candidates as key 
indicators of success. 

CORBIN 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, PGOV, LT 
SUBJECT: EXTRAORDINARY SADC DELEGATION ARRIVES IN LESOTHO 


REF: MASERU 202 AND PREVIOUS 


1. A ministerial-level delegation of the Southern African 
Development Community (SADC) Troika Organ on Politics, Defense, 
and Security arrived in Maseru on April 11 to focus on Lesotho\'s 
post-election political stalemate. The troika consists of 

Tanzania (chair), Namibia (in-coming chair) and Angola 

(out-going chair). The delegation has come to Lesotho following 
recommendations made at the recent SADC Summit held in Tanzania 
on March 29. The Summit followed a SADC Council of Ministers 
meeting held in Maseru on March 22, during which Lesotho\'s 
opposition parties urged the SADC Double Troika to intervene in 

the country\'s domestic political situation. 


2. The SADC Mission currently in Lesotho, led by Ministers from 
Tanzania, Namibia, and Angola, is expected to meet with the 
governing Lesotho Congress for Democracy (LCD) party, the 
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Lesotho Council of NGOs, a sub-committee of Lesotho Cabinet 
members, the Christian Council of Lesotho (CCL), the resident 
diplomatic corps, and Lesotho\'s five main opposition parties. 
(Note: The five opposition parties--the ABC, ACP, BNP, MFP, and 
NIP--have alleged an unfair allocation of the forty proportional 
seats in Lesotho\'s Parliament. The parties suspended a 
paralyzing strike in late March following assurances of a SADC 
mediation role. End Note.) The SADC mission will also pay a 
courtesy call on Lesotho\'s Prime Minister. The visit coincides 
with a visit by a Commonwealth delegation, led by Professor Ade 
Adefuye of the London-based Commonwealth Secretariat. Adefuye 
arrived in Maseru on April 10 to discuss the political situation 

in Lesotho. 


PERRY 
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RUEAHLC/HOMELAND SECURITY CENTER WASHINGTON DC IMMEDIATE 
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RUEAIIA/CIA WASHINGTON DC PRIORITY 
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RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY","S E C R ET SECTION 01 OF 02 ADDIS ABABA 0( 


SIPDIS 


NOFORN 
SIPDIS 


STATE FOR AF, AF/E, CA/OCS:J. MARKEY, EB/TRA/OTP AND S/CT 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 04/12/2032 
TAGS: PREL, PINR, CASC, PTER, ET, SO, KWCI, KJUS, KHLS 
SUBJECT: AMIR MESHAL: REQUEST FOR DEPARTMENT GUIDANCE 


REF: A. AF/E-L-AMBASSADOR APRIL 12 TELCON 
B. ADDIS ABABA 1091 AND PREVIOUS (NOTAL) 
C. STATE 47351 (NOTAL) 


Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (B) AND (D). 
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1. (U) ACTION REQUEST: see paragraph 6. 


2. (S/NF) The Government of Ethiopia plans to hold an initial 
hearing on Friday, April 13, for most of the remaining 
suspected foreign fighters caught in Somalia by Ethiopian 
troops, or transferred from Kenya to Ethiopia via Somalia\'s 
Transitional Federal Government (TFG). The preliminary 
hearing is aimed at two objectives. First, to officially 

release from detention, and to return to their home 
countries, those suspects who will not be charged and tried. 
Second, it is possible that some suspects will be referred to 
a court for trial. There are also a number of other suspects 
still undergoing investigation. Currently, Somali TFG 
Ambassador to Ethiopia reports 41 foreigners caught in 
Somalia still under detention in Ethiopia; another 200 are 
reportedly \"in the pipeline\" and currently in Somalia. In 
addition to Meshal (the sole U.S. citizen Post is aware of 
among these detainees), other suspects come from Yemen, 
Rwanda, Kenya, Uganda, Sweden, Tunisia, Morocco, Sudan, 
Syria, UAE and other countries. Five suspects have already 
been released and returned to their home countries. A total 
of 29 of the 41 will be released, and the remaining twelve 
will be charged with crimes or remain in custody pending 
further investigation. 


3. (C) No press, diplomats, or members of the general public 
will be allowed at the hearing. 


4. (S/NF) The Ethiopian intelligence service (NISS) have 
informed us privately that Amcit Amir Mohamed Meshal (refs 
B-C) along with other suspects will be officially \"freed\" on 
Friday, April 13. After processing, the Embassy will be 
expected to take charge of him. This could occur 
immediately. Other foreign embassies will also be contacted 
to take charge of their nationals being released. We have 
also been asked to forward a copy of our April 2 diplomatic 
note to the Ethiopian intelligence service along with an 
unsigned cover letter. Embassies whose nationals are 
detained have already submitted diplomatic notes requesting 
release of their nationals and return to their home 

countries. 


5. (S/NF) For the Department\'s information, following is the 
unsigned cover letter to be attached to the copy of our 
diplomatic note: 


Column 3 
BEGIN TEXT. 


We are passing this letter on behalf of the U.S. Embassy. 
Attached, for your background, is our diplomatic note dated 
02 April 2007, requesting the release of U.S. citizen Amir 
Meshal. A copy of this note was provided to Ato Leul on 02 
April. The American Embassy, as noted, would like to have 
Amir Meshal return to the United States. U.S. Embassy 
officials await your final decision. 


END TEXT. 


(NOTE: Ato Leul is the deputy chief of Ethiopia\'s National 
Intelligence and Security Service. END NOTE.) 


6. (S/NF) ACTION REQUEST: Upon Amir Meshal\'s official 
release, we hope the State Department and the interagency 
group working on this case will provide guidance on how to 
process this case. We understand from the FBI agents at post 
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who interviewed Amir Meshal that he is a threat to the 

general public and is on the \"no fly listA" Agents here have 
recommended that he be prosecuted in a U.S. court, though we 
understand from the FBI that there may be insufficient or 

lack of compelling evidence to prosecute him. If upon his 
release by the GOE the USG will not prosecute him, the 
Embassy must provide Amir Meshal with a one-year validity 
passport with USD 2,000 provided by his parents. He will be 
free to go to any country of his choice. 


7. (S/NF) If the USG has made no decision on whether to bring 
charges against him, we must still take charge of him, as the 
GOE will only release him to U.S. officials. We would then 
recommend that he be escorted by U.S. law enforcement 
officers directly to the U.S. Once he is officially released 

by the GOE, it will be impossible to keep Meshal in Addis 
Ababa, because the GOE expects the USG to facilitate his 
immediate departure. 


8. (S/NF) It is unfortunate that Amir Meshal was not returned 
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to the U.S. prior to the expected trial. While press will 

not be allowed in the hearing, there are a number of U.S. 
media representatives visiting Addis to report on the foreign 
fighters. 


9. (S/NF) The more formal approach by Ethiopia to the 
handling of these cases is the result of the heavy publicity 

by the U.S. press and now international press of the 
suspected foreign fighters caught in Somalia under Ethiopian 
control. Prior to this date, foreign fighter suspects were 
quietly released to foreign embassies for appropriate 
handling or immediate deportation at the airport. END 
COMMENT. 

YAMAMOTO 
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RUEHPG/AMEMBASSY PRAGUE PRIORITY 1116 
RUEHRA/AMEMBASSY RIGA PRIORITY 0172 
RUEHRO/AMEMBASSY ROME PRIORITY 2136 
RUEHUL/AMEMBASSY SEOUL PRIORITY 1365 
RUEHSM/AMEMBASSY STOCKHOLM PRIORITY 4676 
RUEHTL/AMEMBASSY TALLINN PRIORITY 0172 
RUEHVI/AMEMBASSY VIENNA PRIORITY 0670 
RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0127 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 4259 
RUEHBS/USEU BRUSSELS PRIORITY 0466 


SIPDIS 
SIPDIS 


STATE FOR ISN, EB, lO, NEA 
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STATE ALSO FOR EUR/UBI, EUR/PGI 


E.O. 12958: N/A 

TAGS: KNNP, MNUG, IAEA, ETTC, NL 

SUBJECT: DUTCH DO NOT SUPPORT SHARING OF NUCLEAR SUPPLIERS 
GROUP EXPORT DENIAL INFORMATION TO IAEA MEMBER STATES 


REF: STATE 39585 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) GONL supports the sharing of Iran export denial 
information with the International Atomic Energy Agency 
(IAEA) Secretariat and the UN Security Council, but not with 
IAEA member states, say Dutch officials Kees Jan Steenhoek, 
Senior Policy Advisor for Foreign Economic Relations and 
Export Control, Ministry of Economic Affairs, and Ceta 
Noland, Senior Policy Officer, Nuclear and Non-Proliferation 
Division, Ministry of Foreign Affairs. 


2. (SBU) In response to reftel demarche, the Dutch officials 
told Econoff export denials contain sensitive information 
based on intelligence. Sharing beyond the IAEA Secretariat 
and UN Security Council, such as with the IAEA member 
countries, risks alerting Tehran to Nuclear Supplier Group 
(NSG) knowledge regarding Iranian front companies. 
Distribution to member states is \"a problem in principle,\" 
Noland said. She added GONL does not support sharing even a 
minimum amount of information, such as the item sought and 
end user, with IAEA member states. The EU does not have a 
full embargo with Iran, and so has a different perspective 
than the U.S., she added, which has a full embargo and does 
not risk sharing sensitive information. Other countries 

without embargoes will \"probably also have problems,\" she 
said, especially since Iran is an IAEA member. 


3. (SBU) Noland will lead a seven-person Dutch delegation to 
the upcoming April 16-20 NSG Consultative Group and Plenary 
meetings in South Africa, where she expects the USG 
delegation to discuss the information sharing proposal. She 

will be accompanied by Jan Steenhoek and staff from Dutch 
intelligence, military intelligence, and Customs agencies. 
ARNALL 
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E.O. 12958: DECL: 04/13/2017 
TAGS: KISL, PGOV, MO 
SUBJECT: A MODERATE ISLAMIST MAYOR - THE PJD IN MEKNES 


Classified by Political Counselor Craig Karp for reasons 1.4 
(b) and (d). 


1. (C) Summary: Abu Bakr Belkora, the moderate Islamist mayor 
of Meknes, told poloff he was wrestling with poverty and 
governance issues during an April 10 visit to the city. 

Meknes is Morocco\'s sixth largest city and the largest local 
government controlled by the (moderate Islamist) Party of 
Justice and Development (PJD). In a subsequent lunch, the 
mayor and other local PUD notables candidly discussed sharp 
divisions within the party over whether it should join a 
governing coalition after the September elections. They 
assailed U.S. policy in the region, but emphasized that they 
relish contact with the USG. They strongly condemned 
terrorism in the region but linked it to anger over \"unjust\" 
U.S. policies. End summary. 


2. (C) Abu Bakr Belkora has served as mayor of Meknes since 
2003. Meknes, about 130 KM west of Rabat, is Morocco\'s sixth 
largest city and was the seat of the Kingdom in the 18th 
century. Meknes is the largest city controlled by the 
(moderate Islamist) Party of Justice and Development. 
Belkora expressed frustration that the political 

\"balkanization\" which hobbles governance at the national 
level is also reflected in the Meknes city government: 12 
different parties are represented in the city council, six of 
which sit with the ruling coalition (led by the PUD) and six 

of which are in opposition. 


3. (C) Belkora identified poverty as the greatest challenge 
facing the city, observing that a seemingly endless influx of 
economic migrants from the impoverished surrounding 
countryside kept the city\'s infrastructure and services 
constantly strained to the breaking point. Belkora recalled 
that during a 2004 visit to the city by the King, Belkora 


Column 3 

asked him if he knew that Meknes was one of Morocco\'s poorest 
major cities. When the King replied affirmatively, Belkora 

told him that Meknes could be one of the wealthiest, if the 
government pursued a better rural development policy. 


4. (C) Belkora lamented that Morocco continues to allow 
billions of cubic meters of fresh water to flow into the sea 
even as farmers get barely enough rain to yield an adequate 
harvest. Cost-effective damming and irrigation could 
transform the rural economy in the Meknes area and elsewhere 
in the country, which would ultimately address the problem of 
urban poverty in Morocco, he asserted. \"I am working to get 
people to move from the city back to the countryside,\" he 
stated. Unfortunately, Belkora maintained, his ideas have so 
far fallen on deaf ears at concerned GOM ministries, where 
leaders are preoccupied with pursuing their own narrow 
interests, he charged. 


5. (C) Consistent with other PJD interlocutors, Belkora told 
poloff that he expected the party to increase its presence in 
parliament from its current 42 seats (out of 325) to 60 or 
possibly 80 seats after this September\'s elections. Belkora 
conceded that there was a strong debate within the PUD over 
whether it should join with other parties to form a governing 
coalition after the elections, underscoring that he was 

firmly opposed. \"We will be unable to achieve anything in 
the current context... We will lose credibility with the 

people.\" 


6. (C) Belkora\'s deputy mayor (also PUD) and a PUD member of 
parliament for Meknes who joined Belkora and poloff for 
lunch, also shared the view that the PUD would be better 
served by remaining in the opposition. The government is on 
two tracks - one track answers to the Prime Minister, but the 
other track answers only to the Palace, and this is the track 
with the real authority, they maintained. Until the 
government can be restructured through legal and 
constitutional reform, the Prime Minister and his government 
will not have real power to effect change, and we should stay 
out of it, they contended. 


7. (C) At a lunch following the discussion in the mayor\'s 
office, Belkora and PJD colleagues lashed out at the U.S. for 
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its policies in the Middle East and Afghanistan. \"These 
policies nourish terror and extremism in our region,\" they 
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claimed. They hastened to add that there was no 

justification for terror, but anger toward U.S. policy helped 
explain where the violence came from. PJD MP Abdullah 
Benanou expressed particular bile toward the U.S. approach to 
Palestine, alleging U.S. hypocrisy in preaching democracy and 
then punishing the Palestinian people for electing a 
government not to Washington\'s liking. 


8. (C) Poloff countered that the U.S. had not questioned the 
legitimacy of Hamas\' election but neither was it obligated to 
deal with a group that practiced terrorism and ruled out 
peace with Israel, refusing to be bound by earlier 
agreements. Benanou discounted the argument, pointing to 
Hamas\' maintenance of a multi-year cease-fire as evidence 
that they were ready to make a deal, but Israel is not 

willing. On Iraq, the group focused on the \"illegitimate 
origins\" of the conflict but conceded that a precipitous U.S. 
withdrawal could worsen the situation. The group urged USG 
revision of policies, particularly its Wunconditional support 
for Israeli aggression.\" 


9. (C) Despite their sharp critique of U.S. policies in the 
region, Belkora and PJD colleagues professed admiration for 
U.S. society and U.S. achievements in many fields. They said 
they welcomed contact with the U.S. Embassy and placed a high 
value on continuous dialogue, which they hoped would lead to 
closer cooperation in the future. They were eager to know 
about \"U.S. policy toward the PJD.\" Poloff responded that 
the U.S. neither supported nor opposed the PJD and was 
prepared to talk to any and all peaceful political movements 

in Morocco. The U.S. took note of the PJD\'s significant role 
in the nation\'s politics and respected the right of the 
Moroccan people to elect their representatives. 


10. (C) Ironically, though Meknes is run by an elected 
Islamist local government, it is also the center of the 
Moroccan wine industry and the city is reputed to have more 
bars per capita than any other town in the country. Asked 
about the seeming contradiction, Belkora responded that he 
does not believe in a confrontational approach to such 
issues. He said that Meknes wine tycoon Brahim Zniber is a 


Column 3 
personal friend and regular lunch partner. 


11. (C) In March, the two even traveled together to Nimes, 
France to drum up investment in the Meknes region. 
Nonetheless, Belkora made clear he does not approve of the 
wine business. \"I am trying to convince my friend Brahim 
that he should gradually replace his grapes with olives. 
There is no future for his product in this country.\" As for 
Meknes\' drinking establishments, he said \"some of my brothers 
are building mosques and some are building bars. It is much 
better to build mosques.\" (Comment: Though he registered 
disapproval of alcohol, Belkora did not come off as militant 
on the issue, and did not suggest that he was looking to take 
any specific action against this \"vice.\" End comment.) 
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1. (C) Summary: On April 12, the Ambassador and Deputy 
Foreign Minister Araz Azimov met to prepare for the April 19 
bilateral security consultations. Azimov will lead the 

largest GOAJ delegation in the ten year history of the 
consultations, and said his primary goal for the 

consultations is to identify a new mechanism that will 
produce results on our bilateral security agenda throughout 
the year. Azimov provided several suggestions on the agenda 
items on counterterrorism, security outside the Caspian, 
Train and Equip, and defense reforms; he also previewed 
significant new non-military contributions to NATO efforts in 
Afghanistan -- including contributions to a PRT, funding for 

a girls, school, and security and demining training in Baku 

-- that will be announced at the May 2 NAC. Azimov welcomed 
a possible OSD advisor on Azerbaijan,s national 
security-related documents. Azimov clearly views the April 
19 meeting as an important opportunity to invigorate our 
security relationship. Presidential Chief of Staff Ramiz 
Mehdiyev also underscored the importance of the talks to the 
Ambassador in a separate April 12 meeting (septel). End 
Summary. 


2. (C) Deputy Foreign Minister Araz Azimov and the 
Ambassador met on April 11 to review preparations for the 
April 19 bilateral security dialogue. The Ambassador began 
the meeting by raising Department of Defense A/S Peter 
Rodman\'s February letter to President Aliyev, which 
underscored the importance of our bilateral security 
cooperation. Azimov 

affirmed our strong bilateral security collaboration, noting 
that the annual security consultations have been the 
springboard for our cooperation in many areas. 


3. (C) Azimov said this year\'s Azerbaijani delegation is the 
largest and most competent in the ten year history of the 
security consultations. Azimov remarked that the key to 
making the bilateral security dialogue successful is ensuring 
practical, concrete results. He hopes the April 19 talks 

will result in a clear follow-up mechanism to implement and 
monitor agreed next steps, to produce results and keep 
momentum going throughout the year on our bilateral security 
agenda. 


Specific Comments on Agenda Items 


4. (C) Azimov provided the following comments on the agenda: 
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A. Counterterrorism: Azimov remarked that Azerbaijan and the 
United States could do more together to address the 
ideological roots of terrorism. Azimov made this comment in 
the context of distinguishing between the capabilities and 
political/ideological dimension of combating terrorism. 
Azimov noted that the Ministry of National Security 
representative to the bilateral security talks may have a 
proposal on this topic. Azimov said the GOAJ also seeks to 
broaden its non-intelligence cooperation with the United 
States on counterterrorism measures, noting specifically that 
Azerbaijan would like to learn more about US experience in 
data processing and border controls. 


B. Security Outside the Caspian: Azimov noted that 
Azerbaijan\'s work in projecting stability outside the 
immediate Caspian region is not solely confined to its role 

in the Organization of the Islamic Conference (OIC). 
Accordingly, he requested that the agenda item be renamed 
\"Security Outside the Caspian and the OIC.\" Azimov also 
noted that, as a coalition partner, the GOAJ would very much 
appreciate a USG briefing on the conflicts in Iraq and 
Afghanistan. He added that these conflicts also tied to the 
broader question of counterterrorism cooperation and a 
possible expanded role for Azerbaijan in helping the US 
combat the ideology of terrorism. Azimov also questioned why 
Iran was not included on the agenda, noting that he would 
very much appreciate a briefing on current US thinking on 
Iran. (We explained that we intend to raise it.) 


C. Train and Equip (TEP): The Ambassador said the USG is 
still considering the modalities of a potential TEP offer to 


the GOAJ, but any offer would be conditioned on the trained 
units deploying to Afghanistan. The Ambassador noted that a 
key goal of any potential TEP program would be the increased 
professionalization of the Azerbaijani military. Azimov 
responded that President Aliyev had announced to the NAC that 
Azerbaijan would double its current troop contribution in 
Afghanistan from 22 to 44, and does not have the capacity to 
expand to the bigger presence required by a TEP. \"44 does 
not make 300,\" he said. Azimov also noted that the NK 
conflict makes it difficult to sell more peacekeeping 

operations to certain segments of the government. However, 
Azimov said Azerbaijan plans to announce significant new 
non-military contributions in Afghanistan at the May 2 NAC 

(see paras 8 and 9 below). (Comment: We believe we need to 
explain the concept fully to Azimov at the talks.) 


D. Defense Reform and NATO IPAP: Azimov requested that the 
\"defense reform\" part of this agenda item be renamed 
\"security sector reform.\" Azimov underscored that 
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Azerbaijan,s ongoing National Security reform process is not 
limited only to the MOD. Through the National Security 
Concept (which has been presented to the President\'s Office 
for approval), the MFA is leading a government-wide process 
that will reform the way Azerbaijan conducts its national 
security affairs. Azimov added that there is a large and 
mistaken misperception within Azerbaijani society that 
defense reforms should not be carried out because this could 
weaken Azerbaijan\'s position vis-a-vis Nagorno-Karabakh. 
Given the MOD\'s lack of enthusiasm for substantive defense 
reforms and this broader societal sensitivity, Azimov 
suggested that any discussions about defense reforms should 
be focus on \"increasing the capability or effectiveness of 

the Azerbaijani armed forces.\" 

E. Critical Energy Infrastructure: Azimov noted that key 
officials from the Ministry of Emergency Situations and 
Presidential Security Services are participating in the 
delegation and will brief the USG on Azerbaijan,s 
vulnerabilities and needs. 


Working Groups Proposal 


5. (C) Azimov said his primary goal for the April 19 talks 

is to create a mechanism to ensure that decisions taken 

during the annual security dialogue are implemented, and that 
results and forward momentum are ensured throughout the year. 
Azimov and the Ambassador agreed that the specific 
modalities of this new mechanism should be discussed further 
during the April 19 consultations. They agreed that the key 
point is to create a mechanism under the two co-chairs -- 
whether this is an official \"working group\" or in an some 

other alternative format -- to follow up with items agreed to 
during the consultations and to prepare for future security 
consultations. Azimov emphasized that both sides need to 
ensure that any such mechanism does not dilute the MFA\'s 
overall authority at the security dialogue. (Comment: We 
agree. The MFA is one of the most competent -- in terms of 
capacity and quality of the personnel -- GOAJ ministries and 
leads the successful, for Azerbaijan, interagency process 

that is changing the way the GOAJ conducts its national 
security policy.) 


MOD Participation 


6. (C) Azimov said the MOD plans to be represented at the 
consultations by the Azerbaijani Defense Attache in 
Washington, commenting that the MOD is not comfortable with 
civilian-led talks. He said he would prefer Baku-based MOD 
representation at this meeting, and agreed to the 
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Ambassador\'s request to seek higher-level MOD participation 
in the GOAJ delegation. (Note: DATT also is encouraging 
Baku-based MOD participation through its channels.) 


Proposed USG Advisor on Security Documents 


7. (C) The Ambassador told Azimov that OSD is considering 
providing an advisor to engage with the GOAJ in 
government-to-government consultations on drafting 
Azerbaijan\'s Military Doctrine and Foreign Policy Strategy, 

per Azimov\'s request in December 2006 (ref A). Azimov noted 
that the National Security Concept (NSC) has already been 
sent to his superiors (e.g., the President\'s Office), but 


said there is the need for \"continual review\" of the 

document. He said the advisor could assist in this process 
and participate in \"the Quartet\"/Foreign Experts Advisory 
Group. (\"The Quartet\" is an informal grouping of the 
Ambassadors and security experts from the US, UK, Germany, 
and Turkey that was formed to advise the GOAJ in the drafting 
of its NSC and other security-related documents, per ref B. 
The US has been inactive in this group and Azimov was clearly 
pleased with our re-engagement.) Azimov also noted that the 
advisor and perhaps a USG-GOAJ working group on security 
sector reforms created during the security dialogue could 
assist the MFA in bolstering and developing cooperation and 
influence in the GOAJ interagency working group created to 
draft the NSC. (Note: Azimov, who chairs this national 
security group, wants to transform it into a permanent GOAJ 
interagency process on security-related issues.) Azimov 

noted that the MOD is supposed to be working on the Military 
Doctrine and a strategic review process, but he had \"no idea\" 
how much progress the MOD has made. 


Preview of New NATO Commitments 


8. (C) Azimov commented that Azerbaijan is on the \"right 
track\" of pursuing \"step-by-step\" relations with NATO. 
Azimov noted that relations between NATO and Azerbaijan are 
based on the need to provide \"mutual reliability and 
commitments\" to one another. Accordingly, Azimov indicated 
that the GOAd is not going to \"run too fast\" toward NATO. 


9. (C) Azimov said the GOAJ will announce four new 
non-military NATO commitments to Afghanistan during the May 2 
NAC in Brussels, which they will discuss in Washington. 

While the GOAJ is still finalizing these proposals, Azimov 

said they will focus on the following areas: 
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1) Azerbaijan will co-lead/contribute personnel to a 
Provincial Reconstruction Team led by Turkey. 

2) Funding for the construction of a school for women. 

3) Provision of security training in Baku for Afghan security 
and law enforcement units. 

4) Azerbaijan National Agency for Mine Action (ANAMA) will 
provide demining training in Baku for Afghan demining units. 


10. (C) Azimov said the GOAu is working with the Turks to 
finalize the details but would very much appreciate 
information from the USG on preferred modalities for these 
contributions. The Ambassador suggested that the April 19 
security talks could help put Azimov in contact with the 
appropriate USG experts. 


Comment 


11. (C) Azimov views the April 19 consultations as an 
important opportunity to deepen and invigorate our security 
relationship. Presidential Chief of Staff Ramiz Mehdiyev 

also underscored the importance of the talks to the 
Ambassador in a separate April 12 meeting. The breadth and 
seniority of the GOAJ interagency delegation is unprecedented 
and will allow us to explore a broad range of critical 

security issues. USG efforts to energize the bilateral 

security consultations are central to our broader effort to 

raise the strategic level of our relationship with 

Azerbaijan, as outlined in the Secretary\'s February letter to 
President Aliyev. We also continue to believe that attention 

to issues of importance to Azerbaijan on security will help 

us advance our goals in all areas of the relationship. We 

are grateful for PM\'s assistance in planning for the April 19 
meeting. 
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TAGS: PGOV, PREL, GM 

SUBJECT: GERMANY\'S GRAND COALITION IN GOOD CONDITION, FOR 
NOW 


Classified By: DCM: John Koenig Reason: 1.4(b) and (d) 


1. (C) Summary. Germany\'s Grand Coalition of CDU/CSU and SPD 
is in good condition, despite tensions between the two 

parties on domestic and foreign policy. The CDU/CSU has for 
the most part taken the lead in domestic policy and 

Chancellor Merkel is broadly credited with doing a good job. 
The SPD\'s inability to take charge of the domestic agenda has 
led it to fish in foreign affairs in an effort to revive its 

public standing. Tensions between the two parties are much 
stronger at the grass-roots and parliamentary levels than 

they are within government, but there have been 
ministerial-level differences of view on policy. Looking 

ahead, the political climate will heat up noticeably in the 

run-up to state elections in Hesse and Lower Saxony in 
January 2008. The Coalition seems likely to survive until 
autumn 2009 - its full term. The growing strains in 

relations between the partners, however, will require more 
U.S. engagement to pursue our agenda successfully. End 
Summary. 


Background 


2. (U) Since the establishment of the Grand Coalition in 
November 2005, the CDU/CSU has led popularity polls in all 

but two months (October-November 2006), when the SPD briefly 
surged as foreign policy issues (Lebanon and Afghanistan 
deployments) and bungled health care reform gave it a boost. 
For the last four months, the CDU/CSU has enjoyed a roughly 
five percent lead (35 to 30) over the SPD in polls aimed at 
gauging voters\' intentions. 


State of the CDU/CSU 


3. (C) Chancellor Merkel generally is in the lead or second 
place (after President Koehler) in popularity polls, with up 

to a 70 percent approval rating. Her leadership style -- 

letting ministers put forward new ideas and then taking a 
middle-of-the-road position in the subsequent debate -- and 
her prominence as leader of the EU and G-8, are important 
factors in her standing. Merkel and her party also both gain 
more than does the SPD from Germany\'s economic recovery. 
CDU/CSU internal unity has also solidified as her leading 
rivals have slipped (Stoiber), faded (Ruettgers), or begun to 
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focus more on state matters (Koch in Hesse and Wulff in Lower 
Saxony). Nonetheless, the CDU/CSU remains very nervous about 
its position -- CDU national Business Manager Klaus Schueler 
recently described the party\'s goal as consistently scoring 

above 40 percent in polls and told DCM Koenig that the party 

was on thin ice, particularly in foreign policy, where it is 

not in step with the U.S.-critical mood of the German public. 


The Social Democrats Struggle 


4.(C) The SPD is weak because: 1) As the junior partner, it 
does not get as much credit as the CDU/CSU for Germany\'s 
economic surge; 2) The CDU/CSU\'s multiple domestic policy 
initiatives child care Muslim integration, domestic security, 
energy) and its social modernization have wrong-footed the 
SPD; 3) SPD leader Kurt Beck has failed to establish a strong 
identity for himself or the party; and 4) The launch of the 

Left Party has undercut the SPD with organized labor and the 
left. Certainly, Beck gives the appearance of looking for 
issues to fuel a counter-offensive. In his year as SPD 
Chairman he has tried out numerous issues for their resonance 
-- supporting the middle class was an early effort; in recent 
months he has turned to foreign policy. While experts have 
questioned his criticism of U.S. missile defense plans and 

his suggestion for talks with \"moderate\" Taliban, such ideas 
are certainly in step with a public mood sour on foreign 
military engagement and predisposed to see U.S. actions as a 
threat to stability. 


Cabinet-Level Friction 


5. (C) Throughout the first year of the Grand Coalition, the 
members of the cabinet worked together well, according to 
Embassy contacts. There was little public indication of 
friction within the cabinet even on the highly charged issue 
of health reform. This has changed somewhat in recent months 
and is, perhaps, an early indication that the tensions 

evident since 2005 at lower levels are beginning in the 
cabinet as electoral politics re-emerge. Over the Easter 
holiday, for example, CSU Economics Minister Glos clashed 
with SPD Environment Minister Gabriel and SPD Finance 
Minister Steinbrueck over nuclear energy and tax policy. 
Previously, Interior Minister Schaeuble (CDU) and Justice 
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Minister Zypries (SPD) clashed on proposed domestic security 
legislation. In addition to these public instances, Embassy 
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has also reported on differences between the Chancellor and 
Foreign Minister Steinmeier (SPD) over Middle East policy. 


Toward 2009 


6. (C) Comment: The SPD\'s weakness is, paradoxically, both a 
cohesive force and a catalyst for internal conflict for the 
coalition. So long as it trails the CDU/CSU and lacks a 

highly charismatic figure to challenge Merkel, the SPD will 

be obliged to swallow its discontent and continue, as 
Vice-Chancellor Muentefering has long argued, to try and make 
the Grand Coalition a success for which the SPD ultimately 

can take credit. At the same time, both to quiet internal 

party discontent and to maintain an independent profile in 

the larger public, the SPD must seek to develop an agenda and 
image apart from the Coalition\'s as a whole. Nothing now on 
the horizon seems likely to change this dynamic. 


Implications for the U.S. 


7. (C) We expect tensions between SPD and CDU/CSU to continue 
to rise slowly as the electoral agenda heats up. After the 

two January elections, Hamburg goes to the polls in the 
spring, and Bavaria in the autumn, of 2008. In July 2009, 
shortly before the expected federal elections, Thuringia will 
vote. While we would like to believe that Merkel and her 
team, freed from the constraints of the EU Presidency, will 
move more energetically after June to support our shared 
objectives, this impending election schedule will press in 

the opposite direction. Thus, with the SPD clearly willing 

to use foreign policy as a campaign issue to woo a receptive 
public, the U.S. will be obliged to devote more resources to 
the German relationship after the EU Presidency than before 
if we hope to enlist significantly more support from Berlin 

for our initiatives. Not only will we have to overcome 
potential SPD resistance, but we will also have to battle the 
view -- already seen in the CDU/CSU leadership -- that active 
support of the U.S. is a political liability. End Comment. 
TIMKEN JR 
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Summary 


1. (C) During his April 3-5 visit to Bosnia and Herzegovina, 
EUR Assistant Secretary Daniel Fried conveyed a message of 
strong U.S. support for Bosnia\'s path to Europe. He urged 
political leaders to seize current opportunities to finalize 
constitutional and police reforms, thereby cementing Bosnia\'s 
Euro-Atlantic future by making a Stabilization and 

Association Agreement (SAA) possible. A/S Fried emphasized 
that Kosovo independence is inevitable and warned Serb 
leaders that it will not constitute a precedent for the 

Republika Srpska (RS). He delivered a stern message to 
Bosniak Presidency member Haris Silajdzic that his recent 
nationalist rhetoric is becoming dangerous and destabilizing 
and could have tragic consequences. Silajdzic remained 
provocative and intransigent, denouncing Dayton and the 
Republika Srpska as legitimizing genocide, and openly stating 
his intention to block constitutional and police reforms. 

Other political leaders (Nikola Radmanovic and Milorad Dodik 
(SNSD), Sulejman Tihic (SDA) and Zeljko Komsic (SDP)) 
expressed varying degrees of support for the U.S.-brokered 
March package of constitutional reforms and flexibility on 

their approach to police refom. With the exception of 
Silajdzic, all interloutors acknowledged the urgency of the 
SAA timelie and expressed concern over the recent rise in 
nationalism in Bosnian politics. 


2. (U) Summary cntinued: During his visit to Bosnia, A/S 

Fried mt with, inter alia, members of the Serb Alliance of 
Independent Social Democrats (SNSD) including party president 
and RS Prime Minister Milorad Dodik, State Prime Minister 
Nikola Spiric and Tri-Presidency Nebojsa Radmanovic. Fried 
met with Bosniak nationalist Party for BIH (SBiH) President 
Haris Silajdzic and Foreign Minister Sven Alkalaj. Fried 

also met with Socialist-leaning Social Democratic Party (SDP) 
Presidency member Zeljko Komsic and moderate Bosniak Party 
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for Democratic Action (SDA) leader Sulejman Tihic. End 
Summary. 


Nationalism and the Future of Bosnia 


3. (C) A/S Fried underscored to all interlocutors that 

Dayton, despite its imperfections, is the operative basis for 

the state of Bosnia and Herzegovina and cannot be challenged. 
Emphasizing that the language of nationalism and victimhood 
infecting political discourse in Bosnia is dangerous and 

could lead to violence, A/S Fried conveyed a particularly 

stern message to Bosniak Tri-Presidency Member and Party for 
BiH (SBiH) President Haris Silajdzic that his rhetoric of 

moral absolutes and perfect justice will do nothing to 

advance Bosniak interests. 


Silajdzic Maintains Hardline: Abolish the RS 


4. (C) A/S Fried opened a private meeting with Haris 
Silajdzic by conveying his astonishment at the character of 
Silajdzic\'s rhetoric, including his disparagement of Dayton 
and calls for the abolition of the RS. Silajdzic was 
myopically focused on the recent International Court of 
Justice (ICJ) verdict and deployed surprisingly 
confrontational rhetoric. Silajdzic compared the Republika 
Srpska (RS) to Nazi Germany and called openly for the 
abolition of Dayton and the RS as a \"product of fascism and 
genocide.\" A/S Fried pointed out that such language can 
easily result in disastrous consequences including the 
resumption of conflict. Silajdzic replied that he is in 

\"deep disagreement\" with the United States. He restated that 
the recent ICJ verdict had brought the genocidal history of 
the RS into focus and that anything short of the abolishment 
the entities would be equivalent to asking Bosniaks to 
reconcile with Milosevic. The verdict now obliged him to 
reject Dayton as illegal under international law. Silajdzic 
rejected any characterization of his position as nationalist, 
stating that Bosniaks are entitled to a minimum of justice. 
Silajdzic also denied he is empowering Islamic 
fundamentalists in Bosnia claiming instead he had been 
attacked by such forces because of his secular outlook. 
Unlike Serbs who have Serbia and Croats who have Croatia, 
Bosnian Muslims feel isolated and the ICJ decision has 
precipitated a spontaneous display of frustration. Silajdzic 
urged the U.S. to support current efforts to establish 

special status for Srebrenica as a means to demonstrate to 
the world that it is \"not against Muslims.\" Silajdzic 

claimed he was in fact trying to prevent an upsurge in 
Islamic fundamentalism by serving as a \"safety valve\" for 
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Bosniak grievances. 


5. (C) When Silajdzic began to embark on a catalog of 
examples of how the U.S. failed Bosniaks during the war, A/S 
Fried interjected that the historical record was clear and 

that Srebrenica had precipitated the U.S. military 

involvement in the Bosnian war; accusations that the U.S. has 
abandoned Bosnian Muslims were groundless and offensive. A/S 
Fried urged Silajdzic to think carefully about his language 

and course of action. Fried told Silajdzic that the United 
States recognized the Bosniaks as the most aggrieved party 
during the war and, as a result, twelve years of U.S. policy 
had focused on reforms that would improve life for the 
Bosniaks. However, Silajdzic\'s recent actions were making 
him part of the problem, not the solution, and threatened to 
jeopardize relations between the Bosniaks and the United 
States. A/S Fried asked Silajdzic whether in blocking reform 
he had a strategic bottom line or if his agenda was purely 
destructive. Silajdzic replied that he did have a bottom 

line but refused to explain it. 


Dodik: Reaching out to Srebrenica 


6. (C) In Banja Luka, RS Prime Minister Milorad discussed the 
ICJ verdict and rejected the possibility of Srebrenica\'s 
secession from the RS, but both he and RS National Assembly 
Speaker Igor Radojicic highlighted the need for economic 
reform there. Dodik said that his government was prepared to 
declare Srebrenica a \"zone of special attention\" for 
development and to invest USD 10.6 million there over the 
coming year to address economic and social needs, including 
electrification and road building. Dodik also expressed 
sensitivity to the role of the police in Srebrenica following 

the ICJ verdict. Moreover, he said that he had asked both 

the RS and BiH prosecutors for a list of names of those 
suspected of participation in Srebrenica war crimes, pledging 
to suspend any suspects still involved in public service, 

even before formal court processes. Finally, Dodik pledged 
that an ethnic Bosniak would be installed in one of the two 

top police positions in Srebrenica, either as police chief or 
police commissioner. 


FM Alkalaj Vouches for Silajdzic 


7. (C) During his meeting with Foreign Minister Sven Alkalaj 
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(SBiH), A/S Fried noted that Silajdzic\'s nationalism and 
willingness to hold the SAA hostage was beginning to 
jeopardize Bosnia\'s future. A/S Fried emphasized that, 
unless he altered course, Silajdzic\'s professed determination 
to abolish Dayton would eventually bring him into open 
conflict with the United States and negatively impact 

bilateral relations. The inevitable outcome of Silajdzic\'s 
approach would be to increase the influence in Bosnia of 
Wahabbis and Salafists seeking to use the country as an 
outpost in Europe. FM Alkalaj stressed that he has known 
Silajdzic for years and vouched for his friendship towards 

the United States and his firm democratic orientation. 

Bosnia is \"not fertile ground\" for radical Islam and 

Silajdzic is not \"preaching for the mullahs,\" Alkalaj said. 
Nonetheless, Alkalaj undertook to emphasize the seriousness 
of U.S. concerns with Silajdzic. 


PM Spiric Laments \"Politics of Spite\" 


8. (C) Prime Minister Nikola Spiric emphasized his personal 
commitment, and that of his party, to upholding Dayton which 
had yielded \"fantastic results\" for Bosnia over the last 
eleven years. Spiric worried that nationalism is on the rise 
and that voices seeking to annul Dayton are contributing to 
this trend. He lamented that growing nationalism has 
resulted in a \"politics of spite\" with Federation-based 
parties decrying economic progress in the RS and Serbs, in 
turn, citing this as evidence that they are unwelcome in 
Bosnia. Spiric stated that the cause of Serb identity is a 

lost one and that all citizens of Bosnia should work towards 
progress of the country as a whole. Spiric added that there 
are responsible leaders in Bosnia, on all sides, who 
genuinely seek the betterment of the country. He asked that 
the United States work to empower these Bosnian patriots at 
all levels of government and to distinguish them from 
nationalists. 


OHR: A UN Role to Temper Bosniak Emotions? 


9. (C) In a discussion with Acting High Representative 
Gregorian of OHR\'s work, Fried underscored the importance of 
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more robust engagement from OHR over the next year to push 
the reform agenda and undercut growing nationalism. PDHR 
Gregorian expressed concern about events in and over 
Srebrenica since the ICJ verdict. He said that the 
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international community had underestimated the emotional 
impact the verdict would have on Bosniaks and was worried 
that Silajdzic\'s line that \"no one did anything in response 

to the verdict\" was resonating among Bosniaks. To lower the 
political temperature and take some of the sting out of 
Silajdzic\'s charge, PDHR suggested the UN take some action. 
This might involve a statement from the UNSC Presidency 
acknowledging the verdict, condemning the genocide, and 
urging Serbia to turn over Mladic and Karadzic to The Hague. 
Alternatively, it might involve the formation of a \"Blue 

Ribbon Commission\" of eminent jurists to look into the ruling 
and determine what steps might be taken as a consequence of 
it. 


Constitutional Reform 


10. (C) At a roundtable on constitutional reform with the 
leaders of all coalition parties, A/S Fried emphasized that 

the U.S. stands ready to help Bosnia reform its constitution 
but Bosnian leaders must demonstrate the political will to 
conclude the process. Party leaders staked out familiar 
positions on the March package. Haris Silajdzic rejected it 
outright, Dodik restated SNSD support with the provision that 
it not be reopened for negotiation, and Sulejman Tihic (SDA) 
offered a tepid endorsement, referring to the need for 
unspecified compromises. At the Presidency, with Nikola 
Radmanovic (SNSD) and Zeljko Komsic (SDP) both expressed 
support for a prominent U.S. role in constitutional reform 

and Haris Silajdzic again restated his determination to block 
reform if it did not eliminate qualified majority entity 

voting, repeating past calls to reopen the package for review 
by constitutional lawyers and experts. 


Spiric: Existing Amendment Package Still has Legs 


11. (C) Prime Minister Nikola Spiric (SNSD) reiterated his 
party\'s strong support for the March package and emphasized 
his conviction that successful constitutional reform is 

critical to Bosnia\'s European future but that \"nationalists 

on all sides\" are seeking to derail it. Spiric said he was 
troubled that increasing polarization and nationalism has 
resulted in a political environment in which compromise is 
seen as \"national betrayal.\" However, he expressed 
confidence that if the package of amendments were to be 
reintroduced in the future it would be possible to generate 

the necessary two-thirds majority in Parliament. Spiric 
promised to continue to advocate for passage of the first 
package and to maintain a constructive approach to subsequent 
phases. Spiric suggested that, if the March package were 
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reintroduced into Parliament by the Presidency, it would 
eventually be possible to enlist full SDS and SDP support. 
Spiric said he was confident that if both parties felt 
sufficiently exposed they would vote in favor of the package. 


Silajdzic: \"It\'s the Entity Voting, Stupid\" 


12. (C) During a private afternoon coffee, A/S Fried told 

Haris Silajdzic that constitutional reform was crucial in 

order to move Bosnia away from ethnic blockage to functioning 
European nationhood. Silajdzic replied that the elimination 

of entity voting was his bottom line and he would not support 
amendments (i.e. the first package) that left it in place. 
Silajdzic asserted that the amendments were \"harmful to 
Bosnia\" and deepened the ethnic divisions created by 
genocide. Entity voting allowed a small majority of Serbs to 
dissolve Parliament and precipitate new elections, a 

provision not foreseen in Dayton. Silajdzic asked how can 
Bosniaks be expected to accept such a formulation. 
Supporters of the March package make the Serbs stronger and, 
by extension, are supporting genocide, Silajdzic said. 

Adding that \"I am the leader of the Bosniaks,\" Silajdzic 
repeated that he would never accept a reform package that 
would again result in Serb domination. 


13. (C) A/S Fried pointed out that the March package will 
weaken the premises of the RS. Constitutional reform must 
necessarily be a long process and United States is committed 
to subsequent phases of reform where these issues can be 
resolved but the process must begin somewhere. Silajdzic 
stated flatly that he did not believe U.S. statements about 
subsequent reforms and feared a second phase would never 
come. The March package would consolidate the status of the 
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RS and give the Serbs no motivation to return to the table. 
Both Silajdzic and Alkalaj returned to long-standing demands 
that the March package be reopened for revision by 
constitutional lawyers. A/S Fried replied that if the input 

of experts was the political cover necessary for SBiH support 
it would be acceptable but only if the political will existed 

to reach agreement in the end. The Ambassador reminded 
Silajdzic that SBiH had abandoned negotiations for the March 
package and had lost an important opportunity to influence 
its content. When asked by A/S Fried whether he could 
support the package if it removed parliamentary blockage 
provisions without eliminating entity voting, Silajdzic 
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evaded the question returning to a litany of historical 
Bosniak grievances. 


Police Reform 


14. (C) During each of his meetings, A/S Fried reiterated the 
urgency of completing police reform in order to pave the way 
for the signing of an SAA with the EU. He stressed that 
Kosovo has focused the EU on the Balkans and that 2007 
presents a unique window of opportunity for Bosnia\'s SAA 
prospects. This opportunity will not present itself again 

soon and police reform must be concluded before the window 
closes. 


Silajdzic Demands Elimination of \"Genocidal\" RS Police 


15. (C) PM Spiric stated that, like defense reform, the 
necessary changes to the police structure were possible and 
his SNSD is committed to compromise. At the Presidency, 
Radmanovic and Komsic repeated their parties\' willingness to 
sign on to a police reform agreement. Foreign Minister Sven 
Alkalaj acknowledged that a Stabilization and Association 
Agreement (SAA) is crucial for the future of Bosnia and 
claimed that both he and Silajdzic are determined to achieve 
the reforms necessary for the conclusion of an SAA. Alkalaj 
asserted that the current impediment to police reform was a 
semantic one that could be overcome in time. However, during 
his private meeting with A/S Fried, Silajdzic repeated 

intention to continue to block the measure as long as the 
agreement continues to refer to the \"genocidal\" RS police. 
Silajdzic stated outright that, regardless of the 

consequences to the SAA, he will never agree a national 
police structure that maintains the term RS police which is a 
\"product of ethno-fascism.\" 


Bosnians Serbs Open to Talk, Compromise 


16. (C) In Banja Luka, RS Premier Milorad Dodik told A/S 
Fried that he welcomed USG engagement on all reforms and 
pledged openness to continued negotiations. On police 
reform, Dodik said that the RS was willing for its police to 

be \"a part of\" a state-level police structure, but that 
interlocutors in the Federation had opposed this. RS 
National Assembly Speaker Igor Radojicic struck a similar 
tone, saying that police reform according to the EU\'s three 
principles was a necessity, but that police reform should not 
be used as constitutional reform by another means. 
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Kosovo 


17. (C) A/S Fried emphasized to all interlocutors that Kosovo 
independence is inevitable and will have no impact on the 
integrity and sovereignty of Bosnia. He emphasized to both 
FM Alkalaj and PM Spiric that Kosovo final status will in no 
way constitute a precedent for the RS. FM Alkalaj worried 
that continued discussions of referenda by PM Milorad Dodik 
would continue to provoke radicalism within both Serb and 
Bosniak constituencies. PM Spiric agreed that there is \"no 
relation\" between the status of Kosovo and the RS. All 
citizens of Bosnia should focus on the future of the country 
regardless of regional developments. Spiric said he 
regretted any misunderstandings that arose from public 
remarks on Kosovo status by Milorad Dodik (Spiric\'s party 
leader) adding that both he and Dodik accept Kosovo 
independence as the inevitable result of disastrous policies 
of the former Yugoslavia. Residents of the RS do not link 
their destiny to Kosovo and are determined to build their 
futures in Bosnia, Spiric said. 


Dodik: Kosovo a Non-Issue for RS 


18. (C) During their private meeting, Dodik agreed with A/S 
Fried that Kosovo\'s status was not an RS issue, and noted 
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that he had worked with the Ambassador over the past months 
to keep Kosovo from becoming political problem. Dodik asked 
that Bosnia not be asked to quickly recognize an independent 
Kosovo if this independence was not achieved by means of a 
Security Council resolution. A/S Fried answered that, while 

the US would press Bosnia on key reforms, it would not 
pressure them to swiftly recognize Kosovo independence 
achieved in this fashion. Dodik expressed a willingness to 

visit Kosovo before the final status decision to encourage 
Serbs there not to flee their houses and land in Kosovo for 

an uncertain future elsewhere. If the USG felt that this 

would be helpful, added Dodik, he was ready to undertake such 
a task to keep Kosovo Serbs from repeating the mistakes made 
by Bosnian Serbs, who at the urging of Radovan Karadzic and 
Momcilo Krajisnik had fled the Federation for the RS in 1996. 
A/S Fried said that he or the Ambassador would get back to 
Dodik on his suggestion. 


A/S Fried Addresses Parliament 
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19. (U) In an April 4 address to Parliament, A/S Fried 
delivered a speech emphasizing the urgency of reform for 
Bosnia\'s Euro-Atlantic future and warning against nationalism 
and that the future of Bosnia cannot be built on revenge and 
hatred. He stressed that the United States remains a willing 
reform partner and would do its part to help bring Bosnia 

into Europe but that Bosnian leaders must determine which 
steps are necessary to reach that goal. The speech received 
nationwide coverage in print and electronic media and 
extensive positive attention from local commentators. A/S 
Fried delivered a similar message during a nationally 
televised interview on April 5 in Banja Luka. 


American Corner, Banja Luka Base Visit 


20. (U) At Sarajevo\'s American Corner, A/S Fried engaged in a 
discussion with Bosnian students of their concerns over the 
country\'s future and discouragement over the direction of 
national politics. In comments to the press at the 

headquarters of the Support Command of the new Armed Forces 
of Bosnia and Herzegovina in Banja Luka, Fried highlighted 
that successes in implementing defense reform had resulted in 
the decision to invite Bosnia to join the Partnership for 

Peace but that full implementation remained incomplete. 

Fried stressed that Bosnia\'s future lies within Euro-Atlantic 
institutions such as NATO and highlighted the importance of 
apprehending Radovan Karadzic and Ratko Mladic. 
MCELHANEY 
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SUBJECT: SECRETARY-GENERAL BAN MEETS WITH NYC MAYOR 
BLOOMBERG 


1. SUMMARY. Ambassador Mark Wallace was asked by UN 
Under-Secretary for Management Alicia Barcena to attend an 
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April 11 meeting between Secretary-General Ban Ki-moon and 
NYC Mayor Michael Bloomberg in the Secretary-General\'s 
office. Also in attendance were UN officials Bob Orr, Chef 

de Cabinet Vijay Nambiar, Deputy Chef de Cabinet Kim Won-soo 
and NYC officials, the Commissioner of the New York City 
Commission for the United Nations Marjorie Tiven and Fire 
Commissioner Nicholas Scoppetta and his deputy. The topics 
raised at the meeting were the fire code violations at the UN 
Headquarters and the Capital Master Plan (CMP), climate 
change, and the possibility of having NYC police officers 

serve in peacekeeping missions. END SUMMARY. 


2. FIRE CODE VIOLATIONS AND THE CAPITAL MASTER PLAN: 
Mayor Bloomberg raised the issue of the nearly 860 fire code 
violations at the UN Headquarters and commented to the 
Secretary-General that any other building in New York would 
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have been shut down long ago due to the unsafe work 
conditions. Mayor Bloomberg noted to the Secretary-General 
that there is strong media interest on the topic of the 

safety of the Secretariat building and that he currently 
experiences a reprieve from the critics due to his 
\'honeymoon\' period. However, Bloomberg added that once the 
\'honeymoon\' period is over, if the issue is not addressed, it 
could harm the perceptions of the Secretary-General. Mayor 
Bloomberg indicated that the UN had delayed too long in 
responding to the violations. Secretary-General Ban replied 
that he was aware of the issue of the fire code violations 

and that he would work to address the matter expeditiously. 
Nonetheless, Ban noted that most of the concerns will be 
eliminated once the CMP in complete. The Mayor noted in 
response that the CMP would take a minimum of 7 years to 
complete and that period of time was too long to allow the 
safety concerns to go unanswered. Both Secretary-General 
Ban and Mayor Bloomberg committed that their experts would 
sit down to discuss and resolve this matter. 


3. Under-Secretary Barcena informed Ambassador Wallace in the 
meeting that they would look to the US for any additional 

funding needed to bring the Secretariat building into NYC 

fire code compliance. Ambassador Wallace replied that safety 
was of paramount importance and that the UN must have a plan 
to address these concerns that satisfies NYC Fire Department 
Officials. 


4. CLIMATE CHANGE: 
Secretary-General Ban lauded Mayor Bloomberg\'s effort to 


SIPDIS 
confront climate change and specifically mentioned the 
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Mayor\'s leadership on the issue among other US Mayors. 
Secretary-General Ban noted that the issue of climate change 
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was a priority for his term and that he would be grateful for 
Mayor Bloomberg\'s assistance on the matter. Mayor Bloomberg 
agreed to lend his assistance to the Secretary-General. 


5. NYPD PRESENCE IN PEACEKEEPING: 
Secretary-General Ban complimented Mayor Bloomberg on the 
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scope and size of the NYPD, making particular note that many 
of the officers speak languages other than English. Ban 
raised the idea of soliciting the NYPD to participate in UN 
peacekeeping missions. Bloomberg replied that the idea was 
unique and that he would need to discuss the matter with his 
police commissioner and other experts in his administration. 


6. Mayor Bloomberg departed the meeting to much press 
attention and interest as to what topics were discussed at 
his meeting with the Secretary-General; however, Mayor 
Bloomberg did not provide any remarks or interviews to the 
media at the UN Headquarters. 


WOLFF 
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REF: NEW DELHI 1440 


Classified By: A/S BOUCHER, 1.4 REASONS (B AND D) 


(C) This is Washington\'s response to reftel request for 
clearance on suggested talking points regarding Muslim cleric 
Mohammad Amir\'s refusal for entry into the United States in 
February. The Bureau of South and Central Asian Affairs, 
Consular Affairs, Public Affairs, and the Department of 
Homeland Security clear on the contingency press guidance 
with one change. Please change the words \"immigration 
officials\" in reftel to Customs and Border Protection 
officers\". 

RICE 
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Classified By: EST Counselor Daniel OVGrady. Reasons: 1.4 (b,d,e) 


1. (C) SUMMARY: To assess the changing science climate in 
Russia and funding implications (especially for institutes 
employing former weapons experts), ISN/CTR\'s Jefferson 
Science Fellow recently visited several scientific institutes 

in the Moscow area and met with government officials and 
representatives of the Russian Academy of Sciences (RAS) and 
the Academy of Medical Sciences (RAMS). Many institutes 
already are beginning to feel the effects of greater state 
control, through forced reorganizations and mergers with 

other institutes; restrictions on outside sources of funding 

and extended work abroad; and government orders to focus on 
certain research areas. Scientists still complain about 

meager salaries compared to the cost of living, and are 
frustrated at the limited tax-free avenues for obtaining 

foreign grants. We suspect some of the grousing is a natural 
reaction to the pruning of \"dead wood\" that the Academies\' 
institutes must undergo to become more competitive. END 
SUMMARY. 


Location, Location, Location 


2. (C) GOR efforts are already underway at some institutes to 
assert control over RAS land holdings and convert them to 
commercial uses (Refs D, E). The Engelhardt Institute of 
Molecular Biology in Moscow was recently informed by the GOR 
that they are to be merged with the Institute for Gene 

Biology, one block away. As a result, they were told they 

must give up laboratory space to accommodate the incoming 
scientists and their equipment. (NOTE: The institute is 

being torn down by the GOR to erect a new high-rise office 
building. END NOTE) Rather than welcoming their unfortunate 
colleagues with open arms, the Engelhardt scientists openly 
displayed anger and resentment, since laboratory space and 
resources were in many cases already strained. 


3. (C) Several key institutes under the direction of the 

Ministry of Health and Social Development (MOHSD) recently 
received hefty funding for renovations and the acquisition of 
large pieces of equipment. The funds cannot, however, be 
spent on such items as accessories or auxiliary equipment 
necessary to operate the new equipment. For example, 
computers were acceptable purchases, but not monitors or 
software. More significantly, biosafety and biosecurity 
equipment was also deemed by MOHSD to be \"unnecessary\". 
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Several scientists reported that a new massive Anti-Plague 
Institute has just been commissioned in Moscow, although 
details as to its actual location are unknown. 


Reversing the Brain Drain 


4. (C) A new order by the GOR has decreed that any scientist 
who remains abroad for more than three or four months for any 
reason will immediately lose his or her permanent institute 
position. Several newly-minted Ph.D.s interviewed at 
Engelhardt Institute, along with their research advisors, 

were unexpectedly approached by the GOR last month for a 
chance to receive an additional 7,000 rubles per month each. 
They did not apply for this bonus, nor did their institute, 

and it was unclear to them why they were selected or what the 
criteria were, since other recent candidates in the same 
institute were not approached. In order to receive this 
additional money, however, they were told they must sign a 
statement saying that neither they nor their institute would 
accept ANY money from any other source, foreign or Russian, 
and that they would not go abroad for postdoctoral work. 
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Rightsizing and Rationalizing Science Institutes 


5. (SBU) All of the RAS institutes have just completed a 

massive analysis of their scientific efforts over the past 

five years. The assessment, which was ordered by the GOR and 
was due on March 1, will be used to rank the institutes. 

Those institutes deemed to be the \"most productive\" will 
remain open, while those that are deemed \"unproductive\" will 
be considered for closure or merger with another institute. 

The assessment will also determine the amount of operating 
funds allocated to an institute. The assessments are to be 
reviewed and ranked by a committee appointed by the Ministry 
of Education and Science, although the RAS has demanded that 
specific criteria be established to assure a fair outcome, 

since there will only be three scientists on the panel of 

nine. 


Can Old Dogs Really Learn New Tricks? 


6. (C) One of the chemistry groups at Engelhardt was recently 
informed by their institute director that they were to put 
aside all other research to concentrate on producing large 
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quantities of a compound that had exhibited strong activity 
against avian influenza for an institute associated with 

Urals State University, an institute with which Engelhardt 
collaborated in the past. The drug is to be aggressively 
marketed, despite having no defined mechanism of action, no 
data about toxicity, and very limited clinical trials. 

Concerns about drug safety were brushed aside, and the 
group\'s director finally questioned their own role in this 

joint project, since there were no plans for determining the 
drug,s mechanism of action or improving activity -- their 

usual focus. The response: \"There is no more money for this 
type of research. Just make the compound and be quiet.\" 


7. (C) Several institutes whose research focuses on 
biological testing, clinical trials, medicinal chemistry, or 

drug design and development, have seen significant funding 
cuts. The Engelhardt Institute of Molecular Biology, 
Ivanovsky Institute of Virology, Shemyakin-Ovchinnikov 
Institute of Bioorganic Chemistry, Martsinovsky Institute of 
Medical Parasitology and Tropical Medicine, Institute of 
Developmental Biology, and the State Research Institute of 
Organic Chemistry, all reported that institutes that normally 
screen compounds for biological activity have been told there 
is no more money for such work. The chemistry groups that 
synthesize potential drugs have also been told there is no 
money for biological testing and clinical trials. Instead, 
MOHSD recently formed a new office to conduct all biological 
testing, but scientists are loath to send samples there, as 

it is to be staffed with non-scientific personnel. Despite 

this heartburn, they will likely have no alternative, since 

there are only a few expensive private companies that conduct 
this type of work. 


You Do the Math: Salaries and Foreign Grants 


8. (C) Despite steady increases in many salaries, scientists 
stated that paychecks were still too low to match the high 
cost of living, particularly in Moscow. Many scientists 
reported that they are still owed significant back pay, and 
many institutes received insufficient funding to cover their 
operating costs during the past few years. Several 

scientists reported that if an institute is closed, the GOR 
would no longer be responsible for arrears owed to either the 
scientists or the institute. 


9. (C) The GOR issued new salary guidelines for scientists 

and institute administrators in November 2006. Each salary 
must now be calculated using a complicated point system. The 
factors used to calculate the points are based on twelve 
different categories, including, among other things, the 
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number of publications, the ranking of the journals in which 
they are published, whether the journal is Russian or 
international, the citation index of the journal, the number 
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of authors on the paper, the number of domestic and 
internatiaonl conferences attended, the number of invited 
talks, oral or poster presentations, the number of authors on 
those presentations, the number of Ph.D. students trained, or 
if the employee is a graduate student, how old the students 

is and how long the student has been studying towards the 
Ph.D. The points must reflect only the prior 24 months of 
information, so each salary must be recalculated each month. 


10. (C) Scientists from the State Research Institute of 

Organic Chemistry and Technology stated that they have 
developed a promising anticancer compound, and that a British 
company has expressed interest in marketing the potential 
drug. MOHSD, however, has told them they cannot sign an 
agreement with the company until they obtain a patent, given 
the current concern over IPR issues. Before they can apply 
for the patent, however, further clinical trials are 

required. MOH has cut their funding significantly and as a 
result, they have no money to pursue the clinical testing. 
MOHSD also recently closed the government office that 
reviewed and submitted grant proposals to foreign sources, 
leaving the scientists to guess to whom within the GOR they 
should submit proposals and what agency might provide funds 
for clinical trials or commercialization efforts. 


11. (C) Some institutes, including the Institute for 
Immunological Engineering, TEMPO, and Shemyakin and 
Ovchinnikov Institute, noted that they are leery of applying 
for grants from some foreign sources like the U.S. National 
Institutes of Health (NIH), because of uncertainty about 
whether Russian authorities will tax such grants. There are 
few well-established tax-free foreign funding mechanisms, 
other than the International Science and Technology Center 
(ISTC) and Civilian Research and Development Foundation 
(CRDF). 


12. (C) Many Moscow academicians were scornful of GOR 
proposals to establish by the end of 2007 two new large 
regional universities in Rostov-on-Don and Krasnoyarsk, which 
would serve as prototypes for other regional universities. 
Typical was this comment: \"Who will go to such a place? You 
may convince some students to apply because it is closer to 
their homes, but what will such places attract in terms of 

first class professors? No one would leave a prestigious 


Column 3 
position in Moscow or St. Petersburg to take up a job in the 
middle of nowhere!\" 


Comment: Sour Grapes? 


13. (C) Many institutes and their scientists are clearly 

feeling the effects of the pruning of \"dead wood\" in the RAS 
and RAMS. Despite assertions that the GOR has long coveted 
RAS and RAMS real estate holdings and disliked their relative 
independence, the Academies\' white-haired septuagenarians 
share some of the blame in failing to focus greater attention 
on priority research and commercialization (Ref D). While 
the financial situation for Moscow-based researchers may 
prove challenging, scientists in Nizhniy Novgorod and Troitsk 
have told us that current salary levels generally allow 

institute staff to live comfortably, if not lavishly. We 

suspect at least some of the grousing from scientists 

reflects sour grapes over the unfortunately necessary steps 
these institutes must take to keep from falling further 

behind leaner and more business-savvy Russian competitors 
(Refs A, B). While the GOR continues to demand greater 
commercialization, it has yet to remove some of the most 
significant obstacles obstructing technology transfer, chief 
among them the question of IPR. Four draft laws that would 
clarify and improve the IPR situation are now in the Duma; 
their enactment would help scientists help themselves. END 
COMMENT. 


14. (C) (NOTE: Four fundamental GOR documents on the on-going 
RAS and RAMS changes are available on request from ISN/CTR 
Jefferson Science Fellow Katherine Radtke: phone: 
202-736-7693, e-mail: RadtkeKL@state.sgov.gov). They are: 1) 

a list of 32 priority research areas originally proposed for 

funding priorities by RAS; 2) an official list of 12 funding 
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priorities recently announced by MOHSD; 3) a translated 
November 2006 order by the Ministry of Education and Science 
and the MOHSD, dictating a new procedure to \"stimulate 
bonuses\"; and 4) the translated procedure and point system 
for calculating the bonuses. END NOTE) 
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E.O. 12598: N/A 

TAGS: PGOV, ECON, EINV, GV 

SUBJECT: Guinea\'s Newly Installed Ministers Hold First Cabinet 
Meeting 


1. (SBU) SUMMARY. On April 11, Guinea\'s newly appointed government 
held its first cabinet meeting. The ambitious agenda mirrored Prime 
Minister Kouyate\'s stated reform goals, and included tighter 

controls over government expenditures, better delivery of basic 
services, and transparency in government dealings. Both the content 
and tenor of the meeting encourage some confidence in the Prime 
Minister\'s intentions on reform, and show an emerging esprit de 

corps. The new government spokesperson\'s subsequent detailed 
statement to the press not only met the promise for better 
communication, but actually included some concrete commitments that 
the population can now hold their government to meet. End summary. 


2. (SBU) On April 11, the members of Guinea\'s newly appointed 
government met for their first plenary cabinet meeting. The 
ministers outlined their immediate priorities, their vision for 
Guinea\'s future, and the methods they plan to employ to work 
together harmoniously. The following are key discussion points: 


--Government transparency: The new government will work, act and 
communicate with the population in a transparent manner. All draft 
decrees will be discussed during cabinet meetings to ensure 
transparency, and regular press conferences will be held. Minister 

of Communications and New Communication Technologies, Justin Morel, 
Jr., was named the government spokesperson. 


-- Review of all mining concessions: The cabinet plans to review and 
revise existing and pending mining conventions, \"amicably if 
possible\" but in conjunction with their lawyers, if necessary, to 
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ensure Guinea has its rights respected. 


-- Ministerial conduct: All ministers and their spouses will refrain 
from acting as parrains and marrains (i.e., godfathers/godmothers in 
the case of baptisms, or sponsors/financers/advisors in the case of 
marriages and public gala events). 


-- Immediate infrastructure projects: Potable tap water is to be 

provided for Conakry\'s neighborhoods of Ratoma, Kobaya, Simbaya, 
Donka and Lambanyi and Cosa within 2 months. Uninterrupted 
electricity is to be made available in Conakry\'s communes of Ratoma, 
Matam and Donka within 40 days. (Note: These areas were targeted for 
uninterrupted electricity because their existing infrastructure is 

relatively sound, and because they are areas where primary hospitals 
are located. Currently the capital city employs a rolling blackout 

plan which delivers electricity to various parts of town for only a 

few hours each day.) 


-- A second immediate infrastructure project: Solar powered street 
lights will be installed in the major highways of the city. The 

solar panels and poles were donated some years ago as part of a 
Canadian cooperation project, but the lights were never installed. 
The water and electricity projects are prototype projects for the 
Ministry of Public Works. 


-- Continuing engagement with the political parties: The cabinet 
agreed to establish an ongoing dialogue with opposition political 
parties to discuss the forthcoming legislative elections and 
establishment of a National Electoral Commission (CENI). 


-- Continuing audits of all government ministries: The cabinet 

ordered a full audit of all ministries in order to reconcile the 

actual number of employees to the number of positions with budgetary 
justifications (i.e., reveal \'\ghost\' employees) and eliminate 

duplicative positions within and across ministries. In seeking \"the 
restoration of public finances\" the cabinet agreed to establish a 
Treasury committee whose scope and function will be fully detailed 
later. 


-- De-linking of the Ministry of Justice and the Appellate Courts: 

The Ministry of Justice is to move to the building formerly occupied 
by the US Embassy in central Conakry to physically and operationally 
separate the Ministry from the Appellate Courts. 


-- Priorities for the interior of the country: The cabinet declared 
restoration/rehabilitation of government buildings destroyed during 
the recent strikes as the top priority for spending in the interior. 
(Note: Several prefets and other regional authorities from the 
interior are currently resident in Conakry because their homes and 
offices were destroyed during the civil unrest.) 
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-- Budget: The FY 2007 Guinean budget, which follows the calendar 
year, is still in draft. Its completion was delayed primarily by 

the strike in January and February, and the subsequent restructuring 
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of the government. The cabinet agreed to operate under continuing 
resolution through June when the completed budget can be presented 
to the National Assembly. 


-- 2008: October 2008 marks Guinea\'s 50th year of independence. The 
PM called on his team to think about the anniversary and how it 
should be marked. 


3. (SBU) We understand, although it was not included in the 
government\'s public statement, that the cabinet also agreed to limit 
official travel to allow conferences and seminars outside of Guinea 
only if they are deemed relevant to the country\'s stated development 
goals. (Note: Travel has been a significant perk for government 
officials. As of December 2006, Guinean per diem for official 

travel was 575 USD per person per day. That figure does not include 
travel expenses which are also paid by the government. Spouses and 
children of officials are also eligible for the same per diem. The 
money is paid in advance whether the official and family members 
actually travel to the conference in question, whether an official 

is scheduled to attend two or more conferences during the same time 
period, and whether the official and/or family members are able to 
secure visas or are otherwise unable to travel.) 


3. (SBU) Guineans and the international community alike have 

patiently waited for the new government to establish and define 

itself. The cabinet has deftly done so by clearly articulating its 

reformist agenda, and making cabinet members accountable to Guinea\'s 
citizens by publicizing its code of conduct. The cabinet exhibited 

its commitment to transparency as the government\'s spokesperson, 
Minister of Communications and New Communication Technologies, 
Justin Morel, Jr., issued an extensive press statement chronicling 

the cabinet meeting less than 24 hours afterward. 


4. (SBU) Prime Minister Kouyate is quoted as telling his ministers, 
\"Do not fear action; you can make errors but act, so that the people 
will see that we are working\". That refreshing approach, twinned 
with the fact that the government spokesperson has laid down some 
concrete commitments for projects that include deadlines, gives us 
some early confidence that the new government wants to make a 
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difference. The people, however, will judge based on results in the 
longer term. If this cabinet is permitted to carry out its reform 
agenda, Guinea may have something to celebrate by 2008. End 
comment. 


WINN 
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SUBJECT: ALLEGATIONS OF POW KILLINGS DURING 1967 WAR 
CONTINUES TO BE A SOURCE OF IRRITATION 


REF: CAIRO 624 


Classified by ECPO Counselor Catherine Hill-Herndon for 
reasons 1.4 (b) and (d). 


1. (C) The controversy sparked by an Israeli documentary 
film alleging that 250 Egyptian POWs were killed by the IDF 
at the end of the 1967 war has dropped from the front pages, 
but remains close to the surface and will likely continue as 

a source of irritation in the bilateral relationship with 

Israel for some time. Strong denials by the Israeli minister 

at the center of the controversy, along with admissions by 
the film director that he erroneously described Palestinian 
commandos as Egyptians helped to reduce the severity of the 
Egyptian reaction. However, additional allegations of 

Israeli mistreatment of Egyptian POWs in other conflicts, 
along with general public discontent over failure to settle 

the Palestinian-Israeli conflict, have kept the issue alive. 
Public pressure is cited as the primary motive behind 
Egyptian Foreign Minister Aboul Gheit\'s request that Israel 
provide clarifications on the issue, and that the 

International Committee of the Red Cross investigate. It 
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remains unclear whether the ICRC has been formally approached 
by the Egyptians to pursue the matter. End summary. 


2. (C) Charges leveled in a recent Israeli documentary film 
that Israeli soldiers killed Egyptian POWs in Sinai at the 

close of the 1967 war (ref A) continue to serve as a point of 
serious irritation in the bilateral relationship between 

Israel and Egypt. The Egyptian media, members of Parliament, 
and the Egyptian public have reacted with furor over the 

film\'s allegations, shown on Israeli television in late 

February. Neither the strong denials by the Israeli 
commander who headed the IDF unit portrayed in the film, nor 
public admission by the film\'s director, Ran Edelist, that 

the film mistakenly portrays Palestinian commandos who were 
killed as \"Egyptians\" has quelled public outrage, due in part 
to Egyptian media\'s failure to focus on Edelist\'s admissions. 
Also, numerous other accounts alleging cruel treatment of 
Egyptian POWs at the hands of Israeli soldiers during other 
conflicts have surfaced and are fueling continued calls for 
investigations and retribution. Caught in the middle - 

wanting to protect the key bilateral relationship with Israel 
while strongly defending Egyptian pride and security - is the 
Egyptian government, particularly the Foreign Ministry. 


3. (C) Israeli Infrastructure Minister Binyamin Ben Eliezer, 
commander in June 1967 of the Shaked Force at the center of 
the controversy, has strongly denounced accusations leveled 
in the film, insisting that the 250 \"soldiers\" killed by 

Israeli forces near El Arish were not Egyptian soldiers but 
rather Palestinian \"fedayeen\" commandos based out of Gaza. 
Egypt\'s newspaper of record Al Ahram - interestingly the 

first to print news of the Israeli documentary film, 

published an exclusive telephone interview with Eliezer on 
March 5, in which he asserts that no Egyptian soldiers were 

in the area at the time. In the interview, he describes the 
battle against the Palestinians and asserts that the Israeli 

who appeared in the documentary stating that Egyptians were 
killed, mistakenly assumed that the troops were Egyptians 
since Gaza was under Egypt\'s administrative control at the 
time. 


Egyptian Official Views 
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4. (C) Following up on the issue, poloff on April 12 

discussed the POW/film controversy with MFA Palestinian 
Affairs Director Randa Labib and Cabinet Staff Member Ahmed 
Hafez. Labib said that the GOE had taken a political 

decision to try and contain the situation early after the 

story broke. She noted that within the MFA questions were 
raised about the story being first reported by Al Ahram 
newspaper, Egypt\'s official paper of record. She speculated 
that many in the senior ranks of the Egyptian media, official 
papers included, harbored deep resentment towards Israel and 
its treatment of the Palestinians and other Arabs. She said 
that FM Aboul Gheit was \"crucified\" by the Parliament and 
media after he rejected calls to break relations with Israel, 
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and demanded that Israel clarify the factual content of the 
film\'s allegations. The minister\'s anger over the situation 
was evident during a March 20 meeting with visiting Assistant 
Secretary Welch, to whom he complained vigorously about the 
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Israeli side causing the flap. He admitted that Israeli FM 
Livni, in a clearly unusual move, had called Egyptian 
Intelligence Chief Soliman earlier that day to request he 
help tone down Aboul Gheit\'s public discourse on the topic. 


5. (C) Asked what impact the flap had had on Egypt-Israel 
ties, Labib noted that a planned visit by Eliezer to Egypt 
had been cancelled and that other possible senior-level 
visits for the time being would be difficult. The people in 
the street are outraged, she said, even if the film maker 
admitted mistakes and Eliezer denies the story. The damage 
is done, whether intended by the Israelis, or not, she said. 
Asked for details about the historical events at the center 
of the controversy, she said that according to the written 
transcript of the film (translated into Arabic by the 

Egyptian Embassy in Tel Aviv), the fighters - whether 
Palestinian or Egyptian - were shot by IDF forces from 
helicopters and not killed in cold blood. She said the 
killings took place after Israel had taken control of the 
Sinai, at the very end of the 7-day war (consistent with 
Eliezer\'s Ahram assertions). Any Palestinians in the Sinai 
then, she said, would have been from Gaza and would not have 
had Egyptian citizenship or residency status. Egypt was 
administratively responsible for Gaza until the conclusion of 
the war, so would have had close ties with any Palestinian 
forces in the region. They would not have been wearing 
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Egyptian military uniforms, she asserted. 
JONES 
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E.O. 12958: DECL: 01/02/2027 

TAGS: PREL, PGOV, KDEM, PA 

SUBJECT: PARAGUAY: PRESIDENT\'S RANTS STIRS UP RUMORS OF 
\"AUTOGOLPE\" 


Classified By: PolCouns James P. Merz; Reasons 1.4(b),(d) 


1. (C) President Duarte\'s leftward tilt in search of 

popular support continues, stirring rumors he is plotting an 
\"autogolpe\" to overcome opposition in Congress. An advisor 
to the Vice President told us Duarte had intended to invoke 
special powers authorized in the Constitution to shut down 
Congress temporarily but that he had been rebuffed by 
Paraguay\'s military commander. Meanwhile Vice President 
Castiglioni faces an uphill battle in his bid for the 

presidency as the party\'s regulars close ranks behind Duarte. 
The Colorado Party\'s National Convention at the end of April 
should shed further light on how the race for the Colorado 
Party candidacy will play out. End Summary. 


Duarte\'s Rhetoric Heating Up and Being Spun Up 
2. (U) President Duarte has gone on the offensive over 


recent weeks blaming soy producers, the press, and the 
opposition in Congress for the country\'s ills. 
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-- Ina March 26 radio interview, Duarte accused soy 
producers of \"destroying land and livestock and impoverishing 
the rural population.\" Drawing a parallel to the storming of 
the Bastille in France, Duarte maintained that no one should 
be surprised if one day the country\'s \"miserable, egotistic 

soy producers\" prompted a rebellion by the impoverished rural 
population. 


-- Duarte used an April 4 speech celebrating the dedication 

of some 72 houses to low income families in a small town some 
25 kilometers outside of Asuncion to lambast the opposition 
for not responding to the needs of Paraguay\'s poor. Sharing 
the dias with Felipe Cabrera -- a leader of a social 

organization that advocates on behalf of Paraguay\'s poor but 
is also rumored to be in the pocket of the Colorado Party -- 
and speaking to an audience of low income families, Duarte 
maintained the opposition had sabotaged past efforts to help 
the poor. He insisted the time was coming soon when \"we will 
have a congressional majority and that Congress will be 
different because it will work for social justice. The 

President also discussed expropriating land abandoned by 
major landholders for five to ten years blaming the 

opposition for not introducing the necessary legislation to 
make this happen. 


3. (U) ABC Color, Paraguay\'s most widely-distributed daily 
newspaper and strong backer of imprisoned coup-plotter Lino 
Oviedo, reported extensively Duarte\'s remarks attacking soy 
producers and opposition Congressmen as the enemies of the 
poor. Banner headlines and weekend (April 7-8) editorials 
raised the spectre of an \"autogolpe\" based in particular on 
Duarte\'s remarks that he would soon reclaim a Congressional 
majority. (NOTE: The opposition parties retain a 

significant majority within the Senate. The Colorado Party 

has no hope of recovering a majority on its own until 
nationwide elections that will likely be scheduled for April 
2008. END NOTE) The paper drew direct parallels to 
developments within the region in Venezuela, Bolivia, and 
Ecuador, suggesting Duarte\'s leftward bent signaled a 
predisposition to invoke his neighbors\' methods. Duarte\'s 
Secretary General, Carlos Liseras, scoffed at rumors of an 
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\"autogolpe,\" describing them as nothing more than a 
\"journalistic fable created to fill empty space left by the 
Easter holidays.\" 


Don\'t Count On Me 


4. (C) According to Vice-Presidential advisor Juan Facetti, 
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however, Duarte had actively explored the prospect of 
invoking a special emergency measure in the Constitution that 
would have allowed him to close Congress down temporarily to 
move ahead his reelection bid long stalled due to oppositon 
within the Congress. Facetti told us that Duarte approached 
Military Commander Bernandino Soto Estigarribia for support 
but was firmly rebuffed. Reportedly, Soto affirmed his 
commitment to the Constitution and clearly told the President 
he could not count on the military\'s support for any manuever 
that would call into question the government\'s commitment to 
respect the integrity of the Constitution. Soto is highly 
regarded for his professionalism and integrity. Based on his 
discussions with Soto, Post\'s DAO affirms that there may be 
some growing friction in Soto\'s relationship with President 
Duarte. 


Castiglioni Abandoned by Party Chieftains 


5. (C) When Vice-President Castiglioni announced his 
intention to run President on March 23 he had hoped to count 
on the support of the Colorado Party\'s Reconciliation 
Movement. VP Facetti insists the Movement\'s leader, Sen. 
Nelson Argana, had already privately pledged his movement\'s 
support for Castiglioni. Duarte, however, wasted little time 
calling Argana in and convincing him to withhold public 

support for Castiglioni. According to Facetti, Duarte has 
threatened to release Lino Oviedo -- blamed for the 
assassination of Argana\'s father, Vice President Luis Maria 
Argana in 1999 and the arch-enemy of the Argana family -- and 
also offered a number of \"financial incentives\" to gain back 
Argana\'s support. Argana told PolCouns April 2 that he 
regretted Castiglioni\'s decision to announce so soon. Argana 
denied rumors, however, that he was selling out and 
maintained his movement would decide whom to support if and 
when the President formally gave up his bid for reelection. 


6. (C) Meanwhile Duarte has pressured other major party 
leaders to either reject or remain silent on Castiglioni\'s 

bid. Castiglioni is traveling around the country and 
appealing to voters at the grassroot\'s level but few major 
figures have gone public with their support for him. The 
Party\'s National Convention scheduled for April 28 will 
decide on the membership of the Party\'s Electoral Tribunal. 
An assembly of the Party\'s leaders from around the country, 
it should serve a good barometer of the Vice-President\'s 
support within the party\'s rank and file. As time is running 
out on the President\'s chances of pursuing reelection, this 
assembly should also shed more light on the President\'s 
intentions. 


7. (C) Comment. Duarte has a record of many irresponsible 
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statements. In a bid to recover terrain perceived as lost to 
leftist candidate Monsignor Lugo, he has racheted up leftist 
rhetoric attacking easy and natural targets -- rich soy 
producers and the opposition in Congress. We cannot be sure 
he ever intended to carry out an \"autogolpe.\" On more 
occasions than not his rhetoric flows from the heart, 

intended to garner popular support but displaying neither 
consideration for the implications some might draw nor a plan 
for effecting his articulated objectives. If he approached 

Soto with a plan to take extra-constitutional measures, we 
believe Soto would in deed have rebuffed him. Soto evinces 
genuine respect for democratic rule and would not want to be 
perceived as party to an anti-democratic manuever. End 
Comment. 
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E.O. 12958: DECL: 4/12/2017 

TAGS: FR, LE, PGOV, PREL, SY 

SUBJECT: HARIRI ADVISOR: CHIRAC DETERMINED TO PURSUE 
CHAPTER VII 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 


1. (S) Summary: President Chirac has concluded that there is 
no way to establish the International Tribunal for Lebanon 
other than via Chapter VII action by the UNSC, and will exert 
all his influence to make that happen before leaving office 
next month, according to Basile Yared, the Paris-based 
advisor to Saad Hariri. Yared, who enjoys excellent access 
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to the Elysee, said Chirac believes Moscow will cooperate in 
the end, especially if the U.S. and France remain in 

lockstep. Yared was dismissive of the French MFA for being 
overly cautious and therefore out of the loop on Lebanon 
policy; he also criticized Lebanese PM Siniora for \"being 
afraid\" of pressing too hard for UNSC action. End summary. 


2. (S) Poloff met April 12 with Basile Yared, Saad Hariri\'s 
representative in Paris. Yared, who enjoys excellent access 
to the Elysee, said that President Chirac has concluded that 
\"there is no alternative to Chapter VII\" in order to 

establish the International Tribunal for Lebanon. 
Consequently, Chirac will exert all his influence to ensure 
UNSC action on Chapter VII before leaving office next month. 
Yared acknowledged that the Lebanese opposition\'s strategy 
has been to run down the clock on Chirac\'s presidency, but 
said there was ample time for Chirac to succeed. \"Chirac has 
three weeks, and UNSCR 1559 took exactly 20 days,\" said Yared. 


3. (S) Yared said Chirac is persuaded that he can ultimately 
persuade Russian President Putin to support UNSC action, so 
long as the US and France remain in lockstep. Chirac plans 
to personally negotiate this with Putin, cutting both the 

French and Russian foreign ministries out of the equation. 
(Yared seized the opportunity to blast the Quai d\'Orsay for 
being unsupportive of Chirac\'s Lebanon policy in general, and 
for being particularly timid on Chapter VII.) Yared added 

that Chirac planned to use an April 12 meeting with South 
African President Mbeki to argue that South Africa needs to 
stop looking at the Tribunal issue through \"its usual 
anti-American prism.\" 


4. (S) Yared will meet with Chirac and his NSA-equivalent, 
Maurice Gourdault-Montagne, on April 13 to discuss next 
steps. Yared opined that US engagement would be critical in 
securing the support of Egyptian President Mubarak and Saudi 
King Abdallah for a Chapter VII resolution, and that the 

U.S., Egypt and Saudi Arabia would all need to lean hard on 
Qatar. \"At the very least, the Qataris should abstain,\" said 
Yared. 


5. (S) Comment: We concur with Yared\'s assessment that the 
MFA remains enormously reluctant to vigorously pursue a 
Chapter VII resolution, and will likely prove even more 

difficult once Chirac leaves office. If Chapter VII is 

indeed our only option, then better to pursue it as 

energetically as possible while Chirac is still in a position 

to help. 
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Please visit Paris\' Classified Website at: 
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E.O. 12958: DECL: 04/11/2017 
TAGS: EMIN, EINV, ETRD, ECIN, CG 
SUBJECT: DRC MINING SECTOR - THE MAJOR ISSUES 


REF: A. 06 KINSHASA 1758 
B. 06 KINSHASA 1082 
C. KINSHASA 346 
D. 06 KINSHASA 1234 
E. 06 KINSHASA 1590 


Classified By: EconOff W. Brafman for reasons 1.4 b/d. 


1. (SBU) Summary. The mining sector has traditionally been 
the key driver of the DRC\'s economy, but it will need 
substantial reform before it can realize its full potential. 

Key issues facing the sector include: 1) ensuring the 
transparency and fairness of existing and future mining 
contracts; 2) improving controls over the export of natural 
resources; and 3) assuring that extractive industry profits 
result in socio-economic benefits to the Congolese people, 
including thousands of artisanal miners. Few reform plans 
have yet been formulated or executed. End summary. 


2. (U) Reform of the extractive industries\' sector is among 

the governance priorities of the newly-installed government. 
Prime Minister Gizenga\'s February 2007 governance contract, 
annexed to his government program, outlines in detail several 
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proposed reform actions. EconOff\'s discussions with GDRC 
officials, the private sector, other diplomatic missions and 
NGOs indicate growing support for several of the proposals. 


3. (C) Transparency of mining contracts is integral to mining 
sector reform. Public and private discussions of this topic 
center on the idea that many Pre-Transition, and perhaps some 
Transition, contracts were overly generous to foreign mining 
interests and failed to comply with legal obligations, and 

should therefore be reviewed. Prime Minister Gizenga\'s 
governance contract specifically addresses this topic, 

stating that mining sector reform must include an analysis of 
existing partnerships, and renegotiation of agreements as 
necessary. Newly-installed Minister of Mines Martin Kabwelulu 
announced March 19 that all agreements with Gecamines should 
be reviewed because many companies are failing to meet their 
obligations, such as ceding five percent of the concessions\' 
shares to the GDRC. Other GDRC officials concur privately 

that the DRC\'s mining contracts should be reformed. 
Newly-installed Minister of Defense Chikez Diemu (a former 
Katanga Vice Governor), for example, acknowledged to EconOff 
that some contracts should be reviewed, although he did not 
say which ones. 


4. (C) National Assembly Vice President Christopher 
Lutundula, chair of the Transitional Government parliamentary 
commission, commonly known as the \"Lutundula Commission,\" 
proposes forming an independent commission with 
quasi-judicial powers to examine existing contracts as well 

as all future agreements (reftel A). No other concrete 
proposals have yet publicly emerged, although the Vice 
Minister of Mines told EconOff March 19 that the Ministry 
intends to launch a review of mining contracts, possibly in 
cooperation with an international organization. The Vice 
Minister also said parliamentary review would be ill-advised 
because it would take too long and be too politicized. 


5. (SBU) International and local NGOs, as well as some 
Congolese media, have taken the more extreme view that all 
contracts signed before and during the transition period are 
disadvantageous to the DRC. Congolese and international NGOs 
have been vocal in their opposition to joint venture 

agreements signed with Gecamines, the DRC\'s copper/cobalt 
mining parastatal. For example, on March 13, a consortium of 
international NGOs (including the U.K.\'s RAID - Rights and 
Accountability in Development, and the Netherlands-based 

Fatal Transactions) released a statement calling for the GDRC 
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to renegotiate or annul joint-venture agreements that 

Gecamines entered into under the Transitional Government with 
American company Phelps Dodge and with companies associated 
with Israeli Dan Gertler (Nikanor) and Belgian George Forrest 
(Katanga Mining). 


6. (SBU) The DRC National Assembly, the UN and the World Bank 
(WB) have reviewed and reported on this topic, each with a 
different focus. The Lutundula Commission reviewed 60 
pre-Transition contracts and although its report was never 

officially released, it was leaked and widely disseminated. 

The Commission concluded that many contracts were entered 
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into without transparency or without following legal 
procedures. The UN\'s Group of Experts (GoE) on the Illegal 
Exploitation of Natural Resources has focused on the link 
with arms trafficking and has reported in more detail on 
pre-Transition deals. For example, the GoE stated in its 
October 2002 report that former President Laurent Kabila 
ceded numerous concessions to foreigners in exchange for 
military support, with no consideration for long-term 

benefits to the GDRC, and without transparently following 
rights\' conveyance procedures. 


7. (SBU) The World Bank (WB) in 2006 commissioned financial 
and legal reviews of contracts with Gecamines, although it 

has declined to make those reports public. A WB mining 
sector expert told EmbOffs the reviews indicate \"contracts 

did not hugely deviate from international business 

practices,\" although he noted some did omit important terms, 
such as methods of accounting for revenues. However, it is 
not clear whether this is the WB\'s official position. 


8. (SBU) Another issue key to sector reform is the need to 
improve control over the natural resources themselves. The 
smuggling of millions of dollars worth of resources out of 
the DRC each year, well-documented by Emboffs and 
international organizations such as the UN Group of Experts 
and British NGO Global Witness, results primarily from 
inadequate border control (on land, water and via air) and 
the illegal involvement of security services. The 
dysfunctional and corrupt customs system is a major 
facilitator of illegal exports. Until recently, exporters 
routinely paid customs officials to under-declare the 
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truckloads of copper and cobalt ore they shipped into Zambia 
via Kasumbalesa, a major customs post in Katanga. In some 
regions, such as along the DRC-Ugandan border in Ituri 
District, a gap of several miles exists between the physical 
border and the customs offices, resulting in an unmonitored 
export zone (reftel B) that permits the smuggling of 

resources such as timber and gold. 


9. (SBU) The illicit involvement of militia not under 
government control and of the DRC\'s security services in the 
extractive industries sector also weakens state control over 
natural resources. National police, mine police, military 

and agents of other security services are often integral 

links in the illegal export chain. Often the security agents 

are present in the mines themselves, sometimes acting as 
traders, as EconOff saw in a Katanga province copper 
concession, and sometimes demanding payment for access to a 
mine (reftel D), such as in gold mines in Equateur province. 
Security services are also much in evidence at customs 
borders, demanding payments in exchange for permitting 
export. 


10. (U) Although extractive industries, particularly in the 
diamond and petroleum sectors, generate at least two-thirds 
of official export revenue, the general population in the DRC 
does not realize significant social or economic benefit from 

this income. This failure is, ironically, also very evident 

in areas of major extractive industry activity. For example, 
EconOffs have seen striking poverty in the DRC in Mbuji-Mayi, 
Eastern Kasai province, home to the DRC\'s diamond mining 
parastatal, and Moanda, Bas-Congo province, DRC-operations 
base for French company Perenco, which manages the only 
functioning in-country petroleum concessions. Many 

provincial and local leaders, such as former Eastern Kasai 
governor Dominique Kanku and current Katangan Governor Moise 
Katumbi, have repeatedly called for the national government 
to retrocede revenues it does manage to collect and to invest 
in key sectors such as health care and education. 


11. (U) NGOs Global Witness and Pact Congo estimate that one 
million or more artisanal miners work in DRC mining sectors, 
most notably in gold, diamonds, copper and cobalt, and that 

up to twenty percent of the DRC population may indirectly 
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rely on artisanal and small scale mining. Artisanal mining 

often creates serious human rights, environmental, 
educational, health and labor problems. A Nikanor official 
described artisanal mining communities as areas of \"complete 
social breakdown\"; other mining sector experts with whom 
EconOff has spoken offer similar descriptions. In its study 

of a gold mining community in Ituri, for example, Pact 

reported serious health problems, an absence of alternative 
employment, rampant prostitution and other indicators of 
economic and social instability. 


12. (SBU) Artisanal mining can be a disincentive to mining 
companies to invest and operate in the DRC, because the 
presence of these miners on concessions creates financial, 
security and legal risks. For example, Australian company 
Anvil Mining holds mining rights to a Katanga province copper 
concession that thousands of artisanal miners occupy. In 
2005, artisanal miners protested Anvil\'s attempts to remove 
them from its site, resulting in three deaths (reftel E). In 
February 2007, Anvil managers told EconOff the company is 
losing thousands of dollars per week due to artisanals\' 
thefts from the same concession. 


13. (SBU) Although a good deal of discussion is focused on 
mining sector reform, little action has yet been taken. The 
WB is positioning itself to have a key role in reform 

efforts, having indicated its interest in doing so since at 
least 2005. It is nearing the end of a three-month mining 
sector review, lead by its chief Washington-based mining 
specialist. The WB designed the study to determine how to 
target and prioritize its funding in this area, with an eye 
toward reform-oriented measures. 


14. (C) The most notable recent efforts have been in Katanga 
province, part of a region that is the DRC\'s primary source 

of copper, cobalt and zinc. On March 6, the recently-elected 
Katanga governor Moise Katumbi halted the export of 
unprocessed ore from the province (reftel C), and 

subsequently made the ban permanent. Another visible effort 
is a USAID-initiated Katanga program, the purpose of which is 
to link the private sector, the GDRC, NGOs and civil society 

to jointly develop priorities and plans for social 

development and to provide education on relevant human rights 
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standards in mining regions. USAID is analyzing the 
feasibility of expanding the program into other provinces. 
The Extractive Industries Transparency Initiative (EITI), a 
British-launched effort, has not yet been put into practice 
in the DRC, despite the efforts of the U.K. Mission to push 
it forward. 


15. (SBU) Several actors interested in mining sector reform 

are promoting the development of new certification or 

traceability regimes, similar in concept to the Kimberley 

Process. The UN Group of Experts and the Belgian and German 
Missions to the DRC are among those supporting the 
establishment of such regimes; the German Government, for 
example, advocates creating a coltan tracing process. 
(Comment: Diplomats at the U.K. and Canadian DRC missions 
have told EconOff they do not believe such schemes are 

feasible in the DRC and do not support their development. 

Even the well-established and internationally-supported 
Kimberley Process has had significant implementation and 
enforcement problems in the DRC. End comment.) Moreover, 
mining companies operating in DRC, such as AngloGold Ashanti, 
have expressed only lukewarm interest, in part because of 
questions about financial and administrative feasibility. The 

Vice Minister of Mines told EconOff that although he does not 
oppose such ideas, the GDRC lacks resources to implement them. 


16. (SBU) The UN, Belgian and Canadian Missions are planning 
seminars on mining sector reform, following one the Belgians 
held in Louvain, Belgium in January. The Canadian seminar 
will likely focus on corporate social responsibility. The UN 
has not yet selected a specific topic; a UN officer 

responsible for organizing the seminar told EconOff the UN 
recognizes the symbolic importance of a high-level meeting to 
emphasize its continued support for sector reform. The 
Belgians are holding a conference on April 11 and 12 in 
Lubumbashi on the feasibility of developing new minerals 
certification and traceability regimes. The Germans are 
interested in organizing a similar symposium. 
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17. (C) The DRC needs to focus on relatively 
easy-to-implement, low-cost, technologically simple reforms 
that have widespread donor support. The government should 
focus on improving border control and reforming the customs 
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system. Such efforts, if successful, will increase state 
revenues and publicly demonstrate that the GDRC is serious 
about controlling its natural resources. Simultaneously, the 
GDRC should decide on a transparent and date-limited contract 
review process, so that it can resolve any outstanding 
contractual issues. Certification and traceability regimes, 
nice ideas at first blush, do not appear feasible. Complete 
sector reform in the short term is unrealistic, but some 
measurable progress is within reach, particularly if domestic 
and international support is maintained. End comment. 
MEECE 
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SUBJECT: GOVERNMENT, REBELS AND IMPARTIAL FORCES DISMANTLE 
BUFFER ZONE 


REF: ABIDJAN 347 


1. (SBU) Representatives of the Ivorian army, the New Forces 
and ONUCI and Licorne peacekeepers signed an agreement on 
April 11 to dismantle the zone of confidence (ZOC) starting 
Monday, April 16. The drawdown of the ZOC will begin at 
midnight in a concrete step to implement the Ouagadougou 
Peace Accord (OPA) signed by President Gbagbo and NF 
Secretary General and now Prime Minister Guillaume Soro in 


SIPDIS 

March. ONUCI and Licorne force commanders have professed 
optimism that the elimination of the ZOC will succeed in 
reunifying the country and furthering the peace process. In 

a press statement today, ONUCI averred that the dismantling 
of the buffer zone will not create major upheaval on the 

ground. The OPA specifies that ONUCI and Licorne troops 
monitoring the area will be reduced by half every two months 
until their complete withdrawal by December 16, 2007. They 
will be replaced by joint patrols of Ivorian army and NF 
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troops. President Gbagbo announced that for the first time 
since 2002 he will visit former NF controlled areas in the 
north before the end of the month. 


2. (SBU) COMMENT: The ZOC has been crime-ridden, especially 
in the western region, since its creation. Impartial forces 

were unable to do anything more than turn criminals over to 

the NF or the government. Given the security concerns, 

residents in villages in the ZOC are likely to be nervous 

about the drawdown of the impartial forces. However, in the 

long run, reasserting Ivorian control may help to normalize 

the area. END COMMENT 

Hooks 
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E.O. 12958: N/A 

TAGS: PGOV, KDEM, CG 

SUBJECT: CONGOLESE OPPOSITION PLAYING ROLE IN NATIONAL 
ASSEMBLY 


REF: A. KINSHASA 386 
B. KINSHASA 343 


1.(SBU) Summary: Opposition deputies in the DRC\'s National 
Assembly are assuming some important leadership roles. An 
RCD-N opposition member leads the special commission 
investigating the Angola border question, opposition deputies 
have formed three of the twelve formal political groups, and 
opposition deputies will fill key leadership positions in the 
Assembly\'s permanent committees. End summary. 


2.(SBU) The composition of the Assembly\'s seven permanent 
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committees and one special committee was announced on April 
11. The committees, each of which includes members of all 
parties represented in the Assembly, will examine and 
deliberate matters and legislation referred to them by the 
entire Assembly. Permanent committees include: political, 
administrative, and judicial; economic and financial; social 

and cultural; external relations; defense and security; 
environment and natural resources; infrastructure and 
territorial management; and the special \"Comite des Sages\" 
(Wise Men\'s Committee), which will handle internal questions 
related to conduct and ethics. Opposition leaders will head 
two of them, and opposition figures will be included in other 
leadership roles. Delly Sesanga, of Jean-Pierre Bemba\'s 
Movement for the Liberation of Congo (MLC), was named 
president of the important political, legal, and 

administrative committee, and Helene Ndombe Sita, of the 
opposition Christian Democrats (CD), was appointed president 
of the social and cultural committee. 


3. (SBU) The Assembly political groups also reflect the 
engagement of opposition politicians. The Assembly\'s 
internal rules require that each delegate be a member of a 
political group (\"organes consultatifs\"). Though the rules 
do not define their roles, the groups are expected to advance 
the common political ideologies and legislative agendas of 
their members. Twelve groups have been certified, with nine 
reflecting majority AMP alignment and three representing 
members of the opposition. 


4.(SBU) The opposition is also well represented in the two 
special commissions formed to date, including the one 
currently investigating the border dispute with Angola in 
Bandundu province. The head of that commission is Roger 
Lumbala, a member of RCD-N (ref B). 


5. (SBU) Comment: National Assembly President Vital Kamerhe 
has reached out to those outside of his AMP majority, 

providing leadership roles to them -- even though not 
constitutionally bound to do so. Active opposition 

participation in the Assembly is a positive sign, especially 

in light of recent allegations (related to the conflict with 

Senator and former Vice President Jean-Pierre Bemba) that the 
Kabila government has sought to exclude the opposition from 
the political scene. End comment. 

MEECE 
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SUBJECT: DOMINICAN BANKING SERIES, 14: BANINTER PROSECUTORS 
\"GUARANTEE\" CONVICTIONS, FEAR SENTENCING PHASE 


REF: 2005 SANTO DOMINGO 4610 


1. (U) This is the 14th in a series of cables following the 
Dominican banking frauds and prosecutions. Extensive 
additional material on prosecutions is available on our 
SIPRNET site. 


Baninter Prosecutors \"Guarantee\" Convictions, but Fear 
Sentencing Phase 


(U) Despite being months away from the completion of the 

State\'s case, on March 21 prosecutors told Embassy officers 

and Miami-based Immigration and Customs Enforcement (DHS-ICE) 
investigators they predicted victory in the 2.3 billion 

dollar Banco Intercontinental bank fraud trial. Considering 

the track record of previous bank fraud prosecutions in the 
Dominican Republic, State officials have cause for concern 

that any punishment following conviction will not fit the 

gravity of the crime. 


Column 3 
-- Background 


(U) The 2003 collapse of Banco Intercontinental (Baninter) 
revealed fourteen years of double-bookkeeping designed to 
hide sweetheart loans, embezzlement, and money laundering. 
The demise of Baninter, formerly one of the largest Dominican 
banks, and a subsequent State reimbursement of depositors 
cost approximately 2.3 billion dollars. With the fraud-based 
collapse that same year of Banco Mercantil and BanCredito, 
total fraud-based losses to the Dominican government 
approached 3 billion dollars for 2003. These frauds gutted 
the Dominican economy, almost tripled national indebtedness, 
and caused a massive devaluation of the Dominican peso. 
Aftereffects are still felt today. 


(U) The State\'s work is essentially over in the BanCredito 
case, where convictions are on appeal. It is just beginning 

in the case of Banco Mercantil, with the trial phase delayed 
by a jurisdictional dispute. But Baninter case prosecutors 
are locked deep in the trial process -- a process that began 
only on April 3, 2006, after many months of procedural delay 
by the defense. On trial for abuse of confidence, money 
laundering, and violation of the monetary law are bank 
president Ramon (\"Ramoncito\") Baez Figueroa, bank 
vice-presidents Marcos Baez Coco and Vivian Lubrano, and 
in-house legal counsel Jesus Maria Troncoso Ferrua. Noted 
Dominican economist and entrepreneur Luis Alvarez Renta, a 
U.S. citizen, faces charges of criminal money laundering in 
connection with the collapse. He has already been convicted 
under civil racketeering (RICO) statutes in the Southern 
District of Florida for Baninter-associated offenses. 


-- Prosecutors have \"guaranteed\" victory - Is this likely? 


(U) German Daniel Miranda Villalona, Chief of the Attorney 
General\'s three-member Bank Fraud Unit, tells U.S. officials, 
\"Given the overwhelming evidence, there is not the slightest 
doubt that the defendants will be convicted.\" 


(U) The evidence supporting his confidence is extensive. 
Prosecutors are in physical possession of the duplicate books 
used to hide the fraudulent activities and have a series of 
nearly 30 experts and other witnesses linking the defendants 
to the fraudulent practices. The books form only a part of 
the of the 700-odd pieces of documentary evidence that the 
prosecutors can use to support their case. Two of the most 
recent revelations suggestive of guilt and sure to inflame 
public opinion: the award of 16 billion pesos of 
\"sweetheart\" interest-free loans (roughly 890 million dollars 
at the pre-crash exchange rate) and payment of up to 33 
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percent interest on deposits by \"special\" customers. The 
books also clearly demonstrate that the fraudulent 
bookkeeping began in 1989. 


(SBU) As suggested by Villalona, outside pressure for justice 
by the United States (Embassy), as well as other diplomatic 
missions and international financial institutions, will play 

a crucial role in obtaining convictions in this case. But 

for the pressure of the international community the case 
might have derailed itself in the face of the country\'s 
tradition of pervasive judicial corruption. 


-- Proceedings have been ongoing since 2003. Why hasn\'t the 
Baninter case \"aged out?\" 


(U) Despite the \"speedy trial\" requirement of the 2004 
Criminal Procedures Code (CPP), mandating the conclusion of 
legal proceedings within three years, this case has not yet 
aged out. The Baninter case properly began on May 16, 2003, 
when it was first placed before a \"Judge of Instruction\" 

(these judges make probable cause determinations, much as 
grand juries do in the United States). That date in itself 

is unimportant -- the speedy trial requirement introduced in 
revised CPP Article 148 did not come into effect until 
September 27, 2004. As Article 148 is not retroactive, 
Baninter\'s \"trial clock\" did not start until then. 


(U) One might then assume that Article 148 would mandate 
termination of this case by September 2007. Prosecutors 
assure us that certification of Baninter as a \"complex case\" 

by the competent Dominican authority has granted an automatic 
one-year extension of the time available to the parties. 
Accordingly, sentence need not be pronounced until September 
27, 2008. 


(SBU) Prosecutors predict that they will complete their case 
within the next 3 months and that the defense case will run 
no longer than 6 months. A decision should be rendered 
sometime in December 2007. 


(SBU) In order to keep things on track, Villalona notes, the 
State is likely to avoid calling all of its scheduled 

witnesses. It will certainly introduce no more than 500 of 

the 703 pieces of documentary evidence in its possession. In 
this case documents are thought to be the more critical and 
persuasive form of evidence and prosecutors are using 
witnesses to introduce them into evidence. As of the 

meeting, the prosecution had presented 12 witnesses and 227 
pieces of documentary evidence. This has continued at a 
rhythm of two to three full hearing days per week. 
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-- Will criminal convictions in the United States follow? 
Will a criminal conviction in the Dominican Republic prop up 
a criminal case in the United States? 


(U) The short answers appear to be \"not necessarily" and 
\"no.\" Generally speaking, U.S. criminal jurisdiction extends 
only to those crimes that occur within U.S. territory, as 

well as to crimes committed by U.S. citizens or Legal 
Permanent Residents regardless of their location (though the 
country where the crime is committed exercises primary 
jurisdiction). 


(SBU) Given the facts revealed to date, it appears that only 
Alvarez Renta is subject to U.S. jurisdiction; he is the only 
U.S. citizen defendant. The Central Bank\'s successful civil 
suit against him in U.S. Federal court under racketeering 
statutes (RICO) is a strong indication he committed 
Baninter-related money laundering in the United States. 
There is no indication that any other defendant has conducted 
criminal activities within U.S. territory. 


(SBU) For all practical purposes, U.S. prosecution of Renta 

for money-laundering cannot be undertaken without proof of an 
underlying statutory offense such as bank fraud or narcotics 
trafficking. It appears that DHS-ICE investigators have not 

yet uncovered evidence of any such crime in the United 
States. Prosecutors recently attempted to amend the 


Dominican charges against Renta to include conspiracy, abuse 
of confidence, document falsification, and use of falsified 
documents - charges that would have facilitated prosecution 

in the United States. The trial court judges rejected their 
petition. Nevertheless, prosecutors claim that the danger of 
\"functional impunity\" for Renta is somewhat lessened by the 
Dominican government\'s ability to certify any local judgment 
to U.S. courts, at least in regard to asset forfeiture. 


-- What\'s the Embassy\'s assessment of the local prosecutorial 
effort? 


(SBU) The prosecutors appear sufficiently competent, thanks 
in part to technical training on complex fraud cases provided 
by USAID in 2004-2005 to the School for Judges and 
Prosecutors. The attempt to amend charges well into the trial 
process speaks of poor initial preparation and of their 

relative inexperience. Tellingly, Department for the 
Prevention of Corruption Director Octavio Lister notes that 
these prosecutors are \"not specialized by training,\" though 
they are doing the best that they can. 
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(SBU) Recent indications of a potential disconnect between 
bank fraud prosecutors and others within the Justice Ministry 
cast further doubt on the functioning of the banking fraud 

unit. Prosecutors assigned to the Unit asserted to us on 

March 21 that no prosecution is planned in the 2005-06 Banco 
Progresso case, in which shareholders have brought charges 
against former executive Pedro Castillo for mismanagement and 
misappropriation. Prosecutors said that this is an \"internal 

bank matter.\" Shortly afterward, Public Prosecutor for the 
National District Juan Hernandez Peguero publicly called for 

the opening of a criminal case against Castillo. Hernandez 
Peguero is something of a political animal, though, and these 
may have been spontaneous comments to the press rather than 
an announcement of firm plans. 


-- What are the possible sanctions facing the defendants? 


(U) For the defendants charged with violation of the monetary 

law the potential sanction is quite serious: a statutory 

minimum of 5 years upwards to 20 years, the maximum permitted 
in the Dominican justice system. Other charges have statutory 
minimums of 3 years and maximums of 10 years. That said, 
prosecutors and the populace may well be disappointed by the 
sentences that are ultimately handed down. The prosecutors 
asked for 8 years for BanCredito executive Arturo Pellerano 

but the judge gave him and other defendants the statutory 
minimum of 3 years. That sentence is currently under appeal. 


18. (U) In a case where the influence and economic power of 
the defendants is unquestionable, can one hope for better? 


19. (U) This report, others in the series, and extensive 
additional material are available on the classified SIPRNET 
at http://www.state.sgov.gov/p/wha/santodomingo/ . (Search 
\"Baninter\" or \"Ramon Baez.\") 

HERTELL 
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TAGS: ELAB, KCRM, PHUM, KJUS, KDEM, SNAR, ASEC, CVIS, GT 
SUBJECT: GUATEMALA LABOR LEADER ARRESTED ON MONEY 
LAUNDERING AND TAX EVASION CHARGES 


This is sensitive but unclassified. Please protect 
accordingly. 


1. (U) Guatemalan labor leader Nery Barrios was arrested 
April 9 and detained on charges of money laundering, tax 
evasion, and embezzlement following four months of 
investigation by the Prosecutor General\'s Office. The 
charges allege that Barrios, leader of the Labor and Popular 
Action Unit (UASP), conspired to cheat farm workers in a 
fraudulent land transaction. 


2. (U) In 2006 the parastatal company managing Guatemala\'s 
Pacific port, Puerto Quetzal, evicted 172 families who had 
illegally occupied vacant land belonging to the Port 

Authority. Labor leader Nery Barrios sought financial 
compensation for the displaced families from the Port 
Authority, and in August 2006, Puerto Quetzal gave the legal 
representative of the 172 families 5.6 million quetzales 
(roughly USD 750,000) to purchase land to resettle the former 
squatters. The legal representative of the families gave 
Barrios 5 million quetzales to purchase land for the 

families, which Barrios deposited in his personal bank 
account. The prosecution alleges that Barrios used 88,000 
quetzales of that money to pay off a personal loan, 100,000 
quetzales to purchase a certificate of deposit, and 4.6 

million quetzales to buy land from a personal friend. The 
friend did not have title to the land he purportedly sold 

Barrios, so the 172 families are still without land and the 

5.6 million quetzales have vanished. 


3. (U) The allegation of tax evasion stems from the fact that 
Barrios claims he paid 5 million quetzales for the land, but 
only declared its value at 100,000 quetzales to the tax 
authorities. Barrios purchased the property from Nery 
Giovanni Cachupe even though he allegedly was aware that 
Cachupe did not have clear title to the property, which had 
been in dispute since 2005. (According to the press, Cachupe 
is notorious in Escuintla for shady land deals.) Barrios\' 
lawyer has argued that the accusations are groundless and 
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that Cachupe had promised to return the money Barrios had 
given him. Barrios has maintained his innocence and said 
that he has already returned Q1 million to various families. 
Barrios remains in custody, while police are seeking the 
whereabouts of Cachupe. 


4. (SBU) Comment: Barrios, 51, is a highly visible labor 
activist and controversial character who is viewed by many in 
the labor community as effective while regarded by the 
business community as a troublemaker with a mercenary agenda. 
In the 1980s, he joined a Marxist guerrilla group (ORPA) 

that is rumored to have expelled him for embezzlement. Two 
years ago, he called a press conference in front of Congress 
to publicly accuse several prominent businesses of tax 
evasion and GOG complicity and to press for prosecution. He 
has frequently criticized Prosecutor General Florido for his 
inefficiency and publicly accused Berger\'s son and son-in-law 
of using the First Lady\'s Office as a cover-up for contraband 
activity at Puerto Quetzal. 

Derham 
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E.O. 12958: DECL: 04/10/2017 

TAGS: GOV, PREL, MX 

SUBJECT: MEXICO HOSTS PLAN PUEBLA-PANAMA SUMMIT 


Classified By: CLASSIFIED BY POLITICAL MINISTER COUNSELOR CHARLES V. BA 
RCLAY, JR. FOR REASONS: 1.4 (B/D) 


1. (C) Summary: Leaders from seven Central American 


Column 3 

nations, plus Colombia, met with Mexican President Felipe 
Calderon in Campeche April 9-10 for a two day summit aimed at 
revitalizing the long-stagnant Plan Puebla Panama (PPP), a 
regional development initiative proposed by former President 
Vicente Fox in 2001. Also attending were the governors of 
eight of the nine southern and central Mexican states which 
are involved in the PPP. At the summit, the participants 
agreed to strengthen the PPP\'s institutions as well as to 
promote its goal of greater economic and social development 
in the region. The leaders recommitted themselves -- at 
least on paper -- to moving forward with a plan to build an 

oil refinery in Central America, as well as to pursue 
bioenergy sources, with Colombian assistance. They also 
agreed to further regional infrastructure development, 
including a regional \"information highway,\" the improvement 
of roads and border crossings, and the connection of 
electrical grids internationally. The summit demonstrated 
that the Calderon administration is serious about its desire 

to play a larger role in Latin America than Mexico has in the 
recent past. End summary. 


Calderon Seeks to Retake Leadership Role in Region 


2. (U) Both in remarks made to participating Mexican 
governors before the summit and to his fellow heads of state, 
Calderon emphasized his administration\'s determination to 
develop closer relations with Latin America. In a private 
meeting with the governors, he reportedly said \"It\'s time 

also to look to our roots, to our identity, to the south of 

the continent. It\'s time to become closer with our Latin 
American brothers, especially the Central Americans.\" To the 
visiting heads of state he said: \"My government is determined 
to pursue a Latin American agenda that seeks to link Mexico 
more closely with Central America, the Caribbean and South 
America.\" 


3. (SBU) Much of the summit\'s final communique focused on 
somewhat vague measures intended to strengthen the PPP\'s 
institutional mechanisms. For example, the communique 
mentioned creating channels to facilitate cooperation between 
the members\' foreign ministries and each country\'s lead 
official on PPP. The leaders also agreed to harmonize the 
PPP with the Central American Integration System. They also 
invited UN agencies, the OAS, the OECD, and the European 
Union to contribute ideas to the PPP agenda. They called for 
the creation of two advisory councils, one focused on 
economic development and the other on social development, to 
define the PPP\'s priorities, with input from private sector 
representatives. Among the priorities will be border 
enhancements, infrastructure, transportation, renewable 
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energy, telecommunications, education, improved access to 
potable water, sustainable forestry, and attention to natural 
phenomena such as climate change. 


Broadening PPP\'s Membership 


4. (SBU) Notwithstanding the opposition of Nicaragua, 
reportedly arising out of a territorial dispute with 

Colombia, the summit participants agreed to admit Colombia as 
a full PPP member. The participants also agreed to admit 
Ecuador and the Dominican Republic as observers. In fact, 
Colombia seemed to enjoy favorable consideration at the 
summit, with Calderon holding a well-publicized bilateral 
meeting with visiting President Alvaro Uribe. In their 

bilateral meeting, Calderon and Uribe agreed that the 
Mexico-Colombia Bilateral Committee on Cooperation Against 
Illegal Trade in Narcotics and Psychotropic Drugs would meet 
soon to restructure itself. Mexico agreed with the leaders 

of Honduras, Guatemala and El Salvador that a 
counter-narcotics plan should be prepared and presented to 
the USG for support. 


Security an Issue 


5. (SBU) Security was clearly one of the main points of 
discussion, although accounts differ on how much progress was 
made. Tabasco State Governor Andres Granier, speaking on 
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behalf of the Mexican governors participating in the summit, 
reportedly requested a stronger Mexican military presence 
along the country\'s southern border to control illegal 
immigration from Central America. The national leaders 
agreed to organize cooperative efforts to fight drug 
trafficking and other organized crime, especially along their 
shared borders, including through information sharing. They 
reportedly also concurred that progress in the fight against 
drug trafficking required a greater commitment of USG 
resources. 


6. (C) Although he did not personally attend the summit, 
Gustavo Mohar, the Deputy Director of Mexico\'s intelligence 
agency (CICEN), told poloff that he had heard from Mexican 
attendees that the Central American leaders gave the 
impression of being absolutely overwhelmed by their 
countries\' security woes, including narcotics, gangs, lack of 
resources, and the degraded nature of their own security 
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infrastructure. But although they were focused on the 
problem, they demonstrated no strategic sense of where to go 
from here, and Mohar doubts they are prepared at this point 
to prepare a considered request for assistance. Although 
they referred to their upcoming meeting with President Bush, 
they gave no indication of what specifically they planned to 
raise with POTUS on the security front. 


7. (C) Ina meeting with visiting CODEL Thompson yesterday 
(septel), Mexican Secretary of Government Ramirez Acuna twice 
referred to the Campeche summit. He noted the importance of 
bringing Central America into our own security thinking, 

cited arms flows into the region as particularly troubling 

and said the U.S., Canada and Mexico together have to make a 
better investment in the region through infrastructure 
development, increased trade, etc. Mexican SRE officials we 
spoke with yesterday said they would be prepared to discuss 

the summit in greater detail in the days ahead. 


Mixed Signals on Energy 


8. (C) While the Central American leaders at the summit 
announced that they would \"re-launch efforts to construct a 
Central American refinery\" proposed by President Fox in 2005, 
in fact, the project remains moribund. Early in March 2007, 
President Calderon told Central American leaders privately 
that despite the Fox administration\'s commitment to provide 
230,000 barrels per day of Mayan crude for the proposed 
facility at a price to be set annually, Mexico could now only 
commit to provide 80,000 barrels per day. Without a 
guaranteed crude supply at a well-defined price, it would be 
very difficult for refiners to operate the proposed refinery 
profitably. Furthermore, the Pemex official responsible for 

the project told us that of the four refiners that expressed 
interest in the project, only one was seriously working on a 

bid. Moreover, we understand that a well-placed GOM contact 
stated he suspects the GOM does not plan to invest any money 
in the refinery, implying perhaps that it simply has 

committed to providing a reduced quantity of oil in order to 
avoid blame for the proposal\'s demise. Accordingly, despite 
the rhetoric from leaders, a Mesoamerican refinery is still 

very unlikely. 


9. (U) Summit participants agreed to further cooperation on 
bioenergy and other renewable energy sources, with Colombia 
offering to share its expertise on the former with PPP 
members. They agreed to expedite the process of connecting 
their electric grids, and in particular to take preliminary 
measures to connect the Colombian and Panamanian grids. 


Column 3 
U.S. Out of Sight But Not Out of Mind 


10. (U) According to press reports, the summit participants 
called on the U.S. Congress to approve an immigration reform 
package that protected the rights of migrants. The final 
summit communique also urged the U.S. Congress to approve 
pending free trade agreements with Colombia and Panama. 


Comment: We\'ve Heard This Song Before 


11. (C) Mesoamerican integration has of course been a theme 
for generations and based simply on the communiques issued in 
Campeche, it\'s far too soon to conclude that this effort to 
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revitalize PPP will bring any greater results than the 

numerous past efforts. Indeed, the contradictory signals on 
the proposed Central American refinery suggests that the 
historic gap between rhetoric and reality remains wide. What 
the Campeche summit does demonstrate, however, is that the 
Calderon administration is serious about playing a leadership 
role in the region and that Central and South America will 

take on heightened importance in the administration\'s foreign 
policy. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
GARZA 
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E.O. 12958:N/A 

TAGS: KCRM, ASEC, SNAR, KDEM, PHUM, PGOV, GT 

SUBJECT: NARCOPOLITICS THREATENS LOCAL ELECTIONS IN JUTIAPA 
(CORRECTED COPY) 


THIS IS SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT ACCORDINGLY. 


1. (U) The eastern department of Jutiapa has become notorious for 
the deadliest electoral district in Guatemala as narco-tainted 

violence eliminated yet another pre-candidate. Jos Morn, the 
Guatemalan Republican Front\'s (FRG) pre-candidate for Mayor of 
Jutiapa, was gunned down in his home on March 29. Moran\'s death is 
the latest in a series of deaths in Jutiapa Department of mayoral 
hopefuls in the upcoming election. 


2. (U) Jutiapa, bordering El Salvador, has become deadly ground for 
mayoral candidates across the political spectrum. Edwin Martinez, 
National Advancement Party\'s (PAN) pre-candidate for Mayor of 
Jalpatagua, was killed in Guatemala City in June 2006. Elmar Palma, 
Grand National Alliance\'s (GANA) pre-candidate for Mayor of 
Atescatempa, was killed in February 2007 in Atescatempa. 


3. (U) Jutiapa mayoral pre-candidate Marcel Magno Lemus, from the 
National Unity of Hope (UNE), survived an attack by masked gunmen in 
July 2006, but his daughter did not. Lemus is currently under 

police investigation for narco-trafficking. Pre-candidate Basilio 
Cordero, also from UNE, received death threats in November 2006. 
Cordero formally accused Congressman Manuel Castillo, who is also 
running for Mayor of Jutiapa, of making the threats. In February 

2007, Francisco Ramos, a Jutiapa mayoral hopeful from the Patriotic 
Party (PP), declined to run due to security concerns. 


4. (SBU) Congressman Castillo is running for Mayor of Jutiapa with 
his own civic organization (the Castillo Committee) after being 
expelled from PAN and UNE for alleged links to drug cartels. 
Castillo\'s brother, Mayor of San Jose Acatempa, Jutiapa, is 
currently under investigation for money laundering. The Castillo 
brothers are running an expensive campaign, providing land, 
ambulances, electric appliances, and helicopter transport services 
to the local community to curry political support. 


5. (SBU) Alvaro Colom told Embassy officials that he is hesitant to 
run any UNE candidates in Jutiapa out of fear that the candidate 
would be narco-tainted. Some Embassy contacts claim that only 
candidates approved by drug trafficking organizations can run for 
Congress or for mayor of various towns in Jutiapa, Zacapa, and 
Izabal Departments. Anyone who attempts to defy this practice is 
allegedly subject to intimidation and physical harm. 


Column 3 


6. (SBU) Comment: The spate of election violence in Jutiapa 
exemplifies the extent to which narco-trafficking is controlling the 
electoral landscape and is a sobering reminder of how election 

violence does not discriminate but affects all political parties. 

With signs of escalating narco-electoral violence as elections 

approach, an OAS observer mission is needed on the ground as soon as 
possible to monitor and possibly discourage the penetration of 

political parties and campaigns by organized crime. 


Derham 
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E.O. 12958; DECL 
TAGS: PGOV, PREL, IR, IZ 
SUBJECT: ABU HATEM URGES U.S. TO TALK WITH IRAN, SYRIA 


1. (C) Maysan\'s legendary resistance leader Abu Hatem (Abdul 
Kareem Mahod) met with the director of the Regional Embassy 
Office (REO) Basrah Louis Bono April 8 and urged the U.S. 
government to open talks with Iran and Syria. \"There can be no 
stability in Iraq without dialogue with Iran and Syria,\" he 

said. Nicknamed the Prince of the Marshes for his leadership of 
the Marsh Arabs against Saddam Hussein, Abu Hatem admitted that 
he is in contact with lran for \"strategic reasons.\" He added 

that genuinely warm relations do not exist between the peoples 

of the two countries. He declined to name his Iranian contacts, 
but reported that Iran\'s intelligence agency backs the Ja\'ish 
al-Mahdi (JAM) militia, ostensibly loyal to Moqtada al-Sadr, 

while the Iranian Revolutionary Guard supports the forces of the 
Supreme Council for the Islamic Revolution in Iraq (SCIRI), led 

by Abdel Aziz al-Hakim. Iraq is the battleground for Iran\'s 

internal power struggle, he said. Abu Hatem added that a 
Washington-Teheran dialogue also would provide a framework for 
the United States to address Iran\'s uranium enrichment program 
and for Iran to air its security anxieties caused the U.S. 

military presence in its eastern and western neighbors. 


2. (C) Abu Hatem said the Iraqi people are caught between the 
hammer of the United States and the anvil of Iran. In his view, 

the Iraqi leaders, who are largely returned exiles from Iran, 

are out of touch with the suffering of the Iraqi people. He 

asserted that the United States and its British allies are 
responsible for the Iraq debacle, removing Saddam Hussein only 
to allow hundreds of small dictators to replace him. \"The 

United States needs to change course, then good things can begin 
to happen,\" he said. He added that the United States has tried 

to build a new political order in Iraq without knowledge of 

local conditions. He laughed derisively at the Coalition plan 

to implement Provincial Iraqi Control (PIC) in Maysan Province 
April 18. \"PIC is ajoke. The Governor is an OMS (JAM) 
member,\" he said. He added that militia warfare will break out 

in Maysan between JAM and SCIRI. He described the JAM gunmen as 
brainless rabble, intent only on wreaking violence, but said the 
SCIRI forces have a far-reaching political vision. Abu Hatem 
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said that the Coalition squandered opportunities to stabilize 

Iraq by ignoring his counsel to initiate massive educational 
exchanges between American and Iraqi universities and to create 
jobs for unemployed youths who have since been recruited by the 
militias. 


3. (C) The REO director agreed with Abu Hatem\'s assessment of 
the dire future prospects and the lack of effective political 
leadership. \"Iraq is at a fork in the road. It can become like 
Dubai. Or it can become like Somalia,\" he said. The director 
said that the United States came to Iraq with the intent of 
bringing peace and democracy, but after four years, it is 

unclear how much longer the Coalition can stay in Iraq. What is 
clear, the director said, is that the Coalition can not do the 

job alone. \"We need to mobilize Iraqi civic leaders, who are 
trusted by the people and who share our vision for a better 
Iraq,\" he said. As for Abu Hatem\'s suggestion to open talks 
with Iran, the director noted that Secretary Rice has stated 

that she will meet her Iranian counterpart anywhere to discuss 
any topic if Iran ceases its uranium enrichment and reprocessing 
program. 


4. (C) Comment. Abu Hatem\'s recommendation for talks with Iran 
and his assessment of Coalition failures in Iraq carry a lot of 

weight because of his towering reputation as an Iraqi 

nationalist who stayed in Iraq and resisted Saddam then threw 
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his support behind the Coalition after Saddam was toppled. End 
comment. 
BONO 
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E.O. 12958: N/A 

TAGS: ETRD, EAGR, WTO, NU 

SUBJECT: NICARAGUA: TRADE MINISTER BRENES ON WTO CASE 
AGAINST U.S. AGRICULTURAL SUBSIDIES; PLUS A WORD ON THE 
AMERICAS COMPETITIVENESS FORUM 


REF: A. 06 MANAGUA 2383 
B. MANAGUA 0197 
C. MANAUGUA 0355 


1. (SBU) Summary and Introduction: On March 26, the Embassy 
received a letter in Spanish dated March 16 from Minister of 
Trade, Industry, and Development Horacio Brenes addressing 
the WTO case against U.S. agricultural subsidies, as filed by 
Canada and joined by Nicaragua and other countries. In his 
letter, Brenes stresses that Nicaragus\'s sole interest is 
peanuts, and offers to establish a dialogue with the United 
States on the subject. Brenes also suggests additional 
invitees to the Americas Competitiveness Forum in Atlanta 
this June. Below, this cable reports the contents of Brenes\' 
letter, an original copy of which has been provided to the 
Office of Central American Affairs in the Department of 

State. End Summary and Introduction. 


2. (SBU) Begin unofficial translation of sections of Brenes! 
letter relating to the WTO Case: 


-- In search of a solution to the problem facing 
Nicaragua related to gaining access to the U.S. 
market for peanuts, | inform you that the United 
States, in accordance with the official WTO document 
WT/DS357/10 dated February 8 of this year, accepted 
Nicaragua\'s petition to join Canada and other 
countries in consultations with the United States; and 
that within the framework of this process, Canada has 
already held its first consultative meeting on 
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February 7, where it was confirmed that peanuts would 
be one of the products included in consultations. 


-- | should not omit to mention to you that, in 
accordance with Article 4.6 of the WTO\'s Dispute 
Settlement Understanding, these consultations are 
confidential and do not prejudice the rights of any 
member from undertaking other possible measures. 


-- On the other hand, permit me to communicate to you 
that the principal interest of Nicaragua in this 
consultative process is peanuts, in view of thousands 
of exporters, producers, and workers within the 
Nicaraguan peanut sector who have been affected by 
large distortions in the market caused by U.S. peanut 
subsidies. 


-- Because of the points above, our government is 
disposed to creating a dialogue with the United States 
with the purpose of proposing reasonable reforms to 
the 2007 USDA Farm Bill, so as to contribute to 
sustainable development and the economic and 
commercial interests of everyone. 


End unofficial translation of sections of Brenes\' letter 
relating to the WTO Case. 


Americas Competitiveness Forum 

3. (SBU) At the end of his letter, Brenes suggests that the 
Minister of Education, Culture, and Sports (Note: Mission 
does not support this particular suggestion), a 

representative from the National Council of Universities, and 
the Director General for Business Development in the Ministry 
of Trade, Industry, and Development be invited to the 
Americas Competitiveness Forum in Atlanta on June 11-13. 
Post will be glad to distribute general information to the 

latter two individuals once provided by the Department of 
Commerce. We note that while Brenes has not yet confirmed 
his attendance at the Forum, President Ortega has informed 
Secretary Gutierrez in a February 22nd letter that Vice 


SIPDIS 
President Jaime Morales Carazo will lead a delegation from 


Nicaragua to the forum that will include members from both 
the public and private sectors. 
TRIVELLI 
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E.O. 12958: DECL: 04/12/17 

TAGS: PREL, PGOV, PTER, ASEC, IZ 

SUBJECT: COUNCIL OF REPRESENTATIVES BOMBING -- INFORMATION 
FROM POLITICAL CONTACTS 


Classified By: Classified By: Acting DCM Margaret Scobey for reasons 1. 
4 (b) and (d). 


1. (SBU) Post has reached out to political party leaders and 
other political contacts in the aftermath of the April 12 
bombing in the Iraqi Council of Representatives (CoR). The 
CoR is located in the Baghdad Convention Center in the 
International Zone and takes up virtually the entire 

building. The bomb exploded at approximately 1430 in the CoR 
cafeteria after the CoR had concluded its session for the 

day, with many members adjourning to the cafeteria for lunch. 
Those in or near the cafeteria at the time of the bombing 
described a loud blast, with smoke and dust that obscured any 
view of the blast site. Only the sounds of the injured were 
obvious. 


2. (SBU) The number of casualties remains unclear. PolOffs 
have verified the death so far of one CoR member, Mohammed 
Awad from Salih al-Mutlaq\'s Hewar party. Two others that we 
know of remain in very poor condition. These include Hewar 
CoR member Taha Al-Luhaiby; and Patriotic Union of Kurdistan 
member Assi Hussein Mohammed. We have heard reports of 
possibly seven additional deaths, possibly of individuals who 
were taken to hospitals outside of the IZ. 


3. (SBU) Sadrist members, including Falah Shenshel, were 
injured although the severity is not yet known. SCIRI CoR 
member Ridha Jawad Takki told poloff that SCIRI had no 
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injuries, and one Badr parliamentarian was slightly injured. 
While the block leaders of Dawa Tanzim (Abdulkarim al-Anzy), 
Fadhila (Hassan al-Shammari), and the ShiVa Independents 
(Khalid al-Atiya) are apparently unharmed, our contacts had 
not accounted for all members in those groups. Ayad Allawi\'s 
Iragiyya party reports one member, former Minister of 
Minerals and Industry Osama al-Najafi, was lightly injured. 


4. (SBU) GOI officials including National Security Advisor 
Muwafug Rubai, Minister of Defense Abdulgader al-Ubaydi, and 
Acting Prime Minister Barham Salih visited the MNF-I Combat 
Support Hospital (CSH) to meet with the wounded there. 
Embassy political contacts described damage to the CoR 
building as mostly superficial although the cafeteria 

requires significant repairs. 


5. (C) Following the attack, Acting Prime Minister Barham 
Salih convened senior Iraqi security officials as well as CG 

and Acting DCM. Salih said PM Maliki had been consulted and 
instructed Salih to take whatever security measures were 
necessary. Salih expressed appreciation for USG assistance in 
the attack\'s investigation and stated that while they have 
some individuals they wish to speak with, there are no clear 
suspects. At the meeting it was decided that the Ministry of 
Interior will assume responsibility ) at least in the short 

term ) for CoR security. 


6. (C) CoR Speaker Mahmud Mashadani of the Sunni Tuwafug bloc 
has announced that the CoR will hold a special session on 

Friday, April 13, to demonstrate that the terrorists were not 

able to deter the CoR. This will be the first time the CoR 

has held a session on a Friday. There is a weekly vehicle 

ban in Baghdad on Friday mornings, so the number of 

participants may be relatively low. Mashadani\'s Chief of 

Staff told poloff that would not matter, as even a small 

turnout would send a strong message of defiance. 


7. (SBU) Also on March 12, terrorists struck at vital city 
infrastructure, destroying Sarafia Bridge across the Tigris. 


8. (C) Comment. The full impact of CoR attack will not be 
known for some time. The special CoR session sends an 
important signal of national unity. However, finger-pointing 
has already begun in the media and among some of our CoR 
contacts. One Shia media outlet asserted that the attack was 
an inside job likely carried out by a Sunni MP. Mashadani\'s 
Sunni Chief of Staff blamed Shia Deputy Speaker Khalid 
Attiya, who oversees security for the building. One 
immediate impact could be lessened participation, if only 
from those who have been temporarily incapacitated. This 
could make it difficult to obtain a quorum necessary for 
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passing legislation. It will take strong leadership from the 

CoR\'s top members to encourage attendance and use the attack 
as an opportunity to forge greater solidarity rather than 

reinforce sectarian suspicions and divisiveness. 

CROCKER 
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E.O. 12958: DECL: 04/11/2017 

TAGS: SOCI, PHUM, CU 

SUBJECT: CUBA: INNOVATIVE PUBLICATION SHUTTING DOWN, AT 
LEAST FOR NOW 


Classified By: COM Michael Parmly; Reasons 1.4 (b/d) 


1. (U) As has been reported widely in the media, the 
Church-sponsored independent magazine called \"Vitral\" 
(stained glass), launched in 1999, is now shutting down. Its 
editor, Dagoberto Valdes, who had obtained permission and 
material support from the Bishop of Pinar del Rio to run the 
magazine, now has lost that support in the wake of Bishop 
Jose Siro Rodriguez\'s retirement. Valdes\'s public line is: 
\"We ran out of ink and paper.\" 


2. (C) Dagoberto Valdes has been unable to travel to Havana 
in the past few weeks, but confirmed to us the closure of 

Vitral via e-mail. Bishop Siro, on April 11, told COM and 
Pol-Econ Counselor that Vitral was a constant challenge to 
publish--because of political pressure against its 

free-thinking format, and logistical problems obtaining 

printing supplies. Siro said that at one point he purchased 
four photocopiers from an ETA representative who had taken 
refuge in Cuba. (Comment: Strange bedfellows, but business 
is business. End Comment). The printing and circulation of 
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some 10,000 copies every other month was run right out of the 
Bishopric. Siro said he was not surprised his successor, 
Bishop Jorge Enrique Serpa, was pulling the plug on Vitral: 

\"It was a headache and a constant source of political 
problems; he could not be under any obligation to take all 

that on.\" COM suggested to Siro that certain international 
Catholic charities might be willing to donate money to keep 
Vitral in print; Siro welcomed the impulse but said the idea 
was not workable. He added that Serpa\'s approach is to avoid 
friction (\"roces\") with the regime. 


3. (C) The degree of regime involvement in the Vitral 
difficulties can only be imagined, but is not hard to detect. 
Father Rodolfo Loic, parish priest in Havana and previously 
secretary to Cardinal Ortega, spoke to us at length on 10 
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April about who he saw behind the Vitral problem. While he 
cast doubt on the degree of Vatican support for Vitral, he 
reserved his main barbs for the regime here. \"Vitral is only 
the most visible part of the problem,\" Father Rodolfo 
explained. The regime, increasingly nervous about popular 
sentiment in the current is-it-Fidel-or-Raul-in-charge, 

phase, is trying to control all publications. Caridad Diego, 
Central Committee Secretary for Religious Affairs, has other 
Church publications in her sights beyond just Vitral, Loic 
said. He specifically mentioned \"Palabra Nueva,\" a monthly 
journal of the Havana Archdiocese, which he said had come in 
for scrutiny for publishing three mildly independent pieces 

in the last several months, and \"Vida Cristiana,\" a weekly 
publication distributed in Catholic Masses across the island 
every Sunday. The latter, which is put out by the Jesuit 
Center in Havana, contains mainly spiritual lessons and 
readings, but often with a clear critique at the nefarious 
effects of totalitarianism. Its editor, Father Alberto 

Garcia Sanchez, told us several months ago that he is aware 
the regime monitors closely what he publishes, but had been 
careful about showing too heavy a hand in censoring his work. 


4. (C) Comment: Bishop Siro, whose views are in line with 
Cuba\'s democratic opposition, provided solid Church cover for 
Vitral, a necessary condition for its survival. His 

successor represents a more common, pedestrian Church 
position in Cuba. Although it is conceivable that Valdes may 
continue to circulate Vitral-esque articles electronically, 

the printed version was much more important, as it was passed 
around to the large majority of Cubans (a larger majority 

than Haitians) who have no internet access. We will follow 

up with Valdes himself when he is next in Havana. 

PARMLY 
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STATE FOR WHA/CAR - KAREN L. WILLIAMS, PATRICK HENNEBERRY 


E.O. 12958: N/A 

TAGS: KSUM, PREL, OAS, JM, XL 

SUBJECT: JAMAICA: US-CARICOM MINISTERIAL/SUMMIT, WASHINGTON 
DC, JUNE 19-21, 2007 


REF: STATE 43123 


1. Per Reftel, PolOff provided the proposed agenda and 

notional schedule to the Jamaican Ministry of Foreign Affairs 

and Foreign Trade (MFAFT)\'s Director of Caribbean and 
American Affairs, Mrs. Joy Wheeler, on April 12, emphasizing 

the U.S. commitment to a successful, positive, outcomes-based 
US-CARICOM Ministerial/Summit, expressing our hope that Prime 
Minister Portia Simpson Miller would be able to participate, 

and requesting that the MFAFT advise regarding the Government 
of Jamaica (Gou)\'s participation. 


2. On the afternoon of April 12, MFAFT Permanent Secretary 
Ambassador Douglas Saunders told DCM that it was not yet 
clear who would attend the US-CARICOM Ministerial/Summit. 
Post will report further information as it becomes available. 
JOHNSON 
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DRL FOR C. NEWLING, WHA/CEN FOR J. CORNFORTH, H. THOMPSON 


E.O. 12958: N/A 

TAGS: MARR, MASS, MOPS, PHUM, PINR, ES 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING OF SALVADORAN 
OFFICERS 


1. This cable contains an action request. Please see 
Paragraph 2. 


2. Post requests Department review of human rights records 
of Salvadoran officers for participation in the Regional 
Counterterrorism Seminar, to be held in San Salvador; 
scheduled for April 23 - 27, 2007. 


COL ARGUMEDO NAJARRO, MARCO ANTONIO 
2ND AIR BRIGADE 
DPOB: FEBRUARY 11, 1959; SAN SALVADOR 


COL GARAY SARAVIA, ROBERTO ANTONIO 
Military Doctrine Command Center (CODEM) 
DPOB: MAY 10, 1960; SAN MIGUEL 


COL GARCIA ESCOBAR, JAIME IVAN 
6TH MILITARY DETACHMENT 
DPOB: DECEMBER 3, 1959; SAN SALVADOR 


CPT HERNANDEZ PANANAMENO, JULIO CESAR 
MINISTRY OF GOVERNANCE 
DPOB: SEPTEMBER 22, 1962; SANTA ANA 


COL MEJIA MARTINEZ, MIGUEL ANTONIO 
9TH MILITARY DETACHMENT 
DPOB: OCTOBER 10, 1958; SAN SALVADOR 


COL HERNANDEZ MEJIA, JOSE DEL TRANSITO 
Office of the Inspector General 

DPOB: AUGUST 15, 1959; SANTA ANA 

(Note: Col. Hernandez was previously cleared February 9, 
2007 for a different course; see State 17113. End note.) 


MAJ VALLADARES SERVELLON, ALVARO 
LEGISLATIVE ASSEMBLY 

DPOB: NOVEMBER 20, 1962; SAN JUAN NONUALCO 
(Note: Maj. Valladares was previously cleared September 11, 
2006 for a different course; see State 158692. End note.) 


3. Post has reviewed available human rights files; the above 
individuals have not been determined to be identifiable with 
individuals involved in or accused of human rights abuses. 


Column 3 
Glazer 
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E.O. 12958: DECL: 04/12/2017 
TAGS: PHUM, PGOV, KCRM, CO 
SUBJECT: CHARGE URGES GOC TO STRENGTHEN PROTECTION PROGRAMS 


REF: A. BOGOTA 2392 
B. BOGOTA 923 


Classified By: Political Counselor John S. Creamer 
Reason: 1.4 (b,d) 


1. (C) The Charge reiterated to Vice President Francisco 
Santos and Justice and Interior Minister Carlos Holguin the 
importance of strengthening GOC protection programs for 
victims participating in the Justice and Peace Law process. 
Santos and Holguin said the GOC shared our concerns and was 
taking steps to make the programs more effective. End 
summary. 


2. (C) The Charge met with Justice and Interior Minister 
Carlos Holguin on April 10 to stress the need for better GOC 
protection of victims participating in the Justice and Peace 
Law process. He urged the GOC to ensure its protection 
programs were better integrated, including greater 
dissemination of threat information within the GOC, and 
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encouraged the GOC to consult widely with victims and human 
groups on this issue. 


3. (C) The Charge made the same points to Vice President 
Francisco Santos on March 27, emphasizing the case of 
murdered victims! rights advocate Yolando Izquierdo (ref B) 
demonstrated that local Colombian National Police (CNP) 
forces should be immediate \"first responders\" to assist 
threatened individuals. It was essential to establish 
accountability early so that other cases do not fall through 
the cracks, as various GOC entities looked at a case to see 
if it fit the criteria of their specific program. The CNP 
responsibility need not necessarily be permanent, but at 
least it should protect a person in initial stages of a 

threat situation until the GOC program allocated permanent 
responsibility. The Charge also briefed the VP on USG 
programs, including a new effort to digitize victim testimony 
and make it searchable, enabling investigators and 
prosecutors to prepare comprehensive cases. He offered the 
USG\'s continuing assistance to the Vice President and 
Minister Holguin. 


4. (C) Santos and Holguin said the GOC shared our concerns 
and has taken steps to improve its protection programs. 
Holguin, who was accompanied by vice ministers Reyes and 
Nieto, said in the short-term the GOC has instructed 
departmental police commanders to serve as \"first-responders\" 
when threats are made against victims. The GOC has also 
identified 30 high-risk victims advocates, including 10 from 
Cordoba Department where Yolanda Izquiero was murdered, and 
is providing them with permanent protection. In the 
medium-term, Holguin said the GOC is working on a map of 
high-risk areas, as well as protocols to improve the overall 

GOC response and eliminate bureaucratic gaps. Vice President 
Santos said his human rights chief Carlos Franco would report 
to the Embassy shortly on progress with the protocol. 


5. (C) Holguin told the Charge the GOC understands the 
protection program for victims cannot be the same as that for 
other witnesses, and wants to design a flexible approach that 
provides maximum coverage. Still, Holguin cautioned that 
with 40,000 or more victims, the GOC cannot provide 
bodyguards to all those who need it. GOC assistance will 
focus on providing increased police presence, as well as 
communication and other assistance, to leaders in the victims 
movement and to other high-profile individuals. These efforts 
will be complemented by an increased Department of 
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Administrative Security (DAS) and CNP effort to investigate 

and thwart threats against victims. Vice FM Reyes said a GOC 
Operational Committee -- consisting of representatives of the 

DAS, CNP, Prosecutor General\'s Office (Fiscalia), Inspector 
General\'s Office (Procuradoria), National Reparations and 
Reconciliation Committee, Armed Forces and Ombudsman\'s Office 
(Defensoria) -- meets weekly to evaluate threat information 

and approve specific protection measures. 


Drucker 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, FJ 

SUBJECT: MILITARY OFFICIAL ACCUSES U.S. AMBASSADOR OF 
INCITING MUTINY IN FIJI 


1. (SBU) Summary: The Commander of Fiji\'s land forces has 
accused the Ambassador of having sought in November 2006 to 
incite a mutiny against military forces commander Commodore 
Verege Bainimarama. In a speech to troops, Colonel Pita 

Driti said April 12 that during a November 28 meeting with 

then acting commander and Driti, Ambassador Dinger and the UK 
and Australia high commissioners \"tried to get me to 

overthrow the commander\" Bainimarama himself made a similar 
claim last year. According to media reports, Driti, the 

third in command within the Fiji military forces (RFMP), is 

quoted in newspaper accounts as saying that if he ever had 

the power to do so, he would close the Australia and New 
Zealand embassies in Fiji for their criticism of the RFMF\'s 

coup. Other accounts say he threatened the closure of the 

U.S. and UK embassies as well. The embassy and the UK and 
Australian high commissions have jointly issued a denial to 

Driti\'s claim. End summary. 
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2. (SBU) RFMF Land Forces Commander Colonel Pita Driti 
accused three foreign embassies of inciting mutiny in the 

run-up to Fiji's December 5 military coup. Driti told more 

than 200 soldiers preparing to depart for UNAMI duties in 

Iraq that U.S. Ambassador Larry Dinger, UK High Commissioner 
Roger Sykes and Australia High Commissioner Jennifer Rawson 
had urged him and then acting RFMF commander, Captain Esala 
Teleni, to mutiny against RFMF commander Commodore Vorege 
Bainimarama. Bainimarama was in New Zealand at the time. 
According to an account in the Fiji Times, Driti said the 

envoys \"came in and tried to get me to overthrow the 
commander a couple of days before the coup.\" 


3. (SBU) Driti\'s accusation is not entirely new. Following 

the November meeting, a military spokesperson attempted to 
characterize the meeting as unannounced, \"inappropriate\" and 
as \"trying to incite.\" He also sought to link the envoys\' 

call to \"foreign intervention.\" The UK high commissioner 
responded at the time with a terse statement that the meeting 
had been prearranged (the military claimed otherwise) and 
\"the subject of foreign military intervention was not raised 

in the meeting.\" Commander Bainimarama himself later echoed 
the accusation of incitement to mutiny. In a press statement 
April 13, Bainimarama made the same claim (septel). 


4. (SBU) In his remarks to the lraq-bound troops, Driti 
singled out Australia and New Zealand for criticism, saying 
their reactions to Fiji\'s coup were unfair, childish and 

\"full of outright hypocrisy.\" He is quoted in the Fiji Times 

as saying that if he ever came into power, he \"might 
certainly close the Australian and New Zealand embassies.\" 
Some other reporting implied that he also threatened the U.S. 
embassy and UK high commission with closure. 


5. (SBU) The U.S., UK and Australian missions issued the 
following joint media release on April 13. 


Begin text 


Joint statement by the U.S. Embassy, Australian High 
Commission and British High Commission in response to 
comments by Land Force Commander Pita Driti on 12 April 2007 


\"The U.S. Ambassador and the High Commissioners of the United 
Kingdom and Australia met with then acting RFMF Commander 
Teleni and Land Forces Commander Driti on 28 November 2006 on 
instructions from their governments. The RFMF subsequently 
made allegations about that meeting, which the U.S., 

Australia and the UK refuted on 29 November. The object of 

the meeting on 28 November was to discuss the ongoing 
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civil-military crisis, and to urge the RFMF to respect 
constitutional processes and to not undertake a coup. The 
diplomats also outlined the types of sanctions and other 
measures that might be imposed if a coup occurred. There was 
no attempt to incite mutiny.\" 


End text. 
DINGER 
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E.O. 12958: DECL: 04/12/2022 
TAGS: PARM, MTCRE, PREL, MNUC, ETTC, MX 


SUBJECT: IRAN AND SYRIA NONPROLIFERATION ACT -- 
NOTIFICATION OF ANCTIONS AGAINST ONE MEXICAN ENTITY (C) 


REF: REF A: 2006 STATE 203788 


Classified By: ISN/MTR ACTING DIRECTOR JAMES L. MAYES FOR REASONS 1.4 
(B),(D), and (H). 


1. (U) This is an action request. Embassy Mexico 
City please see paragraph 7. 


2. (S) Background: The Iran and Syria Nonproliferation 
Act (ISNA) requires periodic reports to Congress 
identifying foreign entities with respect to which there 

is credible information indicating that they have 
transferred to or acquired from Iran or Syria items on 
multilateral lists (Australia Group (AG), Chemical 
Weapons Convention (CWC), Missile Technology Control 
Regime (MTCR), Nuclear Suppliers Group (NSG), and the 
Wassenaar Arrangement (WA) or other items with the 
potential to make a material contribution to missile, 
WMD, or ballistic or cruise missile programs. 


3. (S) The USG has determined that Aerospace Logistics 
Services has engaged in activities, as noted above, 

that warrant the imposition of measures pursuant to 
Section 3 of the ISNA. (Note: Aerospace Logistics 
Services was previously sanctioned under the ISNA in 
December 2006 for a different transfer. (Ref A) 

End Note) 
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4. (S//NF) Specifically, we have information 

indicating information that the Mexican firm Aerospace 
Logistics Services shipped Wassenaar-controlled J-85-21 
engine components for F-5 fighter aircraft to Iran in 
December 2004 and January 2005. 


5. (S) Accordingly, pursuant to the provisions of the 
ISNA, the following penalties are imposed on this 
entity, its subunits, subsidiaries, and successors: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No USG sales to them of any item on the United States 
Munitions List are permitted, and all sales to them of 

any defense articles, defense services, or design and 
construction services under the Arms Export Control Act 
are terminated; and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
or the Export Administration Regulations, and existing 
such licenses are suspended. 


These measures, which will take effect shortly, will 

remain in place for two years and expire in April 2009. 
(Note: These penalties extend for three and a half 

months the penalties that were imposed in December 2006. 
End Note.) We want to provide advance notice to the 
Mexican Government of this decision, note that this 
determination will be published soon in the Federal 
Register, and make clear that the penalties are only on 

the entity, and not on the government of Mexico. 

End Background. 


6. (S) Purpose/Objective: To inform the host 
government of the sanctions determination prior to its 
publication in the Federal Register. 


7. (S) Action request: Post is requested to provide 
the following suggested talking points to appropriate 
Mexican government officials and report response. 
Talking points also may be left as a non-paper. Post 
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should note that the second point is cleared language 
from the intelligence community and must be used 
verbatim. 


8. (S//REL MEXICO) Suggested Talking Points: 


-- The United States has determined that there is 
credible information indicating that the Mexico- 
registered company Aerospace Logistics Services 
transferred to Iran items that are controlled on the 
Wassenaar Arrangement Munitions List. 


-- Specifically, the United States has information 
that the Mexican firm Aerospace Logistics Services 
shipped J-85-21 engine components for F-5 fighter 
aircraft to Iran in December 2004 and January 2005. 
The firm\'s address is KM 26.5 Toll Road, Tijuana- 
Ensenada, Rosarito, Baja California, Mexico. 


-- Based on this transfer, we have imposed certain 
measures against this entity as provided in the 
Iran and Syria Nonproliferation Act (ISNA). 


-- The Iran and Syria Nonproliferation Act (ISNA) 
requires a report to the U.S. Congress identifying 
persons who have transferred goods, services or 
technology controlled by multilateral nonproliferation 
control regimes, such as the Wassenaar Arrangement, to 
or from Iran or Syria or otherwise have the potential 
to contribute materially to WMD, missile, or cruise 
missile programs in Iran or Syria. Sanctions are 
authorized against the persons (including entities, 
individuals, governments and governmental entities) 
involved in the transfers identified in such reports. 


-- Accordingly, pursuant to the provisions of the ISNA, 
the following measures are imposed on this entity, and 
its successors, subunits, and subsidiaries: 


a. No department or agency of the United States 
Government may procure, or enter into any contract 
for the procurement of any goods, technology, or 
services from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No USG sales to them of any item on the United States 
Munitions List are permitted, and all sales to them of 
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any defense articles, defense services, or design and 
construction services under the Arms Export Control Act 
are terminated: and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 or 
the Export Administration Regulations, and existing such 
licenses are suspended. 


-- These measures will take effect shortly and will 
remain in place for two years. 


-- This determination will be published soon in the 
FederalRegister. 


-- These sanctions do not target the Mexican government, 
but only the entity involved in the transfer. 


-- We urge you to investigate Aerospace Logistics 
Services and to take necessary measures to prevent any 
arms exports to Iran by Mexican firms. We would be 
interested in your sharing with us any further information 
on this or other commercial military transactions with 
Iran, including the supply of equipment, transfer of 
technology, or provision of maintenance or training, by 
Aerospace Logistics Services or other entities. We also 
welcome further discussion on this or other 
nonproliferation cases that may come to your attention 
and look forward to an enhanced dialogue on these 
important nonproliferation questions. 


(As appropriate/If the issue is raised by the Government 
of Mexico) 


-- Aerospace Logistics Services was sanctioned in 
December 2006 for a separate transaction involving 
similarly-controlled items. Under the ISNA we are 

still required to report this separate transaction, for 
which it was determined that sanctions were warranted. 


-- Furthermore, UN Security Council resolution 1747 
calls upon all states to exercise vigilance and restraint 
in exporting to Iran any items on the UN Conventional 
with lran could diminish this message of international 
resolve and, in light of an Iran\'s recent denunciation of 
UNSCR 1747, make it seem that Mexico is willing to 
cooperate with Iran on sensitive military hardware. It 
is vital that we continue to speak clearly, with one 
voice to Iran. 
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-- Consistent with UNSCRs 1737 and 1747, we urge your 
government to investigate fully the activities of 

Aerospace Logistic Services and ensure that this firm or 
any other entity based in Mexico is not acting in 

violation of the Security Council resolutions or 

supporting Iran\'s WMD, missile, or advanced conventional 
weapons programs of concern. 


End suggested talking points. 


7. (U) Please slug any reporting on this issue for 

ISN/MTR and WHA/MEX. A response is requested as soon as 
possible. Department point of contact is Matt Hardiman, 
ISN/MTR, 202-647-3176 (hardimanmx@state.sgov.gov). 

RICE 


NNNN 
End Cable Text 
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E.O. 12958: DECL: 04/12/2032 
TAGS: PARM, MTCRE, PREL, MNUC, ETTC, MY, IR 


SUBJECT: (C) IRAN AND SYRIA NONPROLIFERATION ACT -- 
NOTIFICATION OF SANCTIONS AGAINST TWO MALAYSIAN ENTITIES 


REF: A. EMBASSY KL-EAP/MTX-ISN/CB E-MAILS 
B. 06 KUALA LUMPUR 177004 
C. 06 KUALA LUMPUR 1648 
D. 06 STATE 139387 


Classified By: ISN/MTR DIRECTOR PAM DURHAM FOR REASONS 1.4 (B), 
(D), AND (H). 


1. (U) This is an action request. Embassy Kuala 
Lumpur please see paragraph 5. 


2. (S) Background: The Iran and Syria 

Nonproliferation Act (ISNA) requires periodic reports 

to Congress identifying foreign entities with respect 

to whom there is credible information indicating that 

they have transferred to or acquired from Iran or Syria 

items on multilateral lists (Australia Group (AG), 

Chemical Weapons Convention (CWC), Missile Technology 
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Control Regime (MTCR), Nuclear Suppliers Group (NSG), 
and the Wassenaar Arrangement (WA)) or other items with 
the potential to make a material contribution to 

missile, WMD, or certain other weapons programs. The 
USG has determined that the Malaysian entities the 
Challenger Corporation and Target Airfreight have 
engaged in activities, as noted above, that warrant the 
imposition of measures pursuant to Section 3 of the 

ISNA. Specifically, in August 2006, the U.S. informed 

the GOM of the potential for Iran and Syria 
Nonproliferation Act sanctions being imposed on the 
Challenger Corporation due to its acquisition in 2005 

of nuclear, chemical and biological defense equipment 

- specifically atromil autoinjectors and gas masks - 

from Iran\'s NAB Exports, which is affiliated with the 
Iranian Defense Industries Organization (Ref D). 

Despite repeated requests for information, Malaysian 
authorities never responded to the U.S. demarche (Ref 
A-C). In April 2007, the U.S. advised the GOM of 
December 2004 and January 2005 transfers to Iran of 
Wassenaar Arrangement-controlled engine components for 
F-5 fighter aircraft, and explained that sanctions 

could also result from these transfers. Malaysian 
authorities assured us that they would look into the 

issue. (Note: Target Airfreight was sanctioned in 
December 2006 for a separate transaction involving 
similarly-controlled items. End note.) 


3. (S) Accordingly, pursuant to the provisions of the 
ISNA, the following penalties are imposed on these 
entities, their subunits, subsidiaries, and successors: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No USG sales to them of any item on the United 
States Munitions List are permitted, and all sales to 
them of any defense articles, defense services, or 
design and construction services under the Arms Export 
Control Act are terminated; and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
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or the Export Administration Regulations, and existing 
such licenses are suspended. 


These measures, which will take effect shortly, will 
remain in place for two years. We want to provide 
advance notice to the Malaysian government of this 
decision, note that this determination will be 

published soon in the Federal Register, and make clear 
that the penalties are only on these two entities and 

not on the Malaysian government. End Background. 


4. (S) Purpose/Objective: To inform the host 
government of the sanctions determination prior to its 
publication in the Federal Register. 


5. (S) Action request: Post is requested to provide 

the following suggested talking points to appropriate 
Malaysian government officials and report response. 
Talking points also may be provided as a non-paper. 


6. (S//Rel Malaysia) Suggested Talking Points: 


-- The United States has determined that there is 
credible information indicating that the Malaysian 
entities the Challenger Corporation and Target 
Airfreight transferred to or acquired from Iran since 
January 1, 1999, or transferred to or acquired from 
Syria since January 1, 2005, items on a multilateral 
control list, or other items that have the potential to 
contribute materially to WMD, missile, or certain other 
weapons programs in Iran or Syria. 


-- Based on these transfers, we have imposed certain 
measures against these entities as authorized by the 
Iran and Syria Nonproliferation Act (ISNA). 


-- You will recall that the U.S. informed you in August 
2006 of the potential for Iran and Syria 
Nonproliferation Act sanctions being imposed on the 
Challenger Corporation due to its acquisition in 2005 
of nuclear, chemical and biological defense equipment 
- specifically atromil autoinjectors and gas masks - 
from the Iranian entity NAB Exports. NAB Exports is 
affiliated with the lranian Defense Industries 
Organization (DIO), which has well-known ties to the 
Iranian WMD and missile development programs. 


-- In April 2007, the U.S. advised your government of 
December 2004 and January 2005 transfers to Iran of 
Wassenaar Arrangement-controlled engine components for 
F-5 fighter aircraft. We also explained that sanctions 
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could result from these transfers. 


-- Accordingly, pursuant to the provisions of the ISNA, 
the following measures are imposed on these entities 
and their successors, subunits, and subsidiaries: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No USG sales to them of any item on the United 
States Munitions List are permitted, and all sales to 
them of any defense articles, defense services, or 
design and construction services under the Arms Export 
Control Act are terminated: and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
or the Export Administration Regulations, and existing 
such licenses are suspended. 


-- These measures will take effect shortly and will 
remain in place for two years. 


-- This determination will be published soon in the 
Federal Register. 


(As appropriate/lf the issue is raised by the GOM) 


-- Target Airfreight was also sanctioned in December 
2006 for a separate transaction involving similarly- 
controlled items. Under the ISNA we are still required 
to report this separate transaction. 


7. (U) Please slug any reporting on this issue for 

ISN/MTR and EAP/MTS. A response is requested as soon 

as possible. Department point of contact is Matt 

Hardiman, ISN/MTR, 202-647-3176 (hardimanMX@state.sgov.gov). 
RICE 


NNNN 


End Cable Text 
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E.O. 12958: N/A 
TAGS: AMGT, ACOA 
SUBJECT: SMART INSTANT MESSAGING DEPLOYMENT 


1. Instant Messaging (IM) is the first component to be 
deployed as part of the State Messaging and Archive 
Retrieval Toolset (SMART). IM is a form of instantaneous 
communication aimed to strengthen the conduct of diplomacy 
and provide additional collaboration tools to improve 
technology and facilitate knowledge sharing within the 
Department. The SMART Program Office began global 
deployment February 02, 2007 and is expected to be 
complete April 2007. 


2. Microsoft Communicator, the IM tool used in SMART, was 
ITCCB(Information Technology Change Control Board)- 
approved on January 29, 2007. There are no prohibitions 
against Department employees using Communicator as 
deployed by SMART; however, the provisions in 5 FAM 780 
will continue to prohibit EFM?s and MOH?s from using IM 
capabilities. (see 5 FAM 784 and 5 FAM 785, 
http://arpsdir.a.state.gov/fam/05fam0780.doc) . 


3. Please note that SMART?s IM tool has been ITCCB- 
approved. Installation of ANY other IM software is a 
violation of Department security policy. 


4. The Acceptable Use Policy for IM and general 
information about the SMART program and its solutions can 
be found on the SMART Website at http://smart.state.gov. 


5. For specific questions, see the FAQs on the SMART 


Column 3 

Website (http://smart.state.gov/shortcut.cfm/b mie) or 
contact the SMART Liaison Branch Chief, Glenn Miller, at 
millergw@state.gov. 


Minimize Considered. 
RICE 
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FM SECSTATE WASHDC 

TO PAGE 02 STATE 048864 122107Z 

AMEMBASSY ISLAMABAD IMMEDIATE 

MISSILE TECHNOLOGY CONTROL REGIME COLLECTIVE PRIORITY 
INFO AMEMBASSY DAMASCUS PRIORITY","S E C R ET STATE 048864 


E.O. 12958: DECL: 04/11/2022 
TAGS: PARM, MTCRE, PREL, MNUC, ETTC 


SUBJECT: IRAN AND SYRIA NONPROLIFERATION ACT -- 
NOTIFICATION OF SANCTIONS AGAINST ONE PAKISTANI ENTITY (C) 


REF: REF A: 2006 STATE 203732 


Classified By: ISN/MTR ACTING DIRECTOR JAMES L. MAYES 
FOR REASONS 1.4 (B),(D), and (H). 


1. (U) This is an action request. Embassy Islamabad 
please see paragraph 5. 


2. (S) Background: The Iran and Syria 

Nonproliferation Act (ISNA) requires periodic reports 

to Congress identifying foreign persons with respect to 
whom there is credible information indicating that they 
have transferred to or acquired from Iran or Syria 

items on multilateral lists (Australia Group (AG), 

Chemical Weapons Convention (CWC), Missile Technology 
Control Regime (MTCR), Nuclear Suppliers Group (NSG), 
and the Wassenaar Arrangement (WA)) or other items with 
the potential to make a material contribution to missile, 
WMD, or other certain weapons programs. The USG has 
determined that Arif Durrani has engaged in activities, 

as noted above, that warrant the imposition of measures 
pursuant to Section 3 of the ISNA. Per reftel, Mr. 

Durrani was also sanctioned by the United States in 
December 2006. The current sanctions are for transfers 
that occurred in a reporting period subsequent to the 

one covered by the December sanctions. 


3. (S) Accordingly, pursuant to the provisions of the 
ISNA, the following penalties are imposed on this 
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person, and any subunits, subsidiaries, and successors: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and 
they shall not be eligible to participate in any 
assistance program of the United States Government; 


c. No USG sales to them of any item on the United 
States Munitions List are permitted, and all sales to 
them of any defense articles, defense services, or 
design and construction services under the Arms Export 
Control Act are terminated; and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
or the Export Administration Regulations, and existing 
such licenses are suspended. 


These measures, which will take effect shortly, will 
remain in place for two years. We want to provide 
advance notice to the Pakistani Government of this 
decision, note that this determination will be published 
soon in the Federal Register, and make clear that the 
penalties are only on the specific entity involved in 
this case. End Background. 


4. (S) Purpose/Objective: To inform the host government 
of the sanctions determination prior to its publication 
in the Federal Register. 


5. (S) Action request: Post is requested to provide 
the following suggested talking points to appropriate 
Pakistani government officials and report response. 
Talking points also may be provided as a non-paper. 


6. (S//REL PAKISTAN) Suggested Talking Points: 


-- The United States appreciates our strong bilateral 
dialogue and cooperation on nonproliferation matters with 
the Government has determined that there is credible 
information indicating that a Pakistani citizen, Arif 
Durrani, transferred to or acquired from Iran since 
January 1, 1999, or transferred to or acquired from Syria 
since January 1, 2005, items on a multilateral control 

list, or other items that have the potential of material 
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contribution to WMD, missile, or other certain weapons 
programs in Iran or Syria. In this context we recall that 
in late 2006/early January 2007 we advised you of the 
imposition of U.S. sanctions under the Iran and Syria 
Nonproliferation Act (ISNA) on this same individual. 


-- Sanctions were imposed at that time because of Mr. 
Durrani\'s transactions in the transfer of items in 
contravention of the multilateral control lists, or other 
items that have the potential to make a transaction of 
the type specified in the ISNA. 


-- Since then, we have received further reports indicating 

an additional transfer that is proscribed in the same way 

by the ISNA as the transfer that provided the basis for our 
December 2006 decision to impose sanctions. According to 
the ISNA, additional information about further transfers in 

a subsequent reporting period - even if they involve the 
same overall contract or transaction - are reportable to 

the U.S. Congress and may form the basis of a decision to 
sanction. 


-- Based on these transfers, we have again imposed certain 
measures against this individual as provided in the Iran 
and Syria Nonproliferation Act (ISNA). 


-- As further background, in addition to this sanctions 

decision, on June 2006 a federal judge in the Southern 

District of California sentenced Arif Durrani to 150 months\' 
incarceration pursuant to his March 17, 2006 convictions for 
violating 22 USC 2778, Arms Export Control Act (AECA) and 28 
USC 371, Conspiracy to Commit Offenses Against the U.S. Mr. 
Durrani also was sentenced to three years of supervised 
release and fined five hundred dollars. Mr. Durrani 

illegally 

exported F-5 fighter and Chinook military aircraft parts 

from the U.S. to the United Arab Emirates, Malaysia, and 
Belgium. 


-- Accordingly, pursuant to the provisions of the ISNA, the 
following measures are imposed on this individual, and any 
successors, subunits, and subsidiaries: 


a. No department or agency of the United States Government 
may procure, or enter into any contract for the procurement 
of any goods, technology, or services from them; 


b. No department or agency of the United States Government 
may provide any assistance to them, and they shall not be 
eligible to participate in any assistance program of the 

United States Government; 
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c. No USG sales to them of any item on the United States 
Munitions List are permitted, and all sales to them of any 
defense articles, defense services, or design and 
construction services under the Arms Export Control Act are 
terminated: and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is controlled 
under the Export Administration Act of 1979 or the Export 
Administration Regulations, and existing such licenses are 
suspended. 


-- These measures will take effect shortly and will remain 
in place for two years, starting from the date that the most 
recent sanctions were imposed. 


-- This determination will be published soon in the Federal 
Register. 


-- We would like to emphasize that these penalties are being 
levied only on the involved person, Mr. Durrani, and not on 
any other person or on any part of the Pakistani government. 


7. (U) Please slug any reporting on this issue for ISN/MTR 
and SCA. A response is requested as soon as possible. 
Department point of contact is Matt Hardiman, ISN/MTR, 
202-647-3176(hardimanmx@state.sgov.gov). 

RICE 


NNNN 
End Cable Text 
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E.O. 12958: N/A 
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TAGS: SENV, UNSC, UK 

SUBJECT: READOUT OF APRIL 10 MEETING ON UK SECURITY COUNCIL 
CLIMATE INITIATIVE 


REF: STATE 46679 


1. (SBU) Per reftel, USUN mission officers attended the 
UKUN\'s April 10 informal briefing in advance of the April 17 

UN Security Council debate on climate change, hosted by UKUN 
Counselor for Sustainable Development Alistair Fernie. 
University of Toronto Professor Thomas Homer-Dixon gave a 
powerpoint presentation of 1990\'s research into the linkage 
between environmental stresses and violent conflict. Fernie 
provided an outline of how the April 17 UNSC debate will be 
formatted, and gave assurances that there will be no 

negotiated outcome nor follow-up process within the UNSC. He 
summarized UK objectives as bringing new focus and attention 
to climate change by bringing it before a new set of 
stakeholders (UNSC members), \"just as the Stern Report 
introduced the topic to economic stakeholders for the first 
time.\" 


2. (SBU) Representatives of nearly all 15 UNSC members were 
on hand for the lunchtime event. Questions largely sought 
further details on UNSC debate format and attendance or 
touched upon aspects of the professor\'s presentation. Fernie 
noted that a similar briefing was conducted earlier that day 

for non-UNSC members. An Australian colleague present at the 
morning briefing said invited countries included: Canada, New 
Zealand, Japan, Brazil, Germany, Denmark, Portugal, Pakistan, 
Costa Rica, Guatemala, Tanzania, Barbados and Tuvalu. Per 
the Australian, the UK selected those countries on the basis 

of those states that had expressed active interest in the 

UNSC discussion. Responding to charges the UK is clearly 
hearing from many quarters, Fernie defended the UK\'s proposal 
to hold the debate as being within the mandate of the Council. 
WOLFF 
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ENERGY FOR CDAY, DPUMPHREY, AND ALOCKWOOD 
NSC FOR DTOMLINSON 


E.O. 12958: DECL: 01/12/2017 
TAGS: EPET, ENRG, EINV, ECON, VE 
SUBJECT: ENERGY MINISTER RAMIREZ\' MAY 3 SPEECH IN HOUSTON 


Classified By: Acting Economic Counselor Shawn E. Flatt for Reason 1.4 
(D) 


1. (U) This is an action request. Please see Paragraph 3. 


2. (SBU) Energy Minister Rafael Ramirez is scheduled to give 

a major speech on May 3 at the 2007 Offshore Technology 
Conference in Houston, Texas. The speech will occur two days 
after PDVSA assumes operational control of the four strategic 
associations in the Faja, in addition to other major projects. 


3. (C) Post suggests the Department or DOE to send a 
representative with the relevant policy experience to attend 
the speech. It is our understanding that the Venezuelan 
Embassy in Washington is in charge of invitations. The 
speech may be a major declaration of policy, given its timing 
and venue. A knowledgeable USG official on site might be 
able to handle press and private sector inquiries on the 
speech and U.S. policy vis a vis Venezuela. Senior private 
sector representatives will be attending the speech and they 
may want rapid access to USG officials for consultation 
purposes following the speech. Finally, if the speech 
contains major policy statements that have an impact on U.S. 
markets, failure to have a USG representative there invites 
press commentary. 

BROWNFIELD 
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E.O. 12958: DECL: 04/12/2032 
TAGS: PARM, MTCRE, PREL, MNUC, ETTC, SN, IR 


SUBJECT: (C) SINGAPORE: IRAN AND SYRIA NONPROLIFERATION 
ACT - NOTIFICATION OF SANCTIONS AGAINST ONE SINGAPOREAN 
ENTITY 


REF: A. SINGAPORE 175 
B. STATE 7886 
C. 06 SINGAPORE 3180 
D. 06 STATE 153425 
E. 05 SINGAPORE 1055 
F.05 STATE 61519 


Classified By: ISN/MTR DIRECTOR PAM DURHAM FOR REASONS 1.4 (B), 
(D), AND (H). 


1. (U) This is an action request for Embassy 
Singapore. Please see paragraph 6. 


2. (S) Background: The Iran and Syria 

Nonproliferation Act (ISNA) requires periodic reports 

to Congress identifying foreign entities with respect 

to whom there is credible information indicating that 

they have transferred to or acquired from Iran or Syria 
items on multilateral lists (Australia Group (AG), 

Chemical Weapons Convention (CWC), Missile Technology 
Control Regime (MTCR), Nuclear Suppliers Group (NSG), 
and the Wassenaar Arrangement (WA)) or other items with 
the potential to make a material contribution to 

missile, WMD, or other certain weapons programs. 


3. (S) The USG has determined that Sokkia Singapore 
Pte Ltd. has engaged in activities, as noted above, 

that warrant the imposition of measures pursuant to 
Section 3 of the ISNA. Specifically, Sokkia Singapore 
in 2004 shipped theodolites to a suspected front 
company for the Shahid Hemmat Industrial Group (SHIG), 
the entity responsible for Iran\'s liquid-fueled 

ballistic missile program. We first raised this issue 
with GOS authorities in April 2005, asking them to 
investigate and take measures to ensure that entities 

in Singapore did not assist missile programs in Iran, 
and advising them that sanctions pursuant to U.S. law 
could result from Sokkia Singapore\'s actions (Ref F). 


Column 3 

In September 2006, we reminded our Singaporean 
interlocutors that we were still waiting to hear what 
actions they had taken in this case (Ref D). In 
response, Singapore officials said that they were 
engaged in ongoing surveillance of Sokkia Singapore, 
but also said that an investigation could move forward 
only if they were given evidence that the items were 
going to lran\'s missile program, and doubted that the 
case could be successfully prosecuted (Ref C). In 
January 2007, we clarified with the GOS that we were 
not requesting that Singapore prosecute Sokkia 
Singapore, but repeated our warning about the 
possibility of the imposition of sanctions (Ref B). 

GOS officials said that they planned to contact Sokkia 
Singapore as part of their industry outreach effort 
prior to expanding Singapore\'s export control list, and 
said that the MFA would provide us with the details of 
their investigation once completed (Ref A). Since that 
time we have not received any additional information 
from the GOS on this case. 


4. (S) Pursuant to the provisions of the ISNA, the 
following penalties are imposed on Sokkia Singapore 
Pte. Ltd., its subunits, subsidiaries, and successors: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No USG sales to them of any item on the United 
States Munitions List are permitted, and all sales to 
them of any defense articles, defense services, or 
design and construction services under the Arms Export 
Control Act are terminated; and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
or the Export Administration Regulations, and existing 
such licenses are suspended. 


These measures, which will take effect shortly, will 
remain in place for two years. We want to provide 
advance notice to the Singaporean Government of this 
decision, note that this determination will be 
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published soon in the Federal Register, and make clear 
that the penalties are only on the specific entity 
involved in this case and not on any other entity or on 
any part of the government of Singapore. End 
Background. 


5. (S) Purpose/Objective: To inform the host 
government of the sanctions determination prior to its 
publication in the Federal Register. 


6. (S) Action request: Post is requested to provide 
the following suggested talking points to appropriate 
Singaporean government officials and report response. 
Talking points also may be provided as a non-paper. 


7. (S//REL SINGAPORE) Suggested Talking Points: 


-- The United States has determined that there is 
credible information indicating that Sokkia Singapore 
Pte. Ltd. transferred to Iran items that have the 
potential to contribute materially to missile programs 
in Iran. 


-- Specifically, as we first advised you in April 2005, 
Sokkia Singapore in 2004 shipped dual-use items to a 
suspected front company for the Shahid Hemmat 
Industrial Group (SHIG), the entity responsible for 
Iran\'s liquid-fueled ballistic missile program. 


-- Among the items transferred to SHIG were 
theodolites, which can be used in a missile program to 
calibrate and align guidance and navigation 
instruments. 


-- Accordingly, pursuant to the provisions of the Iran 

and Syria Nonproliferation Act (ISNA), the following 
measures are imposed on Sokkia Singapore Pte. Ltd and 
its successors, subunits, and subsidiaries: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No USG sales to them of any item on the United 
States Munitions List are permitted, and all sales to 
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them of any defense articles, defense services, or 
design and construction services under the Arms Export 
Control Act are terminated: and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
or the Export Administration Regulations, and existing 
such licenses are suspended. 


-- These measures will take effect shortly and will 
remain in place for two years. 


-- This determination will be published soon in the 
Federal Register. 


-- We want to make clear that these penalties are being 
levied only on the involved entity, Sokkia Singapore 
Pte. Ltd., and not on any other entity or on any part 

of the Singapore government. 


(if asked) 


-- We take into account available information - 
including enforcement actions by your government - in 
making sanctions determinations. 


8. (U) Please slug any reporting on this issue for 

ISN/MTR and EAP/MTS. A response is requested as soon 

as possible. Department point of contact is Matt 

Hardiman, ISN/MTR, 202-647-3176 (hardimanmx@state.sgov.gov). 
RICE 


NNNN 
End Cable Text 
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E.O. 12958: N/A 
TAGS: UNSC, GE, PREL 
SUBJECT: APPROVAL: DRAFT UNOMIG RESOLUTION 


1. (U) USUN is authorized to introduce and vote to approve 
the text in para 2 below in the Security Council authorizing 
an extension of the UN Observer Mission in Georgia (UNOMIG). 


2. (U) Begin resolution text. 
The Security Council, 


PP1 Recalling all its relevant resolutions including 
resolutions 1716 of 13 October 2006 (S/RES/1716); 


PP2 Welcoming the reports of the Secretary-General on the 
activities of the United Nations Observer Mission in Georgia 
of 11 January 2007 (S/2007/15) and 3 April 2007; 


PP3 Supporting the sustained efforts of the 
Secretary-General and of his Special Representative with the 


SIPDIS 

assistance of the Group of Friends of the Secretary-General 
as well as the Russian Federation in its capacity as 
facilitator and of the OSCE; 


PP4 Stressing the importance of close and effective 

cooperation between UNOMIG and the CIS peacekeeping force as 
they currently play an important stabilizing role in the 

conflict zone, and recalling that a lasting and comprehensive 
settlement of the conflict will require appropriate security 
guarantees; 


PP5 Stressing that economic development is urgently 
required in Abkhazia, Georgia to improve the livelihoods of 
the communities affected by the conflict, in particular the 
refugees and internally displaced persons; 


OP1. Reaffirms the commitment of all Member States to the 
sovereignty, independence and territorial integrity of 

Georgia within its internationally recognized borders, and 
supports all efforts by the United Nations and the Group of 
Friends of the Secretary-General which are guided by their 
determination to promote a settlement of the Georgian-Abkhaz 
conflict only by peaceful means and within the framework of 
the Security Council resolutions; 


OP2. Calls on both sides to resume dialogue, make full use 
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of all existing mechanisms as described in the relevant 
Security Council resolutions, to comply fully with previous 
agreements regarding ceasefire and non-use of violence, and 
to finalize without delay the package of documents on the 
non-use of violence and on the return of refugees and 
internally displaced persons; 


OP3. Recalls, with a view to achieving a lasting and 
comprehensive settlement, its support for the principles 
contained in the &Paper on Basic Principles for the 
Distribution of Competencies between Tbilisi and Sukhumi8 
and welcomes additional ideas that the sides would be willing 
to offer with a view to conducting creatively and 
constructively a political dialogue under the aegis of the 
United Nations; 


OP4. Endorses the proposals for confidence-building measures 
presented by the Group of Friends of the Secretary-General 
during the meeting held in Geneva on 12 and 13 February 2007 
under participation of the Georgian and Abkhaz parties, and 
urges both parties with the assistance of UNOMIG and of 
international partners and the support of the Group of 

Friends of the Secretary-General to immediately engage in 
implementing these measures without conditions; 


OP5. Welcomes progress achieved by both sides towards the 
implementation of resolution 1716 (2006), calls on the 
Georgian side to ensure that the situation in the upper 

Kodori valley is in line with the Moscow agreement on 
ceasefire and separation of forces of 14 May 1994; and calls 
on the Abkhaz side to exercise restraint in connection with 

the Georgian commitments with regard to the Kodori valley; 


OP6. Condemns the attack on villages in the Upper Kodori 
valley carried out in the night of 11 and 12 March 2007 and 
urges all sides to extend full support to the ongoing 
investigation conducted by the Joint Fact Finding Group under 
the leadership of UNOMIG; 


OP7: Stresses that the situation on the ground in the areas 
of security, return of IDPs and rehabilitation and 
development must be improved and calls on both sides to 
resume dialogue without preconditions in these areas, using 
all existing mechanisms, including Quadripartite meetings; 


OP8: Urges the sides to address seriously each other\'s 
legitimate security concerns, to refrain from any actions 

which might impede the peace process, and to extend the 
necessary cooperation to UNOMIG and the CIS peacekeeping 
force; 
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OP9. Stresses the urgent need to alleviate the plight of 
refugees and internally displaced persons and the need for a 
perspective of life in security and dignity in particular for 

a new generation growing up outside Abkhazia, Georgia, and, 
recalling the right of return for all internally displaced 

persons to Abkhazia, Georgia, calls on both sides to 
implement the UNHCR,s Strategic Directions for the return in 
the first instance to the Gali region; 


OP10. Welcomes existing and encourages further contacts 
between representatives of civil society of the sides; 


OP11. Underlines that it is the primary responsibility of 

both sides to provide appropriate security and to ensure the 
freedom of movement of UNOMIG, the CIS peacekeeping force and 
other international personnel and calls on both sides to 

fulfill their obligations in this regard; 


OP12. Requests the Secretary-General to continue to take the 
necessary steps to ensure full compliance of all UNOMIG 
personnel with the United Nations zero tolerance policy on 
sexual exploitation and abuse and to keep the Council 
informed, and urges troop-contributing countries to ensure 
that acts involving their personnel are properly investigated 
and punished; 


OP13. Decides to extend the mandate of UNOMIG for a new 
period terminating on 15 October 2007; 


OP14. Requests the Secretary-General to make use of this 
extended mandate in order to support the parties in 
implementing measures to build confidence and to establish an 
intensive and meaningful dialogue, and to inform the Council 

in his next report on the situation in Abkhazia, Georgia, on 
progress made in this respect; 


OP15. Strongly supports the efforts of the Special 
Representative of the Secretary-General and calls on the 
Group of Friends of the Secretary-General to continue giving 
him their steadfast and unified support; 


OP16. Decides to remain actively seized of the matter. 


End resolution text. 
RICE 
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E.O. 12958: N/A 

TAGS: KDEM, PA, PGOV, PREL, OAS 

SUBJECT: PARAGUAY: OAS SG STEERS CLEAR OF INTERNAL FIGHTS, 
TWEAKS THE U.S. ON ITS LEADERSHIP IN THE REGION 


REF: ASUNCION 0177 


1. (U) SUMMARY. OAS Secretary General Jose Miguel Insulza 
used a visit to Paraguay to focus on the 2008 Presidential 
elections but declined to enter the debate on a number of 
swirling controversies. He offered generally favorable views 

on the state of democracy in Latin America, but criticized 

U.S. leadership, remarking that the U.S. had lost authority 

in Latin America. Insulza pledged the OAS would observe the 
2008 elections. END SUMMARY. 


2. (U) Inthe course of his visit April 11 focusing on 
upcoming Presidential elections, Insulza met with political 
figures, including President Duarte and opposition party 
leaders. The leaders of the opposition parties\' National 
Coalition\' coalition complained about perceived bias within 
Paraguay\'s Elections Tribunal (TSJE) and concerns about the 
potential for fraud in the 2008 elections. Insulza, however, 
declined to render judgment remarking publicly that he 
considered concerns about the country\'s electoral tribunal to 
be quite \"normal.\" He specifically declined to weigh in on 
the opposition\'s efforts to remove two of the TSJE\'s three 
representatives for firing the TSJE\'s IT Director last 
December under alleged political pressure from the ruling 
Colorado Party. 


3. (U) Commenting more broadly about the state of democracy 
in Latin America, Insulza did not register alarm about the 
resurgence of the \"left\" in Latin America, qualifying this 
phenomenon as \"normal.\" He remarked that there existed a 
risk of conflict if the process ideologies hardened to an 

extreme but that he did not presently perceive this to be a 
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genuine threat. Rejecting the notion there existed a leftist 
bloc, he attributed the present shift left in the region to a 
rediscovery of the importance of the State\'s role, implying 
conversely a rejection of neoliberalism\'s message that the 
State was the source of all problems. Questioned in his 
interview with center-left Paraguayan daily \"Ultima Hora\" 
about whether the OAS or the United States was the guardian 
of democracy in Latin America, Insulza responded that he 
didn\'t \"believe the U.S. was in a condition to protect 
democracy in Latin America.\" He went on to say that the U.S. 
was entangled in other parts of the world and as a result had 
lost authority in Latin America. 


4. (U) In meeting with TSJE President Juan Manuel Morales 
-- one of the two TSJE representatives the opposition would 
like to see removed -- Insulza committed the OAS to sending 
observers to Paraguay\'s Presidential election that will 

likely be schedule for April 2008. The OAS reported sent 
some 100 observers to the 2003 presidential election. to 
monitor pre-election and election day activities. 


5. (U) COMMENT: Insulza\'s critique of the U.S. scored a 
headline for the paper\'s interview with Insulza despite the 
fact that the interview covered more broadly his views on 
democracy in Latin America writ large. No doubt the 
opposition welcomes OAS monitoring as a measure of 
protection. Of course, more egregious fraud and 
irregularities can occur just as readily in the months 
running up to elections and the OAS will be in far less a 
position to address those kinds of concerns. 

CASON 
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SUBJECT: (C) IRAN AND SYRIA NONPROLIFERATION ACT -- 
NOTIFICATION OF SANCTIONS AGAINST THREE CHINESE ENTITIES 


REF: A. BEIJING 1625 
B. STATE 28429 
C. BEIJING 186 
D. 06 BEIJING 14992 
E. 06 STATE 112901 
F.05 STATE 171986 
G. 05 BEIJING 15646 
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H. 05 BEIJING 20654 
I. 05 STATE 228152 


Classified By: EAP DAS THOMAS CHRISTENSEN FOR REASONS 1.4 (B), 
(D), AND (H). 


1. (U) This is an action request. Embassy Beijing 
please see paragraph 6. 


2. (S) Background: The Iran and Syria 

Nonproliferation Act (ISNA) requires periodic reports 

to Congress identifying foreign entities for which 

there is credible information indicating that they have 
transferred to or acquired from Iran or Syria items on 
multilateral control lists (Australia Group (AG), 

Chemical Weapons Convention (CWC), Missile Technology 
Control Regime (MTCR), Nuclear Suppliers Group (NSG), 
and the Wassenaar Arrangement (WA)) or other items with 
the potential to make a material contribution to 

missile, WMD, or certain other weapons programs. The 
USG has determined that the China National Precision 
Machinery Import/Export Corporation (CPMIEC), Zibo 
Chemet Equipment Company, and the Shanghai Non-Ferrous 
Metals Pudong Development Trade Co. Ltd. have engaged 
in activities, as noted above, that warrant the 

imposition of measures pursuant to Section 3 of 

the ISNA. 


3. (S) We have raised the activities of these three 
entities previously with the Chinese government. 
Specifically, we have discussed Zibo Chemet Equipment 
Company\'s transfers of glass-lined chemical processing 
equipment to Iran, most recently in July 2006 (Refs D 
and E). The Chinese have not provided any additional 
information on this case. We approached the Chinese 
government in March 2007 about CPMIEC\'s transfer of 
actuators to Mehr Engineering and Industrial Group, 
Iran\'s main solid-fueled ballistic missile developer 

(Ref B). In response, Chinese officials said that they 
were not aware of the new allegations against CPMIEC, 
but would convey the information to China\'s relevant 
experts for review (Ref A). To date, we have not 
received a substantive response from the Chinese 
government on CPMIEC\'s activities. Finally, in 
September 2005, we informed China that Shanghai Non- 
Ferrous Metals Pudong Development Trade Co. Ltd. 
shipped approximately 5 tons of Chinese-origin titanium 
sponge in mid-June 2005 to the Atomic Energy 
Organization of Iran (AEOI) (Ref F). We warned China 
that this completed transaction could result in 

potential sanctions against the transferring entity 
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pursuant to the then-applicable Iran Nonproliferation 

Act of 2000 (subsequently amended and renamed the Iran 
and Syria Nonproliferation Act (ISNA)). We also told 
China that we would factor any information they shared 
into our potential sanctions determination, but China 

has not provided any substantive information, despite 
repeated USG requests, most recently in January 2007 
(Ref C). 


4. (S) Accordingly, pursuant to the provisions of the 
ISNA, the following penalties are imposed on these 
entities, their subunits, subsidiaries, and successors: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No USG sales to them of any item on the United 
States Munitions List are permitted, and all sales to 
them of any defense articles, defense services, or 
design and construction services under the Arms Export 
Control Act are terminated; and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
or the Export Administration Regulations, and existing 
such licenses are suspended. 


These measures, which will take effect shortly, will 
remain in place for two years. We want to provide 
advance notice to the Chinese Government of this 
decision, note that this determination will be 

published soon in the Federal Register, and make clear 
that the penalties are only on the entities or 

individuals, not the PRC government. End Background. 


5. (S) Purpose/Objective: To inform the PRC of the 
sanctions determination prior to its publication in the 
Federal Register early in the week of April 16. Post 
should make clear that the U.S. will continue to raise 
cases of proliferation concern with the Government of 
China and look for opportunities to cooperate in 
halting proliferation. 
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6. (S) Action request: Post is requested to provide 
the following suggested talking points to appropriate 
Chinese government officials and report response. 
Talking points also may be provided as a non-paper. 


7. (S//REL CHINA) Suggested Talking Points: 


-- The United States appreciates the regulatory and 
enforcement measures that China has taken to strengthen 
its export control regime. We want to continue our 
bilateral consultations and cooperation on 

nonproliferation issues for the benefit of both of our 
nations and of the rest of the international community. 


-- Supplementing bilateral efforts with China and other 
nations, the United States will continue to take direct 
actions where warranted against entities from any 
country that engages in proliferation-related activity 
with Iran and Syria. 


-- The United States has determined that there is 

credible information indicating that Zibo Chemet 
Equipment Company, the China National Precision 
Machinery Import/Export Corporation (CPMIEC), and the 
Shanghai Non-Ferrous Metals Pudong Development Trade 
Co. Ltd. transferred to Iran items on a multilateral 

control list, or other items that have the potential to 
contribute materially to WMD, missile, or certain other 
weapons programs in Iran. 


-- Based on these transfers, we have imposed certain 
measures against these entities as provided in the Iran 
and Syria Nonproliferation Act (ISNA). 


-- We have raised on past occasions our concerns about 
Zibo Chemet Equipment Company\'s transfer of chemical 
weapons-related equipment to Iran, including glass- 

lined chemical processing equipment, most recently in 
July 2006. 


-- We also discussed with you in March 2007 CPMIEC\'s 
role in providing missile-related actuators to Mehr 
Engineering and Development Group, Iran\'s main solid- 
fueled ballistic missile developer. To date, we have 

not received a response from your government on these 
activities. 


-- Furthermore, we informed your government in 

September 2005 that Shanghai Non-Ferrous Metals Pudong 
Development Trade Co. Ltd. shipped approximately five 
tons of Chinese-origin titanium sponge in mid-June 2005 
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to the Atomic Energy Organization of Iran (AEOI). 


-- We have repeated our request for information on this 
transfer over the last year and a half, most recently 

in January 2007. China has not provided any further 
information on this transfer. 


-- As we have discussed on numerous occasions, we view 
military and proliferation-related transfers to Iran 

very seriously, particularly in light of Iran\'s 

continuing refusal to meet IAEA and UN requirements 
with regard to its nuclear program. 


-- Continued proliferation to Iran undermines our 
joint, diplomatic efforts to resolve the Iranian 
nuclear weapons issue and the crisis in the Middle 
East. 


-- Accordingly, pursuant to the provisions of the ISNA, 
the following measures are imposed on these entities, 
and their successors, subunits, and subsidiaries: 


a. No department or agency of the United States 
Government may procure, or enter into any contract for 
the procurement of any goods, technology, or services 
from them; 


b. No department or agency of the United States 
Government may provide any assistance to them, and they 
shall not be eligible to participate in any assistance 
program of the United States Government; 


c. No United States Government sales to them of any 
item on the United States Munitions List are permitted, 
and all sales to them of any defense articles, defense 
services, or design and construction services under the 
Arms Export Control Act are terminated: and 


d. No new individual licenses shall be granted for the 
transfer to them of items, the export of which is 
controlled under the Export Administration Act of 1979 
or the Export Administration Regulations, and existing 
such licenses are suspended. 


-- These measures will take effect shortly and will 
remain in place for two years. 


-- The determination against these three entities, as 
well as determinations against entities from six other 
countries, will be published soon in the Federal 
Register. 
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-- We would like to reiterate that in determining 

whether to impose ISNA sanctions, the USG considers all 
relevant information, including any information 

provided by your government on the results of its 
investigative and enforcement actions in these cases. 


-- We look forward to continuing cooperation on export 
control and nonproliferation issues. 


End suggested talking points 


8. (U) Please slug any reporting on this issue for 

ISN/MTR and EAP/CM. A response is requested as soon as 
possible. Department point of contact is Matt 

Hardiman, ISN/MTR, 202-647-3176 
(hardimanmx@state.sgov.gov). 

RICE 


NNNN 
End Cable Text 
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SUBJECT: PANAMA SUPPORTIVE BUT WARY ON KOSOVO 

REF: STATE 47794 

Classified By: AMBASSADOR WILLIAM EATON FOR REASONS 1.4 B AND D 


1. (C) \"Rest assured, we\'re on the same page on Kosovo 
future status, First VP and FM Samuel Lewis told Ambassador 
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Eaton and POLOFF when he delivered reftel demarche on April 
12. Lewis expressed Panamanian support of the UNMIK 
Administrator\'s recommendations -- including independence -- 
but acknowledged Panama was waiting to see the text of the 
proposal before pledging full public support. Panamanian 
Senior Advisors for UNSC Affairs Nils Castro and Adolfo 
Ahumada accompanied Lewis. 


2. (C) Lewis said that based on his conversations with 
Ambassador Ricardo Arias in New York, Panama\'s primary 
concern revolves around the threat of Russia exercising its 
veto power. Lewis opined that if the Russians perceive they 
have been given adequate opportunity to express their 
concerns on Kosovo, they will abstain from voting on the 
UNSCR, telling the Serbs they have \"exhausted all other 
possible alternatives on Kosovo.\" He added that Russia was 
pushing for a fact-finding mission to the region, but 
Ambassador countered that after Ahtisaari\'s 20 rounds of 
talks in 16 months with the Belgrade-Pristina governments, 
even Secretary General Ban Ki-Moon does not endorse further 
rounds of negotiations and discussion. 


3. (C) Ambassador also noted that Panama\'s public silence 
could be misinterpreted and only embolden the Russians to dig 
in their heels. Lewis agreed there is \"no way back\" to 
reunifying Kosovo and Serbia, calling Kosovo independence a 
\"reality,\" stating he would send a message to Arias in New 
York to deliver an explicit (but private) message of Panama\'s 
support for internationally-supervised Kosovo independence to 
remove any possible misconceptions of Panama\'s position. 
Lewis added that Panama would not undermine the ability to 
work behind the scenes with Russia, but wanted to see the 
text before publicly endorsing any resolution. 


4. (C) When asked if Panama had any specific issues, 
concerns, or text they would like to see addressed in the 
resolution, Castro replied that Panama wanted to avoid 
another outcome similar to Burma by spending the sufficient 
amount of time to build consensus around the resolution, 
noting that \"Panama is not concerned about the concept, but 
the speed at which a resolution is drafted.\" Castro also 

noted that Panama wished to see a \"discrete transition to 
independence\" in which the \"symbols of independence\" were 
introduced delicately and sensitively to avoid antagonizing 

the various ethnic groups within Kosovo. Castro opined this 
process could take months, but Ambassador again countered 
that while the USG also supports the gradual transition to an 
internationally-supervised independent Kosovo, the status quo 
cannot be perpetuated indefinitely without spawning unrest 
that could destabilize the Balkans once again. 
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5. (C) On 11 April, POLOFF delivered similar reftel talking 

points to MFA working level official Ernesto Cerrud, who 
paralleled the response that Panama does not wish to \"force 

the issue\" on Kosovo independence, and would prefer to await 
the results of the Russian-led fact-finding mission to the 

region before deciding to vote on a resolution. Cerrud\'s 
comments mirrored those of Lewis, underscoring the Panamanian 
paranoia that Russia will veto any resolution that is not 

supported by Belgrade. 


6. (C) Comment: Lewis and his advisors commented several 
times they didn\'t want a repeat of the Burma resolution 
vetoed by China. Local press painted this veto as a personal 
embarrassment and setback for Lewis. As a Presidential 
hopeful to succeed Martin Torrijos, Lewis is even more 
cautious now than usual about press and public perceptions of 
him. Lewis may also be concerned that creating a rift 
between Panama and Russia vis a vis a vetoed Kosovo 
resolution could damage the effectiveness of his planned tour 
of Europe in May which includes a stop in Moscow. 
Nevertheless, Lewis received our message clearly, and knows 
he cannot hide in the shadows or the sideline on this issue. 
However, the local Panamanian UNSC team may be willing to 
stall the resolution signing process as long as possible. We 
will continue to pressure Panama to take a stand. Continued 
pressure on Ambassador Arias will also underscore the 
seriousness of our resolve on this issue. 


EATON 
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SUBJECT: FIJI'S INTERIM PM LASHES OUT AT U.S.; SAYS 

SECURITY BARRIERS IN FRONT OF EMBASSY WILL BE REMOVED NEXT 
WEEK; INTERIM AG CHALLENGES AMBASSADOR\'S DIPLOMATIC IMMUNITY 


REF: A. SUVA 212 


B. STATE 48129 
C. SUVA 207 


Classified By: DCM Ted Mann, per 1.4 (B) and (D) 


Summary 

1. (C) Interim Prime Minister Bainimarama issued an angry 
press statement April 13 stating that his refusal to meet 

visiting DAS Davies on April 11 or 12 was meant to \"send a 
clear message\" that Fiji will only engage with countries 
\"genuinely committed to assisting us in moving forward.\" 
Bainimarama reprised his false claim that the visit of 
Ambassador Dinger and other chiefs of mission to the military 
barracks last November was \"an attempt to incite mutiny.\" 
Late in the day, the interim Attorney General reportedly 
challenged the Ambassador, along with the British and 
Australian High Commissioners, to give up diplomatic immunity 
so the police could thoroughly investigate the \"incitement\" 
charges. In his statement, Bainimarama announced that he has 
directed relevant authorities to remove the street barriers 

in front of the Embassy by the end of next week. We heard a 
separate report that officials in the Ministry of Public 

Works were verbally instructed to remove the barriers by 

16:30 today. As of 18:30 local time, we have no indication 

that any such action will be undertaken today. Embassy EAC 
decided that Embassy personnel would neither assist nor 
confront troops or other interim government personnel who may 
attempt to remove the barriers. Removal of the barriers 

would leave the Embassy with no/no setback from the street. 
End Summary. 


Bainimarama Lashes Out, 

Says US is No Friend of Fiji 

2. (U) In a press statement April 13, Interim PM 

Bainimarama issued an angry response to visiting DAS Davies\' 
April 12 statement that he had come to Fiji as a friend and 

that Bainimarama\'s failure to agree to a meeting was \"a 
missed opportunity.\" \"What kind of friend is he,\" said 
Bainimarama, \"when only a month ago he spoke from thousands 
of miles away through video conferencing....demanding for the 
immediate return of Fiji to democracy?\" \"What does he know 
about Fiji and its people to be able to make a statement like 
that?\" Bainimarama said U.S. assistance to Fiji was very 
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small and that Fiji has little to lose if the U.S. continues 

to isolate Fiji. Echoing statements he previously made about 
Australia and New Zealand, Bainimarama concluded that \"It 
would be best if they left us alone.\" 


3. (U) In contrast to the U.S. attitude toward Fiji, 
Bainimarama stated that \"we are ever grateful to the friendly 
nations in Southeast Asia as well as China and India for 
recognizing our problems as being internal and that the 
issues be best left to the people of Fiji to solve for 
themselves.\" He also said that Fiji was prepared to engage 
with the Pacific Island countries, Australia and New Zealand 
through the Pacific Island Forum (PIF) and the PIF Eminent 
Persons Group, and with the European Union, noting a 
high-level delegation is traveling to Brussels this weekend 
for Cotonou consultations next week. 


False Claim that Ambassador Attempted to Incite Mutiny 

4. (SBU) Bainimarama repeated the false claim that the 
Ambassador, along with the UK and Australian High 
Commissioners, had attempted to incite rebellion among RFMF 
officers when they visited the RFMF barracks in late November 
2006. \"This (visit to the barracks) clearly was an act of 
interference and an attempt to incite mutiny. So | ask how 

Mr. Davies would have accompanied the same Ambassador to call 
upon me under the pretext of a courtesy visit and wanting to 

be a \"friend of Fiji." Colonel Pita Driti made the same 
\"incitement to mutiny\" claim in a speech to troops April 12. 

Ref A reviews Driti\'s statements and reports the text of a 

joint U.S. Embassy, UK High Commission, Australian High 
Commission response. 


AG Suggests Diplomats Should Waive Diplomatic Immunity 

5. (SBU) According to Fiji One television news, in the 

early evening of April 13, Interim Attorney General 
Aiyez-Khaiyum issued a statement urging the U.S. Ambassador, 


SUVA 00000213 002 OF 002 


and the high commissioners of the UK and Australia, to waive 
their diplomatic immunity and allow the police to fully 
investigate the charge they \"incited mutiny.\" This approach, 
said the interim AG, would demonstrate the diplomats\' 
commitment to the \"rule of law.\" 


Attack on the Human Rights Report 


6. (U) Bainimarama, who earlier appeared to have taken our 
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Human Rights Report in stride, strongly criticized the 

report, stating that \"The United States should look at it own 
human rights violations first before pointing fingers at 
relatively minor cases of such violations in Fiji.\" 

(Comment: The human rights violations in Fiji since the coup 
have been anything but \"minor.\" The military and interim 
government have waged a systematic campaign of intimidation 
and physical violence against those opposed to the coup, 
suppressed free speech and the right to assembly, and 
tampered with the formerly independent legal and court 
systems. End comment.) 


Bainimarama Orders Removal of Security Barriers 

In Front of Embassy 

7. (U) In his statement, Bainimamara said he has directed 
the relevant authorities to remove the barriers that 
currently block the street in front of the Embassy by the end 
of next week. These barriers have been in place, with the 
permission of successive Fiji governments, since the East 
Africa bombings in 1998. Bainimarama said the barriers 
\"denied the taxpayers who have funded construction of this 
road a fair right of free and unrestricted access.\" Removal 
of the barriers, he said, \"is in line with the withdrawal of 
military personnel from the various checkpoints as well as 
relaxation of restrictions at those installations.\" 


Source Tells Us Removal Could Take Place April 13 

8. (C) SDL party National Director Peceli Kinivuwai told us 
April 13 that the Minister of Urban Development and Public 
Utilities, Jone Navakomocea (a former SDL party member), had 
told him Bainimarama wanted to remove the barriers by 16:30 
April 13. Bainimarama reportedly told Navakomocea to 
coordinate the action with the Suva City Council. When we 

told Kinivuwai about the Commodore\'s press release, Kinivuwai 
guessed that coordination with the city of Suva was too 

difficult to accomplish in one day. As of 19:00 April 13 

local time there is no sign any action to remove the barriers 

will be taken today. (Note: As reported reftels B and C, we 
received a diplomatic note from the Ministry of Foreign 

Affairs requesting that the Embassy remove the barriers by 
April 13. Per ref B instructions, we declined to do so.) 


EAC Decides on \"Don\'t Assist, Don\'t Confront\" Stance 

9. (C) Embassy EAC met late afternoon April 13. The EAC 
decided that Embassy personnel should not assist troops or 
interim government personnel to remove the barriers, nor 
should they confront them. RSO has conveyed this approach to 
all guard personnel. If troops arrive, Embassy guards (all 
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of whom are unarmed) will move from the barriers to a 
position directly in front of the main entrance to the 
Embassy. 


Comment 

10. (C) Statements by DAS Davies and other US officials 
condemning the coup and favoring a quick return to democracy, 
and the generally positive media play those statements 
receive in Fiji, have clearly rattled the Commodore, the 
interim AG and other interim officials. Their statements 
today were poorly reasoned and very bitter. We have every 
reason to believe that Bainimarama will follow through on his 
threat to remove the street barriers in front of the Embassy. 
If that takes place, the Embassy will be left with no/no 
setback from the street and the Embassy\'s physical security 
will be greatly reduced. 


DINGER 


104206 

PP RUEHDBU 

DE RUEHTA #0943/01 1030120 

ZNY CCCCC ZZH 

P 130120Z APR 07 

FM AMEMBASSY ASTANA 

TO RUEHC/SECSTATE WASHDC PRIORITY 9068 
INFO RUCNCIS/CIS COLLECTIVE 0122 
RUEHIL/AMEMBASSY ISLAMABAD 2112 
RUEHBUL/AMEMBASSY KABUL 0312 
RUEHNE/AMEMBASSY NEW DELHI 0442 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RUEAIIA/CIA WASHDC 

RUEBAAA/DEPT OF ENERGY WASHDC"","C ONFID ENTIAL SECTION 01 OF 03 ASTANA 000943 


SIPDIS 


NOFORN 
SIPDIS 


DEPT FOR EB/ESC; SCA/CEN (OVMARA) 
COMMERCE FOR ADVOCACY CENTER: BLOPP 
DEPT PASS USTR 


E.O. 12958: DECL: 04/12/2017 

TAGS: ECON, ENRG, ETRD, KZ 

SUBJECT: ROBERT DEUTSCH DISCUSSES AFGHANISTAN, REGIONAL 
INTEGRATION WITH KAZAKHSTANI OFFICIALS 


Column 3 
REF: A. ASTANA 753 
B. ASTANA 908 
Classified By: Ambassador John Ordway; reasons 1.5(b) and (d). 


1. (C) Summary: SCA Senior Advisor Robert Deutsch briefed 
Deputy Foreign Minister Nurlan Yermekbayev on U.S. 
reconstruction efforts in Afghanistan on April 6 in Astana, 
receiving in turn a brief of Yermekbayev\'s recent trip to 

Kabul as head of a public-private Kazakhstani delegation. 
Yermekbayev urged the USG to raise the issue of Kazakhstan\'s 
assistance to Afghanistan at the ministerial level whenever 
possible, in order to help overcome skepticism within the GOK 
over Kazakhkstan\'s role. Deputy Minister of Trade and 
Industry Aitzhanova asked Deutsch to communicate a different 
message in Washington: the need for the USG to be more 
aggressive in urging Kazakhstan\'s Central Asian neighbors to 
play a more constructive role in the next round of TIFA 
negotiations. Deutsch discussed a recent World Bank study on 
regional transportation facilitation with World Bank and 

private sector representatives, exploring ways in which the 
inefficiencies in regional transport trade could be addressed 

by means of a \"public-private partnership.\" Kazakhstani 
electricity experts briefed Deutsch on GOK plans to expand 
generation capacity to meet anticipated electricity deficits 

in the South. End summary. 


Afghanistan 


2. (C) In Kazakhstan to attend the USTDA-sponsored Regional 
Telecommunications Conference, SCA Senior Advisor Robert 
Deutsch conducted meetings on broader regional issues in 
Astana on April 7. Deutsch began by providing Deputy Foreign 
Minister Yermekbayev with an overview of the USG Afghanistan 
reconstruction efforts, responding to Yermekbayev\'s earlier 
expression of interest to the DCM. Yermekbayev commented on 
the utility of the spending and budget figures, telling 

Deutsch that \"we can use this to benchmark our goals with 
other ministries.\" In general, he said, Wwe have a will to 
participate more actively\" in Afghanistan, but \"it is not so 

easy to convince GOK officials\" that it should be a priority. 
Perhaps the USG could help, he suggested, by \"reminding other 
ministers\" of the importance of Afghanistan reconstruction. 


3. (C) Yermekbayev described his recent two-day trip to Kabul 
as Head of a delegation composed of government and private 
sector representatives. He had left with the impression that 
\"there will not be peace in Afghanistan until the foreign 
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military leaves, especially the Americans and British. 

Still, withdrawal now would lead to further ethnic clashes.\" 
Commenting on the mixed government/business delegation, 
Yermekbayev explained that the GOK approach was to allow the 
\"big companies\" to pursue investments (\"or not\"), based on 
their business interests, while the GOK focused on long-term 
\"social assistance programs\" -- including, potentially, 

\"building hospitals, schools, roads, grain elevators.\" 


4. (C) Later in the day, Vice Minister of Industry and Trade 
Kuandyk Bishimbayev told Deutsch that he, too, had 
participated in the recent GOK delegation to Afghanistan, and 
in fact was the head of an \"inter-governmental commission\" 
charged with exploring possible \"areas of interest.\" 
(Bishimbayev said that he hoped to sponsor the first 
commission meeting in August or September.) The Ministry of 
Foreign Affairs had the lead in creating an \"assistance 
program,\" he explained, while his efforts were focused on 
helping Kazakhstani businesses identify investment 
opportunities. 


TIFA 


5. (C) Zhanar Aitzhanova, Vice Minister of Industry and Trade 
(and Kazakhstan\'s Special Representative at WTO Accession 
Negotiations), used the occasion of her meeting with Deutsch 

to deliver a message about TIFA. The process was 
\"slow-going,\" she said, due to its regional nature anda 

\"lack of enthusiasm\" from all parties except Kazakhstan and 
the U.S. \"The USG needs to work more with other governments 
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in the region\" to advance the project, she urged. 

Kazakhstan, she added, was poorly placed to do so: \"we don\'t 
want to offend Uzbekistan by looking like a regional leader.\" 
Aitzhanova indicated that the GOK intended to use the TIFA 
process to advance its WTO agenda because, unlike the WTO 
discussions, TIFA allowed the Kazakhstanis \"an opportunity to 
talk on a more equal basis with the USTR.\" Aitzhanova noted 
that she would be in Washington on April 17 for bilateral WTO 
negotiations. 


Transportation 


6. (SBU) In Almaty, Deutsch discussed cross-border trade 
facilitation with Munavara Patasheva of the Forum of 
Entrepreneurs of Kazakhstan, and World Bank official Aslan 
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Sarinzhipov. The meeting focused on the findings of a recent 
World Bank-funded study of time and cost issues (including 
\"unofficial\" payments\") affecting seven regional transport 
corridors. The results of the study have been shared with 
government officials in Kazakhstan, Kyrgyzstan, and 
Tajikistan, and appear to provide a basis for expanded 
public-private dialogue on this key issue. (The Forum of 
Entrepreneurs, along with other regional business 
associations, gathered data and observations for the study, 
and is thus well-positioned to advocate their interests based 
on the results obtained.) 


7. (C) Yerlan Sagadiyev, Advisor to the Prime Minister, 
outlined a different transportation vision over lunch in 

Astana on April 7. Sagadiyev described growing interest in a 
\"multi-modal\" transportation corridor across Kazakhstan 
linking China to Western markets. According to Sagadiyev\'s 
vision, a single right-of-way for a raildroad, road, and 
telecommunications fiber, linked to port and trans-Caspian 
shipping facilities, could potentially cut 11 days off the 

transit time of Chinese goods to Europe. Given projected 
volumes of Chinese trade, particularly in perishable goods, 
Kazakhstan was well-positioned to enhance its role as a 
transit country. 


Electricity 


8. (C) Deutsch discussed electricity issues in a series of 
meetings with Samruk (national holding company) and Energy 
Ministry Officials. Referencing the GOK\'s recent evaluation 
of electricity balances through 2105 (Ref A), the Head of the 
Energy Ministry\'s Office of Electrical Energy Reform, Kanysh 
Moldabayev, told Deutsch that, in order to meet projected 
electricity deficits in the South, both new generation plants 

and renovations of existing plants would be required. The 
GOK study calculated that a wholesale tariff of 3.5 cents / 
kWh would be needed to attract sufficient private investment 
in generation capacity, he said. If the rate was not 

sufficient, the GOK would consider financing construction 

from the Republican budget, or through private / public 
partnerships. (Note: Prime Minister Masimov told Ambassador 
Ordway on April 9 that his goal was to achieve entirely free, 
market-determined tariffs \"next year.\" Ref B. End note.) 
Samruk CFO Ulf Wokurka lamented the fact that, to date, only 
8-10% of wholesale electricity trades were conducted on the 
\"spot\" market, short of the 25% goal set for the 
Samruk-managed wholesale market operator, KOREM. While 
having 90% of wholesale trades governed by bilateral 
agreements between generator and customer might not seem like 
a bad thing, he explained, each agreement represented a 
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potential \"sweetheart\" deal, or an opportunity for the abuse 
of political power, and thus was best avoided. 


9. (C) On the subject of regional electricity integration, 
Samruk\'s Head of the Electricity (KEGOC) Group, Esbergen 
Abitayev, took pains to underscore that it was only 
\"recently,\" with the construction of a 500 kV North-South 
transmission line, that Kazakhstan\'s own electricity market 
became \"integrated.\" Significant electricity trade took 

place in the North, across the Russian border; fewer, mostly 
seasonal volumes, occurred in the South. Speaking of 
investments in generation capacity, Abitayev told Deutsch 
that the Kyrgyz government had invited Samruk to participate 
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in a \"joint pre-feasibility\" study (along with RAO UES) of 

the Kambarata hydro project. The study, he said, \"will 
include a chapter on markets in South Asia and Afghanistan.\" 
Turning to Tajikistan, Abitayev noted that Rogun was a 
relatively attractive project, with much cheaper costs per 
kilowatt than in Kyrgystan. \"We are studying the Tajik 
market closely,\" he concluded. 


10. (U) Robert Deutsch has cleared this cable. 
ORDWAY 


104207 
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INFO RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHAAA/THE WHITE HOUSE WASHINGTON DC PRIORITY 
RUEAWJA/USDOJ WASHDC PRIORITY 
RULSDMK/USDOT WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC//J5// 
RHHMUNA/HQ USPACOM HONOLULU HI 
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RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// 
RUALSFJ/COMUSJAPAN YOKOTA AB JA//J5/JO21// 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
RUAYJAA/COMPATWING ONE KAMI SEYA JA 
RUEHNH/AMCONSUL NAHA 3117 
RUEHFK/AMCONSUL FUKUOKA 0664 
RUEHOK/AMCONSUL OSAKA KOBE 4193 
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FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 
SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 04/13/07 


INDEX: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Visit of Premier Wen: 

4) Prime Minister Abe, Chinese Premier Wen agree that bilateral 
economic agenda should be set by political leaders, aided by 

high-level dialogue 

5) Ruling and opposition camp leaders impressed by Wen\'s open appeal 
for improved bilateral ties 

6) Reactions to Wen\'s Diet speech by a cross section of senior 
politicians 


7) Foreign Ministry plans to use ODA as priority tool for countering 
global warming 


Diet in action: 

8) Rowdy, tumultuous session last night ends with passage of revised 
national referendum bill over the objections of opposition camp 

9) Special measures bill on USFJ realignment expected to pass the 
Lower House today 

10) Special measures bill on USFJ realignment linked to promises of 
local subsidies a carrot-stick approach to obtain local acceptance 


11) Former Prime Minister Koizumi strangely silent on upcoming Upper 
House by-elections, refuses to stump for candidates, perhaps to 
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avoid upstaging Abe 


CRS report on comfort women issue: 
12) Criticizes Prime Minister Abe for \"contradictory\" statements 
13) Points out direct involvement of Japanese military at all stages 


14) About 100 MSDF seamen have foreign wives 
Articles: 
1) TOP HEADLINES 


Asahi, Mainichi, Yomiuri, Tokyo Shimbun, and Akahata: 
Lower House committee approves national referendum bill; Legislation 
to clear Lower House today 


Nihon Keizai: 
Morgan Stanley to purchase 13 ANA hotels for 280 billion yen 


Sankei: 
100 MSDF officers have foreign wives 


2) EDITORIALS 


Asahi: 
(1) Wen\'s Diet speech: Positive assessment of Japan laudable 
(2) Human resource bank and elections are separate matters 


Mainichi: 
(1) Developments over national referendum bill inappropriate 
(2) Human resource bank must not be watered down 


Yomiuri: 
(1) Wen\'s speech heralds change in China\'s stance 
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(2) Administration responsible for nursing care scandal 


Nihon Keizai: 
(1) Lower House approval of national referendum bill natural 
(2) \"300-day issue\" requires children\'s viewpoint 


Sankei: 
(1) Amakudari agreement a first step to administrative reform 
(2) Japan must display leadership even with shrinking ODA 


Tokyo Shimbun: 
(1) Wen\'s visit: Ice still not melted 
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(2) National referendum legislation requires appropriate procedures 


Akahata: 
(1) Reckless step to destroy Constitution intolerable 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, April 12 


NIHON KEIZAI (Page 2) (Full) 
April 13, 2007 


09:28 
Arrived at Kantei. 


10:04 
Listened to speech to the Diet by Chinese Premier Wen at Lower House 
chamber. 


11:31 
Met at Kantei with US Pacific Forces Commander Keating. Met 
afterward with Yukio Okamoto, diplomatic commentator. 


13:54 
Met with Minister in charge of Economic and Fiscal Policy Ota and 
Chief Cabinet Secretary Shiozaki. 


14:41 
Attended Japan-China high-level economic dialogue held at the 
Foreign Ministry\'s likura Guesthouse. 


15:26 
Met at Kantei with Deputy Chief Cabinet Secretary Matoba, followed 
by political commentator Hisayuki Miyake. 


16:01 
Met with Special Advisor Nemoto, followed by Assistant Deputy Chief 
Cabinet Secretary Saka. 


17:00 

Met with Vice Finance Minister Fujii, Budget Bureau Chief Tsuda and 
Tax Bureau Chief Ishii, followed by Internal Affairs and 
Communications Senior Vice Minister Ono and Fire and Disaster 
Management Agency Head Takabe. 


18:07 
Attended reception welcoming Chinese Premier Wen at Grand Prince 
Hotel Akasaka. 


18:57 
Dined with entertainer Tsurutaro Kataoka and journalist Tomoyo 
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Nonaka at French restaurant Mikuni. 


20:05 
Attended event for Chinese intangible cultural heritage at National 
Theater in Hayato-cho. 


21:12 
Returned to his official residence. 


4) Japan, China to launch high-level talks: Economic issues to be 
settled at initiative of politicians 


TOKYO SHIMBUN (Page 1) (Full) 
April 13, 2007 


The governments of Japan and China yesterday held a meeting in Tokyo 
to pave the way for the planned establishment of a high-level 

dialogue by economic ministers. Participants agreed on a policy of 
settling economic issues at the initiative of politicians. The 

meeting brought together Prime Minister Shinzo Abe and Premier Wen 
Jiabao as well. Abe expressed hopes for future achievements, noting, 
\"This dialogue will be a new step for Japan-China economic 

relations.\" The first formal meeting will take place in Beijing 

within this year. 


This is the first time for Japan to establish a setting for 

bilateral talks taken part in by cabinet ministers from more than 
one economy-related ministry, indicating its stance of attaching 
importance to relations with China. 


The planned dialogue will aim at cooperation in a wide range of 
areas, including energy, the environment, and the protection of 
intellectual property rights. The Japanese side wants to see 
improvement in investment conditions, including the easing of 
restrictions on foreign capital, while the Chinese side hopes Japan 
will transfer environmental and energy-conserving technologies. 


The meeting yesterday also brought together Foreign Minister Taro 

Aso, who is to play a leading role in the high-level economic 

dialogue; Finance Minister Koji Omi; Economy, Trade and Industry 
Minister Akira Amari; and State Minister for Economic and Fiscal 

Policy Ota from the Japanese side and Ma Kai, head of the National 
Development and Reform Commission; Commerce Minister Bo Xilai; and 
others from the Chinese side. 


Aso and Deputy Premier Zeng Peiyan were designated as co-chairmen. 
The Beijing talks will be the first meeting for Zeng to take part, 
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since he did not come to Japan this time. 


Aso during the meeting indicated a perception that though Japan and 
China have forums for dialogues at the ministry level, it is 

necessary to settle difficult issues at a higher level. Aso made 

this comment with such issues as China\'s strengthened foreign 
capital regulation and opaque legal system in mind, which Japanese 
companies complain impede their business activities in China. 


Participants exchanged views on economic cooperation in Asia and 
efforts to make the yuan a more flexible currency. 


5) Ruling, opposition party leaders pay courtesy calls on Wen 


MAINICHI (Page 5) (Excerpts) 
April 13, 2007 
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Leaders of the ruling and opposition parties paid courtesy calls on 
visiting Chinese Premier Wen Jiabao yesterday. Liberal Democratic 
Party Secretary General Hidenao Nakagawa, who supports Prime 
Minister Shinzo Abe\'s efforts to improve relations with China, and 
New Komeito President Akihiro Ota separately met with Wen and 
stressed the need for the ruling parties of the two countries to 
promote personnel exchanges. In the opposition camp, Minshuto 
(Democratic Party of Japan) President Ichiro Ozawa, Japanese 
Communist Party Chairman Kazuo Shii, and Social Democratic Party 
President Mizuho Fukushima met Wen separately. Both ruling and 
opposition parties indicated their eagerness to improve relations 
with China. 


LDP Secretary General Nakagawa, who visited China last month, told 
Premier Wen: \"I would like to make utmost efforts to bring about a 
tour of China by Prime Minister Abe by the end of this year and a 

visit to Japan by President Hu Jintao at an early date. This is the 

wish of all LDP members.\" Executive Council Chairman Yuya Niwa, 
Policy Research Council Chairman Shoichi Nakagawa, Upper House 
Chairman Mikio Aoki, and Diet Affairs Committee Chairman Toshihiro 
Nikai were present when Nakagawa met Wen. Nakagawa implied his 
confidence as a leader in promoting political ties between Japan and 
China. 


Policy Research Council Chairman Nakagawa, though, has said that 
China poses a threat to Japan. Supposedly out of consideration for 
Wen, the secretary general said to him: \"| hope you will cooperate 

in melting the ice between Japan and North Korea over the issue of 
Japanese nationals abducted by North Korea.\" New Komeito\'s Ota said 
to Wen: WI hope Japan and China will jointly tackle environmental 
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issues,\" underscoring the idea that New Komeito gives priority to 
environmental protection. 


In a meeting with Minshuto\'s Ozawa, Premier Wen said, \"Mr. Ozawa 
made great efforts to move friendly China-Japan relations forward.\" 
Ozawa replied: \"| was profoundly impressed by your Diet speech. The 
speech reminded me of the visit to Japan by Deng Xiaoping.\" 


6) Wen\'s Diet speech draws variety of reactions, one describing it 
as \"ice-melting\" and another as \"self-serving\" 


SANKEI (Page 5) (Full) 
April 13, 2007 


Visiting Chinese Premier Wen Jiabao\'s Diet speech yesterday has 
elicited a variety of comments from ruling and opposition 
lawmakers. 


LDP Secretary General Hidenao Nakagawa: \"It was a historical speech 
showing a strong resolve to place priority on Japan. It was 

significant that it touched on exchanges between Sun Wen and Zhou 
Enlai and Japanese people. His speech also emphasized a humanitarian 
spirit beyond Chinese people\'s postwar bitterness, showing the 

Chinese leadership\'s stance toward the history issue. He expressed 
hopes that Japan will play a greater role in the international 

community. It exemplified his ice-melting trip.\" 


LDP Diet affairs chief Toshiaki Nikai: \"It was a historic speech 
clearly showing his wishes to make this trip a springboard for good 
sustainable Japan-China relations. It was passionate. Premier Wen 
waved his hand many times to the packed crowd. | believe such an 
event will surely melt the ice. He naturally urged us not to forget 
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historical issues. We must not forget them. People\'s minds do not 
meet with unbending mindset.\" 


Former LDP Secretary General Koichi Kato: \"He spoke of the history 
issue carefully yet clearly. He indicated that the last major war 

was an act of aggression and that some military leaders brought it 
about. In a sense, he said without reservation things that were the 
opposite of the historical views expressed by Prime Minister Shinzo 
Abe before assuming office. The premier perhaps wanted to nail down 
Prime Minister Abe\'s new policy, although it has improved 
substantially. The speech was well composed.\" 


Former LDP Vice President Taku Yamasaki: \"Like his name, the speech 
was warm. He said, \'The mountain does not move with gales.\' It means 
that despite an unfortunate history, the friendship between Japan 
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and China will not change for generations to come, like a mountain. 
He also called for action by citing former Prime Minister Tomiichi 
Murayama\'s statement. That must be taken as a message showing 
China\'s view on the Yasukuni Shrine issue.\" 


New Komeito Representative Akihiro Ota: \"It was a good speech, 
frankly expressing China\'s basic views and highlighting the 
importance of Japan-China relations to the peoples of the two 
countries. It portrayed China\'s future-oriented stance, positively 
evaluating Japan\'s postwar course without focusing on the country\'s 
grudges over historical issues.\" 


Minshuto (Democratic Party of Japan) Secretary General Yukio 
Hatoyama: \"We can expect that Japan-China relations will head in a 
better direction. The government must take squarely his speech that 
was dominated by historical issues, seeking deeds.\" 


LDP Lower House lawmaker Keiji Furuya: We did not have the text of 
his Diet speech, which was unusual. He skipped some parts, 
presumably intentionally. China\'s military spending has been growing 
yearly and it destroyed its own satellite. It\'s too self-centered 

for such a country to ask for assistance.\" 


LDP Lower House member Koichi Hagiuda: \"He underscored \'mutually 
beneficial ties,\' but | wanted to hear a speech that as 
well-balanced. His speech was somewhat condescending.\" 


LDP Lower House member Tomomi Inada: \"Everyone applauded when he 
called for action, urging (the prime minister) not to visit Yasukuni 
Shrine. That was regrettable.\" 


Minshuto Lower House member Akihisa Nagashima: \"In my view, his 
speech was aimed at leaving the impression that Japanese culture 
stemmed from China and that China showed its magnanimity regarding 
unfortunate past events. He had an air of a leader of a major 
international player, however. If things go like this, Japan won\'t 

be able to best China. Japan needs to make all-out efforts.\" 


Minshuto Lower House member Shu Watanabe: \"He might have wanted to 
say that Japan\'s development started with Chinese culture and that 

the long history of friendship between the two countries has turned 

sour because of Japan. His speech was punctuated with China\'s 
traditional standpoints, albeit mildly. | felt China\'s strong 

wishes.\" 


LDP policy chief Shoichi Nakagawa: \"It was pragmatic and was like a 
diplomatic negotiation.\" 
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LDP General Council Chairman Yuya Niwa: \"It was dotted with 
warnings, while giving consideration to Japan-China friendship.\" 


Former Foreign Minister Nobutaka Machimura: \"There will be no true 
friendship unless the two countries move forward outstanding 
bilateral issues, such as the East China Sea issue.\" 


7) ODA to prioritize measures on global warming: MOFA advisory 
council calls for strengthening assistance for disaster prevention 
to be strengthened 
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The Foreign Ministry\'s (MOFA) study group has looked into measures 
to assist developing countries, which are vulnerable to the impact 

of global warming. The panel has compiled a report seeking the 
preferential handling of proposals for helping them deal with the 
impact of global warming, including the prevention of disasters and 
the effective use of water in implementing official development 
assistance (ODA). 


The reason is because since it is already unavoidable for developing 
countries to be affected by global warming to some extent, it is a 
pressing issue to take measures against disasters and water and food 
shortages, which are expected to increase in the future. MOFA 
intends to expand assistance measures concerning climate change, 
including preferential interest rates on yen loans. 


Developing countries will unavoidably face increased disasters 
caused by climate change and a serious shortage of water. In 
particular, countries with weak social infrastructure will face 
problems that they cannot settle on their own, including poverty and 
the spread of infectious diseases. 


The report pointed out the need to strengthen their adaptability 
based on forecasts on the impact of global warming so as to settle 
those problems. It noted that all aid projects need to focus on 
strengthening adaptability right from the planning stage with future 
climate change in mind. 


The report specifically stressed the importance of comprehensive 
water resources control and water recycling in such areas as Africa, 
which are expected to face a serious water shortage. It also urged 
that ODA projects in areas where food production is expected to 
fall, including part of Asia, should give importance to 

consolidating a stockpiling system and improving cultivation 
technology in areas. 


8) Lower House panel passes national referendum bill; Bill to clear 
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current Diet session 
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The House of Representatives Special Committee for Research on the 
Constitution yesterday approved a bill proposed by the ruling 

coalition that sets procedures for amending the Constitution by a 
majority of committee members from the ruling Liberal Democratic 
Party (LDP) and its junior coalition partner New Komeito. While 
opposition members, who opposed a vote on the bill, were swarming 
the committee chairman, a bill proposed by the main opposition 

party, Minshuto (Democratic Party of Japan) was voted down. The 
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ruling camp plans to pass the legislation at a plenary session of 
the Lower House today and start deliberating in the House of 
Councillors on April 16. It is now almost certain that the bill will 
clear the Diet during the current session. 


The bill is designed to outline procedures for a national referendum 
needed to amend the Constitution. If the bill is approved, 
constitutional anendment procedures will be set for the first time 
since the Constitution of Japan came into force in 1947. 


The opposition camp opposed the vote, saying deliberations had been 
insufficient. Committee Chairman Taro Nakayama, however, put the 
bill to a vote after declaring that time for debate was over. 

Minshuto has decided to oppose the bill at a Lower House plenary 
session today. 


Meanwhile, senior members of the LDP and New Komeito reconfirmed 
yesterday that they would approve the bill in the Lower House on 

April 13. The two ruling parties intend to explain the purpose of 

their bill and to start deliberations at an Upper House plenary 

session and Upper House Special Committee for Research on the 
Constitution on April 16 after the bill clears the Lower House. They 

aim to pass the bill through the Diet before May 3, Constitution 

Day. 


The key elements of the legislation include: (1) the minimum age for 
granting voting rights would be set at 18, but the minimum voting 
age would be set at 20 until the voting age and adult age are 
lowered to 18 by revising the Public Office Election Law and the 
Civil Law; (2) approval of a majority of all valid ballots would be 
required for passage of an amendment; (3) although \"constitutional 
committees\" would be set in both chambers of the Diet, the panels 
would not carry out deliberations and constitutional amendment bills 
would not be submitted to the Die for three years after the law 


Column 3 
comes into being; and (4) constitutional amendments would be 
classified according to which items they relate to. 


The ruling coalition and Minshuto last May submitted their own 

bills. Although the ruling camp and the largest opposition party 

were discussing joint modifications, the ruling camp independently 
presented its own revised bill in March, and Minshuto also submitted 
this month another revised bill. The ruling coalition insisted that 
national referendums be held only for constitutional anendments, but 
Minshuto demanded that their scope be expanded. 


9) US force realignment bill to clear Lower House today 
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The Lower House Committee on Security yesterday took a vote on the 
US force realignment bill aimed at carrying out the US force 
realignment plans smoothly and approved it by a majority of votes 
from the ruling parties. The major opposition Democratic Party of 
Japan (DPJ) refused to take part in deliberations on the bill, 

claiming that the time for deliberations was insufficient, but it 

attended the voting session. The bill is to be approved in a Lower 
House plenary session today with a majority of votes from the ruling 
parties and be sent to the Upper House. 


This is a time-limited bill introduced by the government with the 
aim of steadily implementing the realignment of the US Forces Japan 
(USFJ) as stipulated in the agreement between the governments of 
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Japan and the United States last May and with the understanding of 
municipalities that will be affected. The bill will establish a new 
system for subsidies for municipalities that will accept a new 

burden of US military facilities. In order to help the US to 

construct infrastructure in Guam ahead of the transfer of 8,000 US 
Marines from Okinawa to Guam, the bill will set a special exception 
for the Japan Bank for International Cooperation (JBIC), whose major 
purpose is to finance developing countries. 


Municipalities subject to realignment-related subsidies will include 
Nago City, which houses Camp Schwab, the relocation site of the US 
Marine Corps\' Futenma Air Station, as well as the local governments 
that house Self-Defense Forces (SDF) bases and will accept the 
separate transfer of fighter training now carried out at Kadena Air 
Base. 


10) Stick -- US force realignment bill -- likely to come with carrot 
-- new subsidies to affected local governments 
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With the special measures bill on US force realignment certain to be 
passed during the current Diet session, the government will 
accelerate its efforts to facilitate the implementation of specific 
steps, including the relocation of US military facilities. In this 

regard, the government has already allocated in the fiscal 2007 
budget 5.1 billion yen in subsidies. It intends to begin possibly 

this fall distributing new subsidies to local governments willing to 
accept the relocation of US bases. But this has already met with 
opposition from some local officials who argue: \"Is the government 
trying to buy us off with money?\" Whether the central government\'s 
subsidy plan will go smoothly as it expects remains to be seen. 


The reason why the government and the ruling camp have prioritized 
the US force realignment bill during the current Diet session jammed 
with important bills is because of Shinzo Abe\'s first planned visit 

to the United States as prime minister starting April 26. For Abe, 
who stresses the importance of the Japan-US alliance, the bill if 
handled quickly is good material to impress President Bush with 
Japan\'s \"enthusiasm.\" 


\"The bill charts how Japan and the US will share the duties, roles, 
and capabilities in the Asia-Pacific region, and we hope it will be 
enacted as swiftly as possible,\" said Administrative Vice Defense 
Minister Takemasa Moriya at a press briefing yesterday. What he has 
envisioned is the unified effort of Japan and US in the military 

area, with cooperation advancing through such programs as the 
missile defense (MD) system. 


The US force realignment plan will affect 68 local municipalities. 
Certain municipalities, such as Okinawa\'s Nago City, the relocation 
site of the US Marine Corps\' Futenma Air Station, will be eligible 
for new subsidies. In order to speed up (the US force realignment 
plan), the government will allocate subsidies to affected 
municipalities each time they clear one of four stages: (1) when 
they announce their acceptance of the relocation; (2) when an 
environmental survey is launched; (3) when construction starts; and 
(4) when the relocation is completed. 


it has been customary in Okinawa in the past to let the Defense 
Agency (now ministry) handle base issues, while regional development 
has been in the hand of the Okinawa Development Agency. But under 
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the new arrangement, the Ministry of Defense will play a leading 
part in pushing for the result-oriented approach, as Defense Policy 
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Bureau Director-General Kazuo Oko said: \"We will determine the 
subsidy levels by rating by numbers the changes in facility space, 
the content of facility construction; new deployment of equipment, 
such as aircraft, changes in the number of personnel, and the 
contents of transferred training.\" 


As of the end of February, only 46 local governments announced they 
have accepted and understand the realignment plan. The US force 
realignment bill includes an item of raising the central 

government\'s grant rate for public works projects to be implemented 
by local governments cooperating with the realignment. 


Opposition parties are criticizing this \"carrot and stick\" approach 
by the government, with lawmaker Seiken Akamine of the Japanese 
Communist Party arguing: \"It\'s a tactic to bring local governments 
into submission by the money power.\" The largest opposition 
Democratic Party of Japan (Minshuto) did not vote for the bill, 
arguing, \"The grounds for the calculation of Japan\'s portion (some 
6.09 billion dollars) of the relocation cost of US Marines from 
Okinawa to Guam and how that money will be used are unclear.\" 


11) Koizumi keeps silent on by-elections in Fukushima, Okinawa, 
declining flood of requests, probably out of consideration for Abe 


MAINICHI (Page 5) (Full) 
April 13, 2007 


Former Prime Minister Junichiro Koizumi has declined all requests to 
stump for candidates in the by-elections for House of Councillors 
seats in Fukushima and Okinawa. A close aide to Koizumi said\" \"If 
Koizumi takes action, a comparison will be surely made between him 
and Prime Minister Shinzo Abe. He must have the view that doing 
nothing is the most effective support.\" By keeping silent, Koizumi 
seems to be giving consideration to the prime minister. 


Koizumi has kept a low profile since he stepped down, but when he 

made an exception and appeared at a speech to support the LDP-backed 
candidate for a House of Representatives by-election last fall, the 

hall was standing room only. Koizumi is still popular, so many 

requests are coming to him to stump for candidates for the Upper 

House election this summer. 


But Koizumi has decided not to accept such requests in principle. 
Isao lijima, secretary to Koizumi, said, \"He may stump for those who 
supported his postal-privatization plan.\" Even though the postal 
rebels have been allowed back into the party, Koizumi still appears 
to want to see his own privatization plan carried out. 


12) US Congressional Research Service report on military comfort 
women critical of Prime Minister Abe for contradictory statements 


Column 3 
AKAHATA (Page 7) (Excerpts) 
April 13, 2007 


By Shinji Yamazaki in Washington 


This newspaper has learned that a report of the Congressional 
Research Service (CRS) has criticized as \"basically contradictory\" 
the assertions of Prime Minister Abe and Japanese government that 
\"there was not coercion\" (by the Japanese military of wartime 
comfort women), while continuing to uphold the statement of then 
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Chief Cabinet Secretary Yohei Kono in 1993 that apologized to former 
comfort women. This newspaper obtained a copy of the CRS report on 
April 12 titled, \"Japanese military\'s \comfort women\' system.\" 


The report, focusing on a series of remarks made by Prime Minister 
Abe this March, points out while Abe reconfirmed the Kono Statement, 
parts of his statements are contradictory. As an example, the 
government presented a written cabinet reply to a Diet question on 
March 16 that stated: \"Among the documents discovered by the 
government, we could find nothing that indicated direct coercion by 
the military or constituted authorities.\" The report also points out 

the judgment of Dutch courts that Dutch women (in Indonesia) were 
forced by the Japanese military into prostitution and raped. 


13) US congressional report on wartime comfort women points out that 
there was military involvement at all stages 


AKAHATA (Page 6) (Excerpts) 
April 13, 2007 


By Shinji Yamazaki in Washington 


A report by the US Congressional Research Service (CRS) titled 
\"Japanese military\'s Vcomfort women\' system,\" criticizes moves in 
Japan to revise the 1993 Kono Statement. It re-introduces previously 
revealed evidence about the wartime comfort women that clearly 
proves deep involvement of the Japanese government and Japanese 
military. 


The report cites as \"moves to revise the Kono Statement in Japan the 
request for \"a new study\" by Deputy Chief Cabinet Secretary 
Shimomura, the establishment of a panel of influential Liberal 
Democratic Party lawmakers \"to consider Japan\'s past and historical 
education,\" and statements by LDP policy chief Shoichi Nakagawa and 
Foreign Minister Taro Aso denying government involvement in the 
setting up of comfort stations. 
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The report lists much documented material that proves the existence 
of the comfort-women system. 


14) Survey finds about 100 MSDF members married to foreign 
nationals 


SANKEI (Top Play) (Excerpts) 
April 13, 2007 


A survey conducted by the Maritime Self-Defense Force (MSDF) found 
that about 100 personnel are married to foreign nationals. The MSDF 
conducted the survey, taking seriously the fact that the wife of the 
petty officer second class who took home a floppy disk containing 
confidential data is a Chinese illegally living in Japan. 


SIPDIS 


When a SDF member gets married with a foreigner, no special 
permission is required, and there is no legal problem. A senior SDF 
member, however, said: \"Although the freedom of marriage should be 
respected, members must use their discretion in marrying those who 
come from neighboring countries that could threaten Japan.\" 


Taking the recent intelligence-leak incident serious, the MSDF 
conducted a survey of about 40,000 members and found that about 100 
are married to foreign nationals. Most of them reportedly are from 
Southeast Asian countries or from China. The Ground Self-Defense 
Force and the Air Self-Defense Force, however, have not figured out 
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how many members are married to foreigners and have no intention to 
conduct a survey in the future, according to their officials. 


MSDF personnel find it difficult to find a spouse, given that they 
have to undertake long-term voyages, have to keep their itinerary 
confidential, and are out of contact while at sea. For this reason, 


SIPDIS 
an increasing number of members have married foreign women. 


Each unit of the MSDF arranges matchmaking parties, but according to 

a senior MSDF member, \"Young Japanese women do not join such parties 
in Yokosuka, and instead, foreigners working at restaurants and the 

like participate. Some of those foreigners get married to MSDF 

members.\" 


DONOVAN 
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STATE FOR G/AIG 

STATE ALSO FOR EUR/RUS, EB/TPP/ATP, EB/TPP/BTA, OES/STC 
USDA FOR OSEC/DAN CAINE, FAS FOR OSTA/MACKE, 

- WRIGHT, LEIER, ROSENBLUM; OCRA/THOMAS, 

- FLEMINGS; OA/PATRICK CLERKIN 

HHS FOR SAWYER, STEIGER 

FAS PASS FSIS AND APHIS 

SECDEF FOR OSD 

VIENNA PASS APHIS/TANAKA, BRUSSELS PASS 
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GENEVA PASS HEALTH ATTACHE 

DEPARTMENT PASS USAID FOR GH/RCS/EE/ROSENBERG 
CDC ATLANTA PASS SEPRL FOR DAVID SUAREZ 


E.O. 12958: N/A 

TAGS: TBIO, KFLU, KSTH, KPAO, SENV, RS 

SUBJECT: RUSSIAN OUTBREAK COMMUNICATION STRATEGIES IN COUNTRY AVIAN 
INFLUENZA PLAN 


REFS: A. STATE 46669 
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B. MOSCOW 1318 

C. 06 MOSCOW 8690 
D. MOSCOW 778 

E. MOSCOW 711 

F. MOSCOW 776 

G. MOSCOW 713 

H. MOSOCW 710 

I. MOSCOW 709 

J. 05 MOSCOW 13418 


SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT ACCORDINGLY. 


1. (SBU) SUMMARY: Per Ref A request, Russia has not yet adopted a 
communications strategy for avian and pandemic influenza that 
complies with WHO best practices for outbreak communication to the 
public. END SUMMARY. 


2. (SBU) Russia has yet to adopt a comprehensive Avian Influenza 
(Al) and Pandemic Preparedness Plan (Ref B) which links regional 
plans to an overall federal plan. The GOR also has not yet adopted 

a systematic outbreak communication strategy. Communications with 
the media and public do not at present comply with the WHO 
guidelines on best practices for outbreak communications in terms of 
advanced planning and coordination. Ad hoc public outreach measures 
have included press coverage reporting on the Al situation, the 
migration patterns of wild birds, and Russia\'s success in producing 

a human vaccine. Al posters were distributed to health authorities 

and appear in some health centers. The Russian Red Cross in Siberia 
has trained its volunteers in Al prevention measures. It is seeking 
funding to expand this program. UNICEF is launching an information 
campaign to protect children in Dagestan. 


3. (SBU) A draft Al national preparedness plan has been submitted to 
WHO for review, but needs further refinement and better linkage and 
coordination of oblast (regional) plans with a national plan (Ref 

B). The draft contains a brief section on communications with the 
public and media. That section notes the role of mass media in 
accurately informing the public about pandemics both country-wide 
and in affected regions. The media should also play a role in 
educating the public about clinical symptoms and individual 
protective measures to help avoid infection. Hotlines on treatment 
and prevention measures should be established in the event of a 
pandemic. The draft section also discusses in general terms the 
development of information outreach and education programs. An 
action plan adopted in 2006 (Ref C) did not mention the issue of 
communicating with the public and does not allocate any funding to 
such an effort. 


4. (SBU) During some recent Al outbreaks among birds, government 
statements to the media sometimes appear to have been ad hoc and 
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were not always coordinated among officials representing different 
federal ministries and agencies, and among regional officials (Refs 
D-I). In some cases, federal health officials have announced an Al 
outbreak before lab results confirmed the presence of Al (Ref |). 
Oblast officials and certain elected federal officials have 
periodically made irresponsible statements on the origin of 
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outbreaks and sought to link them to selfish actions by foreign 
governments (Ref J, among others). 


5. (SBU) The public is generally informed within 24-48 hours after a 
suspected outbreak by government officials from the Ministries of 
Agriculture or Emergency Situations, or from the Federal 
Surveillance Service for Consumer Rights and Human Well-Being 
(Rospotrebnadzor), which is under the jurisdiction of the Ministry 

of Health and Social Development. The Ministries of Agriculture and 
of Emergency Situations have also made recent statements to the 
public warning of the possibility of future Al outbreaks. 


BURNS 
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E.O. 12958: N/A 
TAGS: OTRA, PREF, MG 
SUBJECT: Country Clearance for DHS Employee Joseph Martin 


1. We welcome and grant country clearance to JOSEPH MARTIN for 
travel to ULAANBAATAR, MONGOLIA. The purpose of the visit to 
Mongolia is for case processing during April 16 to April 23, 2007. 


2. POC: Your point of contact is Lisa Conner, Consular Section 
Chief. Contact numbers are as follows: 
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--Office Telephone Number: (976-11) 329-095, x4755; 
--Cellular Number: (976) 9904-9072; 

--Fax Number is (976-11) 320-776; 353-788; 

--Home Number: (976-11) 324-626; 313-016 

--Email Address: ConnerLG@state.gov 

--Duty Officer Number: (976) 9911-4168. 


3. VOUCHERS: Post has limited staff and resources. TDY travelers 
visiting post for less than 30 days should pay all travel bills and 
then voucher the expense when they return to their duty station. 


4. HOTEL: A room has been reserved for you within per diem at the 
Ulaanbaatar Hotel, with a daily rate of US $102.00. The rate 
includes VAT and breakfast. The hotel\'s telephone number is 
(976-11) 320-620, and its fax number is (976-11) 324-485. Please 
provide the hotel administration with your credit card information 
upon arrival to allow them enough time to process the charges. 


5. ARRIVAL/DEPARTURE: A driver will meet and assist you at the 
airport. If you are bringing atypical equipment or have special 

needs, please contact your POC or Embassy GSO Assistant Mr. Tamir at 
TamirE@state.gov. As soon as you arrive in Ulaanbaatar, please have 
your POC or the Embassy Travel Assistant assist you to reconfirm 
your onward air tickets. Even with purchased tickets this is 

required to guarantee your seat. 

Official passport holders must pay an airport fee at the time of 

their departure if it is not already included in the ticket price. 

Travelers should check with the travel assistant if they have any 
questions. 


6. VISA: A visa is not required for Mongolia. If you will travel 

via Beijing, you must have a valid Chinese visa for each time you 
land in China. This means a double-entry visa if your itinerary is 
Beijing-Ulaanbaatar-Beijing. The Chinese require a visa even to 
transit between two international flights. If you don\'t have a 
valid (unused) visa, the airline will not let you board, and your 
travel will be delayed. 


7. DOMESTIC AIR TRAVEL RESTRICTION: The U.S. Embassy prohibits U.S. 
government personnel use of the domestic services of MIAT and all 

services of Hangard and Trans-Ulgii for official travel because of 

uncertainties regarding service and maintenance schedules, aircraft 
certification and insurance status. This prohibition does not extend 

to MIAT\'s international flights. 


8. EXPORT LIMITS: Mongolia limits the export of art, antiques, and 
icons. Reputable art and antique dealers can give you documents 
that will let you export what you buy. Customs duties, however, may 
apply, and you must be ready to pay in cash (not credit card). We 
can give you more information. 
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9. SECURITY SITUATION: Mongolia and Ulaanbaatar are generally safe 
places to visit. Mongolians accept foreigners readily and are 
congenial hosts. There is no known specific threat to Americans. 
However, the poor economic situation and obviousness of foreigners 
makes us easy targets for petty crime. We strongly recommend that 
you carry only the money you expect to need and leave your passport, 
wallet, and other valuables in the hotel\'s safekeeping. We 
recommend that you be especially cautious at night and in crowded 
public places, such as the \"black market,\" within and in front of 

the State Department shopping store, and anywhere foreigners 
frequent. Pickpocketing is an increasing problem. 


10. HEALTH CARE: Health care for Embassy personnel and visitors is 
provided by the Embassy\'s Health Unit and the SOS International 
Clinic in Ulaanbaatar. 


The Embassy\'s Health Unit\'s telephone number is (976-11) 313-133. 
The hours of operation are Monday through Friday 08:30 am - 5:00pm. 
For appointments please contact Health Unit by (976-11) 313-133, 
(976-11) 329-095-4556 or Suvdaa at 9909-2876. After hours please 
call Medical Unit Duty Phone at 9904-0261. 


The SOS International Clinic\'s telephone/fax number is (976-11) 
342-550. The clinic is expensive and requires payment upon receipt 
of services. It is important that your health insurance is up to 

date. Filling an insurance claim is the responsibility of the 

visitor. SOS International takes MasterCard, Visa, or cash as 
payment. 


11. GENERAL MEDICAL INFORMATION: We suggest that you talk with your 
medical office about recommended inoculations. Over-the-counter 

drugs such as cold, fever, and painkiller medications are not 

readily available. Plan to bring enough over-the-counter and 

prescription medicines to last your entire time in Mongolia. You 

should take health precautions in Mongolia: drink only bottled or 

boiled drinks, and eat only hot, freshly prepared food. Also, we 

recommend that you wear sturdy shoes with good traction. 


12. WEATHER: Ulaanbaatar has an extreme continental climate. The 
weather is unpredictable. It can be cold anytime September through 
May, and is extremely cold November through February. Summertime 
temperatures can approach 100 degrees Fahrenheit but may dip into 
the 50\'s. Spring is an uncertain time of year, with occasional high 
winds and snow. We recommend you be prepared with layers of 
clothing and warm, sturdy footwear. Several internet sites, 

including Yahoo! Weather, give forecasts for Ulaanbaatar. 


13. DOLLARS AND TUGRUGS: Mongolia\'s financial infrastructure is 
still limited. Traveler\'s checks are rarely accepted. Mongolia is a 
predominantly cash based economy. Cash advance can be taken at 
banks. Western-oriented businesses and hotels accept credit cards - 
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Visa, MasterCard, and American Express. Hotels provide official 
currency exchange. ATMs are infrequent and unreliable. The few 
existing units are VISA only. 


14. WEBSITE: Please visit our Embassy website at 
http://ulaanbaatar.usembassy.gov . It provides interesting and 
useful information. Mongolia is a beautiful and fascinating 
country; we hope you will have a chance to see a bit of it after 
work hours. 


15. We look forward to your arrival. Regards. 
GOLDBECK 
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LOC/Copyright Office - MPoor 
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USPTO for Int\ Affairs - LBoland, EWu 


DOJ for CCIPS - Asharrin 
DOJ for SChembtob 

FTC for Blumenthal 

FBI for LBryant 


DHS/ICE for IPR Center - DFaulconer 


DHS/CBP for IPR Rights Branch - Pizzeck 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: KIPR, ETRD, ECON, WTRO PGOV, CH 

SUBJECT: USPTO U/S DUDAS AND SUPREMEPEOPLE\'S COURT DISCUSS 
DEEPER COOPERATION ON PR PROTECTION AND INNOVATION 


1. (SBU) Commerce Under Secretary and Director of the 
United States Patent and Trademark Office Jon Dudas met 
with Supreme People\'s Court (SPC) Deputy President Zhang 
Jun on March 28 to discuss intellectual property rights 

(IPR) protection and innovation in China. The two 

discussed China\'s criminal law, judicial interpretation 

(Jl), statistics exchange, and technical assistance 

programs. Zhang also made reference to a new agenda for 
IPR protection in China, offering only that the details 

will soon be forthcoming. End Summary. 


2. (SBU) Zhang opened by saying that China\'s focus on 
building an innovation-based society is a recent 
development in the country\'s history. As a result, while 
legislation to protect IPR and innovation has improved, 
China\'s foundation of economic and technological 
development, and judicial practices, remains relatively 
weak. He added his view that progress on IPR, including 
early measures to penalize infringement, have to date been 
satisfactory, but that the courts must continue to study 
judicial best practices to improve IPR protection. 


3. (SBU) U/S Dudas expressed his admiration for 
improvements in China\'s IPR enforcement, which he credited 
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in part to a judicial interpretation issued by the SPC in 
2004. He added that the United States nevertheless remains 
concerned over criminal threshold levels, valuations, and 
the courts\' use of probation in lieu of imprisonment. U/S 
Dudas stated that further review and revisions of the 2004 
judicial interpretation might be necessary. Zhang 
responded that, compared with the 1998 JI that preceded it, 
the 2004 JI intensified crackdowns on IPR crimes by 
reducing criminal thresholds and better addressing China\'s 
IPR situation. He explained that the effectiveness of the 
measures - and of increased law enforcement efforts - was 
evidenced by a 30 percent increase in the number of IPR 
crimes prosecuted from 2004 to 2005. Zhang admitted, 
though, that China should increase the penalties for such 
crimes. (Note: On April 5, the SPC and SPP released a 
supplement to the 2004 judicial interpretation related to 
criminal intellectual property infringement. The 
JI(Il)Iowered criminal thresholds of copyright materials by 
50 percent, from 1,000 to 500 illegal copies of copyrighted 
works. The JI (Il) also clarified the definitions 
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\"reproduction and distribution\" reference in Article 217 of 
the Criminal Law. According to the new interpretation, 
\"reproduction and distribution\" include the acts of 
reproducing OR distributing, or both reproducing AND 
distributing. End Note.) 


4. (SBU) Zhang continued that the use of probation in IPR 
cases is in accordance with China\'s existing criminal code 
and the principle of Chinese law to allow criminals the 
opportunity to repent and reform rather than serving jail 
time. He said probation is often used for misdemeanors, 
first time criminals, and criminals who show remorse, and 
that the option is used carefully and has a strong 

deterrent effect. U/S Dudas agreed that maximum deterrence 
should be a key goal, and that the United States generally 
seeks to achieve this by lowering criminal thresholds and 
increasing penalties, particularly on IPR crimes. U/S 
Dudas requested that the SPC provide statistics that might 
more clearly demonstrate China\'s recent progress in 
improving IPR enforcement, and offered to provide United 
States data that might be useful to those efforts. Both 
parties agreed to coordinate the sharing of statistics 
between Mission Senior IPR Attache and Chief Judge Jiang 
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Zhipei of China\'s IPR Tribunal. 


5. (SBU) U/S Dudas explained that United States law changes 
regularly to address the rapid advance of Internet 
technologies, and questioned how China is preparing to deal 
with online copyright infringement. Zhang admitted that 
Internet-related IPR crimes are occurring with increasing 
frequency, including infringements of the right to 

personality, reputation, and property. He lamented that 
legislation always lags behind the situation on the ground, 
and described the SPC\'s greatest challenge as anticipating 
problems that will arise as a result of future 

technological developments. Zhang added that China is not 
experienced in investigating Internet crimes, collecting 
evidence in such cases, or meting out penalties, but that 
laws will eventually be changed to address new concerns. 
Citing an example, Zhang wondered whether the online theft 
of virtual property should be handled in the same way as 
theft of tangible property, with similar punishment. He 

said that, although such issues are not yet included in 
judicial interpretation, some investigators and 
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\"grassroots\" judges have handled such cases in progressive 
ways with controversial judgments. In that way, he pointed 
out, judicial practices - and not necessarily legislation - 

are moving lawmaking forward in China. At the suggestion 

of U/S Dudas, both parties agreed to address such emerging 
issues, and both parties agreed to explore a cybercrime 
program to share experiences among judges and experts from 
both countries. 


6. (SBU) Judge Randall Rader of the United States Court of 
Appeals for the Federal Circuit offered that the United 
States has greatly benefited from a uniform, national 

policy on IP administered by a unified court, and that 
several other countries have adopted a similar model. He 
explained that such specialized courts allow judges to 
develop the technical expertise to more effectively 
administer IP law, and suggested that China might benefit 
from such a system. Zhang acknowledged that an IP court 
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would raise the professionalism of the SPC by increasing 
technical understanding and competence and that - 
\"generally speaking\" - he supports the idea and its many 
benefits. However, he added that such a court will not be 
established in China until after a broad-based reform of 
the judicial system as a whole, at which point the 
judiciary will be \"up to a specific standard.\" He joked 
that Judge Jiang in particular strongly supports the 
establishment of such a court, as he would serve as its 
presiding judge. 


7. (SBU) Short of establishing a unified IP court, Zhang 
explained that the SPC works hard to improve its IPR 
chambers through increased staffing, stability, and 
expertise. He added that China\'s IPR judges are some of 
its most qualified and educated. Zhang welcomed Judge 
Rader\'s offer to bring his entire IPR court to China in the 
future for a dialogue and information exchange. 


8. (SBU) U/S Dudas suggested that petitioners and 
applicants in the United States would benefit from a better 
understanding of China\'s judicial system, and that a 
program to invite speakers from China to the United States 
also would be useful. Zhang agreed, and also responded 
favorably to U/S Dudas\' offer to bring Chinese officials to 
Washington to attend the Patent and Trademark Office\'s 
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Global IPR Academy. 


9. (SBU) In closing, Zhang emphasized that the protection 
of IPR is in line with China\'s national interests and a 
common ground between the United States and China. He said 
that the SPC issued a \"judicial document" in January 2007 
that will comprehensively improve IPR protection and lead 
to more crackdowns against infringers. Zhang said the 
details of the plan will soon be forthcoming (Note: Zhang 
may have been referring to China\'s national strategy on IPR 
protection, which the State Intellectual Property Office on 
March 27 announced will be released in the first half of 
2007. End Note.), but offered that it will include three 
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principles: equity and fairness; uniformity of standards 

of judicial administration; and equal protection to 
domestic and foreign rights holders. He further suggested 
that, under the new plan, civil and administrative law (not 
criminal law) will bear first responsibility to deal with 

IPR. Zhang went further to say that judicial protection is 
not the most important element in fighting IPR crimes, but 
that a more integrated approach, including the general 
strengthening of the rule of law and the harmonious and 
socially equitable development of China\'s economy, will 
serve to reduce the incidence of all crimes. 


10. (U) U.S. Participants: 


Commerce Under Secretary for Intellectual Property and 
USPTO Director Jon Dudas 

U.S. International Intellectual Property Enforcement 
Coordinator Chris Israel 

USPTO Director of the Office of International Relations 

Lois Boland 

Embassy Senior IPR Attache Mark Cohen 

Embassy IPR Attache Todd Thurwacther 

USPTO Attorney-Advisors: Elaine Wu, Jasemine Chambers, Tim 
Browning, Conrad Wong; and Trade Policy Analyst Susan Tong 
Embassy Economic Affairs Second Secretary Geoff 
Siebengartner (notetaker) 

Interpreter 

U.S. Court of Appeals for the Federal Circuit Judge Randall 
Rader 


11. (U) Chinese Participants: 


BEIJING 00002455 005 OF 005 


SPC Vice President Justice Zhang Jun 

SPC IPR Tribunal Chief Judge Jiang Zhipei 

SPC IPR Tribunal Deputy Judge Kong Jiangjun 
SPC Research Center Judge Li Hongjiang 

SPC Administrative Tribunal Judge Gan Wen 

SPC Second Criminal Tribunal Judge Liu Miaoxiang 
Interpreter 
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12. (SBU) Following USTR\'s April 9 announcement to bring 
two WTO cases against China, the extent of future bilateral 
cooperation on IPR and related issues remains uncertain. 
As anticipated, some Chinese officials who in the past have 
supported cooperation with the United States on IPR 
protection and enforcement have expressed dissatisfaction 
at the announcement. Further, it is likely that officials 

who may be willing to continue to work together may face 
internal pressure to limit such efforts. End Comment. 


13. (U) U/S Dudas\' delegation has cleared this report. 


104211 

RR RUEHWEB 

DE RUEHGZ #0458/01 1030402 

ZNY CCCCC ZZH 

R 130402Z APR 07 ZDK PER UR SVC 9760 
FM AMCONSUL GUANGZHOU 

TO RUEHC/SECSTATE WASHDC 5972 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUEAIIA/CIA WASHDG 

RUEKJCS/DIA WASHDC 

RHHMUNA/HQ USPACOM HONOLULU HI 


SIPDIS 
CONFIDENTIAL 


SIPDIS 
SIPDIS 


USPACOM FOR FPA 


E.O. 12958: DECL: 04/10/2031 

TAGS: KIRF, PHUM, PGOV, SOCI, CH 

SUBJECT: Guangzhou International Christian Church Faces RAB 
Pressure 


REFERENCE: A) 04 Guangzhou 6362 (NOTAL); B) 04 Guangzhou 
5735 (NOTAL); C) 04 Guangzhou 782 (NOTAL) 


(U) CLASSIFIED BY ECONOMIC/POLITICAL SECTION CHIEF JAMES 
TURNER FOR REASONS: 1.4 (b) AND (d). 


1. (C) SUMMARY: Guangzhou International Christian 
Fellowship (GICF) faces renewed pressure to move its 
location, but the Religious Authorities Bureau (RAB) has 
told prospective landlords that the fellowship is composed 
of troublemakers and advised them not to rent to them. The 
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RAB appears concerned that GICF is growing, ironically due 
in part to RAB raids on unregistered foreigner organized 
house churches. The landlord problem has been temporarily 
resolved with the old landlord extending the GICF lease but 
the issue is expected to come around again in a few months. 
END SUMMARY 


International Church Faces RAB Pressure 

2. (C) A GICF board member recently told Congenoff that the 
church is facing pressure to move from the Star Hotel, 
where it has been located for a number of years. The Star 
Hotel, in a prime location near the East Train Station in 
Tianhe, has for some time been interested in moving GICF, 
primarily for economic reasons but also due, at times, to 
RAB pressure. Star had requested that GICF move in 2003 
due to pressure from the RAB which felt the church was 
growing too quickly and that some attendees were 
proselytizing outside of church (ref A). Several 

foreigners attending the church were compelled to leave 
China after their visas were not renewed or were asked to 
leave for \"religious activities which did not conform to 
Chinese law\" (ref C). After the church took measures to 
set up small house churches, which are legal if numbers are 
below 15 adults, and provided fewer ancillary services, 

such as nursery or children\'s Sunday school, the RAB 
renewed its license and the Star Hotel dropped its demand 
that GICF move. 


3. (C) Unlike its dealing with other local churches, the 

RAB deals with GIFC directly, regularly sends people to 
monitor GICF services, and approves any new location GICF 
selects. After locating a large new space near the Star 
Hotel in a partially empty building, Zhongtai Plaza, with 

an eager-to-rent landlord, GICF was told by the landlord 

that the RAB referred to GICF as a \"trouble maker\" and 
advised him against renting to them. GICF approached 
Congenoff to ask about the possibility of approaching the 
American International School of Guangzhou to see whether 
GICF could hold services in AISG facilities or whether the 
Consulate would object to GICF considering space in the 
office building housing the Consular Section. 


4. (C) Congenoff discussed both options with GICF but 
understood that GICF still prefers Zhongtai Plaza, due to 
cost considerations. According to GICF, the landlord is 
willing to offer a low rent and will make significant 
improvements to the space on behalf of the Fellowship with 
a view to increasing traffic in the building. In the 

meantime, GICF met with the RAB to discuss its new space 
request and explained that while the church was not 
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actively working to increase its attendance, several 
factors were causing an increase. While not directly 
giving reasons for its concerns, the RAB clearly is not 
happy that GICF is continuing to grow. 


Problems of Growth 

5. (C) GICF explained that its growth is largely due to 
Guangdong\'s economic miracle, much of which is based on 
foreign direct investment (FDI) and export-led 

manufacturing. With an average GDP growth in Guangdong 
exceeding 12 percent for more than 25 years, the number of 
foreigners has increased. A portion of these foreigners 
happen to be people of faith, some of whom have come to 
attend GICF services and be involved in GICF community 
activities. The Guangdong-based GICF is much smaller than 
similar international religious groups in Beijing and 

Shanghai which appear to operate more easily. The RAB did 
not respond to the GICF explanation. 


6. (C) Ironically, RAB actions are in part responsible for 

the increase in attendance at the Fellowship. A number of 
house churches organized by African businessmen living in 
Guangzhou were raided and shut down by the RAB. Local 


neighbors complained about the enthusiastic services of 
house churches and the RAB raided them, with the inevitable 
result that most of the Africans, and other foreigners, 

with few other religious options, have ended up at GICF. 


7. (C) Following the meeting with the RAB, GICF learned 
from Star Hotel management that it was willing to extend 
the lease for three more months, but would still prefer 
GICF to move so the space could be used for events with a 
better return. The problem has been temporarily resolved 
but is expected to resurface in a few months. 


COMMENT: Problem Only Temporarily Solved 

8. (C) GICF has not faced similar problems since 2003. 
While it did not discuss the RAB raids with its RAB 
counterparts for reasons of sensitivity, GICF\'s economic- 
growth argument is compelling. However, Guangdong\'s 
proximity, to Hong Kong with Falun Gong activists and other 
religious groups, caused Governor Huang Huahua in 2004 to 
rail against \"illegal religious activities\" by foreigners 

(ref B). These sentiments translated into tighter control 

of foreign religious groups in Guangzhou. GICF would like 
to use a request to the RAB that it be housed in the same 
building as the U.S. Consulate Consular Section as its \"ace 
in the hole\" during future discussions with the RAB as it 
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pushes for its first choice of space. It hopes that the 
RAB will be sensitive to potential GICF notification to the 
Consulate of its space problem, though we are less 
confident of the success of this strategy. 


GOLDBERG 
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RR RUEHAP 

DE RUEHWL #0300 1030403 
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FM AMEMBASSY WELLINGTON 

TO RUEHAP/AMEMBASSY APIA 0336 

INFO RUEHC/SECSTATE WASHDC 4138", "UNCLAS WELLINGTON 000300 


SIPDIS 


SENSITIVE 
SIPDIS 


APIA FOR GEORGE COLVIN 


E.O. 12958: N/A 

TAGS: ASEC 

SUBJECT: COUNTRY CLEARANCE REQUEST FOR RSO JAMES DOHERTY 
AND FSNI RAY MILLAR FOR TRAVEL TO APIA, SAMOA, APRIL 16-20 

2007 


1. (SBU) Country Clearance is requested for Embassy 
Wellington Regional Security Officer (RSO) James P. Doherty 
and Foreign Service National Investigator (FSNI) Ray Millar 
for travel to Apia, Samoa during the period of April 16-20 
2007. The purpose of this trip is provide constituent post 
services and to meet with the Samoan police regarding an 
ongoing investigation. 


2. (U) Ifthere are any questions regarding this visit, 
please contact Wellington RSO James Doherty ( 64 4 462 6110). 
McCormick 
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RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 0675 
RUEHOK/AMCONSUL OSAKA KOBE 4204 
RUEHBJ/AMEMBASSY BEIJING 6590 

RUEHMO/AMEMBASSY MOSCOW 1615 
RUEHUL/AMEMBASSY SEOUL 2665 

RUCNDT/USMISSION USUN NEW YORK 3928 

RHEHAAA/NSC WASHDC" "UNCLAS TOKYO 001633 


SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPG/MW, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: MEDIA REACTION - CHINESE PREMIER WEN\'S VISIT TO 
JAPAN - TOKYO 


LEAD STORIES: Most Friday morning papers gave top play to 
the passage Thursday by a Lower House committee of a bill 
that sets procedures to amend the Constitution. 


1. \"Wen Jiabao\'s Speech: Visible Change in China\'s 
Stance\" The top-circulation, moderate Yomiuri stated 
(4/13): \"Chinese Premier Wen\'s speech before the Diet 
clearly demonstrated a change in Beijing\'s attitude 
toward Japan. Two points are worth noting. First is the 
issue of history. He stated: \Japan\'s government and 
leaders have many times in the past expressed their 
attitude toward historical issues, admitted publicly 

(that the nation conducted) a war of aggression, and 
expressed their deep remorse and apologies to the 
countries that were victimized.... The Chinese government 
and people very much appreciate this.\' The second point 
is that he lauded Japan\'s official development assistance 
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to China, saying that \'the Chinese government and people 
will never forget\' the support they received from the 
Japanese government and people for China\'s \'reform and 
modernization.\... His speech was broadcast live in 

China, prompting us to wonder if it was intended to 

correct excessively anti-Japanese education and tamp down 
anti-Japanese sentiment at home.\" 


2. \"Welcoming Wen\'s Appreciation for Japan\" The liberal 
Asahi editorialized (4/13): \"... Chinese Premier Wen spoke 
before the Diet Tuesday, and his speech was broadcast 
live to the people of both countries.... That he clearly 
praised Japan\'s past apologies regarding WWII is an 
epochal development that we welcome.... His remarks were 
likely intended to let the peoples of both countries know 
that the Chinese government hopes to put an end to the 
lasting animosity and controversy surrounding Japan\'s 
invasion of China and apologies.... Wen also essentially 
expressed gratitude for the assistance that Japan has 
provided to China over the years. It is certain that this 

is the first that many in China have ever heard of the 
matter. Clearly, behind this expression of appreciation 

... lies the fact that Beijing urgently needs to ensure 
Japanese cooperation in order to address its serious 
environmental problems and lack of natural resources. 
Nevertheless, this change of attitude from just being 
critical of Japan to being ready to express due 
appreciation is significant.\" 


3. \"Iceberg Still Lies Anead\" The liberal Tokyo Shimbun 
wrote (4/13): \"... The joint press release issued after 

the Wen-Abe summit was rather brief in referring to the 
two nations\' foremost concerns: North Korea\'s abductions 
of Japanese citizens and Taiwanese independence. On the 
abductions, it merely stated that the issue was a 
humanitarian concern for the Japanese. Last month at a 
press conference in Beijing, Wen expressed \'sympathy and 
understanding for the fact that Japanese people have been 
abducted.\' These words were not included in the joint 
statement, however, as Japan strongly opposed a Chinese 
request that the statement make clear Tokyo\'s opposition 
to independence for Taiwan.... This kind of diplomatic 
bargaining is commonplace, but the abductions are a 
purely humanitarian issue and should not be treated as 
bargaining chip.\" 


DONOVAN 
104214 


OO RUEHWEB 
DE RUEHUL #1078/01 1030442 


Column 3 

ZNY CCCCC ZZH 

O 130442Z APR 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3858 
INFO RUEHBJ/AMEMBASSY BEIJING 2323 
RUEHKO/AMEMBASSY TOKYO 2428 
RUEHMO/AMEMBASSY MOSCOW 7958 
RUEAIIA/CIA WASHINGTON DC 
RUEKJCS/SECDEF WASHINGTON DC//OSD/ISA/EAP// 
RHEHNSC/NSC WASHINGTON DC 
RHMFISS/COMUSKOREA J5 SEOUL KOR 
RHMFISS/COMUSKOREA J2 SEOUL KOR 
RHMFISS/COMUSKOREA SCJS SEOUL KOR 
RHHMUNA/CDR USPACOM HONOLULU HI 


SIPDIS 
SIPDIS 
NSC FOR WILDER 


E.O. 12958: DECL: 04/13/2017 

TAGS: PGOV, PREL, MNUC, KS, KN 

SUBJECT: PRESIDENT ROH\'S MEETING WITH RICHARDSON-PRINCIPI 
DELEGATION 


Classified By: Charge d\'Affaires Bill Stanton. Reasons 1.4 (b/d) 


1. (C) SUMMARY: In an April 12 meeting with President Roh 
Moo-hyun, New Mexico Governor Richardson and former Secretary 
of Veteran\'s Affairs Anthony Principi said that the DPRK had 
been cooperative in assisting the transfer of the remains of 
servicemen thought to have died during the Korean War. The 
Richardson-Principi delegation also came away with the 
impression that North Korea was prepared to implement the 
February 13 Initial Actions agreement, provided the Banco 
Delta Asia (BDA) issues were resolved satisfactorily. 

Calling the remains recovery mission a \"noble endeavor,\" 
President Roh expressed deep appreciation to Richardson and 
Principi for honoring those who perished during the Korean 
War. Roh believed that such missions would help draw out the 
DPRK, which was deeply isolated and suspicious of the outside 
world. Roh also thanked A/S Hill for expending enormous 
effort to bring about a denuclearized Korean Peninsula. Now 
the responsibility for further progress, Roh sad, was 

\"squarely with North Korea.\" Roh speculated that perhaps the 
lack of North Korean action since the U.S. decision to 

unblock the DPRK\'s BDA accounts was due to internal problems. 
Ultimately, North Korea had no choice but to join the rest 

of world, Roh believed. END SUMMARY. 
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2. (U) The Richardson-Principi delegation, in North Korea 

April 8-11 to bring back the remains of servicemen, paid a 

call on ROK President Roh Moo-hyun in Seoul on April 12. The 
delegation was accompanied by visiting EAP Assistant 
Secretary Hill and the Charge. 


SIPDIS 


3. (U) Roh said that it was good news that the delegation 

had brought back the remains, because such operations had 
been suspended since 2005. The high priority accorded by the 
USG and the American people to recovering the remains of 
those who had sacrificed for their nation was noble. The 

rest of the world admired this very-American quality. This 

was particularly true of the Richardson-Principi mission, 
because, technically, the United States and North Korea were 
still at war. 


4. (U) Governor Richardson expressed the delegation\'s 
appreciation for the hospitality and cooperation shown by the 
ROKG to make their mission a success. The DPRK had also 
helped greatly. The return of the remains was unconditional, 
with no compensation. The DPRK side also provided a 

dignified journey through the DMZ. Secretary Principi said 

that he was honored to join this bipartisan mission, which 

had enormous meaning and importance for the affected families. 


5. (C) Governor Richardson said that North Koreans remained 
deeply isolated from and suspicious of the outside world. 

They regarded China as domineering and unreliable, and Japan 
as malignant. Still, North Koreans seemed to view South 
Korea much more positively, especially compared to his 
impressions in his previous visits. This was principally due 

to President Roh\'s engagement policy. North Korea wanted to 
deal with the United States and South Korea openly and 
directly, not through China or anyone else. Richardson and 
Principi assessed that the DPRK would re-engage in the 
Six-Party Talks and meet the February 13 Initial Actions 
commitments, provided that the BDA issue were resolved 
satisfactorily. 


6. (C) Roh said that Washington had shown determination in 
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trying to resolve the North Korean nuclear issue through the 
Six-Party Talks. Thanking A/S Hill for his enormous 
diplomatic effort, Roh said that he knew that it was not easy 
for the USG to make such decisions. A/S Hill responded that 
the USG had made an important decision to support the 
unblocking of the North Korea-related accounts in Banco Delta 
Asia. Now, we were all waiting for a response from 
Pyongyang, which had been frustratingly slow. This was not a 
good sign for the whole process, A/S Hill said. 


7. (C) Roh agreed that Washington had tried hard to resolve 
the BDA issue; everyone knew that. Now the responsibility 
was squarely with North Korea. Roh said that perhaps the 
lack of North Korean action was due to internal difficulties. 

In his experience, North Koreans wanted to win every 
negotiation, and would declare victory at each one. Roh was, 
therefore, a loser in every negotiation with the North. This 
did not bother Roh, however, because ultimately North Korea 
had no choice but to open itself and join the rest of the 

world. 


8. (C) Simply put, Roh said, North Korea could not survive 

with nuclear weapons alone. In Hanoi, President Bush had 
said the technical state of war on the Korean Peninsula 

should end; the Armistice should be replaced by a peace 

treaty. This was North Korea\'s opportunity and destiny. 

Even the DPRK, which was hyper-suspicious, could not pass up 
such an opportunity. This was why, Roh believed, the North 
Koreans would soon resolve their own technical problems 
related to the BDA funds and make progress in 
denuclearization. 


9. (U) President Roh again thanked the Richardson-Principi 
delegation because its efforts furthered the cause of peace 
on the Peninsula. 


10. (U) The Richardson-Principi delegation did not have an 
opportunity to clear this message. 
STANTON 
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TO RUEHC/SECSTATE WASHDC PRIORITY 1708 
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RUEHRO/AMEMBASSY ROME 6630 
RUEHTI/AMEMBASSY TIRANA 0266 
RUEHFR/AMEMBASSY PARIS 5369 
RUEHNP/AMCONSUL NAPLES 0013 

RUEHBS/FAA BRUSSELS BE","UNCLAS ANKARA 000862 


SIPDIS 


FAA BRUSSELS FOR KURT EDWARDS 
PARIS PLEASE PASS TSA FOR NOURI LARBI 


SENSITIVE 
SIPDIS 


E.0.12356:N/A 
TAGS: PTER, EAIR, ASEC, CASC, TU 
SUBJECT: HIJACKING OF TURKISH AIRLINER ON APRIL 10 


1. (U) On April 10, a Boeing 737 owned by private 
Turkish airline Pegasus heading to Istanbul from 
Diyarbakir was hijacked 25 minutes after takeoff. 
The hijacker, Mehmet Goksingol, told crew members 
he would explode a cell-phone activated bomb in a 
package he had with him if the plane did not take 
him to Iran. The crew helped the hijacker 
communicate with the pilots without letting him 

in the cockpit, and the pilots were able to 

convince him that they did not have sufficient 

fuel to take the plane to Iran. 

(The cockpit door remained locked at all times.) 
The hijacker agreed to stop in Ankara to refuel, 
where he turned himself in to the police forces 

that boarded the plane. According to press reports, 
Goksingol told police he hijacked the plane 
because he had a dream about a plane crash and 
wanted to prevent this by hijacking the plane. 

The press reported that Goksingol had a history 

of mental problems and a sizeable criminal record. 


2. (SBU) Deputy Director General for Civil Aviation 
(DGCA) Haydar Yalcin, confirmed press reports on the 
hijacking. He said the plane carried 178 passengers, 
none of whom were American citizens. Yalcin told us 
the incident was handled very professionally from the 
start, with all parties involved taking the right 

steps. He noted that the hijacker did not have any 
material he was not allowed to carry on board, 
including the explosives he claimed to have. Yalcin 
added that the crew was also successful in not 
opening the cockpit door, and convincing the hijacker 
to land in Ankara. Yalcin said the passenger had a 
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criminal record, including narcotics crimes, and said 
they believed he was under the influence of drugs at 
the time he hijacked the plane. 


3. (SBU) Our Turkish National Police (TNP) contacts 
separately confirmed the course of events as reported 
by the press. They added that the hijacker was 
undergoing tests to determine if he used drugs before 
hijacking the plane. They told us he had a criminal 
record of nine arrests, none of which was for terrorist 
crimes. Police do not believe the hijacker has any 
affiliation with the terrorist organization PKK. 


4. (SBU) Comment: Turkey has experienced similar 
hijacking scenarios in recent years. Given that no 
explosives or arms have been found on the hijackers, it 
appears that GOT authorities have been doing a good 
job in implementing security screening. Our 

observation with regard to this last incident was 

that it was handled professionally, and all related 
agencies took timely and correct action to minimize risks. 


WILSON 
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RHEFDIA/DIA WASHDC 
RUENAAA/SECNAV WASHDC 
RUEHTH/USDAO ATHENS GR 
RUFGAID/USCINCEUR INTEL VAIHINGEN GE 


Column 3 

RUEHUP/USDAO BUDAPEST HU 
RUEHSF/USDAO SOFIA BU 
RUEHNO/USMISSION USNATO 5618 


SIPDIS 
SIPDIS 


DEPARTMENT FOR EUR/SE 
OSD FOR COL ALBERT ZACCOR 


E.O. 12958: DECL: 04/12/2022 

TAGS: PREL, MARR, MASS, GG, RO, RS, UP, BU, TU 

SUBJECT: MARE NOSTRUM? BLACK SEA MARITIME SECURITY AND 
TURKISH LEADERSHIP AMBITIONS 


REF: A. IIR 68980129 07 
B. IIR 68980042 07 
C. ANKARA 0804 
D. SOFIA 224 


Classified By: Pol Mil Counselor Carl Siebentritt, reasons 14. (b/d) 


1. (C) Turkey seeks to maintain its leadership role in Black 

Sea maritime security but remains frustrated that not all six 
littoral countries are enthusiastic followers. Ankara 

complains of Romanian foot-dragging as the GOT seeks to add 
anti-WMD and anti-terrorism capabilities to BLACKSEAFOR. 
Ankara continues to seek U.S. help to encourage Romanian and 
Bulgarian participation in Operation Black Sea Harmony. 
Turkey sees a security role for a revitalized Black Sea 
Economic Cooperation (BSEC), is gearing up to take over the 
BSEC chairmanship in May, and will host the organization\'s 
15th anniversary summit in Istanbul in June. Turkish 

officials appear satisfied with the current low U.S. profile 

in the Black Sea, but many suspect the U.S. still wants to 

use the new allies as the vanguard of a wider NATO presence 
in the Black Sea in the future. End summary and comment. 


2. (C) Turkey\'s leadership in Black Sea maritime security is 
based on three principles: 1) the participation of all six 
littoral states, 2) transparency in cooperation and 
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communication, and 3) regional ownership of security 
initiatives and operations. Turkey wants to promote 
interoperability between the navies of the Black Sea coast 
states and increase the number of confidence building 
exercises. In the absence of \"visible\" security threats to 
Turkey\'s Black Sea coast, Turkish defense policy has been 
reoriented to deter potential terrorist attack, fight WMD 
proliferation, and counter weapons and drugs smuggling. Of 
prime importance to Turkey is the security of the Turkish 
Straits, with its high volume of commercial ship traffic, 

along with the protection of the Montreaux Convention which 
restricts access of non-littoral warships to the Black Sea. 


3. (C) Turkey is proud of its role in organizing the first 

operational multinational security force in the region and 

now seeks to transform BLACKSEAFOR to make it more effective 
and operational in character. Turkish experts are updating 
BLACKSEAFORVs Terms of Reference and developing a new MOU on 
information sharing among participants, with a view to 

expanding BLACKSEAFOR activities. According to the MFA, one 
concept paper proposes that BLACKSEAFOR take on additional 
capabilities to deter potential illicit WMD transit and 

terrorist threats in the Black Sea. Foreign Ministry 

officials assure us, however, that Turkey does not intend to 
transform BLACKSEAFOR into a standing force. 


4. (C) Although all six Black Sea littorals currently 


participate in BLACKSEAFOR, not all share Turkey\'s enthusiasm 
for expanding its role. While the MFA believes that Russian 
participation has been \"satisfactory,\" and even Georgian 

buy-in has been acceptable, given Georgia\'s limited naval 
capabilities, Turkish officials cite Romania in particular as 

slow to accept Ankara\'s vision. After a \"reflection period\" 

delay last year, Turkey has been waiting since January for 
Romania to announce the next experts meeting, while seeking 

to dispel any Romanian \"confusion\" about what Ankara is 
proposing. 


5. (U) An on-call naval force created by Turkey in 2001, 
BLACKSEAFOR has been activated eight times with a minimum of 
four to six ships for periods of approximately one month for 

each Black Sea deployment. Since 2004, it has been called up 
twice annually. It is currently conducting exercises 

scheduled for April 6-24 in which ships will call on the 

Bulgarian port of Burgaz, the Romanian port of Constanta and 

on Istanbul. According to a statement from Turkish Naval 
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Command, the current BLACKSEAFOR deployment includes the 
participation of one Turkish frigate. 


6. (C) Turkey is having difficulty convincing all the 

littorals to join in its second Black Sea security 

initiative, Operation Black Sea Harmony. Russia joined in 
December 2006 and Ukraine signed up in January 2007. Romania 
has indicated its intention to join but Turkish officials 

complain there has been no response yet from Bulgaria or 
Georgia. The MFA is cautiously optimistic that Sofia can be 
coaxed to follow Bucharest into OBSH this year, but says it 

is disappointed with Georgia\'s complete lack of response. It 
is not clear to Turkish officials whether Georgia\'s silence 

is based on political or technical reasons. Turkish military 

and Foreign Ministry officials have asked what the U.S. could 
do to encourage Romania and Bulgaria in particular to become 
active OBSH participants. 


7. (C) Unlike BLACKSEAFOR, Black Sea Harmony is a 
continuously operating patrol force in the Black Sea. 

Founded by Turkey in March 2004, OBSH\'s objectives are to 
show a naval presence along the main merchant traffic routes, 
carry out surveillance and reconnaissance and shadow select 
ships or suspicious activity. OBSH warships hail merchant 
vessels and obtain information regarding their ports of 

origin and destination as well as cargo. Air space 
surveillance is also conducted in selected areas. According 
to Turkish Navy figures, the highest percentage of 
\"suspicious\" vessels depart from Ukrainian, Romanian, and 
Russian ports, which are also the destinations of over 80 
percent of \"suspicious\" maritime traffic in the Black Sea 
tracked since 2004. 


8. (C) Turkish officials describe OBSH as the Black Sea 
affiliate operation of NATO\'s Active Endeavor in the 
Mediterranean. Data collected by OBSH on merchant shipping 
in the Black Sea, officials emphasize, is shared with NATO on 

a daily basis through the OBSH Permanent Coordination Center 
of Eregli, a Turkish Naval Station about 100 kms east of 
Istanbul. In response to our questions about how OBSH 
information sharing works now that Russian vessels are 
participating in operations, MFA officials acknowledge that 


Turkey respects Russian caveats on sharing information with 
NATO. 


Column 3 
Reviving BSEC 


9. (C) While principally an economic organization founded 

under Turkish leadership in 1991 in the wake of the collapse 

of the Soviet Union, the Black Sea Economic Cooperation 
(BSEC) has an important security dimension today, according 

to the MFA. Ministry officials have told us that Turkey 

hopes to use its upcoming chairmanship of the BSEC to take 
advantage of the unique platform for dialogue between 

regional members as diverse as Albania and Armenia. Of the 
12 members of BSEC, they note, three are NATO Allies and four 
are members of the EU. Officials claim that Turkey would 
welcome more EU involvement in Black Sea economic issues to 
help create \"a new synergy.\" Turkey will attempt to breath 

new life into BSEC when it takes over the rotational 
chairmanship for six months in May and host the 15th 
anniversary summit in Istanbul on June 25 (ref c). 


10. (C) Sources outside government are skeptical that Turkey 
can revitalize what is widely seen as a moribund 

organization. BSEC needs to be rescued, according to ASAM\'s 
Hasan Kanbolat, but he and others are not sure that Ankara\'s 
six-month chairmanship will be enough to do it. Although the 
organization has a permanent secretariat in Istanbul, it is a 

hollow structure. Turkey has never gotten much out of BSEC 
and will be hard-pressed to realize the lofty ambitions 

summit papers are expected to present, Kanbolat said. 

Regarding its potential to address regional security 

problems, TOBB University Professor Mustafa Aydin thinks BSEC 
does provide a platform for dialogue on security, but 

dampened expectations the GOT might have for serious progress 
at BSEC. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. This is a brief summary of significant economic 
developments in Mozambique during March 2007. This issue 
has a strong mining theme. We provide it as a supplement 
to our other reporting. The items discussed are: 


-- CVRD to Begin Development of Moatize Coal Mine by June 
-- Tantalum Mine Expands Operations 

-- BHP Billiton Obtains Power for Chibuto Titanium Project 

-- Canadian Company Finds Uranium in northern Mozambique 
-- National Micro-Bank Opens; BCI Fomento to Expand 

-- Petrobras and ENI to Build Bio-fuel plants 

-- Japan to Reconstruct Roads, Finance Water Supply 


CVRD to Begin Development of Moatize Coal Mine by June 


2. The Minister of Mineral Resources, Esperanca Bias, 
announced on March 28 that the giant Brazilian firm 
Companhia Vale do Rio Doce (CVRD) will begin developing the 
Moatize coal project by the end of June 2007. The mine, 
located in Tete province in central Mozambique, is thought 

to have reserves of more than 2.4 billion tons of coal. 
Estimates are that CVRD will export 10-12 million tons per 
year. According to Galib Chaim, General Director of CVRD- 
Mozambique, the mine should start exporting coal by May 
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2010. Non-export quality coal will be used to fire a new 
thermal power station; CVRD is currently looking for a 
preferred partner to construct and run the thermal power 
station, which will produce approximately 1500 MW of 
energy. 


Tantalum Mine Expands Operations 


3. Noventa, parent company of Highland African Mining, 
announced that it expects to reach 300,000 pounds per annum 
production at its tantalum mining operation at Marropino, 
Zambezia province, by the second quarter of 2007. Highland 
African Mining is developing a second mining project for 
morganite at a nearby deposit in Morrua. 


BHP Billiton Obtains Power for Chibuto Titanium Project 


4. This March the Chibuto \"heavy sands\" titanium mining 
project moved one step further towards realization when BHP 
Billiton received a power supply guarantee. A company 
named Motraco will supply the majority of the projectQs 
power needs, with MozambiqueQs electricity parastatal, 
Electricidade de Mocambique (EdM), making up the 
difference. Motraco is a consortium formed jointly by 

Eskom (South Africa), EdM and the Swaziland energy company, 
Swazi Electricity Board (SEB), and already supplies energy 
to BHP BillitonQs huge Mozal aluminum smelter outside 
Maputo. BHP Billiton owns the exploration rights for the 
Chibuto deposit, and plans to set up an iron ore and 

titanium processing plant on site. Current estimates are 

that the project will use a minimum of 113 megawatts of 
power. 


Canadian Company Finds Uranium in northern Mozambique 


5. The Canadian company Helio Resource Corporation (HRC) 
announced on March 26 that new high resolution airborne 
magnetic and radiometric data confirmed the presence of two 
large uranium anomalies within HRCQs concession area in 
northern Mozambique. The data was collected in a recent 
World Bank-funded airborne geophysical survey of 
Mozambique. The next step is further exploration, 

including ground work to verify the cause of the anomalies. 


National Micro-Bank Opens; BCI Fomento to Expand 
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6. On March 8 the self-described Gfirst national micro- 

bankQ in Mozambique opened in Moamba, a small town 30 miles 
from Maputo. The new bank, Microbanco Malanga, is owned by 
a group of private Mozambican businessmen and financed by 
the government\'s rural credit program. The government 
program provided Microbanco Malanga with USD 625,000 in 
capital. 


7. In other banking news, Mozambique\'s second largest 
private financial institution, BCI Fomento, announced on 
March 12 that it will open 15 new branches throughout the 
interior over the next two years. BCI Fomento currently 

has 38 branches throughout the country. The bankQs current 
capital is valued at over USD 12 million. BCI Fomento is 
majority owned by the Portuguese state bank Caixa Geral de 
Depositos and the private Portuguese Banco Portugues de 
Investimento (BPI). 


Petrobras and ENI to Build Bio-fuel plants 


8. The Brazilian company Petrobras and the Italian firm ENI 
signed a partnership agreement in March for the development 
of bio-fuel production facilities in Mozambique. According 

to Petrobras, Mozambique and Angola were chosen for the 
first stage of this project because the two companies are 
already active in both countries (they mine coal in both 
nations). The companies intend to produce ethanol from 
sugar cane and bio-diesel from other inputs. The amount of 
investment and number of projects is not yet decided. 


Japan to Reconstruct Roads, Finance Water Supply 


9. Japan will provide USD 28 million to reconstruct the 
road linking Montepuez in Cabo Delgado province with 
Lichinga, capital of Niassa province. Japanese assistance 
will pay to pave the road and to construct several concrete 
bridges. In addition, the project calls for the 

construction of draining structures, reopening gutters and 
other work designed to protect against erosion. 


10. On March 20 Japan signed a second agreement with the 
Maputo Municipal Council for the construction of eleven 
boreholes to supply water to city outskirts. The project, 
which will benefit approximately 4,000 families in MaputoQs 
Fifth District, will cost almost USD 90,000, and includes 
community education on maintenance of the pumps. This 
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project brings water to families currently not reached by 
the cityQs water system. 
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SUBJECT: GNZ WORRIES BAINIMARAMA IS IN A HOLE AND STILL 
DIGGING 


REF: SUVA 211 


Classified By: Deputy Chief of Mission David J. Keegan, 
for reasons 1.4 (b) and (d). 


1. (C) The GNZ worries that interim PM Bainimarama is 
increasingly fragile and his actions risk throwing the 

country into armed conflict. Heather Riddell, Director of 

the Pacific Division, calls Bainimarama\'s measures 
restricting the Great Council of Chiefs (GCC) \"loopy.\" 
Bainimarama has now cut himself off from Fiji's traditional 
power base. This will circumscribe his support base and will 
add to perceptions that he is running a Fijian Indian 
agenda. Riddell observes it seems unlikely Bainimarama will 
be able to dig himself out of this hole, and he may become 
more desperate as a result. 


2. (C) While the GCC is ridden with factions and some 
Fijians dislike it, most will be shocked by Bainimarama\'s 
actions. Riddell is particularly concerned that the measures 


Column 3 
may make an intra-military reaction more likely, and the 
result could be violent mutiny and other bloodshed. 


3. (C) Comment. While we are not in a position to assess 
MFAT,s concern over possible mutiny and bloodshed, New 
Zealand,s analysis and predictions on Fiji have proven 
exceptionally reliable over the past few months. 


McCormick 
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SUBJECT: SCENESETTER FOR DPM WONG KAN SENG\'S VISIT TO 
WASHINGTON 


REF: A. SINGAPORE 585 
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C. SINGAPORE 703 


Classified By: Ambassador Patricia L. Herbold; reasons 1.4 (b)(d). 


1. (C) Summary: Singapore Deputy Prime Minister and Minister 
for Home Affairs WONG Kan Seng is Singapore\'s key figure for 
domestic security, law enforcement, and intelligence 

cooperation. His April 19-22 visit to Washington and New 

York offers an excellent opportunity to expand the 

programmatic ties between the Department of Homeland Security 
and the Ministry of Home Affairs and to advance USG law 
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enforcement, counterterrorism, and intelligence objectives 

with Singapore more broadly. The Ambassador discussed all 
these themes in her meeting with DPM Wong on March 23 (ref 
A), noting our appreciation for the strong cooperation we now 
enjoy and expressing our hope that we can elevate our law 
enforcement and intelligence cooperation to the same plane as 
our security and economic relationships. 


2.(C) DPM Wong is scheduled to meet with DHS Secretary 
Chertoff and CIA Deputy Director Kappes separately in 
Washington on April 20. In addition to discussing specific 
programs and activities, we encourage DPM Wong\'s USG 
interlocutors to: 


-- Express appreciation for recent law enforcement 
cooperation efforts and note our desire to broaden our 
excellent bilateral relationship through even closer 
cooperation on law enforcement; 


-- Reiterate the value of concluding a Mutual Legal 
Assistance Treaty (MLAT); 


-- Welcome efforts to ensure that Singapore has the strongest 
possible anti-money laundering and countering the finance of 
terrorism (AML/CFT) regime; and 


-- Stress our interest in broadening our intelligence 
cooperation. 


In addition to Washington, DPM Wong will visit New York City 
to meet with NYPD Commissioner Raymond Kelly on April 19 and 
to participate in a Singapore Day event on April 21. 


End summary. 


S&T Memorandum of Agreement (MOA) 


3. (SBU) DPM Wong\'s call on Secretary Chertoff follows up 
the Secretary\'s March 2006 visit to Singapore during which 
they signed the Letter of Intent on Cooperation in Science 

and Technology for Homeland/Domestic Security Matters. DPM 
Wong told the Ambassador he hopes to explore areas for 
cooperation under the ensuing MOA that DPM Wong recently 
signed. These could include cargo screening methods, 
checkpoints processing and biometrics identity verification 
technologies, and training for chem-bio first responders. 


Counterproliferation 
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4. (SBU) Our counterproliferation cooperation with 

Singapore, and the Immigration and Customs Authority (ICA) in 
particular, is growing. Key programs include the Container 
Security Initiative, Megaports, and the Proliferation 

Security Initiative. Singapore continues to tighten its 

export control regime and to support the important United 
Nations resolutions, including those directed at North Korea 
and Iran. At its initiative, Singapore signed on to the 

Secure Freight Initiative last December. DHS, DOE, and GOS 
officials met in March to discuss implementation by early 
2008. However, the GOS and its government-linked port 
operator have recently raised new concerns, causing a delay 
that calls into question whether this target date can be met. 


Law Enforcement Cooperation 


5. (C) Recent examples of excellent law enforcement 
cooperation include several investigations and interdictions 
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that DHS conducted with the Singapore Police Force and 
Singapore Customs, in particular those related to our 
counterproliferation efforts. Cooperation has also led to 
important successes working with third-countries to apprehend 
Singaporean drug couriers. Information shared between FBI 
and the Internal Security Department (ISD) resulted in the 
arrest of Singaporean members of Jemaah Islamiyah (Jl) 
residing in Cairo; ISD also allowed FBI access to its Jl 
detainees to gather testimony used in the trial of 9/11 
defendant Zacarias Moussaoui. Since the Ambassador\'s calls 
on Deputy Prime Minister and Minister for Law Jayakumar and 
DPM Wong, we have also seen movement recently on stalled drug 
forfeiture cases (ref B). 


6. (SBU) But, although law enforcement cooperation with 
Singapore is good, it is still not as smooth or as automatic 

as it should be, given our shared objectives and close 
cooperation on strategic and economic issues. Singapore 
regularly shares information quietly through intelligence 
channels, but is less forthcoming through law enforcement 
channels, especially if the information might be used in a 
U.S. prosecution. We would like to expand our law 
enforcement information-sharing, particularly financial 
records data, the sharing of which now is usually limited to 
certain cases under our Drug Designation Agreement (DDA). 
DPM Wong told the Ambassador on March 23 that GOS agencies 
were doing all they could under Singapore law to provide our 
law enforcement agencies the financial information they 
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request. 


Mutual Legal Assistance Treaty 


7. (SBU) We want to conclude a Mutual Legal Assistance Treaty 
(MLAT) with Singapore. State and Justice attorneys have been 
working with the Attorney General\'s Chambers (AGC) on an MLAT 
since 2003 and have identified several significant 

differences of approach. We have been waiting for over a 

year for Singapore\'s response to questions and issues raised 

at the last round of discussions. Although MHA defers to AGC 

on MLAT negotiations, DPM Wong told the Ambassador that MHA 
plays a key role in determining Singapore\'s position on 

several central MLAT issues such as dual criminality, the 

scope of crimes covered under a positive list, and standards 

for limitations on assistance. 


AML/CFT and Casinos 


8. (SBU) With Singapore\'s growing status as a wealth 
management center and with the prospect of casino openings 
over the next three years, we have stepped up our campaign to 
encourage Singapore to strengthen its AML/CFT regime. The 
GOS has enacted a Casino Control Act and taken steps to bring 
its AML/CFT rules more into alignment with Financial Action 
Task Force (FATF) recommendations. For example, in May 2006, 
MHA expanded its list of predicate offenses -- from 184 to 

292 -- that can serve as the basis for money laundering or 
terrorist financing charges. New and revised regulations 

issued by the Monetary Authority of Singapore (MAS) governing 
banks and other financial institutions include important 
CFT-related requirements, in particular that financial 

institutions as of July 1, 2007 must begin collecting wire 

transfer originator information. FATF will begin its third 

Mutual Evaluation of Singapore with an on-site inspection in 
early September; we have recommended USG participation in 
this assessment (ref C). 


9 (SBU) Singapore does not have a reporting requirement for 
cash couriers. MHA has the lead on drafting new legislation 
to govern them, but is still considering what system to 

adopt. FATF recommends either a declaration system similar 
to ours or disclosure system (\"tell only if asked\"). We have 
been urging Singapore to adopt the declaration system. DPM 
Wong told the Ambassador that he was concerned about the 
effect a declaration system, which would require everyone 
entering Singapore to fill out a form, might have on border 
control efficiency. 
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10. (SBU) MHA oversees the Casino Regulatory Authority, 
established in 2006 to lay the regulatory groundwork ahead of 

two multi-billion dollar casinos that will open in 2009 and 

2010. DPM Wong indicated that he may want to seek Washington 
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interlocutors\' views on organized crime\'s influence in the 
casino gaming sector. 


Intelligence Cooperation and Counterterrorism 


11. (S) DPM Wong supports more intelligence cooperation with 
the United States; we would welcome opportunities to expand 

and enhance our collaboration and cooperation in this area. 

He has also played a prominent role in outreach to 

Singapore\'s Malay-Muslim community, urging moderates to speak 
out against extremists. In general our intelligence 

cooperation has been close. However, given the challenges 

both nations continue to face on counterterrorism and other 
issues, and in light of our common interests, the 

intelligence relationship could and should be even closer. 


Penal Code and TIP Provisions 


12. (U) DPM Wong told the Ambassador that MHA would soon 
submit to Parliament a long list of proposed amendments to 
the Penal Code, with passage expected before year-end. The 
Penal Code is Singapore\'s primary criminal legislation and 
underwent its last major review in 1984. The proposed 
amendments include several important 
anti-trafficking-in-persons measures of interest to the USG, 
including provisions criminalizing prostitution involving a 

minor under 18 years of age; extending extra-territorial 
jurisdiction over Singaporeans engaged in child sex tourism; 
and making it a crime to organize or promote child sex tours. 


13. (SBU) The USG and GOS met in March to review progress 
toward a non-binding agreement to exchange terrorist lookout 
information under HSPD-6 (Homeland Security Presidential 
Directive-6). We want to move forward with full 

implementation while the GOS prefers to start with only a 

test exchange. 


Passport and Border Controls 
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14. (U) Singapore has highly effective and efficient border 
controls. It participates in the Visa Waiver Program (VWP). 
Singapore has fully implemented its biometric passport 
program. While Singapore shares lost and stolen passport 
information with us on a weekly basis, we remain concerned 
(as we do for all VWP countries) that alien smugglers might 
use lost or stolen Singaporean passports to smuggle people 
into the United States. DPM Wong told the Ambassador that 
the GOS was still assessing how to toughen its legislation to 
impose stiffer penalties on those who misuse their passport 
or allow others to do so. 


Biography 


15. (C) Wong Kan Seng is Singapore\'s top law enforcement 
official and firmly controls its internal security apparatus. 

Both Minister Mentor Lee Kuan Yew and Senior Minister Goh 
Chok Tong have said publicly that Wong is a member of an 
inner circle of leaders chosen for their talent and 

integrity. He became Minister for Home Affairs in 1994 and 
Deputy Prime Minister in 2005. He has also served as 
Minister of Foreign Affairs (1988-1994) and Community 
Development (1987-1991). He has been a member of the 
People\'s Action Party (PAP) Central Executive Committee since 
1987 and its Second Assistant Secretary General since 1992. 
Wong graduated in 1964 from the Teachers\' Training College 
and received a B.A. and a business administration diploma 
from the National University of Singapore in 1970 and 1977, 
respectively. He also holds an M.A. from the Graduate School 
of Business Studies in London (1979). Born on September 8, 
1946, Wong is married and has two sons. 
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B. ISLAMABAD 0897 
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Classified By: Charge Peter Bodde 1.5 (b), (d). 
SUMMARY AND INTRODUCTION 


1. (C) Fiery headlines in the Pakistani and international 
press about Islamabad\'s Red (Lal) Mosque and the adjacent 
women\'s madrassah (seminary) could lead readers to believe 
that talibanization has spread to Islamabad -- or that 
extremism has appeared suddenly at the Red Mosque. In 
reality, the Red Mosque and its leaders have been at the 
center of Islamist ideology for decades. The current 
controversy will probably be resolved in the next few weeks, 
and President Musharraf\'s plan to use religious leaders to 
educate the public on the problematic nature of the Red 
Mosque\'s efforts seems to be working. The President treads 
a narrow line, though. A misstep leading to the death of a 
female seminarian could ignite the street. End Summary and 
Introduction. 


THE RED MOSQUE -- NOT NEW TO CONTROVERSY 
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2. (C) Islamabad,s Red Mosque (Lal Masjid) and its 

adjacent women\'s seminary, Jamia Hafsa Madrassah, are located 
in Islamabad\'s section G-6, within a mile of the Diplomatic 
Enclave and Pakistan\'s government buildings. Jamia Hafsa is 
reportedly home to between 2,500 and 3,000 girls and women. 
The Red Mosque also operates Islamabad,s largest men\'s 
madrassah, Jamia Fareedia, located near Faisal Mosque, about 
five miles from the Red Mosque. Jamia Fareedia houses 7,000 
boys and men. Pakistan Army officials tell us that President 

Zia al Haq chose Jamia Fareedia\'s location for strategic 
reasons: within 15 minutes, thousands of madrassah students 
can take to the streets anywhere in Islamabad. 


3. (C) General Zia al Hag was a leading patron of the Red 
Mosque and was close to the mosque\'s late leader , Maulana 
Abdullah. Throughout the 1980s, Abdullah used his authority 
to encourage jihad against the Soviets in Afghanistan. In 

the 1990s, the mosque was known to be sympathetic to al 
Qaeda. Unknown assailants assassinated Maulana Abdullah 
inside the mosque on October 7, 1998. Since then, Abdullah\'s 
sons, Maulana Abdul Aziz and Maulana Abdul Rashid Ghazi, have 
run the mosque and its associated madrassahs. According to 
Embassy contacts, while Maulana Abdullah was relatively well 
educated and could be progressive on many issues, his sons 
lack their fatherYs sophistication and nuance. 


4. (C) After 9/11, the Red Mosque leadership officially 
severed links with AQ, though journalists report the 
brothers\' sermons have continued to encourage sympathy for 
Osama bin Laden. Both brothers reportedly have called for 
jihad against America and are vocal in their support of the 
Taliban. According to the press, the brothers were a driving 
force behind a 2003 fatwa (religious decree) denying Muslim 
burials to Pakistani army forces killed while fighting in 

South Waziristan. The mosque also was a center of 
anti-Western fervor during the 2006 Danish cartoon 
demonstrations. 


RECENT HEADLINES 


5. (C) In mid-January, the Capital Development Authority 
began demolishing mosques built without permits on public 

land. On January 20, the Development Authority razed Amir 
Hamza mosque, which was adjacent to the Red Mosque and to 
Jamia Hafsa, the women\'s seminary. On January 27, dozens of 
girls and women from Jamia Hafsa entered a public library 

next to their madrassah and began a sit-in, demanding that 

the Government not tear down any part of their madrassah, 
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much of which is built illegally on land owned by the 

Ministry of Education. (Note: As explained in paragraph 

14, many women in the madrassah are orphans or widows; they 
would have nowhere to go if the madrassah were torn down. 
End Note.) The women later announced other demands, 
including that the government legalize all 81 mosques the 
Capital Development Authority had declared illegally built. 

The women also called for the strict interpretation of Sharia 
Law in Pakistan. Negotiators from the Ministry of Religion 
eventually agreed to a compromise on the mosque destruction 
question, but the women never officially left the library 
(reftels). While the library is again open to the public, 

the \"sit-in\" technically continues. 


6. (C) Just as the library controversy dropped out of the 
news, Jamia Hafsa was on the front pages again on March 27, 
when a group of students broke into an alleged brothel near 
the mosque and kidnapped three women and a six-month-old 
baby. Police entered the seminary to demand the release of 
the women and baby and to arrest some of the instigators. 
Students took two police officers hostage. Rumors quickly 
circulated via text messaging that 7,000 male students from 
Jamia Fareedia madrassah were on their way to join the 3,000 
female students inside Jamia Hafsa, leading the international 
press to report that 10,000 extremist madrassah students were 
protesting in downtown Islamabad. In reality, no more than 
1,000 male students arrived at the madrassah that night. 
Police negotiated the release of their colleagues, and two 
days later the Jamia Hafsa students released the three 
kidnapped women and the baby. Police have not arrested 
anyone for the kidnapping. 


7. (C) On April 6, the Jamia Hafsa administration announced 

it would launch a Sharia Court inside the Red Mosque. It was 

the third time since January the students had called for the 
implementation of Sharia Law inside Islamabad. Journalists 
reported male and female madrassah students patrolling 

markets and harassing CD and DVD stores, at least for a few 
hours one day. Embassy employees have not witnessed any such 
patrols, but journalists tell us they did watch a group of 

students burning a large number of CDs near a market. 


THE RELIGIOUS COMMUNITY REACTS 


8. (C) On April 7, President Musharraf told Codel Lowey 

that the best way to deal with the problems at the Red Mosque 
was to encourage religious leaders to educate the general 
Pakistani public on errors in the Red Mosque teachings. 
Religious scholars, including those known to be opposed to 
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President Musharraf, have been on television nightly since 
late March criticizing the Red Mosque leadership and arguing 
that the leadership\'s behavior is un-Islamic. In March, 
Wafaqul Madaris, Pakistan,s largest seminary oversight 
organization, revoked Jamia Hafsa,s accreditation, a move 
designed to isolate the Mosque\'s leaders and to pressure them 
to reform their teachings. Meanwhile, the religious parties 
have distanced themselves from the Red Mosque. Liaquat 
Baloch, Vice-President of the JamaVat Islami, recently 
announced that no religious party endorsed the madrassah 
students, actions and that no society would allow citizens 

to take the law into their own hands. 


THE END IS IN SIGHT. . . .AGAIN 


9. (C) On April 9, PolOffs met with Chaudhry Shujaat 
Hussain, president of the ruling PML-Q. Shujaat had met 
with Maulana Aziz and Maulana Ghazi on April 7 to broker an 
end to the tensions. Shujaat presented the brothers with the 
government\'s list of demands, to which the brothers were 
generally amenable. Shujaat believed the brothers were 
worried they had lost control of the students and that they 
had damaged their standing in the international madrassah 
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community. The brothers, according to Shujaat, were eager to 
end the crisis and quiet the madrassah. 


10. (C) The Government\'s list of demands included: 


--Remove all signs of militancy from the mosque, including 
weapons and banners 

--Vacate the library 

--No students carrying swagger sticks (baton-like weapons) 
--Only legitimate students in the madrassah 

--Abolish the Sharia Court 

--Stop policing markets 

--Remove posters from neighborhood 

--Remove the recently erected tent compound for male students 
who were \"guarding\" the madrassah 

--No interaction with the media 


11. (C) On April 8, the madrassah presented Shujaat a list 

of 62 counter demands. According to Shujaat, the list was 
largely a face-saving measure, as the government already had 
met most of the requirements. The outstanding demands were, 
in Shujaat\'s opinion, not generally objectionable: 


--Form a committee to decide all question of mosque 
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demolition. If mosques are demolished, the government should 
build replacement mosques on other sites. 

--Monitor television programming for immoral content; 
increase the amount of religious programming on television. 
(Shujaat said that, while the censorship was not possible, 
the government would consider the religious programming 
question.) 

--Enforce laws against the sale of adult movies. 

--Close brothels. Find alternative livelinoods for 

prostitutes. 


12. (C) Comment: For months, the conventional wisdom was 
that sophisticated men were manipulating vulnerable women 
inside Jamia Hafsa. The most recent list of demands from the 
students, though, emphasizes action against pornography 
rather than all videos and requests government help for 
former prostitutes. The tone of the list may indicate that 

the women have begun to assert themselves -- a hypothesis 
Shujaat accepts. End Comment. 


13. (C) Shujaat believes the controversy will be over in a 
matter of days. On April 9, National Security Advisor Tariq 
Aziz told Charge the situation would be quiet within two 
weeks. 


FREQUENTLY ASKED QUESTIONS 


14. (C) Q: Why don\'t the girlsV parents get them out of 
that place? 


A: Many of the girls and women living in Jamia Hafsa are 
orphans, widows, divorcees, and other vulnerable women. They 
entered the madrassah because, in a country with a limited 
social safety net, they have nowhere else to go. Contacts 

report that many women in Jamia Hafsa lost their families in 

the October 2006 earthquake or have been forced to leave FATA 
for economic or social reasons. 


15. (C) Q: The press has printed photos of female students 
in niqab (face covering) carrying rifles. Are the women 
actually armed? 


A: Possibly. Men from Jamia Fareedia have for months been 
posted on top of the wall that surrounds the women\'s 
madrassah. They are not visibly armed, but journalists tell 

us they have seen weapons inside the complex, in the area 
where the men are camping. A major proportion of the Jamia 
Fareedia students are from the Frontier, where owning and 
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carrying weapons is a way of life. Rifles are not uncommon 
in Islamabad; they can be purchased in many markets. 


16. (C) Q: Why aren\'t the police enforcing the writ of the 
state? Shouldn\'t people be arrested for kidnapping -- or for 
inciting violence? 


A: President Musharraf told Codel Lowey April 7 that he had 
reason to believe several scores of female students were 
prepared to commit mass suicide if the police took action 
against Jamia Hafsa or the Red Mosque. Additionally, it is 
likely some of the students are armed. In a shoot-out with 
police, female students might die. Besides being morally 
unacceptable, Pakistani authorities worry that deaths of 
female students could cause major street demonstrations 
throughout Pakistan. 


17. (C) Q: Are police going to arrest the brothers? 


A: Both President Musharraf and Interior Minister Sherpao 
have told us the Government will arrest Maulana Aziz and 
Maulana Ghazi for incitement and other crimes. They have not 
told us when they might arrest the men, nor how they would go 
about it. 


18. (C) Q: If the brothers have been inciting hatred for 
years, why hasn\'t the government acted? 


A: According to the press, at least one brother was arrested 
in August 2004 for transporting rockets in the trunk of his 
car. The Religious Affairs Minister eventually arranged his 
release, in part to maintain inter-religious harmony. While 
many government officials have reportedly called for the 
brothers! arrest for years, others have argued that arresting 
the men would destabilize the street. President Musharraf 
told Codel Lowey on April 7 that attempting to enforce 
moderation in Iran had backfired on the Shah. Musharraf 
preferred to work toward transforming the mindset of the 
population -- something he admitted would take time. 


19. (C) Q: The Pakistani press is reporting that 
talibanization has spread to Islamabad. Is that true? 


A: The Red Mosque has been Islamist for decades. It has 
long attracted students of a certain mindset; many of the 
current students are from the Frontier, where talibanization 
is aconcern. The presence of those students in Islamabad, 
though, does not mean Islamabad\'s citizens are becoming 
talibanized. 
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20. (C) Q: So is this a big story? 


Photos of veiled women posing with AK-47s sell newspapers. 
Clearly, recent events at the Red Mosque raise serious 
questions about how the State should enforce its writ. But 
this is not a new question, particularly in relation to the 

Red Mosque. Benazir Bhutto\'s Interior Minister, Aitzaz 
Ahsan, once ordered the arrest of Maulana Abdullah; the 
government released him not long after the arrest. 


21. (C) Comment: As the President knows too well, he is 
dealing with a situation for which there is no perfect 

answer. Not acting leaves him open to criticism he is 
encouraging talibanization; acting precipitously could 
destabilize the street, not to mention lead to unnecessary 
deaths. For now, he appears to be proceeding at a measured 
pace, allowing the tide of public opinion to turn against the 
brothers\' actions before he eventually moves against them. 
End Comment. 
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1. (C) SUMMARY: During a meeting on April 3, Secretary of 
Commerce Carlos Gutierrez and Minister of Communications 
Leonid Reiman discussed a broad range of topics, including 
the Russian cell phone market, Motorola, cooperation on 
information technology, IPR, and biometrics. The Secretary 
asked for support in clarifying or resolving several issues, 
including new regulations for importation of encryption 
technology, closing down pirate music website 
www.allofmp3.com, and the status of express delivery. During 
their discussion, Minister Reiman assured the Secretary that 
express delivery is not subject to Russia\'s universal postal 
code. End summary. 


Russian Communications Market 


2.(SBU) Minister Reiman observed that the Russian economy 
is growing rapidly, bringing new wealth and greater interest 

in and access to new technologies such as the Internet, from 

a broader spectrum of people. He noted, however, that one of 
the biggest challenges facing his Ministry, in terms of both 
communications and universal postal services, is the growing 
digital divide between cities and large, less-populated 
territories. 


Motorola 


3. (SBU) The Secretary thanked Minister Reiman for his help 
in solving problems connected to the February 2006 seizure of 
Motorola cell phones, and noted that the company was very 
appreciative. Reiman responded that he was glad to help, and 
hoped the situation would not repeat itself. He observed that 
Motorola had come early to the Russian market, established a 
research center and a strong customer base. He added that 
Motorola\'s sales are second only to those of South Korean 
firms. When Secretary Gutierrez noted that he had been to the 
Motorola flagship store on Red Square, Reiman commented that 
Motorola has a good perspective on the Russian market. He 
said that Russians love new technology, and like to upgrade 
their phones every six months or so. Given this trend and 

that fact that there are currently about 150 million cell 

phones in use in Russia, he sees great market potential. 


IT Roundtable and Working Group 


4.(C) Reiman explained that he was still very keen to do an 
IT roundtable with U.S. and Russian companies as each are 
increasingly interested in the other\'s market. He noted that 
President Putin had indicated his interest in increasing 
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cooperation in the IT sector by appearing at the second 
information and communications technology roundtable in the 
United States via DVC, the only time that he had used this 
technology. Reiman suggested that it would be useful for the 
companies to have a \"format\" or mechanism for the exchange of 
information, and proposed a bilateral working group. The 
Minister also invite U.S. participation in Russia\'s InfoCom 

exhibit, October 24-27, 2007. 


www.allofmp3.com, Encryption Imports, and Express Delivery 


5. (C) While noting that Minister Reiman was not directly 
responsible for these issues, Secretary Gutierrez raised 

pirate music website www.allofmp3.com, the need for new 
regulations on the importation of encryption technology, and 
express delivery services. He suggested that the problem of 
www.allofmp3.com bears some similarity to Napster, which had 
also been viewed as an IPR violator, and offered to provide 
information on that case. He asked the Minister for any 

support he could provide on closing down the illegal website. 
The Secretary then turned to regulations for encryption 

imports, which affect the availability of products ranging 

from personal computers to blackberries. He noted that USTR 
Schwab and Minister Gref had included a timetable in the WTO 
bilateral agreement for transitional import regulations. 

Reiman responded that he was not familiar with the issue, but 
would look into it and do what he could. He added that he was 
aware that banks in Russia were importing systems for use 
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with credit cards and ATM machines, and that more people are 
interested in using blackberries. The Minister noted that it 

is more expensive to use blackberries in Russia at this time, 
because without a local provider it is necessary to use 

roaming. He knew from speaking with MTS and Megafon that 
each had conducted talks with Western companies, but that 
they had not yet been able to reach agreement. 


6. (SBU) With regard to express delivery, the Secretary 
pointed out that it would be WTO in-consistent to subject 
express delivery to postal controls. The Minister suggested 
the possibility of some misunderstanding, explaining that 
current legislation, the \"universal postal code\", pertains to 
only letters, pay phones, public Internet points and small 
parcel post, all of which are subject to low set prices under 
the regulatory control of the Committee on Tariffs. The 
Minister indicated that, given these parameters, express 
delivery is not subject to the \"universal postal code.\" 
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IPR and Civil Code 


7.(SBU) Minister Reiman reported that, following his 
discussion with Secretary Gutierrez in Washington, he had 
informed himself on Part IV of the Civil Code on IPR. His 
impression was that at the end of the legislative process, 
some adjustments had been made in the law to make it more 
compliant with WTO and international norms. He said that the 
piracy situation seemed to be improving to some extent, 
relaying that his son had told him that in St. Petersburg it 

has now become almost impossible to find pirated CD\'s, which 
are no longer visible on the streets. The Minister noted 

that in Moscow there are fewer dealers setting up tables and 
selling on the street, and more stores selling legal optical 
disks, with holograms. He ventured that stores are not able 

to move around easily, and, therefore, must be prepared to 
face inspections. Additionally, people in Russia are now 
demanding more quality, and therefore, want legal products. 
He expressed optimism that more could and would be done. 


Biometrics 


8. (SBU) The Secretary and Minister Reiman observed that 
both governments are working on incorporating biometrics into 
identity documents. The Minister noted that Russia is 
currently issuing 8-9 biometric passports per day as a 
beginning, using only digital photo information and 
information in the passport, as they await international 
application of a standard in regards to what can be included. 
Referring to the potential inclusion of eye and fingerprint 
data, he noted several caveats and said that concerns had 
been raised with regards to disclosure of private 

information. (Note: Recently, Russian media have reported 
problems with the technology for the biometric passports. End 
Note) 


9. (U) The meeting concluded with Secretary Gutierrez 
inviting the Minister to visit him again in Washington. 
BURNS 
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SUBJECT: POSO CHRISTIANS CHARGED WITH TERRORISM 


REF: A. JAKARTA 826 


B. 06 JAKARTA 12100 
C. 06 JAKARTA 13454 


Summary 


1. (U) Trials opened in Jakarta the week of April 2 in the 
cases of 17 Christians from Poso, Central Sulawesi. The men 
are charged with terrorism and pre-meditated murder in the 
killings of two Muslims in September 2006. The killings were 
reportedly a reaction to the execution just days earlier of 

three Christians convicted of murder for their role in a 

series of attacks on Muslims during 1999-2001. The cases 
mark the first known use of the Antiterror Law of 2003 

against Christians in Indonesia. The cases are being tried 

by the Attorney General\'s Task Force on Terrorism and 
Transnational Crime, whose formation in 2006 was funded by a 
$750,000 FY04 ESF grant. End Summary 


The Indictments 


2. (SBU) The trials of 17 suspects involved in the murders of 
two men in Poso, Central Sulawesi, recently got underway in 
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Jakarta. As with previous cases involving violence in Poso, 
the trials were moved to Jakarta both for security reasons 
and to avoid inflaming passions in Poso, where tensions 
continue to run high. The suspects, all of whom are 
Christian, allegedly murdered the two victims in retaliation 
for the execution of three Poso Christians last September 
(ref B). The three were convicted of murder for their role 

in attacks on Muslims during the unrest of 1999-2001. The 
suspects are being tried in two groups: one group of 12 and 
another of five. According to the indictments, the group of 
12 set up a roadblock on a highway outside Poso. They 
allowed at least one car, whose driver was a Christian, to 
pass safely but stopped another car containing the two 
victims, whom the suspects identified as Muslims. The two 
men were then taken from the car and struck repeatedly, but 
managed to flee into a nearby house. The mob then forcibly 
removed the victims from the house and beat them into 
unconsciousness, while the car was dumped into a ditch. The 
second group of five suspects then arrived and assisted in 
moving the inert bodies to a different location. According 

to the indictments, when one of the victims was found to be 
still alive, a suspect struck a fatal machete blow to the 
victim\'s neck. The group then buried the two bodies. 


3. (SBU) Both groups face charges under paragraph 6 of the 
2003 Antiterrorism Law, as well as charges of premeditated 
murder, manslaughter and concealing evidence under the 
general criminal code. The terrorism charge carries a 
maximum sentence of death. The indictments rely heavily on 
the statements of the suspects themselves and of three key 
witnesses. These include the two men who were stopped in 
their car by the group but later released when it was 
determined they were Christians, and the man who attempted to 
shelter the two victims in his home. The indictments also 
cite the coroner\'s reports on the two victims. 


The Suspects 


4. (SBU) The 17 suspects are as follows: 


Hapri Tumonggi aka Api 
DOB: 23 April 1978 
POB: Poso 


Darman Aja aka Panye 
DOB: 1983 
POB: Masani, Central Sulawesi 


Edwin Poima aka Epin 
DOB: 8 December 1981 
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POB: Poleganyara, Central Sulawesi 
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Agus Chandra aka Anda 
DOB: 17 August 1983 
POB: Olumokunde, Central Sulawesi 


Syaiful Ibrahim aka Ipul 
DOB: 13 October 1984 
POB: Poleganyara, Central Sulawesi 


Erosman Tioki aka Eman 
DOB: 12 August 1979 
POB: Galuga, Central Sulawesi 


Walsus Alpin aka Eje 
DOB: 26 November 1983 
POB: Olumokunde, Central Sulawesi 


Benhard Tompondusu aka Tende 
DOB: 30 December 1978 
POB: Poleganyara, Central Sulawesi 


Sastra Yuda Wastu Naser aka Ibo 
DOB: 17 August 1983 
POB: Poleganyara, Central Sulawesi 


Romi Yanto Parusu aka Romi 
DOB: 1 August 1987 
POB: Poleganyara, Central Sulawesi 


Fernikson Bontura ala Kenong 
DOB: 10 November 1986 
POB: Poleganyara, Central Sulawesi 


Jefri Bontura aka Karate aka Ate 
DOB: 22 December 1985 
POB: Poleganyara, Central Sulawesi 


Arnoval Mencana aka Opan 
DOB: 23 August 1981 
POB: Poleganyara, Central Sulawesi 


Bambang Tontou aka Bambang 
DOB: 26 August 1983 
POB: Poleganyara, Central Sulawesi 


Jonathan Tamsur aka Nathan 
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DOB: 12 December 1983 
POB: Paramba 


Dedy Doris Serpainus Tempali aka Dedy 
DOB: 3 January 1981 
POB: Poleganyara, Central Sulawesi 


Roni Sepriyanto Rantedago Parusu aka Oni 
DOB: 3 September 1988 
POB: Poleganyara, Central Sulawesi 


First Christians Charged With Terror 


5. (SBU) The trials mark the first known use against 

Christians of the Antiterror Law of 2003; previously terror 
charges were mainly leveled against Muslims linked to Jemaah 
Islamiyah (Jl) or other Islamic extremist groups. Muslim 
Defense Team (TPM) attorneys for three Poso Muslims recently 
convicted of terrorism in the case of the 2005 schoolgirl 
beheadings (ref A) complained to the press during the trials 
that the Antiterror Law was being used exclusively against 
Muslims. The TPM cited this in alleging that law enforcement 
officials were unfairly targeting Poso\'s Muslim community, a 
belief they claimed was widely shared among Muslims in Poso. 
It is not clear whether those statements had any impact on 

the indictments against the 17. (Note: INP investigators 

told us that the reason terrorism charges had not previously 
been brought against Christians in Poso was that Muslims were 
behind the terrorist violence carried out since the law was 
passed. Before the present instance, most if not all the 
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Christians arrested in Central Sulawesi had committed their 
crimes in the years prior to the passage of the law.) 
According to one legal expert, the terrorism charge is 
correct only if the prosecutors can prove that the murders 
caused widespread fear or panic among the local Muslim 
population; otherwise, the crimes should be tried as murder. 
The indictments do not address this aspect of the case. 


6. (SBU) The trials are being handled by prosecutors from the 
Attorney General\'s Task Force on Terrorism and Transnational 
Crime. The Task Force was created in 2006 with USG support 
in the form of a $750,000 FY04 ESF grant (ref C). Task Force 
prosecutors recently won terrorism convictions against the 
three Poso terrorists cited above, and are currently 

preparing cases against eight other suspects linked to 

attacks in Poso. 
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E.O. 12958: N/A 

TAGS: OTRA, AO, KE 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR USAID/DCHA/OFDA 
TRAINERS 


1. Embassy grants country clearance to Kenya for 

the visit of USAID/DCHA/OFDA Trainers Ms. Mary Beth 
Brennan Seng; Ms. Alisia Kachmar and Ms. Katherine 
Channell to conduct a workshop on USAID/DCHA/OFDA?s 
Guidelines for Unsolicited Proposals for current 

and potential partners in East and Central Africa. 

Ms. Mary Beth Brennan Seng will arrive Nairobi o/a 
April 18, 2007. Ms. Alisia Kachmar and Ms. 

Katherine Channell will arrive Nairobi o/a May 6, 

2007. Ms. Brennan Seng and Ms. Kachmar will depart 
Nairobi o/a May 19, 2007. Ms. Channell will depart 
Nairobi o/a May 22, 2007. 


2. Country clearance is granted subject to the actual 
security situation at the time of proposed travel. Per 
reftel. The embassy switchboard number is 254-20-363- 
6000 and the after-hours number is 254-20-363-61 70. 
Control officer is Jack Myer, Office telephone 254-20- 
8622000 ext: 2711; and cell phone 254-722-510540. 


3. Hotel accommodation has been arranged at the 
Mayfair Hotel at a cost of U.S.Dollars 149.00 inclusive 

of taxes. The hotel telephone number is 254-20- 
3740920, hotel facsimile number is 254-20-3748823, 
under the following respective reference numbers: (Ms. 
Brennan: 603716 and 603717; Ms. Channell: 603718 and 
Ms. Kachmar: 603719). A driver from Express Travel, 
the Embassy travel agent will meet you after you exit 

the baggage claim area. If you do not see the driver, 
inquire at the \"Europcar/Express Travel Group\" counter. 
Cost for transport is Dollars 40.00 round trip. 
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4. ICASS TDY charges: Each visitor, regardless of 
length of stay, must bring/forward fiscal data to pay 

for direct costs of the visit. Each agency, 

organization or visiting delegation will be charged for 
the actual costs attributed to its visit. Direct 

charge costs include, but are not limited to: airport 
transportation, accommodations, American and LES staff 
overtime (for such services as airport expediting, 
control room staffing, cashier services, drivers), long 
distance telephone calls, cell phone rentals and cost 

of actual calls, travel and per diem costs for American 
or LES staff who accompany the TDY employee on field 
travel, rental of vehicles and equipment, gasoline and 
other vehicle maintenance costs, office supplies, cost 
of goods procured, departure tax and other airport 

fees. Post will not provide service if fiscal data is 

not provided for the direct charges. 


5. For TDYers remaining at post over 30 days, there is 
a charge for ICASS support services. This charge is 
for the following ICASS services: Basic Package, CLO 
and Health Services. The charge per month is 
approximately $353. Agencies will not be billed until 
the accumulated invoice cost for TDY support exceeds 
U.S. Dollars 2,500 for the fiscal year. If your 
sponsoring agency is not signed up for ICASS services 
at post, please be prepared to sign a Memorandum of 
Understanding for ICASS support services upon arrival. 


6. The agency should provide post with a written 
communication, generated by the traveler?s 
headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is 
urgent, the TDYer should bring this documentation with 
him/her to ensure there are no interruptions in the 
provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 
of the TDY. If you have a sponsoring agency at post, 
please request that they fill out a TDY introductory 
memo on your behalf so that it is easier to receive the 
services you need from the embassy\'s ICASS service 
provider. The Medical Unit cannot provide services 
without the introductory memo with fiscal data. 


7. Policy for TDYs of 30 days or more: Effective 
January 1, 2005, American personnel traveling to post 
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on TDY assignments of 30 days or more must have 
completed mandatory personal security training. The 
four-day course, \"Serving Abroad for Families & 
Employees (S.A.F.E.),\" is available at FSI, or agencies 
can apply to DS to provide their own equivalent 
security training. In the country clearance request 
cable, agencies must provide certification that 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 


Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification, contact 
DS/T William Armor at 703-205-2816. 


8. Security assessment: 


- There is currently a travel warning in effect for 

Kenya, which states that ?American Citizens should 
evaluate their personal security in light of continuing 
terrorist threats and the limited ability of the Kenyan 
authorities to detect and deter such acts.? The U.S. 
Government continues to receive indications of 

terrorist threats in the region aimed at American and 
western interests, including civil aviation, and that 

the Kenyan government might not be able to prevent such 
attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. All TDY visitors who will be in Kenya for more 
than 2 weeks are required to attend a security briefing 
by the RSO atthe regularly scheduled security 
briefing at 9:00 a.m. on Thursdays. Personnel on 
official USG business are required to stay in RSO 
approved hotels. You may obtain the list from your 
sponsoring office. 


- Violent crime in Nairobi is sharply rising. 

Carjacking, in order to commit an armed robbery, is the 
most common form of crime in Nairobi. In virtually 
every instance, carjackers use weapons to rob and 
carjack their victims. Most victims, if they are 
completely cooperative, are usually released unharmed, 
with their vehicles. However, victims are sometimes 
tied up and put in the back seat or trunk of their own 
car. Criminals who commit these crimes will not 
hesitate to shoot a victim who is the least bit 
uncooperative, or may appear to hesitate before 
complying with their assailant. The RSO recommends 
that if confronted with a criminal incident, victims 
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acquiesce immediately and quietly. Put your hands 
where they can be seen and avert your eyes. Though 
this does not guarantee your personal safety it is more 
likely you will survive the incident. 


- Street crime is particularly bad in downtown Nairobi 

and Uhuru Park and mission personnel are strongly urged 
to avoid the downtown area after dark. Throughout the 
country reports of group attacks and muggings are on 
the rise. Pickpockets and thieves carry out \"snatch 

and run\" crimes on city streets and near crowds. Large 
public functions are particularly vulnerable to rings 

of organized thieves. Visitors have found it safer not 

to carry valuables, but rather to store them in hotel 

safety deposit boxes or in room safes. The RSO 
recommends leaving all important documents (passports, 
plane tickets, etc.) in a hotel safe and not wearing 

any jewelry on the street. In addition, visitors 

should avoid hanging a camera around their necks, 
handbags on the backs of chairs, carrying a protruding 
wallet, and carrying or showing large amounts of money 
in public. 


- While traveling in vehicles, doors should be kept 
locked and windows rolled up at all times. Highway 
bandits are active on roads leading to the border areas 
and some areas in the northeastern portion of the 
country require special RSO approval prior to travel. 


- The Government of Kenya (and the Mission firearms 
policy) prohibits the importing and carrying of 

firearms except for U.S. law enforcement officers 
engaged in protective security or investigative duties. 


9. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy prohibits TDY?ers 
from driving USG or rental vehicles. Waivers may be 
granted for operational reasons if approved by the RSO 
and the Front Office. If riding with others or hiring 

a driver, note that it is inadvisable to travel at 

night outside well-traveled areas due to the lack of 
lighting, road signs, and warning signals on broken 
down vehicles. Many drivers exercise poor judgment and 
drive too fast. Traffic accidents are common. Public 
ground transportation in Kenya, particularly after 

dark, should be avoided for safety and security 
reasons. Travel via passenger train in Kenya is 
considered unsafe by the RSO, particularly during the 
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rainy seasons. The trains and tracks lack routine 
maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 
this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 712- 
2565, 712-1205 or 712-0344; cell phone numbers are 
0722-711001, 0722-714246 or 0733-735499. Never get 
into any taxi that has anyone other than the driver in 

it as carjackers sometimes use taxis to carjack other 
vehicles. 


10. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees Fahrenheit. In April and 
May, it rains frequently and daytime temperatures are 
lower. From June through September, dry, but often 
cloudy, weather persists with cool nights. From October 
through November there is occasional rain, but most 
days are sunny and warm. 


11. Health: Due to the high altitude, Nairobi is not 

a malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore, if you are planning to travel outside 
Nairobi, particularly to areas below 3,500 feet 
elevation, it is advisable to begin using oral malarial 
medication before arrival and for four weeks following 
departure. In addition, every effort should be made to 
use insect repellents, proper clothing, and barriers 
which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels, 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
or illness compound the basic risks of high altitude. 
For more information about sickle cell trait, contact 
your health unit or the medical clearances section of 
the Office of Medical Services. 
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12. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy now prohibits 
TDYers from driving USG or rental vehicles. If riding 
with others or hiring a driver, note that it is 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting, road signs, and 
warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya, particularly after dark, should be avoided for 
safety and security reasons. Travel via passenger 
train in Kenya is considered unsafe by the RSO, 
particularly during the rainy seasons. The trains and 
tracks lack routine maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 

this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 254-20- 
712-2565, 254-20-712-1205 or 254-20-712-0344; cell 
phone numbers are 254-722-711001, 254-722-714246 or 
254-733-735499. 


13. Money matters: 


- For better exchange rates, it is recommended that 
money changing/accommodation exchange be undertaken 
through our contracted bank, the Commercial Bank of 
Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
operation are Monday through Thursday, 9 AM to 12 noon 
and 1 PM to 3 PM; Friday, 9 AM to 12 noon. For TDYers, 


CBA will cash up to 500 U.S. dollars per day and will 
change cash, traveler?s checks or personal checks. If 
you are using personal checks, an exchange application 
form must be filled in and approved by the Financial 
Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 

up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 
cards. 
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- Credit cards are accepted at major hotels and 
restaurants, with VISA and Mastercard being the cards 
of choice. 


- The current rate of exchange is approximately 70 
shillings to the U.S. dollar. 


14. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (AEA) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor, soda, beer, 
snacks, Embassy souvenirs, and Kenyan crafts. All 
products are sold in U.S. dollars. Cash and travelers 
checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


15. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively, a visa can be 
obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport, 
or gratis if traveling with a diplomatic passport), but 
lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


16. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 
U.S. dollars, unless it has been included in the price 
of your ticket. Further, there is 500 Kenya shilling 
(approximate) departure tax imposed on all domestic 
flights. 
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E.O. 12958: N/A 

TAGS: OTRA, AO, KE 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CHANTAL 
NINTERETSE, USAID/OFDA PROGRAM ASSISTANT 


1. Embassy grants country clearance to Kenya for 
the visit of USAID/OFDA Program Assistant, Chantal 
Ninteretse from o/a April 21 - 29, 2007 to consult 

on humanitarian issues with the OFDA regional 
office and consult on administrative issues with 

the OFDA Administrative Officer. 


2. Country clearance is granted subject to the actual 
security situation at the time of proposed travel. Per 
reftel. The embassy switchboard number is 254-20-363- 
6000 and the after-hours number is 254-20-363-61 70. 
Control officer is Jack Myer, Office telephone 254-20- 
8622000 ext: 2711; and cell phone 254-722-510540. 


3. Hotel accommodation has been arranged at the 
Mayfair Hotel at a cost of U.S.Dollars 149.00 inclusive 

of taxes. The hotel telephone number is 254-20- 
3740920, hotel facsimile number is 254-20-3748823, 
under reference number: 602076. A driver from Express 
Travel, the Embassy travel agent will meet you after 

you exit the baggage claim area. If you do not see the 
driver, inquire at the \"Europcar/Express Travel Group\" 
counter. Cost for transport is Dollars 40.00 round 


trip. 


4. ICASS TDY charges: Each visitor, regardless of 
length of stay, must bring/forward fiscal data to pay 
for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for 
the actual costs attributed to its visit. Direct 
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charge costs include, but are not limited to: airport 
transportation, accommodations, American and LES staff 
overtime (for such services as airport expediting, 
control room staffing, cashier services, drivers), long 
distance telephone calls, cell phone rentals and cost 

of actual calls, travel and per diem costs for American 
or LES staff who accompany the TDY employee on field 
travel, rental of vehicles and equipment, gasoline and 
other vehicle maintenance costs, office supplies, cost 
of goods procured, departure tax and other airport 

fees. Post will not provide service if fiscal data is 

not provided for the direct charges. 


5. For TDYers remaining at post over 30 days, there is 
a charge for ICASS support services. This charge is 
for the following ICASS services: Basic Package, CLO 
and Health Services. The charge per month is 
approximately $353. Agencies will not be billed until 
the accumulated invoice cost for TDY support exceeds 
U.S. Dollars 2,500 for the fiscal year. If your 
sponsoring agency is not signed up for ICASS services 
at post, please be prepared to sign a Memorandum of 
Understanding for ICASS support services upon arrival. 


6. The agency should provide post with a written 
communication, generated by the traveler?s 
headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS 
billing code to which the TDY support charges should be 
applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is 
urgent, the TDYer should bring this documentation with 
him/her to ensure there are no interruptions in the 
provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 
of the TDY. If you have a sponsoring agency at post, 
please request that they fill out a TDY introductory 
memo on your behalf so that it is easier to receive the 
services you need from the embassy\'s ICASS service 
provider. The Medical Unit cannot provide services 
without the introductory memo with fiscal data. 


7. Policy for TDYs of 30 days or more: Effective 
January 1, 2005, American personnel traveling to post 
on TDY assignments of 30 days or more must have 
completed mandatory personal security training. The 
four-day course, \"Serving Abroad for Families & 
Employees (S.A.F.E.),\" is available at FSI, or agencies 
can apply to DS to provide their own equivalent 
security training. In the country clearance request 
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cable, agencies must provide certification that 

training for covered employees will be completed prior 
to travel. For training schedules at FSI contact the 
Registrar?s Office at 703-302-7143; for the training 
syllabus contact Dr. Patricia Schofield at 703-302- 
7267. For other agency self-certification, contact 
DS/T William Armor at 703-205-2816. 


8. Security assessment: 


- There is currently a travel warning in effect for 

Kenya, whih states that ?American Citizens should 
evaluate their personal security in light of continuing 
terrorist threats and the limited ability of the Kenyan 
authorities to detect and deter such acts.? The U.S. 
Government continues to receive indications of 

terrorist threats in the region aimed at American and 
western interests, including civil aviation, and that 

the Kenyan government might not be able to prevent such 
attacks. 


- Nairobi is designated a critical threat post for 
transnational terrorism and crime by the Department of 
State. All TDY visitors who will be in Kenya for more 
than 2 weeks are required to attend a security briefing 
by the RSO atthe regularly scheduled security 
briefing at 9:00 a.m. on Thursdays. Personnel on 
official USG business are required to stay in RSO 
approved hotels. You may obtain the list from your 
sponsoring office. 


- Violent crime in Nairobi is sharply rising. 

Carjacking, in order to commit an armed robbery, is the 
most common form of crime in Nairobi. In virtually 
every instance, carjackers use weapons to rob and 
carjack their victims. Most victims, if they are 
completely cooperative, are usually released unharmed, 
with their vehicles. However, victims are sometimes 
tied up and put in the back seat or trunk of their own 
car. Criminals who commit these crimes will not 
hesitate to shoot a victim who is the least bit 
uncooperative, or may appear to hesitate before 
complying with their assailant. The RSO recommends 
that if confronted with a criminal incident, victims 
acquiesce immediately and quietly. Put your hands 
where they can be seen and avert your eyes. Though 
this does not guarantee your personal safety it is more 
likely you will survive the incident. 


- Street crime is particularly bad in downtown Nairobi 
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and Uhuru Park and mission personnel are strongly urged 
to avoid the downtown area after dark. Throughout the 
country reports of group attacks and muggings are on 
the rise. Pickpockets and thieves carry out \"snatch 

and run\" crimes on city streets and near crowds. Large 
public functions are particularly vulnerable to rings 

of organized thieves. Visitors have found it safer not 

to carry valuables, but rather to store them in hotel 

safety deposit boxes or in room safes. The RSO 
recommends leaving all important documents (passports, 
plane tickets, etc.) in a hotel safe and not wearing 

any jewelry on the street. In addition, visitors 

should avoid hanging a camera around their necks, 
handbags on the backs of chairs, carrying a protruding 
wallet, and carrying or showing large amounts of money 
in public. 


- While traveling in vehicles, doors should be kept 
locked and windows rolled up at all times. Highway 
bandits are active on roads leading to the border areas 
and some areas in the northeastern portion of the 
country require special RSO approval prior to travel. 


- The Government of Kenya (and the Mission firearms 
policy) prohibits the importing and carrying of 

firearms except for U.S. law enforcement officers 
engaged in protective security or investigative duties. 


9. Internal travel: 


- Due to the dangerous driving conditions in Nairobi 
and in Kenya in general, post policy prohibits TDY?ers 
from driving USG or rental vehicles. Waivers may be 
granted for operational reasons if approved by the RSO 
and the Front Office. If riding with others or hiring 

a driver, note that it is inadvisable to travel at 

night outside well-traveled areas due to the lack of 
lighting, road signs, and warning signals on broken 
down vehicles. Many drivers exercise poor judgment and 
drive too fast. Traffic accidents are common. Public 
ground transportation in Kenya, particularly after 

dark, should be avoided for safety and security 
reasons. Travel via passenger train in Kenya is 
considered unsafe by the RSO, particularly during the 
rainy seasons. The trains and tracks lack routine 
maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 


the absence of special arrangements for use of official 
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vehicles, TDYers and visitors will be expected to use 
this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 712- 
2565, 712-1205 or 712-0344; cell phone numbers are 
0722-711001, 0722-714246 or 0733-735499. Never get 
into any taxi that has anyone other than the driver in 

it as carjackers sometimes use taxis to carjack other 
vehicles. 


10. Climate: Weather conditions in Nairobi are sunny 
and mild year-round with daily temperatures ranging 
between 50 and 80 degrees Fahrenheit. In April and 
May, it rains frequently and daytime temperatures are 
lower. From June through September, dry, but often 
cloudy, weather persists with cool nights. From October 
through November there is occasional rain, but most 
days are sunny and warm. 


11. Health: Due to the high altitude, Nairobi is not 

a malarial area and malaria prophylaxis is not needed; 
but the risk of malaria outside Nairobi is significant. 
Therefore, if you are planning to travel outside 
Nairobi, particularly to areas below 3,500 feet 
elevation, it is advisable to begin using oral malarial 
medication before arrival and for four weeks following 
departure. In addition, every effort should be made to 
use insect repellents, proper clothing, and barriers 
which discourage/prevent mosquito bites. Travelers 
should also carry immunization records with valid 
yellow fever immunization as well as being current with 
other inoculations. The embassy medical unit advises 
that local tap water is not potable. Bottled water is 
safe to drink and can be purchased in local hotels, 
restaurants and grocery stores. Individuals with 

sickle cell trait should carefully consider the 

altitude of this post. Short-term (TDY) assignments 
carry an added risk because of the lack of time for 
acclimatization. Dehydration and stress from exercise 
or illness compound the basic risks of high altitude. 
For more information about sickle cell trait, contact 
your health unit or the medical clearances section of 
the Office of Medical Services. 


12. Internal travel: 
- Due to the dangerous driving conditions in Nairobi 


and in Kenya in general, post policy now prohibits 
TDYers from driving USG or rental vehicles. If riding 
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with others or hiring a driver, note that it is 

inadvisable to travel at night outside well-traveled 
areas due to the lack of lighting, road signs, and 
warning signals on broken down vehicles. Many drivers 
exercise poor judgment and drive too fast. Traffic 
accidents are common. Public ground transportation in 
Kenya, particularly after dark, should be avoided for 
safety and security reasons. Travel via passenger 
train in Kenya is considered unsafe by the RSO, 
particularly during the rainy seasons. The trains and 
tracks lack routine maintenance and safety checks. 


- GSO has contracted with Jim Cab Services to provide 
additional transportation services for the mission. In 

the absence of special arrangements for use of official 
vehicles, TDYers and visitors will be expected to use 

this service for their transportation requirements. 
Because TDY transportation is reimbursed as part of the 
individual?s travel expenses, TDYers will pay for their 
transportation directly to Jim Cab when the services 

are rendered. Landline numbers for Jim Cab are 254-20- 
712-2565, 254-20-712-205 or 254-20-712-0344; cell 
phone numbers are 254-722-711001, 254-722-714246 or 
254-733-735499. 


13. Money matters: 


- For better exchange rates, it is recommended that 
money changing/accommodation exchange be undertaken 
through our contracted bank, the Commercial Bank of 
Africa (CBA). CBA has branches in the US Embassy 
building and the USAID building. CBA?s hours of 
operation are Monday through Thursday, 9 AM to 12 noon 
and 1 PM to 3 PM; Friday, 9 AM to 12 noon. For TDYers, 
CBA will cash up to 500 U.S. dollars per day and will 
change cash, traveler?s checks or personal checks. If 
you are using personal checks, an exchange application 
form must be filled in and approved by the Financial 


Management Officer prior to visiting the bank. Your 
control officer will provide the form or you may pick 

up a copy in the Financial Management Center. Certain 
ATM machines in town will accept US ATM and credit 
cards. 


- Credit cards are accepted at major hotels and 
restaurants, with VISA and Mastercard being the cards 
of choice. 


- The current rate of exchange is approximately 69 
shillings to the U.S. dollar. 
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14. General: 


- AEA Morale Store: TDY membership in the American 
Employees Association (AEA) is available for five U.S. 
dollars per week or one dollar per day. The AEA Morale 
Store offers a limited supply of liquor, soda, beer, 
snacks, Embassy souvenirs, and Kenyan crafts. All 
products are sold in U.S. dollars. Cash and travelers 
checks are accepted; no personal checks are accepted. 


- APO Use: TDY personnel wishing to use the APO are 
required to present a copy of their TDY/leave orders to 
the APO supervisor. Military members must also produce 
a valid ID card. 


- TDY travelers to Nairobi can be given the option to 
connect to their State Department OpenNet mailbox. 
Please ask your system administrator for the domain 
name and the IP address/name of your organization?s 
mail server and confirmation that remote access of your 
mailbox is possible. Please give our systems office 
advance notice of the need for remote connection by 
sending an e-mail with the above information to 
iscnairobi@state.gov. 


15. Entry requirements: A visa to enter Kenya is 
mandatory. This applies to U.S. citizens arriving for 
any purpose and regardless of type of passport. 
Travelers may obtain a visa in advance at a Kenyan 
embassy or consulate. Alternatively, a visa can be 
obtained at the airport (for a voucherable charge of 50 
U.S. dollars if traveling on a non-diplomatic passport, 
or gratis if traveling with a diplomatic passport), but 
lines may be long and processing time slow. Evidence 
of yellow fever immunization is usually requested upon 
entry to Kenya. 


16. Departure: Each person departing Kenya 
(regardless of age or type of passport) must pay a 20 
U.S. dollar departure tax payable in Kenya shillings or 
U.S. dollars, unless it has been included in the price 
of your ticket. Further, there is 500 Kenya shilling 
(approximate) departure tax imposed on all domestic 
flights. 
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E.O. 12958: DECL: 04/13/2032 

TAGS: PGOV, PHUM, SOCI, CH 

SUBJECT: RESIDENCE PERMIT REFORM: \"OLD WINE IN NEW BOTTLE\" 
VEXES CHINA\'S MIGRANTS 


REF: 05 BEIJING 20606 


Classified By: Political Section Internal Unit Chief Susan A. Thornton. 
Reasons 1.4 (b/d). 


Summary 


1. (C) An official announcement that residence 
permits in 12 provinces and regions will no longer 
classify citizens as rural or non-rural has pushed 
debate over China\'s household registration system back 
to the fore in media and academic circles. But as 

with previous declarations of reform, the measures 
amount to little more than a public relations exercise 
meant to trumpet Government responsiveness to the 
needs of disadvantaged citizens, our contacts said. 
Eliminating the distinction between rural and non- 

rural residence status does not make it any easier for 
migrants to obtain resident status in the places where 
they work, where they remain frozen out of basic 

social benefits. Any genuine elimination of this 

formal rural/urban divide would potentially have huge 
consequences for localities, who under the current 
system are responsible for providing social services 
for urban dwellers. In an indication of the 

hollowness of this latest pronouncement, even China\'s 
official press is heaping scorn on the initiative. 

Our contacts, taking a similar view, said financial 

and social strains will prevent any real reform in the 
near term. In the meantime, the gap between urban and 
rural -- and migrant and urban white-collar workers -- 
remains as wide as ever. End Summary. 


Rural vs. Urban 
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2. (C) The Ministry of Public Security trumpeted the 
elimination of the rural/urban designation on 

residence permits in Hebei, Liaoning, Jiangsu, 

Zhejiang, Fujian, Shandong, Hubei, Hunan, Guangxi, 
Chongqing, Sichuan and Shaanxi in a March 30 press 
announcement. The Central Government established the 
household registration system, including the 

rural/urban distinction, in 1958 after the disastrous 
famines brought on by the Great Leap Forward and 
forced collectivization. Originally, individuals with 

urban permits were entitled to food allotments, while 
rural residents were responsible for food production 

with no assurance of allocations for themselves. This 
aspect of the differentiation in status has 

disappeared with the marketization of China\'s economy. 


3. (C) But the distinction has retained importance in 
terms of land rights, housing and social services, our 
contacts said. A rural resident can use land for 
farming or building. An urban resident can obtain an 
apartment in the city more easily but has no right to 
use or develop land. Moreover, China\'s social safety 
net system mirrors the rural/urban distinction. 

Though still underdeveloped, the urban pension, health 
care and unemployment insurance systems offer far 
better benefits than the scant personal pension and 
health insurance plans in rural areas. 


Even Official Media Critical 


4. (C) In assessing the latest announcement of 
\"reform,\" Embassy contacts maintained that the changes 
have done nothing to make it easier for migrants to 
register in the districts where they work. China\'s 
press has seized on this angle of the story, with most 
articles taking a negative slant and complaining that 
the measures are inadequate to ease the burdens on 
migrants. The official Xinhuanet online newssite ran 

a feature on April 2 under the headlie \"Old Wine, New 
Bottle,\" in which the reporters quoted migrants 
grousing that the measure does nothing to address 
their needs. \"I still have no social security and no 
medical care,\" one migrant in Ningxia complained in 
the piece. Sohu.com published a similar story on 

April 5 and the high-circulation magazine China 
Newsweek\'s lead opinion piece on April 9 also 
discussed the subject. It concluded that such stop- 
gap measures or creating a \"green card\"-style guest 
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worker system that would allow cities to cherry pick 
the laborers they say they need \"can only harm 
people\'s confidence in the government.\" 


A Budget Buster 
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5. (C) The elimination of the rural/urban distinction 

has \"not been well thought out,\" said Zhang Zhanxin, a 
scholar at the Chinese Academy for Social Sciences who 
focuses on migration issues. He dismissed the reforms 
as little more than public relations -- that is, the 

Central Government wants to give the impression that 

it is doing something to address the stark development 
divide between China\'s urban and rural areas. Zhang 
judged that real reform will be slow in coming largely 
because municipal governments are keen to avoid fiscal 
responsibility for the newcomers. According to 

Chinese law, a given administrative district is 
responsible for providing services, including paying 
social benefits, to citizens registered there. 


6. (C) In this vein, if the millions of migrants 

currently in Beijing suddenly became legal residents, 

it would be a budget buster for the city government, 
Zhang said. Li Qiang (protect), Dean of the Sociology 
Department at Tsinghua University, said that by his 
school\'s research estimates, Beijing\'s population is 
currently 16 million, of whom roughly 4 million are 
migrants. The level of an individual\'s social 

security, including pension and unemployment payouts, 
remains tied to the location of legal residence. In 
connection with this, it behooves local governments to 
keep people divided according to residence permit 
location \"so they know who they are responsible for 
and who they are not responsible for,\" Zhang observed. 
Under this system, migrants are basically second-class 
citizens. Paying extra administrative fees (or 

bribes) can ease the way in terms of school enrollment 
for migrant children or health care, but most 

migrants\' salaries are a fraction of that of their 

urban resident counterparts. 


Discrimination Against Migrants 


7. (C) As a result, the announcement was a 
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disappointment to most in the mobile workforce, said 
Wei Wei, founder of the Little Bird NGO, which 
advocates on behalf of migrants. \"The new rules do 
nothing to address the discriminatory situation most 
migrants face,\" he complained. Education is a prime 
example. A recent People\'s University survey 
indicated that as many as 40 percent of migrant 
workers in Beijing bring spouses and children with 
them. Wei Wei said primary and high schools regularly 
apply steep administrative fees for enrollment of 
pupils without valid residence permits for the 

district. In addition, when it comes time to take the 
national college entry exam, migrant students are at a 
major disadvantage. The grade threshold for 
university admittance for residents of showcase cities 
such as Beijing and Shanghai is lower than for 
students whose household registrations are in the 
provinces, so migrant test takers must score higher 
than their urban classmates. This is precisely the 
kind of unequal policy that builds resentment among 
migrant workers, Wei Wei said. 


8. (C) The 12 provinces that, according to the MPS 
announcement, are moving ahead with the elimination of 
the rural/urban distinction are generally among the 
more affluent and want to encourage urbanization, said 
Ma Rong, a professor at Beijing University who 
researches demographics. They want to ease the path 
for people to move where the employment opportunities 
are, even if eliminating the rural/urban distinction 

is only a partial fix. In this vein, while Ma shared 

the view of Zhang of CASS and others that the new 
measures constitute just a small step, he highlighted 
one bright spot. At a time when gaps between urban 
and rural, coast and interior and rich and poor are as 
pronounced as ever, anything that eliminates divisions 
in society is a positive, even if it is only on paper. 
RANDT 
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E.O. 12958: DECL: 04/11/2012 

TAGS: PREL, PGOV, ECON, EMIN, ETRD, ZI 

SUBJECT: SUBJECT: DIAMONDS: THE GOVERNMENT OF ZIMBABWE,S 
BEST FRIEND 


Classified By: Ambassador Christopher Dell under Section 1.4 b/d 


1. (C) Zimbabwe is at risk of losing its Kimberley Process 
Certification as a result of the how the GOZ has handled the 
discovery of diamond deposits in Eastern Zimbabwe. The 
state-owned Zimbabwe Mining Development Corporation (ZMDC) 
seized the deposits from African Consolidated Resources (ACR) 
and the Minerals Marketing Corporation of Zimbabwe (MMCZ), 
another state agency, is suspected of funneling Marange 
diamonds out of the country and using the revenue to support 
the ruling party. ACR is appealing to the courts. Industry 
insiders say that if they lose it would have a chilling 

effect on private investment in the mining sector. End 
Summary 


Wild West at the Marange Diamond Field 
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2 (U) Diamond deposits have been discovered Zimbabwe at three 
locations: in Marange, in Murowa in southern Masvingo 

province, and at the River Ranch Mine near Beitbridge on the 
South African border. This cable examines the first two 

sites; we will report septel on disputes surrounding the 

River Ranch Mine. The Marange diamonds, which are found in 
about a meter depth, are large and of industrial quality, 

with some reasonably-sized gem-quality stones as well. 


3. (U) The discovery of diamonds at Marange last year set off 
a wild rush to develop the deposits. When De Beers\' 
three-year Exclusive Prospecting Order (EPO) for the Marange 
(Mutare West district) alluvial diamond field lapsed in early 
2006, African Consolidated Resources (ACR) moved quickly to 
register the claim. However, despite ACR\'s registered claim, 
the GOZ granted rights to the same site to the state-owned 
Zimbabwe Mining Development Corporation (ZMDC) last year. 


4. (U) The ensuing ownership dispute brought ACR\'s activity 
at the site to a halt; with ACR no longer on site, a 

free-for-all occurred with panners descending on the area in 
the thousands in the latter half of 2006 as word of easy 
pickings leaked out. At the height of diamond fever at the 
end of the year, youths were reportedly lined up along the 
roads in and out of Mutare, their fingers held high in a 
rhombus shape that indicated diamonds for sale. 


5. (C) Chamber of Mines CEO David Murangari told econoff that 
Minister of Mines and Mining Development Amos Midzi and 
Manicaland Governor Tinaye Chigudu had fanned the frenzy by 
broadcasting support for \"indigenous miners;\" Zimplats CEO 
Greg Sebborn, a keen observer of the mining sector, told us 

the frenzy was &government orchestrated8 from the start. 

In his view, the GOZ intended to stir up anti-foreign, 

anti-white sentiment about mineral rights development in 
Zimbabwe. 


6. (C) By late February, as the site sank ever deeper into 
chaos and became a subject of international attention armed 
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forces entered the area, drove off the panners, and cordoned 
the site off to all but local residents. Village youths told 


Column 3 

econoff during a visit to an adjacent rural area on March 9 

that the police had fired live ammuition to disperse the 

panners. They added, and Mrangari and Sebborn confirmed, 

that the police temselves were now panning the site. Giles 
Mutsekwa, MDC MP from Mutare North and the opposition party\'s 
secretary for defense told econoff on March 6 that the armed 
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forces were, in fact, cadres of Green Bombers in police 
uniform. 


7. (SBU) MDC MP Joel Gabbuza, Chairman of the Parliamentary 
Portfolio Committee on Mining, held a closed-door hearing on 
the Marange diamonds on March 29. He told the press after 
the hearing that the MMCZ had impounded about 26 kg of 
diamonds that it believed ACR had bought from illegal miners 
in Marange. Sebborn, who was in close contact with ACR, said 
the police had seized \"a few hundred thousand (US) dollars\" 
worth of diamonds in a \"totally illegal" raid. He said ACR 
believed that the Mineral Marketing Corporation of Zimbabwe 
(MMCZ), a para-statal controlled by ZANU-PF insiders, had 
auctioned off the seized diamonds. 


8. (C) The Reserve Bank of Zimbabwe is also reportedly 
pondering how to generate quick revenue from diamonds. Ina 
confidential paper on \"Foreign Exchange Requirements and 
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Alternate Sources of Revenue\" (reftel), it recommended 
holding a one-month long, no-questions-asked, GOZ buy-up of 
illicitly obtained diamonds from the Marange site. Chamber 

of Mines President Jack Murehwa, however, did not believe 
that a diamond sales amnesty would generate significant 
revenue. He told econoff on March 16 that most diamonds 
exploited in the panning frenzy had long since found their 

way over the border. 


9. (SBU) On the advice of ACR consultant and ex-Supreme Court 
Justice George Smith, ACR had taken its case to the courts. 
Almost certainly compounding ACR\'s troubles, retired Army 
commander Solomon Mujuru was reported to have a small 
interest in the company, elevating the issues in light of the 
ongoing ZANU-PF succession battle in which Mujuru is viewed 
as an opponent of President Robert Mugabe. To illustrate the 
point, in March, William Nhara, principal director of 

Zimbabwe\'s ministry without portfolio and an ally of Mujuru, 

was arrested and charged with aiding the attempt of a 


Column 3 
Lebanese woman to smuggle diamonds out of Zimbabwe. (He is 
awaiting trial.) 


10. (SBU) Murangari said the ruling, expected in the next one 
to two months, would be an acid test for the future of the 
sector. If it went against ARC, Zimbabwe could \"kiss 
goodbye\" to minerals investment. Sebborn said such a finding 
would be the death knell for the mining industry and could 

tip the scales toward Zimbabwe losing its Kimberley Process 
Certification. Sebborn said he did see \"blood\" in the 
diamonds. He claimed that MMCZ CEO Onesmo Moyo was 
overseeing smuggling of the diamonds out of Harare Airport 
and that the illicit trade had fueled a sudden massive 
accumulation of wealth in a circle of ZANU-PF cronies. 


11. (SBU) Cameron McRae, Director of Rio Tinto\'s Murowa 
diamond mine in southern Zimbabwe, said his company was 
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closely monitoring the Marange and River Ranch diamond 
disputes. McRae said if Zimbabwe lost its Kimberley 
Certification the company would seek an exception for its 
diamonds. Rio Tinto had a 78 percent share in the 
small-scale open-pit Murowa diamond mine which opened in 2004 
in Zvishavane district, in southern Masvingo province. McRae 
said Rio Tinto was prepared to invest US$200 million in the 
rapid expansion of the Murowa mine, over and above its 

initial US$11 million investment. But it would only do so if 

it were assured secure tenure of its claim and a normalized 
foreign exchange regime. 


12. (SBU) The European Commission (EC) is current chair of 
the Kimberly Process and with respect to it also acts on 

behalf of the European Union in Zimbabwe. Xavier Marchal, EC 
head of delegation in Harare, told us that in January the GOZ 
had requested the Kimberly Process to arrange a review visit 

to Zimbabwe. The EC was in the process of organizing a team 
and dates; Marchal expected the visit to take place in May or 
June. 


13. (C) The diamond \"rush\" is virtually an archetype of GOZ 
policy. The rush was fueled by corruption, fostered by 

theft, justified by xenophobia and charges of racism, and 
ultimately self-defeating. A handful of ZANU-PF insiders 
appear to have gotten very rich through the seizure of ACR\'s 
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mine. However, by giving into their greed and stressing 

short term gain over long term development they have further 
dampened investment prospects in the mining industry, the one 
economic sector in Zimbabwe still attracting external 
investment. Moreover, if it is proven that a state agency 

has used the revenue from the illicit sale of illicitly 

gained diamonds to enrich ruling party cronies it could have 
serious ramifications for Zimbabwe\'s Kimberley Process 
Certification. 

DELL 
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Treat as Sensitive but Unclassified. Contains business proprietary 
information. 


1. (SBU) Summary. On April 5, Managing Director for Ukraine of 
US-based GlobalNet Financial Solutions, Geoff Berlin, told EconCouns 
of GlobalNet\'s aspirations to resurrect the idea of using the 
Odessa-Brody-Druzhba (OBD) route to move Caspian crude through 
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Ukraine, Slovakia, and the Czech Republic to southern Germany. With 
an investment of approximately $260 million, the capacity of the 
Druzhba network could be expanded to accommodate the entire 14 
million metric tons per annum (mta) capacity of the Odessa-Brody 
pipeline without diminishing the capacity to handle current levels 

of Russian crude shipments. Berlin asserted that, if pipeline 
operators were willing to offer low transit fees in exchange for 

this investment, OBD could provide an economically viable and 
competitive alternative to the current routing of Caspian crude to 
southern Germany by sea through the Bosphorous and via the 
Trieste-Tal pipeline (the BTT route). Mr. Berlin was concerned that 
Russia would oppose this plan as a threat to its share of the 
European oil market, and would therefore need to be part of the deal 
in order for OBD to succeed. He contended that, unlike the proposed 
Odessa-Brody-Plock (OBP) route, OBD could be economically viable. 
End Summary. 


2. (SBU) The essence of GlobalNet\'s business plan is re-reversing 
Odessa-Brody to bring Caspian oil, not to Poland via Plock, but to 
Southern Germany and other Central European destinations via the 
Druzhba pipeline. According to Mr. Berlin, the principal challenge 
for the success of his plan was not finding supply, but getting good 
transit rates. Producers were already supplying Caspian crude 
through the existing BTT route, but that same crude could 
potentially get to market more cheaply via OBD, if the pipeline 
operators offered attractive transit rates. These would be lower 

(in most cases) or equal to the rates pipeline operators charged for 
Russian Urals crude. Berlin said that, although his plan would 
require an up-front investment of $260 million to increase capacity 
and introduce batching technologies to the Druzhba and other 
pipelines along the way, his calculations showed the OBD route could 
quickly be profitable and provide a good return on investment, even 
at concessionary transit rates. 


3. (SBU) Berlin noted that the window for exploiting this 

opportunity was limited, however. If the Druzhba-Adria (DA) pipeline 
were opened to Omisalj, Croatia or Trieste, Italy, the northbound 
routing for OB would have little utility. (Note: plans to implement 
the DA route to Omisalj are currently stalled in Croatia\'s 
parliament. End note.) 


4. (SBU) According to GlobalNet\'s plan, after investment in 
additional pumping, pipes, and batching equipment, OBD would be able 
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to handle an additional transit volume of 14 million mta for Caspian 
crude destined for refining in Western Ukraine, southern Poland, 
Austria, Czech Republic, and southern Germany. This would 
accommodate the entire current capacity of the Odessa-Brody segment. 
Berlin admitted that investment to increase capacity would have to 
follow agreement of all relevant parties: Caspian crude producers, 
customers, pipeline operators, pipeline host nations, and Russia. 
GlobalNet recognized these obstacles were substantial, Berlin said, 
yet was hopeful in the short term of getting the parties at least to 
agree OBD was an economically viable option. He had expressions of 
interest from Ihor Kyriushyn, head of Ukraine\'s pipeline operator 
UkrTransNafta. Although the Russians might not be happy about a 
diminution of their current monopoly of shipments via Druzhba, 
diversification of supply was a selling point for the scheme in the 

eyes of most of the prospective parties, Berlin argued. 


5. (SBU) Mr. Berlin outlined an ambitious 16-week plan for getting 
OBD off the ground. First, Caspian producers would have to offer 
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acceptable prices to establish economic viability for the OBD route. 
Second, the refiners in southern Germany, Czech Republic, Austria, 
western Ukraine, and southern Poland would need to agree to the 

prices proposed by the producers. Third, pipeline companies 

including MERO (IKL and Czech Druzhba) Transpetrol (Slovak Druzhba), 
and Ukrtransnafta (Ukraine Druzhba and Odessa-Brody) would have to 
establish parameters for crude volume targets, investment 

requirements, and transit rate concessions. 


6. (SBU) GlobalNet\'s Berlin contrasted his plan for a northbound 
route for Odessa-Brody with the proposal to extend the pipeline to 
refineries in Plock in central Poland (ref b). He questioned the 
economic viability of the Plock option, in part because of the 

scarcity of additional oil supply to fill OBP (ref a). Berlin noted 

that Caspian Crude Blend at Novorossiysk was currently $4.12/bbl 
more expensive than Urals blend at Plock, even before the 
hypothetical cost of transport through OBP was calculated. He thus 
contended Caspian crude would be far too expensive to ship to Plock 
via OBP. 


7. (SBU) Comment. GlobalNet seems to understand the difficulties of 


Column 3 

pulling off its plan for turning Odessa-Brody into a viable supplier 
of Caspian crude to the West via Druzhba. There is a real danger 
that the negotiation required will take longer than the window of 
opportunity will remain open. Moreover, although the GOU has shown 
willingness to consider options for the use of the Odessa-Brody 
pipeline, it is difficult to predict how it will react in the end to 

a concrete, potentially commercially viable plan that could 
displease the Russians, particularly if the plan hinges on pipeline 
operators offering lower transit rates for Caspian crude than they 
current offer Russian companies for their Urals crude. 


Taylor 


104228 

OO RUEHWEB 

DE RUEHML #1166 1030747 

ZNR UUUUU ZZH 

O 130747Z APR 07 

FM AMEMBASSY MANILA 

TO SECSTATE WASHDC IMMEDIATE 6053","UNCLAS MANILA 001166 


SIPDIS 


SIPDIS 
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E.O. 12958: N/A 
TAGS: AMGT, APER, RP 
SUBJECT: 2007 GSO of the Year Award Nomination 


REF: State 24881 


1. Summary. | am proud to nominate the entire General Services 
Section of Mission Manila for the honor of the 2007 GSO of the Year 
Award. They have reached remarkably high levels of achievement and 
customer satisfaction in a year marked by typhoons, budget 
reductions, and an OIG inspection. End Summary 


2. Working through typhoons, designing process improvements, using 
the internet to promote open competition, adopting Department 
initiatives, saving money, and empowering its locally-employed 

staff, GSO Manila is on a quest to excel by improving customer 
service and changing the way they do business. 


3. The GSO team vividly demonstrated its commitment to customers and 
the U.S. Mission in the Philippines on Thursday, September 28, 2006 
when a major typhoon hit Manila at 11 O\'clock in the morning. 

Although the typhoon closed the Embassy, most GSO employees reported 
to work. The Contracting and Procurement Unit put aside their own 

family and personal concerns to ensure that all end of fiscal year 

actions were completed, working 24 hours straight as the typhoon 
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swirled outside. The warehouse and motor pool teams arrived to 
secure facilities and, when safe, run messages of assistance to 
families in need despite downed power lines, blocked streets, and 
winds upward to 100 miles per hour. The maintenance team worked 
through driving rain and high winds, putting their own safety aside 
during the height of the storm to cut down branches and secure 
equipment that had fallen on Mission grounds and which could have 
been turned into life-threatening flying objects. In the aftermath 

of the storm, GSO provided temporary lodging as well as laundry and 
refrigerator/freezer stations for Mission families who were without 
electricity for almost one week; while LES received excess building 
materials to repair their damaged homes, potable water; and access 
to our laundry and refrigeration banks. 


4. Forever working to improve, Manila\'s Property and Supply Unit 
(P&S) applied process mapping to streamline most of its processes. 
Working with finance and procurement colleagues, senior LES in P&S 
re-engineered Post\'s outsourced warehouse delivery service request 
process by applying bulk funding to contract instruments and 

reducing order-driven paperwork by a staggering 60% and employee 
overtime by 10 hours per pay period. The same formula was used to 
improve the process for receiving maintenance and vehicle repair 
parts. 


5. The Contracting and Procurement unit (C&P) designed and 
implemented an external website to allow contractors to register 
their services, access solicitations, and submit bids. The expected 
results include savings of 4000 man hours, $6,000 in advertisement 
costs, and huge reductions in photocopying and paper needs. 


6. Supporting Department management improvement initiatives, Manila 
is also a leader in competitive sourcing, with over 100 full-time 
positions occupied by contract workers, and C&P is working on a full 
competitive sourcing analysis of eight additional cost centers. As 

Post prepares for new construction and the co-location of USAID 
service providers on Embassy grounds, GSO is already planning with 
USAID on how best to share motor pool and warehouse services. 


7. Additionally, as part of Manila\'s effort to enhance its new 
Professional Development Center to facilitate training at Post and 

in the region, GSO\'s Visitors Section has negotiated a 37% reduction 
in hotel rates for FSI-sponsored and other training hosted in 

Manila. 


8. The most impressive feature of GSO\'s strong performance is that 
it is planned and implemented by LES. It was local staff who made 
the ministry contacts and negotiated a significant reduction for 

the in-processing time for military personnel shipments. Throughout 
GSO, LES have embraced the opportunity to improve their jobs and 
their service. At a recent presentation to the entire Management 
Section staff, over 10 LES made presentations on work improvement 
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initiatives while the annual C&P Customer Outreach Workshop included 
presentations by every member of the unit. 


9. | recognize that a nomination for an entire GSO is unique. Yet, 

it makes sense. Manila GSO is a team and each GSO initiative has 
been accomplished with the support of colleagues while generating 
critical financial savings and other economies. GSO Manila 
represents the work of over 300 people including full-time 

contractors. Together, they have established the General Services 
Office\'s reputation as a leader in process improvement and customer 
service. 


Kenney 
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E.O. 12958: N/A 
TAGS: OTRA, ASEC, AMGT 
SUBJECT: COUNTRY CLEARANCE GRANTED TO PAULA S. THIEDE 


REF: AMEMBASSY TIRANA 324 


1. US Office Pristina welcomes and grants country clearance to Ms. 
Paula S. Thiede to visit Pristina on April 17-18, 2007. The purpose 

of the visit is to attend \"Contact Group Plus\" Conference. Control 
Officer for this visit will be Political Officer, AJ Rei-Perrine, 

who can be reached at: office 381-38-5959-3195; GSM 377-44-500-972; 
fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 
ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 
travelers\' checks to cover all hotel and other incidental expenses 
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and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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SUBJECT: COUNTRY CLEARANCE GRANTED TO GABRIEL ESCOBAR 


REF: AMEMBASSY ROME 738 
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1. US Office Pristina welcomes and grants country clearance to 

Gabriel Escobar to visit Pristina on April 17-18, 2007. The purpose 

of the visit is to attend \"Contact Group Plus\" Conference. Control 
Officer for this visit will be Political Officer, AJ Rei-Perrine, 

who can be reached at: office 381-38-5959-3195; GSM 377-44-500-972; 
fax 381-38-549-890. 


2. Post will coordinate arrangements for airport pick up and 
transportation to official meetings during the visit. 
Accommodations have been confirmed in USOP/USAID TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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State for EAP/CM - JYamomoto and EB/IPE - EFelsing 


USTR for China Office - AWinter; IPR Office - RBae; and OCG 
- SMcCoy, ACelico 


Commerce for National Coordinator for IPR Enforcement - 
Clsrael 


Commerce for MAC 3204/LRigoli, ESzymanski 
Commerce for MAC 3043/McQueen 
LOC/Copyright Office - MPoor 

USPTO for Int\ Affairs - LBoland, EWu 
DOJ for CCIPS - Asharrin 

DOJ for SChembtob 

FTC for Blumenthal 

FBI for LBryant 

TDA for SChow 

DHS/ICE for IPR Center - DFaulconer 
DHS/CBP for IPR Rights Branch - PPizzeck 
SENSITIVE 

SIPDIS 


E.O. 12958: N/A 
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TAGS: KIPR, ETRD, ECON, WTRO, CH 

SUBJECT: U.S. COORDINATOR FOR INTERNATIONAL INTELLECTUAL 
PROPERTY ENFORCEMENT CHRIS ISRAEL AT CHINA CUSTOMS: MOC AT 
SED? 


1. (U) United States Coordinator for International 

Intellectual Property Enforcement Chris Israel met with 

China General Administration of Customs officials on March 
28 to discuss intellectual property rights (IPR) 

enforcement. China Customs expressed their interest in 
moving forward quickly with the signing of a bilateral 
memorandum of cooperation (MOC) with their Department of 
Homeland Security (DHS) counterparts, and stated the desire 
of China Customs to conclude such an agreement as early as 
the Strategic Economic Dialogue (SED) meeting in May. 


2. (U) China Customs Deputy Director General of the 
Department of Policy and Legal Affairs, Wang Yongshui, 
repeatedly expressed his interest in signing an MOC quickly, 
and focused in particular on the sharing of statistics that 

such an agreement would enable. Wang suggested 
establishing a working group by mid-April to meet either in 
Washington or in Beijing to discuss how to move forward. 
Wang added that he is disappointed in the lack of progress 
under the China-U.S. Agreement Regarding Mutual Assistance 
in Customs Matters, and suggested that the MOC should 
instead be carried out under the Joint Commission on 
Commerce and Trade (JCCT), which he hoped would be a more 
productive mechanism. 


3. (U) China Customs IPR Division Director Li Qunying, who 
is responsible for working with United States Customs and 
Border Protection (CBP) to draft the new MOC, agreed that a 
face-to-face drafting session is necessary to conclude an 
agreement. Li also expressed frustration that little has 

been accomplished on the MOC since the December 2006 
meeting of the JCCT. 


4. (U) Israel agreed that entering into an MOC with China 
Customs is a priority for the United States, and 

recommended that Li forward his written recommendations on 
how to move forward to his contacts at DHS. 


5. (SBU) Comment: In addition to the proposed MOC on 
customs cooperation, United States cooperation with China 

on customs matters includes a training program at the 

Shanghai Customs College funded by the U.S. Trade and 
Development Agency. Following USTR\'s April 9 announcement 
to bring two WTO cases against China and the April 10 

request for consultations, the extent of future bilateral 
cooperation on IPR and related issues remains uncertain. 


Column 3 

Notably, the WTO IPR case includes a customs-related 
complaint involving the disposal of counterfeit goods by 
China Customs. Washington, DC agencies should note that 
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China Customs did enact a rule on April 4, 2007 that 
addresses the disposal of infringing goods, which appears 

to be the subject of Article Il of the WTO complaint filed 

less than one week later. (Full text of the new Customs 

rule is available online at http://www.customs.gov.cn/ 
YWStaticPage/433/667a7afl.htm.) Post has not yet received 
an indication from China Customs as to whether they wish to 
continue to pursue the MOC signing in light of the WTO 
filings, or whether they believe their last-minute rule 
addressed USTR\'s concerns. End Comment. 


6. U.S. Participants: 


U.S. International Intellectual Property Enforcement 
Coordinator Chris Israel 

Embassy DHS/ICE Assistant Attache Diana Tsang 
Embassy Economic Affairs Second Secretary Geoff 
Siebengartner (notetaker) 

Interpreter 


7. Chinese Participants: 


GAC Department of Policy and Legal Affairs Deputy Director 
General Mr. Wang Yongshui 

GAC Department of Policy and Legal Affairs Intellectual 
Property Division Director Mr. Li Qunying 

GAC Department of Policy and Legal Affairs Intellectual 
Property Division Director Program Manager Ms. Lin Yuxin 


8. Chris Israel has cleared this report. 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, KISL, PGOV, ID 

SUBJECT: CDA\'S INTRODUCTORY CALLS ON WORLD\'S LARGEST MUSLIM 
ORGANIZATIONS 


REF: JAKARTA 993 


This cable is sensitive but unclassified; please protect 
accordingly. 


1. (SBU) As part of post\'s ongoing engagement with 
Indonesia\'s Muslim community, CDA made courtesy calls on the 
chairmen of the world\'s two largest mass Muslim 
organizations, Nahdlatul Ulama (NU)\'s Hasyim Muzadi and 
Muhammadiyah\'s Din Syamsuddin. By way of introducing their 
organizations, the chairmen both spoke about their 
organizations\' long histories in Indonesia, not only as 

religious and cultural institutions but also as sources of 

political change. Syamsuddin particularly noted the critical 

role that Muslim organizations played in smoothing the 
transition to democracy here. 


2. (SBU) Both emphasized the activities that they have 
undertaken to foster interfaith dialogue and understanding, 
Muzadi as NU\'s leader and a member of the International 
Conference of Islamic Scholars, and Syamsuddin in his dual 
role as Muhammadiyah chair and the head of the Indonesian 
Ulama Council (MUI). (Note. In a separate meeting with the 
CDA, Jakarta\'s Cardinal Julius Darmaatmadja praised Muzadi 
and, to a lesser extent, Syamsuddin for these efforts. End 
note.) Muzadi and Syamsuddin also pointed to the recent 
Sunni-ShiVa conference (ref A), co-sponsored by NU and 
Muhammadiyah, as evidence of their activism in promoting 
Middle East peace. 


3. (SBU) Muzadi and Syamsuddin commented on their 
long-standing and largely positive relationships with the 

U.S. and other Western countries, with Syamsuddin noting that 
Muhammadiyah has been working with the U.S. for thirty-five 
years. Both men spoke with pride about various roundtable 
dialogues they had organized to bring U.S. officials together 
with representatives from the full range of Islamist 
organizations, notably after 9/11 and in the run-up to the 


Column 3 

war in Iraq. However, they were critical of U.S. foreign 

policy toward the Muslim world, and expressed disappointment 
that the U.S. \"ignored\" their advice not to invade Iraq. 
Muzadi was especially bitter and outspoken, contending that 
the bloodshed in Iraq has somehow proved his advice was 
correct. CDA pushed back that no one wanted peace and 
reconciliation in Iraq more than the U.S. Nevertheless, they 
emphasized that despite their disagreement with our policies, 
they were committed to maintain their organizations\' 
cooperative relationships with us. 

HEFFERN 
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E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREF, PREL, UNSC, CD, SU 

SUBJECT: CLASHES CONTINUE, IDP SITUATION WORSENS IN EASTERN 
CHAD 


REF: A. NDJAMENA 324 


B. IIR 6 910 0159 07 
C. IIR 6 910 0157 07 
D. IIR 6 910 0152 07 


1. (SBU) SUMMARY. Over the last two weeks the security and 
humanitarian situation in eastern Chad has taken a dangerous 
turn for the worse. The Dar Sila region near the border with 
Sudan south of Abeche has been the scene of attacks by 
janjaweed militias, an upsurge in new Internally Displaced 
Persons (IDPs), clashes between Chadian army and rebel 
forces, a Chadian army raid into Sudan, and a confrontation 
between Chadian and Sudanese troops. Without concerted 
efforts to ease tensions and restore security in the border 
region, fighting between Chadian and Sudanese army and rebel 
forces could escalate and violence against civilian 

populations will worsen. END SUMMARY 
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2. (U) Recent events in the Dar Sila region near the border 
with Sudan in southeastern Chad prompted a spate of inquiries 
about what happened and why. This account seeks to piece 
together what we know about the situation here. 


3. (U) The latest round of violence started in the early 
morning hours on Saturday, March 31 when gangs on horses and 
camels carrying guns attacked the villages of Marena and 
Tiero and surrounding settlements. Self-defense militias 
wielding spears were easily overwhelmed. Villages were 
burned, houses destroyed, and many shot seeking to escape. 
Clashes continued involving Sudanese and Chadian rebel 
forces, reportedly using heavy weapons. Thousands of 
villagers fled into the countryside. Latest estimates put 

the death toll at as many as 400, but it is impossible to 

arrive at a precise figure. Many bodies were hastily buried 

in shallow graves and were still being retrieved a week 

later. 


4. (U) Over the next week survivors made their way to 

Koukou Angarana, a small town that already hosted almost 
20,000 Chadian IDPs as well as over 19,000 Sudanese refugees 
at the nearby Goz Amir camp. By the time a group with 
Congressman McGovern and the Ambassador visited the site on 
April 7, 9,000 Chadians were there and flatbed trucks 

operated by ICRC were arriving filled with more. Many women 
and children were clustered around distribution stalls 

receiving soap, plastic buckets, and soap or gathered in 

shelters run by COOPI (an Italian NGO), Medecins Sans 
Frontieres, and other NGO\'s providing vaccinations and 

initial medical screenings. 


5. (U) Asked to identify their attackers, the IDP\'s 

referred to them simply as janjaweed, a term loosely applied 

to militias largely (but not entirely) of Arab origin, 

whether Sudanese or Chadian. Some admitted that they knew 
some of the attackers from their villages. Asked why they 
were attacked, the IDP\'s were unanimous in asserting that the 
attackers wanted their land. No one could provide specific 
information on the identity of the rebel groups that 

reportedly joined in subsequent attacks, though Sudanese 
rebel forces (known as toro boro in Chad) and the Concorde 
Nationale Tchadienne (CNT), a Chadian rebel group under the 
Arab commander Al-Djinedi, are known to be active in the area. 


Column 3 
Amdjirema and For Baranga 


6. (U) The Chadian army apparently stayed out of the fight 
until Monday, April 9 when its units engaged in a firefight 

with Chadian rebel forces with perhaps more than 200 vehicles 
near the village of Amdjirema. According to the Chadian 
government, not only were CNT forces involved, but also those 
under Timan Erdimi and Mahamat Nouri. The two sides issued 
conflicting statements blaming the other for initiating the 
combat and claiming to have come out on top. 


7. (U) In the end, the Chadian units pursued the rebel 

forces, which reportedly included over 150 \"technicals\" and 
eight armored vehicles. Crossing into Sudanese territory, 

they inadvertently fell upon a Sudanese military position 

near the border town of For Baranga, perhaps there to support 
the retreating rebels. The Chadian forces pulled back but 

not before killing 17 Sudanese soldiers and wounding 40 
others, according to a Sudanese statement. Chadian 
authorities expressed regret but justified the raid on the 


NDJAMENA 00000325 002 OF 002 


grounds that the Chadian army was exercising the right of 
pursuit. In an attempt to prevent the tensions from heating 

up further, Libyan special envoy Abdel Salim Triki met with 
President Deby April 11 and claimed he secured Deby\'s support 
for improving relations with Sudan. Deby reportedly also 

agreed to visit Khartoum later this month. 


8. (SBU) Itis impossible, at least on this side of the 

border, to ascertain the extent of any official Sudanese 
involvement in either instigating the raid on Marena and 

Tiero or arming the attackers. Nor is it possible to know 

with precision Khartoum\'s role in supporting the Chadian 

rebels in this incident. What is clear is that violence is 
spreading and people are suffering. The clash between 
Chadian and Sudanese soldiers adds a dangerous new variable 
into the equation. Conditions have the potential to 

deteriorate abruptly. 


9. (SBU) The visit by the Deputy Secretary will provide the 

opportunity to address the issue. The Chadians must show 

restraint and stop supporting Sudanese armed rebels. They 
must agree to the rapid deployment of a UN force with a 


Column 3 
mandate to protect civilian populations and to deter the kind 
of attacks that took place March 31 from happening again. 


10. (U) Tripoli Minimize Considered 
WALL 
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(1) Premier Wen\'s Japan visit accompanied by executives of 50 
energy-related companies: China rushing to absorb technology; 
Consideration given to wariness felt by Japan 


(2) Japan-China summit highlights economic cooperation; Technology 
transfer included in joint statement with post-Kyoto Protocol 
framework in mind 


(3) Japan-China joint statement on environment on cooperation for 
effective framework for measures to prevent global warming 


(4) Did Japan, China melt the ice? Both sides looking for ways to 
return to \"normal temperature\" but frozen soil found in issues 
affected by emotions 


(5) Collective enshrinement of Class-A criminals and disclosed 
Yasukuni Shrine internal documents; Documents produced around 1978 
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ARTICLES: 


(1) Premier Wen\'s Japan visit accompanied by executives of 50 
energy-related companies: China rushing to absorb technology; 
Consideration given to wariness felt by Japan 
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Executives of some 50 Chinese energy-related companies are 
accompanying Premier Wen Jiabao on his visit to Japan. They aim is 

to strengthen relations with Japanese companies, which have advanced 
energy-conserving and environmental protection technologies, since 

an energy shortage and environmental destruction have become serious 
issues in their country. 


The Chinese economy has grown for four consecutive years at the 
annual rate of more than 10% in GDP terms. However, its active 
diplomacy toward African countries to secure energy resources is now 
being criticized by European countries, the US and African countries 
as being a new colonialism. It is said that Japan\'s energy usage is 
ten times more efficient than that of China. There are data 

indicating that 10% of farmland in China is polluted. 


An executive of a certain Chinese company, now visiting Japan, 
explained, \"It is urgent that China introduces Japan\'s experience 
and technology for clean energy and recyclable energy.\" However, 
given the fact that fake brand-name products and copied products are 
rampant in that nation, there is the possibility of its absorbing 

Japan\'s state-of-the-art technology offered in the name of 


Column 3 
cooperation. 


Wen in recent speeches and press conferences has repeatedly cited 
energy conservation, environmental protection, high-tech, financial 
services and information and technology (IT) as key areas for 
economic cooperation from Japan. He added intellectual property 
rights in a speech delivered in the Diet yesterday. It appears that 

he gave consideration to Japanese companies, which are afraid of the 
outflow of their technology. 


Business circles hoping for expanded business opportunities 
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A number of Japanese business leaders voiced their hopes for 
expanded business opportunities on China\'s huge market, as talks to 
strengthen ties witch China, which is expected to continue to grow, 
have gotten underway. 


During the Koizumi administration, Japanese companies experienced 
anti-Japanese demonstrations in China. Their greatest matter of 

concern now is the strengthening of political relations between the 

two countries. Shigemitsu Miki, chairman of Bank of Tokyo-Mitsubishi 
UFJ, stressed, \"We hope that political relations with China will 

improve and deepen.\" Osamu Watanabe, advisor to JETRO, also pointed 
out, \"Japanese and Chinese companies have been unable to carry out 
business activities, if their governments were involved.\" He thinks 

the scope of corporate activities will widen. Business leaders 

highly praised Wen for his frank recognition of challenges facing 

the Chinese economy even by changing the prepared speech at luncheon 
hosted by business circles. Fujio Cho, chairman of Toyota Motors and 

the Japan-China Economic Association, called for efforts by the 
Japanese side as well, noting, \"It would be necessary for Japan and 
China to jointly tackle challenges.\" 


Japan\'s economic recovery is largely attributable to increased 

exports to China. Speaking of the economies of the two countries, 
whose relations are increasingly becoming tied with each other, Akio 
Mimura, chairman of Nippon Steel Corporation, said, \"Japan and China 
are neighbors. There will be absolutely no option for the two 

countries to cut off relations even if a border issue should 

occur.\" 


(2) Japan-China summit highlights economic cooperation; Technology 
transfer included in joint statement with post-Kyoto Protocol 
framework in mind 


NIHON KEIZAI (Page 3) (Abridged) 
April 12, 2007 
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Japan and China agreed yesterday to boost a wide range of economic 
cooperation in tandem with the summit meeting between Prime Minister 
Shinzo Abe and Premier Wen Jiabao. Bilateral cooperation is focused 
on the environment. Japan has come up with a plan to provide China 
with energy-saving technologies with an eye on growing international 
interest in global warming. But question marks are hanging over its 
effectiveness and other matters agreed upon by Abe and Wen. The 
future of the two countries\' efforts for building \"mutually 

beneficial strategic ties\" remains unclear. 


The joint statement on the environment reads, \"The development of 
cooperation in environmental protection serves the interests of the 

two countries and help them build mutually beneficial strategic ties 
between Japan and China.\" Japan promised to cooperate in preventing 
pollution in China, with the joint statement noting, \"The two 

countries shall actively take part in the process of building an 

effective framework in 2013 and beyond (when the Kyoto Protocol 
specifying the greenhouse gas reduction targets expires).\" 


Abe and Wen also signed a joint statement on energy. This will 
enable the two countries to promote cooperation in the industrial 
sector and jointly conduct research on policy frameworks for 
taxation and technical development. Agreements also included plans 
to build nuclear power plants and stockpile oil against 

emergencies. 


China is suffering from serious environmental pollution due to 
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growing automobiles, construction for the 2008 Beijing Olympic 
Games, and other factors. China is the world\'s second largest 
emitter of carbon dioxide -- a cause of global warming -- after the 
United States. Some analysts projected that China will overtake the 
United States by 2010. 


China has set a target to reduce energy consumption per unit of GDP 
by 20% during the 2006-2010 period. But in 2006, the country\'s 
consumption dropped merely 1.2%. Having technical guidance from 
Japan, an advanced energy-saving country, is essential for improving 
energy efficiency and reducing the burden on the environment. 


Environmental problems in China are a matter of great concern to 
Japan, as well. Aware of intensifying international efforts, as seen 

in the EU\'s independent greenhouse gas reduction targets, with the 
post-Kyoto Protocol era in mind, Japan intends to take the 

initiative in the environment sector by winning China over to its 

side. 
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Pursuing both economic development and environment protection will 
not be easy for China. Wen expressed unwillingness to mention 
numerical targets, saying: \"Although China supports the Kyoto 
Protocol, we are still a developing country.\" 


Transferring technologies from Japan to China involves the risk of a 
technical outflow into a third country. The leaders of the two 

countries have signed a memorandum of understanding to establish a 
governmental committee to reduce such risk in the fields of energy 
conservation and the environment. 


(3) Japan-China joint statement on environment on cooperation for 
effective framework for measures to prevent global warming 
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(Commentary) The Japan-China joint statement signed on April 11 
showcased participation in efforts to create an effective framework 

for international measures to prevent global warming, following the 
expiration of the Kyoto Protocol expires in 2003. It can be said 

that this is the outcome the Japanese government working on the 
Chinese government. China has thus far had an aversion to discussing 
a post-Kyoto framework, fearing that it could lead to its becoming 
obliged to cut greenhouse gas emissions on a par with industrialized 
countries. However, China has not clearly pledged to cut emissions 

in the future. There is not yet a prospect for establishment of a 

new framework for cutting greenhouse gas emissions involving China. 


Chinese Premier Wen made an in-depth statement on the environment 
issue, an indication of the realty that the international community 

is casting a harsh eye on China for its adamantly refusing mandatory 
greenhouse gas emission cuts. China, whose carbon dioxide emissions 
account for 20% of the total emission amount in the world, is 

expected to become the world\'s largest greenhouse effect gas 

emitter. Though it insists that it has actively pursued 

energy-conserving efforts, based on its own action program, it has 

now become necessary for it to indicate a positive stance amid the 
international community increasingly alarmed about global warming. 


One senior government official said, \"There has been an indication 
that China wanted to show its change of mind to the international 
community. The summit meeting this time might have provided it with 
a good opportunity.\" 
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With an eye on the G-8 Summit to be held in Germany in June and one 
to be held in Japan next year, Prime Minister Abe announced, \"Japan 
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will lead the international community in global warming prevention 
talks.\" Regarding the creation of the new framework, he has 
repeatedly insisted that participation of major carbon dioxide 

emitters, such as China and the US, would be indispensable. The 
agreement this time has been reached with Japan and China motivated 
by the same desire to appeal their stance to international 

community. 


(4) Did Japan, China melt the ice? Both sides looking for ways to 
return to \"normal temperature\" but frozen soil found in issues 
affected by emotions 
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Ken Sato 


A spring breeze has begun caressing Japan-China relations, 
particularly their economic ties. The harsh winter, which was 
brought about by former Prime Minister Junichiro Koizumi for his 
continued visits to Yasukuni Shrine, has gone with Prime Minister 
Shinzo Abe\'s trip to China last November. Japanese companies 
operating in China have now felt their concerns being removed. 
Visiting Chinese Premier Wen Jiabao calls his visit to Japan this 
time an \"ice-melting trip.\" But, frozen soil like emotion-affected 
history issues remains deep from the surface. 


Japanese companies now with a following wind 


\"The Chinese market is attractive in view of its big potential and 

its huge labor. When it comes to business potential, we have 

projects for the grand development of the western region and the 
development of three northeast provinces,\" Wen said at a welcoming 
luncheon hosted by five economic organizations, such as the Japan 
Business Federation (Nippon Keidanren), prompting Japanese business 
leaders to set up their factories in China. 


Japan\'s technology is an indispensable element for China in pushing 
for economic reform centering on quality improvement. Presumably for 
this reason, China has now turned around to improve ties with Japan 
and contained the media\'s \"Japan-bashing\" reports that could set off 
anti-Japanese demonstrations like two years ago. The state-run China 
Central Television (CCTV) aired special programs introducing the 
Japanese society in an objective manner since March to boost the 
friendship with Japan. 


A favorable wind blows for Japanese companies seeking workers. \"We 
had as many as 12,000 applicants for the 40 or so position vacancies 
for (Chinese),\" an officer at Mizuho Corporate Bank\'s Shanghai 

office screamed with delight. The number of applicants increased six 
times higher than last year. 
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Japan and China since their diplomatic normalization in 1972 had 
attached importance to friendship, in spite of the Tiananmen Square 
Incident in 1989. This trend was changed by then President Jiang 
Zemin\'s visit to Japan in 1998 focusing on history, which afterwards 
gave rise to an emotional conflict and put bilateral ties in a 

stalemate. Premier Zhu Rongi\'s visit to Japan in 2000 was viewed as 
something to mend the fences, but with Koizumi coming into office as 
prime minister, the relations between the two countries were 
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fatefully aggravated. Wen\'s visit to Japan this time has achieved 
certain results, but a Chinese Foreign Ministry official made this 
analysis: \"The relationship has simply returned to where it was in 
2000.\" 


Both sides, taking into account Prime Minister Abe\'s trip to China 
slated for this fall, are carefully analyzing what attitude the 

other side will assume after that. Beijing is highly alarmed by the 
possibility that Abe may visit Yasukuni Shrine in the fall or 
beyond, while Tokyo suspects that China may intend to use its 
President Hu Jintao\'s visit to Japan as a diplomatic tool to bind 
Abe\'s behavior. 


The sources of trouble remain between the two countries. The Marco 
Polo Bridge Incident will mark the 70th anniversary in July, and the 
Nanjing Incident will do so in December. In view of the history 
issues, the Chinese public is even now critical of Japan. 


The Chinese \"bullet\" train was put in operation between Shanghai and 
Nanjing in this past January. The train is based on Japan\'s 
Tohokushinkansen \"Hayate,\" but Chinese media emphasized that the 
train was \"made in China.\" Most Chinese do not realize that the 
technology related to the bullet train came from Japan. 


Beyond bilateral disputes 


Japan\'s trade with China continues to grow remarkably, reaching 24 
trillion yen in 2006. Meanwhile, there is a big gap in perception 
between the peoples of the two countries. 


The Japanese government\'s yen-loan programs under the official 
development assistance (ODA) scheme will come to an end in 2008. 
\"China-Japan relations have to shift from the currently wet 
\'North-South\' relations to a pragmatically Vordinary relationship,\\" 
one Chinese Communist Party member said. In view of politics and 
economics, the two countries appear to be being tested whether to 
maintain \"normal temperature\" by growing out of the drastically 
fluctuating previous relationship portrayed as \"the cold political 
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relationship with convivial economic exchanges\" or \"the close 
political ties with cool economic exchanges.\" 


Japan and China, two big powers in Asia, are obligated to work 
together to keep the region stable, departing from the power 
struggle in Asia. There are so many issues for them to handle, for 
instance, how to stabilize the Korean Peninsula and the Asian 
economic zone through free trade. Japan and China have just set in 
motion their strategic, reciprocal relationship, but this 

relationship also needs to have a broad strategy without simply 
focusing on bilateral benefits. 


(5) Collective enshrinement of Class-A criminals and disclosed 
Yasukuni Shrine internal documents; Documents produced around 1978 
not made public 


MAINICHI (Page 7) (Abridged) 
April 13, 2007 


By Takenori Noguchi, Political News Department 


The National Diet Library (NDL) released in late March a book titled 

\"A New Compilation of Materials on the Yasukuni Shrine Problems\" for 
the first time in three decades. The 1,200-page book includes the 
shrine\'s 179 pieces of internal documents that have never been made 
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public. 


The government\'s involvement in the enshrinement of war criminals at 
Yasukuni has long been known. 


It has become clear through documents in the book that ex-military 
officers with the former Health and Welfare Ministry\'s Social 
Welfare and War Victims\' Relief Bureau and others had pressed 
Yasukuni for collective enshrinement. This testified to the 
government\'s active involvement in the process. 


Interesting enough, 94 pieces of items from the former Health and 
Welfare Ministry suggest that the government remained weak-kneed 
after sending to Yasukuni a list of Class-A war criminals to be 
enshrined there. 


For instance, the Social Welfare and War Victims\' Relief Bureau 
Research Division chief sent on November 4, 1970 a notice titled 
\"Yasukuni Shrine Collective Enshrinement Administrative Cooperation\" 
to the prefectural governments. It said that the ministry would 

revise some expressions in its earlier notices regarding the 
enshrinement so as not to mislead the public that the ministry was 
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directly responsible for collective enshrinement administrative 

work. This has served the foundation for the government\'s current 
view that it was the shrine that conducted the collective 
enshrinement and that the former Health and Welfare Ministry simply 
provided information (on the war dead) in compliance with a request 
from the shrine. 


In the previous year, the Liberal Democratic Party presented 
Yasukuni Shrine state protection legislation (scrapped in 1974), 
raising questions about the principle of separation of politics and 
religion. The post of War Victims\' Relief Bureau deputy director 
general, which had been occupied by former military officers, was 
abolished five months before the notice was issued. The ministry\'s 
long \"prewar period\" ended in 1970. With changes in the political 
climate and the departure of former military officers from the 
ministry, former Health and Welfare Ministry bureaucrats tried to 
water down the ministry\'s image associated with the collective 
enshrinement. 


According to shrine documents, the government started talks on 
collective enshrinement with Yasukuni in 1956. Some documents made 
public indicate that their talks continued until 1970. The list of 

Class-A war criminals to be enshrined at Yasukuni was sent to the 
shrine in 1966. (On July 25, 1970), the shrine and the government 
reached an agreement to \"hold their decision in consideration of the 
circumstances.\" This means that the government did not decide on the 
collective enshrinement and that the government was beginning to 
back off from the plan. In other words, it was the shrine that 

decided on the enshrinement and carried that out. 


Despite that, no documents have been made public on what took place 
around 1978, the year Class-A war criminals were honored at 
Yasukuni. What prompted the government to agree to the collective 
enshrinement? The NDL book does not provide detailed information on 
the enshrinement of Class-A war criminals at Yasukuni. 


The NDL book is centered on a set of collective enshrinement 
qualifications guidelines for the regular war dead. Although the 
shrine is certain to possess documents on war criminals, the shrine 
replied that they had searched in vain for them, according to the 
NDL. Researchers are unconvinced with the shrine\'s explanation on 
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the documents that are invaluable. 


The shrine showed the documents that made the book to the NDL for 
the first time in late last year. It was six months after the 

discovery in July of former Imperial Household Agency Grand Steward 
Tomihiko Tomita\'s memo noting that Emperor Showa (Hirohito) had 
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expressed displeasure with the enshrinement of Class-A war criminals 
at Yasukuni. \"The documents clearly indicate that Yasukuni did not 
take the step on its own,\" a shrine executive said. Yasukuni might 
have released only those documents that would back up its 

traditional assertion that the government had played a central role 

in deciding to enshrine Class-A war criminals there and that the 

shrine simply followed the government\'s administrative procedures. 


If that was the case, the NDL book is ironical. The book is composed 
of documents that can be taken that Yasukuni Shrine and the former 
Health and Welfare Ministry are trying to force the responsibility 

for the collective enshrinement onto one another. 


Yasukuni Shrine, which has become a religious organization in the 
postwar period, was not able to carry out administrative work for 

the collective enshrinement without the government\'s assistance. The 
principle of separation of politics and religion was not strict when 

the Constitution took effect in 1947. Yasukuni disclosed only those 
documents that were produced before 1947. Class-A war criminals were 
enshrined at Yasukuni later. The shrine is urged to make public 
documents detailing why and how Class-A war criminals have been 
enshrined there. 


DONOVAN 
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E.O. 12958: DECL: 04/12/2017 
TAGS: PREL, MARR, PARM, AF, IZ, AS 
SUBJECT: RUDD\'S POLICY ADVISER ON IRAQ, AFGHANISTAN AND ASIA 
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REF: CANBERRA 551 
Classified By: DCM Daniel A. Clune, for reasons 1.4 (b) and (d). 


1. (C/NF) SUMMARY: Ahead of Opposition Leader Kevin Rudd\'s 
April 19-21 trip to Washington and New York, his foreign 

policy adviser, Peter Khalil, told poloffs that Rudd was 
committed to a close relationship with the United States. 

While he would withdraw Australian combat troops from Iraq if 
he becomes prime minister, Rudd recognizes the importance to 
the Middle East of supporting the Iraq government and would 
be prepared to provide other assistance such as training for 
Iraq security forces. Khalil stressed that the other 

Australian forces in the Gulf would remain and any troop 
withdrawal would be coordinated with the Coalition. If 
necessary the combat troops could even stay for another 
rotation but Rudd believes that Australia could be of greater 
value in Iraq in other ways. Rudd fully supports Australia\'s 
efforts in Afghanistan and the recent increase in combat 

troops (see ref). He agrees with the idea of greater 
engagement with India, and more security cooperation with 
Japan but prefers less formal engagement to explicit links 

such as an \"ANZUS style\" defense agreement with Japan or a 
U.S.-Japan-Australia-India security dialogue that could be 
construed as directed at another country. Rudd favors 

nuclear cooperation with India, combined, however, with a 
strengthening of multilateral nuclear non-proliferation 

regimes. In the Pacific, Rudd is fully cognizant of the 

threat posed by the Chinese and Taiwanese buying support 
throughout the region. He would focus on engagement rather 
than threats or coercion as a more effective way to influence 
the island states\' behavior. END SUMMARY 


NO COMBAT TROOPS IN IRAQ 


2. (C/NF) In a lunch with poloffs on April 13, Australian 

Labor Party (ALP) leader Kevin Rudd\'s foreign policy adviser 
Peter Khalil repeated the ALP\'s policy on Iraq: if Kevin Rudd 
becomes prime minister after the federal elections later this 
year, he will withdraw Australian combat troops from Iraq. 
Rudd was a strong supporter of the alliance relationship with 
the United States, Khalil stressed, and he would retain the 
rest of Australia\'s military commitment in the Gulf but not 

the combat troops. Khalil, who worked for Paul Bremer and 
the Coalition Provisional Authority in Iraq, said he 

understood better than most the challenges in Iraq. The 
problem there is to help the moderate elements in the society 
find a political solution that could build national support 

and thereby exclude the Sunni and Shia extremists. To do 
this, the political actors in Iraq would need the Coalition\'s 
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support, and an Australia under Kevin Rudd would help with 
that effort, but the tiny number of Australian combat troops 
in Iraq would make no difference. 


FULL AGREEMENT ON AFGHANISTAN -- AND IRAN 


3. (C/NF) Khalil reiterated Rudd\'s public comment (see ref) 
supporting Prime Minister John Howard\'s decision to return 
Australian special forces combat troops to Afghanistan. Rudd 
believed the Taliban and al-Qaeda were regrouping and needed 
to be confronted. In addition, the bombers who had killed 

over 80 Australians in Bali in 2002 had trained in 

Afghanistan. A key issue in the region, Khalil maintained, 

was how to deal with Iran. Rudd is under no illusions 
concerning Iran and its nuclear and regional ambitions and 
would likely support efforts at containment. 


MULTILATERAL DIPLOMACY BUT NO ALLIANCES 


4. (C/NF) Rudd disapproved of Howard\'s security agreement 
with Japan, Khalil noted. While Rudd agreed with most of the 
measures in the agreement, and had issued a statement to that 
effect a week before the Prime Minister\'s trip to Japan, he 
believed a formal security arrangement with Japan 
unnecessarily antagonized other countries in the region and 
was not needed, in any event, to strengthen security 
cooperation. Rudd did not favor the idea of an 
Australia-Japan-India-U.S. dialogue if it is perceived as 
excluding or being directed at other countries in the region. 
Khalil understood and accepted that renewed nuclear-power 
cooperation with India was a necessary price to pay for a 
closer relationship. Australia\'s uranium industry could in 
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fact benefit from renewed trade with India, he noted, but a 
Rudd government would encourage stronger enforcement of 
existing multilateral nuclear non-proliferation regimes. 


ENGAGEMENT IN THE PACIFIC 


5. (C/NF) Khalil said a Rudd foreign policy would be more 
inclined to engage with its neighbors in the Pacific to help 

find a mutually-agreeable solution to their problems, rather 
than attempt to bully them into cooperation. Rudd would work 
closely with the United States to respond to any threat 

caused by the Chinese and Taiwanese buying influence in the 
region. 


COMMENT: NOT MARK LATHAM 


Column 3 


6. (C/NF) Rudd will travel to the United States April 18-21, 
with meetings in Washington and a speech to the Brookings 
Institute on the \"Rise of China\" on April 19. He will have 
more meetings in New York April 20 with Australian 
businessmen before returning home. As Rudd himself has noted 
on numerous occasions, he is a strong supporter of the 
Alliance and this meeting served to underscore that fact 
ahead of the trip. The ALP leader for the last national 
parliamentary election in 2004, Mark Latham, had a much 
cooler attitude toward the Alliance and it cost him 

politically. On foreign policy, Rudd is a conservative ALP 
politician in the mold of Kim Beazley and his U.S. policy 
likely genuinely reflects his views. 


MCCALLUM 
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SUBJECT: TRILATERAL COUNTERTERRORISM DIALOGUE 


REF: A. MANILA 646 
- B. MANILA 380 
- C. PHNOM PENH 535 


1. (SBU) Summary. Australian, Japanese, and U.S. diplomats on 
April 12 gave briefings on existing counterterrorism programs in the 
Philippines and agreed to continue such consultations, most notably 
with an upcoming Model Ports project but also potentially on greater 
coordination on Philippine Defense Reform, the Philippine police 
transformation program, education-related initiatives in Mindanao, 
leadership training for the MILF, and training on bulk cash 
smuggling. The formation later this year of a Philippine 
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Anti-Terrorism Council could be an opportunity to encourage the 
Philippine government to take more of a leadership role in 
coordinating counterterrorism assistance. End Summary. 


2. (U) At the invitation of the Australian Embassy, senior members 

from the U.S. Embassy and Japanese Embassy met with their Australian 
counterparts on April 12 to review ongoing counterterrorism programs 

in the Philippines by each government and to help prepare for the 

next senior-level trilateral meeting in Sydney June 5-6. 


3. (SBU) The Australians provided a lengthy resume of programs by 
various agencies, including: 

-- capacity building for Philippine law enforcement authorities, 
notably on bomb data and crime labs, with an increasing focus on 
forensics and on Mindanao; 

-- \"counter-radicalization\" programs such as exchanges, interfaith 
dialogues, and leadership training; 

-- capacity building to help the Philippines meet International 
Shipping and Port Security Code standards; 

-- development of a National Maritime Security program and a 
national training center; 

-- capacity building in the Office of Transport Security; 

-- improved capacity to screen seafarers, including a new ID system 
and certification procedures; 

-- capacity building on document examination and training for 
immigration officials; 

-- basic education in Muslim Mindanao, with an increased specific 
focus on madari curriculum, teacher training, and accreditation; 

-- delivery of 30 riverine craft (ref a) for use by the Armed 

Forces of the Philippines in the Linguasan Marsh in Central 
Mindanao; 

-- plans to increase ship visits and training -- as well as 

probable participation in the annual Balikatan exercises -- 

following conclusion and ratification of a Status of Forces 
Agreement in coming months. 


4. (SBU) Japanese officials admitted that their counterterrorism 
programs have so far been more modest, currently focused on three 
\"pillars:\" 

-- assistance to the Philippine National Police, notably on 

forensic science and the Aphis ID system, but with plans to expand 
to include training on crime scene handling, gun control, and an 
expanded Aphis system; 

-- assistance to the Philippine Coast Guard on port security; 

-- contributions to the Mindanao peace process, notably with the 
assignment of a development expert to the International Monitoring 
Team and the launch of a \"quick results\" Japan-Bangsamoro 
Initiatives for Reconstruction and Development\" (J-BIRD) program, 
especially school construction, in Central Mindanao, primarily in 
Moro Islamic Liberation Front areas. 
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5. (SBU) Rather than detailing the numerous and extensive USG CT 
programs in the Philippines, DCM urged that the three governments 
focus on possible additional areas of trilateral cooperation, 

including Philippine Defense Reform, the Philippine police 
transformation program, education-related initiatives in Mindanao, 
leadership training for the MILF, training on bulk cash smuggling 
(already including Australia), and substantive support for the new 
Philippine Anti-Terrorism Council after the Human Security Act of 
2007 comes into effect this summer. He highlighted notable progress 
already in our trilateral technical working group on port security 

to prepare for an upcoming Model Ports project, and suggested an 
additional working group on Terrorist Financing. He welcomed 
existing bilateral cooperation with Australia on mil/mil cooperation 

and terrorist designation (notably, the Rajah Solaiman Movement). 
The Australian DCM indicated that Canberra was leaning toward the 
formation of up to ten new trilateral working committees at the 
national level, but noted that the Japanese side had expressed 
concerns about being able to staff them all properly. 


6. (SBU) Comment: Our three missions in Manila already have 
extensive ongoing bilateral as well as trilateral consultations and 
exchanges on a range of programs from development assistance to 
defense reform. However, our programs -- apart so far from the 
Model Ports project - still operate largely independently of one 
another, with great complementarity. The transformation in a few 
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months time of a relatively toothless Philippine Anti-Terrorism Task 
Force into a potentially much more effective Anti-Terrorism Council 
is an opportunity for all three governments, individually and 
collectively, to encourage the Philippine government itself to take 
the lead on coordinating counterterrorism assistance and training 
and on bringing together existing or potential donors, in much the 
same way as the Philippine Development Forum has done for 
humanitarian assistance. 

KENNEY 
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SIPDIS 


E.O. 12958: N/A 
TAGS: TBIO, KFLU, KSTH, ECON, PREL, SOCI, CASC, JA 
SUBJECT: AVIAN INFLUENZA: JAPAN WEEKLY REPORT APRIL 13 


REF: A. 05 STATE 153802 


B. TOKYO 1286 AND PREVIOUS 
C. TOKYO 489 


1. No human outbreaks of H5N1 Al were reported in Japan during the 
period from March 22 to April 13. 


-- Drill on Tamiflu distribution for ASEAN countries -- 


2. On April 2 and 3, the GOJ, WHO and the ASEAN Secretariat 
conducted an exercise on swiftly delivering stockpiled personal 
protective equipment and antiviral drugs provided from Japan to 
ASEAN countries. The drill assumed a scenario in which pandemic 
influenza had broken out in Cambodia, and a simulation was carried 
out to see whether stockpiles held in Singapore could be delivered 


promptly. 


-- New quick test method has been developed to detect SARS and 
influenza - 


3. Aresearch team of Tokyo University\'s Institute of Medical 

Science, led by Professor Aikichi lwamoto and working in cooperation 
with Eiken Chemical Company,has developed a new method to diagnose 
multiple infectious diseases, including SARS and influenza, in just 

1-2 hours. In addition to SARS and influenza, the new test is 

effective for more than six types of viruses. A primer is added to 

a portion of a patient sample, such as phlegm, along with synthetic 
enzymes and other substances. The genes of a virus contained in the 
samples are amplified using Eiken\'s LAMP (Loop-mediated isothermal 
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amplification) method. The test sample for a particular virus emits 
light if it contains genes of that virus. The research team aims to 
commercialize the procedure in about two years. 


-- MHLW released guidelines for pandemic influenza- 


4. On March 26, the Ministry of Health, Labor and Welfare (MHLW) 
released guidelines on measures to be taken in the event of an 
outbreak of human-to-human pandemic influenza (Pl) after discussion 
by an advisory panel which considered comments from the public. See 
Tokyo 00489 for the draft. 


The guidelines stipulate the groups that have highest priority in 
receiving limited vaccinations: 1) officials working in medical 
institutions such as nurses and doctors, and 2) officials who 
support social infrastructures including public security, lifelines, 
information providers and transportation. 


In mid of March, MHLW decided not to give Tamiflu to teenagers 
because of concerns of possible abnormal behavior resulting from the 
drug\'s use. However, the advisory panel has confirmed that the GOJ 
will continue to stockpile Tamiflu and use it for preventive 

purposes and as an antiviral drug to control Pl. 


The guidelines also mention that blocking off areas affected by Pl 
is not always possible. Therefore, restrictions on movement to 
affected areas will be decided based on the particular nature of the 
virus\' spread. The guidelines request individuals to prepare their 
households by stockpiling food, drugs, and other daily necessities. 
In the event of a PI outbreak, telephone consultation centers will 
be established at local health stations to provide consultation by 
phone to people who have concerns about their physical condition. 
This will discourage people from unnecessary contact with those 
infected with PI at local hospitals. 


The MHLW distributed the guidelines to local governments and have 
published them on their public website. 


DONOVAN 
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E.O. 12958: N/A 
TAGS: PHUM, PREL, KDEM, ENV, CB 
SUBJECT: MONDULKIRI PROVINCE: TRADITION, ELECTIONS AND THE CHINESE 


1. (U) Summary. During the Embassy\'s recent election monitoring 
program, Emboffs visited Cambodia\'s remote Mondulkiri Province on 
the Vietnamese border. Mondulkiri is a rapidly-changing region that 
encapsulates most of the major issues affecting Cambodia and its 
minority population -- property rights and tenancy, environmental 
degradation, deforestation, illegal logging, land seizures and 

Chinese economic expansion. Despite a strong sense of alienation 
among minority Phnong and other tribal groups, Mondulkiri remains a 
stronghold of the ruling Cambodian People\'s Party (CPP). End 
Summary. 


The Road to Mondulkiri 


2. (U) Mondulkiri Province borders Vietnam and is approximately 

400 kilometers to the northeast of Phnom Penh. With an estimated 
45,000 inhabitants, it is Cambodia\'s least populated province but is 
also the largest in terms of geographic area (over 14,000 square 
kilometers). Historically, the majority of the inhabitants have 

been ethnic Phnong and other indigenous tribes. However, over the 
past few years, ethnic Khmer and some Cham have been moving in to 
settle \"unclaimed\" land. Upon entering Mondulkiri Province, the 
main paved road ends and Khmer-style houses begin giving way to the 
circular thatched huts of the Phnong as the road becomes narrower 
and rougher and begins to wind up and down the foothills. The road 
traffic dwindles to occasional trucks groaning under the weight of 
fresh-cut timber. 


3. (U) The road eventually passes through an unmanned checkpoint 
entrance to the Sey Ma Bio-Diversity Protection Area with prominent 
forest cover. However, when the road reaches a plateau, the 
immediate areas are occupied by improvised Khmer-style houses and 
lean-tos with no sign of water, sewage or electricity -- evidence of 

the Khmer newcomers. There is pervasive clear-cutting and 
slash-and-burn farming accompanied by smoldering tree stumps in the 
distance. Sprinkled among the stumps in the gray, sandy soil are 

little patches of cassava and vegetable crops. As the road leaves 

the plateau and climbs up the foothills, the squatter settlements 

give way to thicker forest cover interspersed with patches of 
clear-cutting and reforestation projects. 
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Sen Monorom and the \"Wild East\" 


4. (U) The provincial capital, Sen Monorom, has a population of 
7,000 and is an unlikely international crossroads -- a couple of 

paved roads, a spate of guesthouses, a traffic circle, a market 

street, a ramshackle provincial theater, and four or five 

restaurants. Despite the lack of amenities, the town has a 

surprising cultural mix. There are a handful of Western NGO workers 
and missionaries, the town\'s two-star hotel has Chinese financial 
backing, Phnong tribespeople from the surrounding villages regularly 
bring their livestock, produce and crafts to market, and Vietnamese 
officials and businessmen make regular visits from the nearby 
border. During Emboffs\' brief visit, we met American missionaries, 
an Israeli innkeeper, German tourists and a French restaurant owner. 
There has been a significant increase in tourism over the last few 
years, with many new guesthouses geared to the growing foreign 
backpacker tourist trade. There are now enough foreign tourists and 
NGOs to support a combination pizzeria/falafel shop. 


5. (U) Despite the growth in tourism, Sen Monorom\'s reputation as 

a shady border town remains valid. According to our embassy warden, 
it is not unusual to see Vietnamese soldiers driving around town. 
During our election monitoring visit, Emboffs\' saw a Vietnamese 
military officer and a group of well-dressed officials exit a local 
business and drive off in an expensive, late model SUV with 
Vietnamese plates. Despite their official appearance and 

distinctive dress, they drew no attention or notice from the crowded 
street. 


6. (U) Sen Monorom\'s small size and obscurity heightens the 
disparities of wealth and influence. The local CPP headquarters, 
European NGOs and guesthouses catering to foreigners occupy new, 
freshly-painted buildings with the basic amenities. By contrast, 

the local primary school a few blocks away is old and decrepit, with 
no plumbing or electricity. The classrooms have only crude 
blackboards and maps and the classroom benches and tables are 
covered with graffiti, there are no books. The French NGO Action 
contre Le Faim (Action against Hunger) set up operations due to 
recent crop failures in the Phnong villages that have led to 
increasing levels of malnutrition throughout Mondulkiri. Some 
Phnong reportedly have sold their land for as little as 10 bags of 
rice and have little means to support their families. 


Visit to the Phnong Village of Pu Tru 
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7. (U) The election monitoring trip centered on Pu Tru, where 
Emboffs were assisted by our local warden, a fluent speaker of both 
Khmer and Phnong. Almost all the Phnong live in round, unventilated 
thatched huts with neither plumbing nor electricity. The huts 

require constant upkeep to remain habitable and usually must be 
rebuilt after 7 years. The ceilings inside the huts are coated with 

a black resinous soot from a constant fire that is tended in the 

middle of the hard-packed dirt floor. The Phnong sit on suspended 
wooden flooring planks that extend along the length of a hut. Dogs, 
pigs and chickens rest underneath the planking and wander in and out 
of the huts. Large cylindrical porcelain vats line the back of the 

huts, usually containing homemade rice wine. Many of these vats 
have rather intricate bas-relief and are said to be hundreds of 

years old. For a typical Phnong family, these black vats are among 
their most prized possessions. 


8. (U) Yet in the midst of this traditional lifestyle, modern life 
intrudes. Some huts have a motorcycle parked next to them and there 
are occasional DVC players, radios and television sets. Khmer-style 
houses are now fashionable and are the preferred housing for the 
village chieftain and favored tribal elders. In the middle of the 
village, a Japanese NGO has installed state-of-the-art solar energy 
panels and the Red Cross has provided the Phnong a sophisticated 
water filtration system to ensure a reliable source of potable 

water. Despite the availability of electricity and treated water, 

the villagers of Pu Tru still prefer to wash their clothes and bathe 

in a nearby creek. 


9. (U) After talking to a Phnong family in their hut, we then 

toured the village fields and grazing areas. The seemingly random 
patches of subsistence crops belie a rather sophisticated, 
environmentally-sensitive agricultural system. The Phnong rotate a 
variety of crops through a series of fields, often leaving fields 

fallow for years before replanting. The Phnong also deliberately 
plant a variety of different crops in small patches to take 

advantage of the shade and/or disease resistance one plant can 
provide for another. 


Election Issues? What\'s An Election Issue? 


10. (SBU) The villagers we spoke with were reluctant to voice 
partisan political views on the upcoming commune elections. 
Nevertheless, the adult villagers had a strong desire to vote and 
were hoping they could secure rides from friends or from a village 
elder to the polls. There seemed to be an unspoken disconnect 
between the communal elections and the real concerns of their 
village -- the ongoing encroachment of their lands by the Khmer and, 
most recently, their new Chinese neighbors. 


11. (SBU) Although the Phnong exist on meager resources, these 
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concerns pale in significance to the growing threat of land 
confiscation, encroachment on their grazing areas and the 
accompanying external pressures on their indigenous way of life. 
Although not well articulated, the Phnong feel pressed on all sides. 
Vietnam imposes constraints on their ability to travel to their 
neighboring Montagnard cousins in Vietnam; Cambodia sends its 
dispossessed lowland farmers to squat on their land and set up 
tourist concessions on Phnong areas without their permission. 


12. (SBU) Most despised now, however, are the Chinese who have 
encroached on Phnong lands, but also have imposed severe grazing 
restrictions, something the Khmer have never attempted. The Phnong 
claim that their new Chinese neighbors have threatened to shoot any 
cattle that stray onto Chinese-occupied land. Moreover, the Phnong 
say the Chinese have also threatened to detain any Phnong suspected 
of property crimes, meting out punishments outside of the Cambodian 
criminal justice system. The Chinese routinely accuse the Phnong of 
burning their new pine plantations. The Phnong counter that, 

although they traditionally burn off grasslands every year to create 
new pastures, they do not target the Chinese pine stands. Rather, 
they maintain that the Khmer who work for the Chinese are angry at 
getting paid only 5,000 riel (USD 1.25) per day and burn the 
plantations themselves. Khmer locals reportedly are angry at the 
Chinese for taking land that they had planned on occupying and may 
have set fires in retaliation. One Phnong commune official has 
reportedly seen Khmer policemen and soldiers setting fire to the 
plantations. 


Elections: Co-Opted Tribal Elders Key to CPP Success 


13. (U) Election day turnout on April 1 was modest in the 
precincts surveyed, with most of the voting completed before lunch. 
Voter queues were orderly except in the Phnong villages, where the 
villagers often clustered outside the polling stations, usually the 
village schoolhouse. No violent incidents or confrontations were 
reported. The election officials seemed reasonably well-versed in 
following the correct procedures at the polling stations. On two 
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separate occasions, Emboffs witnessed election officials turn away 
unregistered or late-registered voters. The COMFREL monitors as 

well as the political party agents were all cordial to each other. 

There were no disputed ballots and the vote tallying proceeded in an 
orderly fashion with only minor procedural delays. By early 

evening, the monitored precinct reported lopsided victories for the 

CPP, which garnered more than 80% of the votes. The opposition Sam 
Rainsy Party (SRP) trailed with 16% of the vote followed by 
FUNCINPEC with a remaining 4%. Local observers speculated that the 
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CPP\'s success was greatly assisted by the rather low turnout and the 
CPP-affiliated Phnong tribal elders, who encouraged the Phnong to 
vote as a bloc. 


Comment 


14. (SBU) Mondulkiri remains firmly in the hands of the CPP, 
despite the many problems faced by its indigenous Phnong community. 
The CPP\'s strategy of co-opting tribal elders and through them, 
delivering the majority of Phnong voters to the CPP has paid off - 
this tradition pre-dates UNTAC times and is also applied in 
Ratanakiri. Given the low population density and expansive area of 
Mondulkiri, the SRP and other political parties do not find the 
expenditure of time, personnel, and resources to be cost-effective 

in trying to mobilize an opposition vote. However, as Mondulkiri 
becomes less isolated, the quickening pace of outside encroachment 
on the traditional Phnong way of life could present the CPP with new 
challenges in maintaining control over Phnong voters. 
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B. TAIPEI 609 
Classified By: AIT Director Stephen M. Young, Reason 1.4 d 


1.(C) Summary: Taipei Airlines Association (TAA) 
Chairman Tony C.C. Fan blamed Taiwan delay tactics for 
the failure to reach an agreement on cross-Strait charter 
flights. He believes that the Chen administration might 

be trying to delay an agreement until after the 

presidential primary to preserve support from the Deep 
Green pro-independence base. He also speculated that a 
high-profile announcement on tourism and charter flights 
at the Kuomintang (KMT)-Chinese Communist Party (CCP) 
Economic Forum in late April could signal the PRC\'s 
unwillingness to reach a deal with the Chen 

administration in its last thirteen months in office. 

Fan\'s comments differ from what we\'ve heard from Mainland 
Affairs Council (MAC) senior officials. His opinions 

could be colored by his political views. End summary. 


Taiwan to Blame for Delay 


2. (C) TAA Chairman Tony C.C. Fan, who is also chairman 
of TransAsia Airways, told AIT on April 12 that there has 
been no progress recently in cross-Strait discussions on 
implementing daily cargo and weekend passenger charter 
flights. As chairman of the industry association, Fan 
nominally leads the negotiations for Taiwan acting under 
instructions from the Mainland Affairs Council. In 

contrast to comments from MAC officials (refs A and B), 
Fan blamed the Taiwan side for the delay. Fan said that 
some of the conditions that Taiwan had recently set gave 
him the impression that the Chen administration was 
intentionally trying to hold up the discussions. He 
explained that he had been instructed to request 
additional cargo flights. According to Fan, most parties 
agree that it is more important to just get the flights 
started. The number of flights can easily be increased 
after a deal has been implemented. Fan also cited a 
demand put forward by Taiwan in tourism discussions, 
which he noted the PRC had tied to successful conclusion 
of charter flight discussions. Fan said that Taiwan had 
proposed that PRC tourists to Taiwan be issued Taiwan 
entry-permits in their PRC passports. He believes that 
Taiwan officials know this to be absolutely unacceptable 
to Beijing and proposed it only to delay the 

negotiations. 


Waiting Until After Presidential Primary 


Column 3 


3. (C) Fan suspects the Chen administration is trying to 
delay an agreement until after a Democratic Progressive 
Party (DPP) presidential candidate is chosen in June. He 
surmised that the administration might want to 
temporarily preserve support from the Deep Green, pro- 
independence base, which, according to Fan, composes 
about 15 percent of the electorate but about one third of 
the DPP voters. After a candidate is chosen in late May, 
the administration might then be willing to move forward 
with a charter flight deal, which would cultivate support 
among the large body of Taiwan\'s centrist voters. 
Although this approach would appear to favor Premier Su 
Tseng-chang, Fan would not speculate that Su was driving 


SIPDIS 

such a strategy. He did, however, point out that the 
perceived delay tactics began about the time that Chiou 
I-jen took over as Secretary General of the Presidential 
Office. 


KMT-CCP Economic Forum Will Send Signal 


4. (C) Pointing to the April 28-29 KMT-CCP Economic Forum 
in Beijing, and KMT Honorary Chairman Lien Chan\'s 
participation, Fan speculated that the two parties might 

try to reach agreement on some of the above issues. The 
Chen administration, he explained, was concerned about 
this possibility and had instructed him to tell his PRC 
counterparts that the KMT-CCP forum should not include 
discussion of the tourism and charter flights 
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initiatives. If the KMT tries to take credit for the 

initiatives at the forum, Fan explained, the DPP 
administration will be forced to reject a deal. He 

conjectured that a high-profile KMT and CCP announcement 
on tourism and charter flights at the Beijing forum would 
indicate that Beijing is not willing to make a deal with 

the DPP administration. That, in turn, would signal 

there would not be any deal under the current 
administration, Fan concluded. 


Comment - Outlook Gloomy 


5. (C) Fan\'s analysis of who is to blame for delay is 
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directly at odds with the comments of MAC Chief Secretary 
Jan Jyr-horng to us on March 22, as well as MAC Chairman 
Joseph Wu\'s repeated insistence to the Director that 
Taiwan is ready and willing and it is Beijing that is 

holding up an agreement. Fan has never expressed a 
political affiliation to us before, but he has frequently 

voiced strong frustration with policies of the Chen 
administration. His political views may color his 

opinions on the state of cross-Strait charter flight 
discussions and who is to blame for delay. Nevertheless, 
both Fan and MAC\'s Jan agree that the pace of discussions 
has slowed, the late April KMT-CCP meeting could worsen 
the situation, and the outlook for an agreement is not 

good. 

YOUNG 
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Classified By: AMB. Scott H. DeLisi for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Asmara is full of Somali opposition these 
days with Sheikh Sharif Sheikh Ahmed of the Council of 
Islamic Courts (CIC) and Hussein Aideed, Hawiye/Haber Gedir 
clan leader and Transitional Federal Government (TFG) Deputy 
Prime Minister, joining the exiled Somali Members of 
Parliament (MPs) resident in Eritrea. In separate 
conversations with Poloff, Aideed and the Somalia MPs 
expressed common positions, calling for: Ethiopia\'s immediate 
departure from Somalia; the need for a more inclusive 
reconciliation conference occurring outside of Somalia; the 
Somali people to be the solution to Somali problems; and in 
voicing their frustration toward the United States. Shabait, 

the official website of the Government of the State of 

Eritrea (GSE), reported that President Isaias met with Sheikh 
Sharif on April 9 and expressed similar positions. Eritrea 
appears to be heading into a role of permanent host to some 
of the Somali opposition. END SUMMARY. 


2. (C) On April 11, Poloff met with Hussein Aideed and exiled 
MP/TFG Minister of Women\'s Affairs, Fowsiya Mohammed Sheikh 
Hassan. Admitting he came to Eritrea without President 
Yusuf\'s blessing and was operating independently from the 
TFG, Aideed asserted he was seeking a \"political solution and 
not a military one\" to the problems facing Somalia. Aideed 
maintained he wanted to see TFG President Yusuf, Prime 
Minister Gedi and the deposed Speaker, Sheikh Adan work 
together in Somalia to achieve peace and stability. He 

denied the rumors that he and the disenfranchised MPs were 
trying to establish a government-in-exile, noting that the 

only Somali government-in-exile would occur if President 

Yusuf and PM Gedi go to Addis Ababa. Both he and Fowsiya 
professed support for a reconciliation conference to be held 

in a neutral location such as France, Sweden, Jordan or 
Djibouti and attended by all Somali stakeholders including 

the TFG, the CIC, the exiled MPs, civil society and the 
diaspora. Notwithstanding several anti-USG comments, Aideed 
requested U.S. humanitarian assistance to Somalia, including 
food drops and medical support. 


3. (C) Flip-flopping from previous statements, Aideed called 


Column 3 

for Ethiopia\'s immediate withdrawal from Somalia. He did, 
however, feel strongly that Ethiopia\'s exit must be done in a 
manner that provides Ethiopia and President Meles with an 
honorable out. He asserted that Ethiopia\'s presence in 
Somalia was preventing the fighting of terrorism in the Horn 
of Africa. He expressed concern that the instability in 
Somalia was distracting from the fight against terrorists and 
possibly creating an environment in which terrorism could 
fester and grow. 


4. (C) Aideed said he came to Eritrea at President Isaias\' 
invitation after meeting for three days with the GSE Minister 
of Information Ali Abdu in Dubai. Noting Isaias\' long 

history with Somalia, Aideed said he came to encourage 
President Isaias to contribute constructively to a peace 
process in Somalia, in particular to support AU and UN 
peacekeepers to work together with Ugandan President 
Museveni. Aideed expressed his concern that Eritrea was 
creating a proxy war in Somalia in order to focus Ethiopia\'s 
attention on Somalia and keep Ethiopia from invading Eritrea. 
While Aideed remained hopeful that he could convince Isaias 
to support AU/UN peacekeepers in Somalia, the President had 
yet to consent. Aideed asserted that President Museveni, as 
a senior statesman in Africa, should lead an African 

initiative, adding that Isaias had agreed on another 
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delegation between Uganda and Eritrea. 


5. (C) Aideed commented that the CIC has a role to play in 
resolving Somalia\'s current problems. When asked about his 
relationship with the CIC, Aideed denied meeting with Sheikh 
Sharif in Eritrea yet inadvertently let slip they would both 
attend a dinner on April 12. (Comment: Post dismisses his 
denial of meeting with Sheikh Sharif, as both reportedly 
stayed at the Intercontinental Hotel on the night of April 8. 

An Egyptian diplomat in Asmara told Poloff that Aideed 
admitted to him he and Sheikh Sharif had met in another Gulf 
State. End Comment.) 


6. (C) Aideed said he planned to travel to Dubai on Sunday, 
April 15 and then, travel on to Kampala the middle of that 

week to meet personally with President Museveni. According 
to Aideed, Fowsiya and Speaker Adan plan to travel to Kampala 
as well. 
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7. (C) In a meeting with Poloff on April 10, exiled MPs 

Sharif Salah Mohammad Ali, Mr. Ahmed Dirje and Mr. Omar Haji 
adamantly declared that Ethiopia must leave Somalia 
immediately. As a foreign invader, Ethiopia is a 

destabilizing influence. Sharif commented that the departure 
of Ethiopian troops will not worsen security. \"Ethiopia did 

not introduce security, therefore their departure will not 

create a vacuum,\" he noted. According to Sharif, the 
Ethiopians are scaring off other African nations; as long as 
Ethiopia is present in Somalia the other African nations will 
not send peacekeeping troops. He further described the 
Ugandan troops as being misled by Ethiopia. He repeated his 
position that only when Ethiopian troops depart Somalia will 
the MPs return to their homeland. He also denied the MPs 
were establishing a government-in-exile. 


8. (C) The MPs voiced strong opposition to President Yusuf\'s 
continued leadership. Stepping away from previous statements 
by the MPs that President Yusuf had a role to play (reftel); 
Sharif pointedly stated that President Yusuf \"is no longer 

the legal president of Somalia.\" Calling the proposed(and 
now postponed) April 16 reconciliation conference in 
Mogadishu a \"joke,\" Sharif declared the meeting would not be 
inclusive because many Somalis, including the MPs, do not 
feel safe returning to Mogadishu. Sharif favored Cairo or 
Djibouti as a better and safer location for a reconciliation 
conference. He then accused President Yusuf and Prime 
Minister Gedi of stealing money from the international 
community, claiming the money they are receiving for the 
proposed conference will not be spent for this purpose. 


9. (C) As for Eritrea\'s role, Sharif said that the GSE was 
providing them refuge only and paying for their accommodation 
at the Ambassoira/Hamassien Hotel in Asmara. He claimed that 
after the MPs were deported from Kenya in January, they had 
nowhere else to go and the Eritreans had offered them 
safehaven. He noted that most of the MPs had never been in 
Eritrea. Regarding Eritrea\'s support to the CIC, Sharif 

agreed that the Eritreans had provided support to the CIC, 

but did not offer details as to the type and extent. Sharif 

said the MPs had not met with CIC leader Sheikh Sharif Sheikh 
Ahmed in Asmara but had spoken with Aideed. (Comment: Given 
that Ibrahim Adou, the former Foreign Minister of the CIC 
attended the Somali Diaspora meeting in the UK with the TGF 
MPs, post believes that the MPs likely have met with Sheikh 
Sharif Anmed. End Comment.) 


10. (C) Denying claims that the MPs are a predominantly 
Hawiye-led opposition; Sharif said the group has clan and 
geographical diversity with MPs from Somaliland and Puntland. 
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He explained that less than half the MPs come from the 
Hawiye clan. 


11. (U) GSE website www.shabait.com reported that Sheikh 
Sharif met with President Isaias in Asmara on April 9. 

Sheikh Sharifs comments in the article were limited: he 
commended the GSE for their support of the Somali people, 
avowed the unity of the Somali people and asserted the 
Somalis must themselves build a united and sovereign Somalia. 
The President\'s comments dominated the report. Isaias 
identified the CIC \"as part and parcel of the noble 

opposition of the Somali people against aggression\" and 
repeated his oft-heard position against foreign intervention 

in Somalia. He furthermore compared the peace and stability 
of Somalia (under the CIC) with the \"carnage of war and 
turmoil\" following the Ethiopian invasion and averred that 

the current war in Somalia is the \"outcome of the wrong U.S. 
strategy.\" 


12. (C) In all of the conversations, anti-American sentiment 
was strong. Although prefacing their remarks with claims of 
friendship with the U.S., the Somali MPs, Aideed and Fowsiya 
placed blame for the current situation squarely on America,s 
doorstep. All claimed that the Somalis did not blame 
Ethiopia, but rather the U.S. for supporting Ethiopia\'s 
invasion. Sharif blamed the USG for encouraging Ethiopia to 
attack Somalia in the name of the \"war on terrorism\" and the 
USG efforts to track down \"three or five thugs.\" They 
pondered whether the U.S. was, in fact anti-Islam, and 
proposed that a more constructive U.S. policy for Somalia 
might repair the U.S.\'s image in the Islamic world. Fowsiya 
was the most forceful in her accusations, stating that the 

U.S. is pushing the Somalis toward the terrorists and if the 
destruction in Somalia continues, the Somali people will be 
forced to seek revenge. She pressed for the U.S. to tell 
Ethiopia to withdraw. She also relayed a rumor circulating 

in Baidoa claiming that A/S Frazer had provided money to 
President Yusuf to use to stir up the clan factionalism. 


Column 3 


13. (C) Hussein Aideed and Sheikh Sharif\'s simultaneous 
presence does not appear to be a random coincidence but 
rather one orchestrated by the GSE. How the GSE will proceed 
with their coterie of Somali dissidents at this time remains 
unclear; however, it does appear that the Somali MPs, at 

least, have found a second home in Eritrea, with no 

indication that they plan to leave anytime soon. End Comment. 


MINIMIZE CONSIDERED 
DeLisi 


104241 

RR RUEHCN RUEHGH RUEHVC 

DE RUEHGZ #0460/01 1030849 

ZNR UUUUU ZZH 

R 130849Z APR 07 

FM AMCONSUL GUANGZHOU 

TO RUEHC/SECSTATE WASHDC 5974 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUCPDOC/USDOC WASHDC 

RUEAIIA/CIA WASHDC 

RUEKJCS/DIA WASHDG 

RHHMUNA/HQ USPACOM HONOLULU HI","UNCLAS SECTION 01 OF 02 GUANGZHOU 000460 


SIPDIS 


SENSITIVE 
SIPDIS 


USPACOM FOR FPA 


E.O. 12958: N/A 

TAGS: PHUM, KIRF, PGOV, SOCI, CH 

SUBJECT: Seminary Lecturer Discusses Protestantism in Guangdong, 
Harmonious Society, Underground Churches 


REFERENCE: Beijing 1963 


(U) This document is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) SUMMARY: A lecturer at the Guangdong Union Theological 
Seminary provided an overview of the small but active provincial 
Protestant community. It has ties with U.S. and Hong Kong religious 
institutions and seeks to maintain good relations with the 

government. Local governments have encouraged Guangdong religious 
organizations to provide more social services, particularly disaster 
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relief, under the rubric of building a \"harmonious society.\" 
Underground churches do not register because of historical, 
practical, or ideological reasons. END SUMMARY 


Protestantism in Guangdong 


2. (SBU) Guangdong Union Theological Seminary lecturer Huang Tianhua 
described Guangdong\'s Christian community as relatively small 
compared to other provinces, such as Fujian, Zhejiang, and Henan. 

He told Congenoff on April 4 that Guangdong has 700 Protestant 
churches with 300,000 registered members. Many of the churches are 
located in villages and in the northeast part of the province, in 

cities such as Shantou, Meizhou, and Shanwei. He said the number of 
Christians in Guangdong is growing, though it has slowed from the 

pace of a few years ago. 


3. (SBU) Though Protestant churches are officially 

non-denominational, Huang said individual churches sometimes align 
themselves with particular doctrines. He noted that many of 
Guangzhou\'s churches follow Methodist or Anglican teachings because 
of the British influence during the 19th century. Guangdong\'s rural 
churches are generally more fundamentalist that urban churches, 
according to Huang. He said the church derives all of its funding 

from donations and receives no government financial support 
whatsoever. Very little funding comes from foreign sources, with 

the occasional exception of money coming from Hong Kong. 


4. (SBU) Since proselytizing is illegal in China, churches rely on 

word of mouth to gain new members. He said churches are allowed to 
distribute one-page flyers quoting scripture on their grounds, but 
cannot pass out pamphlets on the street. In a recent conversation 
with Congenoff, the president of the Guangzhou International 

Christian Fellowship (GIFC) said that, beginning a couple of years 

ago, some Guangzhou churches have begun distributing pamphlets on 
the streets. He added that government officials are no doubt aware 

of the practice. 


International Exchanges 


5. (SBU) Huang said the increasing frequency of exchanges between 
Chinese and foreign students, teachers, and pastors has made the 
Protestant church a more modern organization. Most of the Guangdong 
seminary\'s international exchanges are with Hong Kong, the United 
States, and Europe. Tuition is typically funded through 

scholarships at the receiving institution. Huang has traveled to 

the United States a number of times, including three times during 

the past year. A conference hosted by the Fuller Theological 

Seminary in March, at which Huang participated, included teachers 
from several Chinese seminaries as well as pastors from grassroots 
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churches in Anhui, Jiangxi, and Hangzhou. 


6. (SBU) Though Chinese law prohibits foreign pastors from preaching 

in Chinese churches, the government has not prevented them from 
lecturing at the Guangdong seminary. Huang added that the Guangdong 
seminary frequently hosts guest lecturers, and two American pastors 
were arriving the following week, one a Baptist from Tennessee and 

the other an Anglican from Connecticut. 


Relations with the Government; Building a \"Harmonious Society\" 


7. (SBU) Huang was positive about the relationship among Guangdong 
churches, the Three-Self Patriotic Movement (TSPM) and GCC, and the 
government. He said the Religious Affairs Bureau does not typically 
deal directly with individual churches; rather TSPM and GCC act as 
liaisons. Huang stressed that TSPM and GCC are not government 
agencies, and represent the interest of churches. Practically 

speaking, TSPM and GCC are the same organization as they use the 
same staff, according to Huang. 


8. (SBU) Huang said China\'s religious organizations are contributing 
to a more active civil society while also supporting the 
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government\'s policy of building a Wharmonious society.\" Huang noted 
that government approval is more forthcoming now than in the past 

for church-related social services such as day care, medical 
assistance, and educational scholarships. Officials have also put 
pressure on religious groups in recent years to contribute 

financially to disaster relief efforts. Huang said Christians 

should see this as an opportunity to prove their worth \"through 

deeds instead of words.\" 


Underground Churches and Cults 


9. (SBU) Huang acknowledged that underground churches are common in 
Guangdong, but could not estimate their size or number. When asked 
why these groups choose not to register, he said it is usually for 

one of three reasons: historical (they see GCC as a government 
puppet, which Huang said was true 25 years ago but is no longer the 
case); practical (they fail to reach required thresholds for 

members, financial reporting, or facility safety); and theological 

(they see registering as \"obeying man instead of God\"). Huang 
emphasized that it is in the long-term interest of underground 

churches to register because they can draw on the legal and 
management expertise of GCC. Religious cults are rare in Guangdong, 
according to Huang, but are nevertheless a concern in rural areas 
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because registered and unregistered village churches lack trained 
pastors. 


Biographic Information 


10. (SBU) Reverend Huang began teaching at the Guangdong Protestant 
Seminary in 2006, after completing a three-year master\'s degree in 
theology in Hong Kong at the China Graduate School of Theology. 

Prior to that, he worked in Guangzhou as a pastor and administrator 

for the Guangdong Christian Council (GCC) for 11 years. He is 

originally from Meizhou, Guangdong and speaks Cantonese, Hakka, 
Mandarin, and English. The Guangdong seminary, which is one of 18 
Protestant seminaries in China and celebrated its 20th anniversary 

in 2006, has 72 students, eight full-time faculty, and ten part-time 

faculty. 
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E.O. 12958: DECL: 04/12/2017 

TAGS: PTER, KAWC, PINR, TS 

SUBJECT: PRESIDENTIAL ADVISOR OFFERS GUANTANAMO DETAINEE 
ASSURANCES 


REF: A. TUNIS 306 
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B. TUNIS 259 
C. TUNIS 257 
D. TUNIS 193 
E. TUNIS 139 
F. TUNIS 65 
G. SECSTATE 10683 
H. 06 TUNIS 2814 


Classified By: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (b) AND (d) 


1. (S) SUMMARY. During an April 12 meeting with Ambassador, 
Minister of State, Special Advisor to the President Abdelaziz 
Ben Dhia offered the most extensive and comprehensive 
assurances we have received to date on the repatriation of 
Tunisian detainees at Guantanamo Bay. These assurances 
included a commitment that Tunisia would respect the 
Convention Against Torture. END SUMMARY. 


2. (S/NF) On April 12, Ambassador met with Minister of State, 
Special Advisor to the President, and Official Sookesperson 

of the Presidency Abdelaziz Ben Dhia to press for GOT 
assurances regarding the proposed repatriation of three 
Tunisian detainees at Guantanamo Bay. Also present were Afif 
Garbouj, Primary Diplomatic Advisor to the President, ORA 
Deputy, and PolOff (notetaker). Ambassador stressed the 
importance that the Administration places on the closure of 
Guantanamo and asked for Ben Dhia\'s assistance in obtaining 
assurances on the outstanding issues of treatment and third 
party access. Ben Dhia told Ambassador that he was aware of 
the issue and that Tunisia also considers the topic 
\"sensitive.\" Regarding the specific assurances, Ben Dhia 
stressed that all Tunisian nationals must be treated equally 
under Tunisian law and that Tunisia cannot commit to treating 
some individuals differently. 


3. (S) Ambassador noted that in diplomatic notes (Refs B and 
F) exchanged on this topic, the Ministry of Foreign Affairs 

had said Tunisian law would be applied to the returned 
detainees, with no mention of the Convention Against Torture 
(CAT). Ben Dhia responded that Tunisia has ratified the CAT 
and respects its related obligations. He then called 

Minister of Justice Bechir Tekkari to ask, \"Regarding the 
Guantanamo detainees, have we ratified the Convention Against 
Torture and will we respect it?\" Ben Dhia listened to 
Tekkari\'s answer, then told Ambassador, \"No problem. We 
respect it" Ben Dhia added that international treaties and 
conventions are superior to Tunisian law, according to the 
Tunisian constitution. 


4. (S/NF) Ambassador then noted that the GOT\'s diplomatic 
notes had said only lawyers and families would have access to 
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the detainees. Ambassador told Ben Dhia that the United 
States must have assurances of third party access. Ben Dhia 
said that the GOT does have an accord \"for a certain period\" 
with the International Committee of the Red Cross (ICRC, Ref 
C) regarding prison visits. Again, Ben Dhia called Minister 

of Justice Tekkari to discuss, then summarized, \"The ICRC 
asks for access and we evaluate their request.\" (COMMENT: 
While Ben Dhia did not offer a complete commitment, as 
reported Ref C, ICRC Regional Director Bernard Pfefferle 
(strictly protect) told Ambassador that the ICRC had 
eventually been granted access to every specific individual 

it had requested to visit in MOJ custody in Tunisia. 

Pfefferle said that clearly some in the GOT had once believed 
the ICRC-GOT agreement would end in late 2007. However, 
Pfefferle thought that the GOT now understood that the accord 
was indefinite, although Ben Dhia twice said the ICRC accord 
was for a \"certain period\". Pfefferle added that the ICRC 
would seek access to any Guantanamo detainees returned to 
Tunisia. END COMMENT.) 


5. (S) Ambassador asked Ben Dhia if the ICRC has access to 
Ministry of Interior (MOI) facilities. Ben Dhia clarified 

that, since 1997, the Ministry of Justice has operated all 
prison facilities. The Ministry of Interior only detains 
individuals for \"garde a vue\" (detention during the period of 
investigation), said Ben Dhia, and would not be interested in 
the detainees, whose crimes are already clear. Ben Dhia 
called the Minister of Justice a third time to ask if the 
detainees would be subject to garde a vue and clarified with 
Tekkari that the three detainees proposed for transfer are 
already convicted in absentia. (NOTE: As reported Ref H, the 
detainees could face new charges, and related MOI 
investigations, under Tunisia\'s 2003 terrorism law. END 
NOTE.) Ben Dhia then told the Ambassador that the three 
detainees would have their identity confirmed by the Ministry 
of Interior before being transferred to Ministry of Justice 
custody. 


6. (S) COMMENT: Ben Dhia, perhaps the highest ranking GOT 
official after President Ben Ali, has provided the most 
extensive and comprehensive assurances we are likely to 
receive -- orally or in writing -- on the detainee issue. 

Post accepts Ben Dhia\'s comments as a genuine commitment from 
an individual we believe to be the second most powerful GOT 
official. On balance, we judge that at his level there is an 

intent to keep commitments related to the detainees. Yet we 
cannot exclude the possibility, given the track record of the 
Ministry of Interior, that the detainees would be tortured 

upon their return to Tunisia. If further assurances are 

needed, high-level Washington engagement may be required. 
GODEC 
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DEPARTMENT FOR EUR/TRA/AN (TCOLEMAN), EUR/ERA (PWALKER), 
AND EUR/AGS 


E.O. 12958: N/A 

TAGS: EAIR, ECON, KTIA, PREL, EU, AU 

SUBJECT: AUSTRIA MOVING FORWARD ON U.S.-EU AIR TRANSPORT 
AGREEMENT 


REF: STATE 43305 


1. (SBU) On April 12, Acting Econ/Pol Counselor delivered 
reftel point to Alois Kraut, Head of the Ministry of European 
and Integration Affairs\' Transport and Telecommunications 
Unit. Kraut noted that the GoA\'s Council of Ministers had 
vested Austria\'s Permanent Representative to the EU with the 
authority to sign the Open Skies Plus Agreement at the 
upcoming COREPER. Kraut said that, following the signing at 
the April 30 U.S.-EU Summit, the GoA\'s Council of Ministers 
will send the agreement to Parliament. Kraut estimated that 
Parliament would approve the agreement in early summer or in 
early autumn. Kraut added that he does not anticipate any 
opposition, as the agreement enjoys broad support from 
Austrian political parties and Austrian air carriers. 
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RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS 

RHHMUNA/HQ USPACOM HONOLULU HI 

RHHMUNA/CDR USPACOM HONOLULU HI//J07/CATMED/CAT// 
RUEHBK/AMEMBASSY BANGKOK 7865 

RUEHBD/AMEMBASSY BANDAR SERI BEGAWAN 0377 

RUEHBY/AMEMBASSY CANBERRA 0656 

RUEHFR/AMEMBASSY PARIS 0999 

RUEHGV/USMISSION GENEVA 7554","UNCLAS SECTION 01 OF 03 JAKARTA 001053 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR EAP/MTS, G/AIAG AND OES 

USAID FOR ANE/CLEMENTS AND GH/CARROLL 

DEPT ALSO PASS TO HHS/WSTEIGER/ABHAT/MSTLOUIS AND HHS/NIH 
GENEVA FOR WHO/HOHMAN 


E.O. 12958: N/A 
TAGS: TBIO, AMED, CASC, EAGR, AMGT, PGOV, ID, 
SUBJECT: INDONESIA - AVIAN INFLUENZA SAMPLE SHARING UPDATE 


REF: A) Jakarta 00933 B) Jakarta 00310 
C) 4/5/07 Hohman Update e-mail 


1. (SBU) Summary: Despite Health Minister Fadilah Supari\'s March 28 
pledge to immediately begin sharing avian influenza (Al) samples, 

and similar pledges following World Health Organization (WHO) 
Director General Margaret Chan\'s April 4 Jakarta visit, the 
Government of Indonesia (GOI) has not yet resumed sharing Al 
samples. GOI statements on the issue have vacillated between 
assurances that Indonesia will resume sharing samples immediately to 
inflammatory op-ed pieces in newspapers. NIHRD Director Dr. Triono 
Soendoro and his deputy, Dr. Endang Sedyani, will lead the GOI 
delegations to upcoming meetings on sample sharing and vaccine 
policy in Geneva, making any resumption of sample sharing unlikely 
until the two return to Jakarta in late April. A WHO Assessment 

team from Tokyo will visit the National Institute of Health (NIHRD) 

and the Eijkman Institute on April 23 to assess their qualifications 

for appointment as a WHO Collaborating Center for H5N1. The 
inability of international laboratories to confirm MOH-diagnosed Al 
cases has led to a gap between the GOIYs confirmed case count (94 Al 
cases with 74 deaths), counts at NAMRU-2 (83 Al cases, with 64 
deaths) and WHO (81 cases with 63 deaths). End Summary. 


Sample Sharing: Gap Between GOI Rhetoric and Action 


2. (SBU) Following World Health Organization (WHO) Director General 
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Margaret Chan\'s meetings of April 4 with President Susilo Bambang 
Yudhoyono, Health Minister Supari and Foreign Minister Hassan 
Wirjuda, Supari announced again that the GOI would resume immediate 
sending of samples. Various Indonesian press covered the Chan visit 
and carried different accounts of when the sharing would take place. 
One newspaper quoted Supari as indicating samples will be shared 
immediately, while another noted \"We will resume the sending of 

virus sample for the sake of global interests. The delivery will 

take place this year, within two months from now at the latest.\" 

NIHRD Director Dr. Triono Soendoro also told an Embassy employee the 
week of April 9 that the MOH would resume sample sharing with 
NAMRU-2. 


3. (SBU) However, just a week after the Chan visit, Supari authored 
a highly nationalistic op-ed in the Indonesian daily KOMPAS entitled 
\"Bird Flu and Nation\'s Sovereignty.\" According to an Embassy 
translation, Supari writes \"... The debate over the H5N1 virus 
between WHO and Indonesia demonstrates that, as long as an 
independent nation still depends on other nation(s), that nation is 
still subjugated...Indonesia, together with other developing 

nations, has just established a front to confront WHO, which always 
sides with rich countries in dealing with matters pertaining to 

public health, including bird flu... Exploitations carried out by 
industrial countries against poor developing countries are nothing 
new...Indonesia has had the courage to take a stance, albeit \'only\' 
in the field of health...One thing worth noting; from the bird flu 

virus we realize that a sovereign nation is capable of upholding 
human dignity even though there is a long road ahead.\" 


4. (U) The op-ed also implies that NAMRU-2 improperly obtained Al 
samples. It reads \"Since 2005, Indonesia had been sending samples to 
WHO laboratories because laboratories in Indonesia were considered 
not yet meeting requirements. Health agencies from other countries 
also tried to take Indonesian specimens either by visiting a victim 
directly or hospital, e.g. NAMRU2 who later sent the specimens to 

CDC Atlanta.\" (Note: This is false. NAMRU-2 has obtained NIHRD 
permission to ship all samples, and has records on file to prove 

it.) 


5. (U) Indonesian press ran numerous articles on ChanWs visit. The 
Jakarta Post reported that Chan said the global vaccine reserve 

would be of great importance for developing countries in their fight 
against avian influenza, noting \"We will look at how to develop 

global stockpiles of vaccines, particularly for developing 

countries.\" Chan said the WHO would gather resources from developed 
countries, donors as well as large drug-makers to make the plan 

work. Press also quoted Chan as having emphasized that the global 
fight against bird flu required the full cooperation of developing 


JAKARTA 00001053 002 OF 003 


Column 3 


countries, an obligation that will be enshrined in a new global 
regulation. \"The sharing of information on the virus is a 
requirement for all countries under an international health 
regulation which will come into effect June 15.\" 


NIHRD Conducts Data Review of Indonesian Samples 


6. (SBU) According to Ref C, NIHRD Director Dr. Triono Soendoro has 
requested a review of institutes that have requested viruses from 
Indonesia, and the data generated from analysis of these viruses. 
(Note: On multiple occasions, NAMRU-2 and the CDC have provided 
multiple senior officials at MOH (including Dr. Triono and Director 
General for the Center for Communicable Diseases Nyoman Kandun) 
electronic and hard copies summarizing findings. The CDC has also 
given the MOH disks containing complete sequencing information on at 
least two occasions, including in January 2007.) 


GOI Plans for Upcoming WHO Meetings and Visits 


7. (SBU) Dr. Endang Sedyani, Deputy Director of National Institute 
of Health Research and Development (NIHRD) told us April 10 that 
both Endang and Triono will participate in sample sharing 
discussions in Geneva from April 18-20. Endang will first accompany 
Minister Supari to bilateral meetings in Madrid before heading to 
Geneva. Although Triono will return to Jakarta on April 21, Endang 
will stay on to participate in the April 23-25 vaccine policy 

meetings. Endang also stated that NIHRD is preparing for the April 
23 visit of Dr. Masato Tashiro, Director of the WHO Collaborating 
Center in Tokyo. Dr. Tashiro will evaluate the qualifications of 

the NIHRD and the Eijkman Institute to become a WHO Collaborating 
Center for the diagnosis of H5N1. 


NIHRD Claims NAMRU-2 Steals Their Thunder 


8. (SBU) Endang explained that NIHRD researchers want peer respect 
in the international research community. One of the sensitivities 

that NIHRD has felt with NAMRU-2 is the fact that international 
researchers visiting Indonesia contact NAMRU-2 researchers first for 
their views, she said. In a separate meeting on April 3, Endang 

told us that NIHRD would likely seek to take over NAMRU\"s flu 
surveillance network and analyze all samples at the NIHRD, confining 
NAMRU-2 to projects specifically directed to \"research.\" (Note: 
\"Surveillance\" is a charged word in Indonesia because of its 
intelligence gathering connotations.) When asked how NIHRD will pay 
for the costs of maintaining the network, Endang replied that NIHRD 
would likely use CDC funding. We explained that research sponsors 
usually direct funds to activities related to ongoing research 
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projects, and that unlike development assistance, sponsors generally 
consider research funding as an investment in future joint research. 
Endang seemed surprised by this point. (Note: Despite her 
comments, Endang did not specify a deadline for taking over 
NAMRU-2\'s surveillance system, which continues to operate.) 


Conflicting Al Counts 


10. (SBU) As a result of the sample impasse, Ministry of Health 
(MOH), NAMRU-2 and WHO now post different confirmed Al case 
statistics, per Table 1. 


No. No. Fatality 
Organization Cases Deaths Rate 


MOH 94 74 78% 
NAMRU-2 83 64 77% 
WHO (1) 81 63 78% 
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(1) WHO figures date from when the MOH still sent samples to WHO 
Collaborating Centers for confirmation via NAMRU-2. 


11. (SBU) NAMRU-2 tests suggest that at least two of the GOI 

positive Al cases were likely not positive for H5N1. Based on 

laboratory findings and epidemiological and clinical review of data, 
NAMRU-2 believes two cases from January 2007 (a 15 year-old female 
from Tangerang and a 30 year-old male from Bandung) did not result 
from Al. As both patients are alive and well, NAMRU-2 has 
encouraged NIHRD to seek additional molecular and serologic testing. 
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